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Abstract
The Internet Of Things(IoT) is a hotter topic than ever. As devices and
our daily life get connected to the IoT, we also put ourselves at risk. IoT
security issues get reported on a regular basis,  and experts are con-
cerned that we will lose control of the situation. In this thesis, the IoT
usage in the car industry is investigated and analyzed, and proposals
for security issue mitigations are presented based on existing research.
To do this work, existing research is  being looked at and interviews
with people in the car industry and IT-security are made. 

Not much research have been done about the security of IoT connected
cars  in  general  due to its  infancy.  Most  previous research has  been
done for not IoT connected cars. This lack of research made security
solutions for other IoT devices interesting to take inspiration from and
was then used to form security proposals that cover multiple technolo-
gies used in the car industry and other industries.

Sammanfattning 

Internet Of Things(IoT) är ett hetare ämne än någonsin. Allt eftersom
enheter och vårt dagliga liv blir anslutna till IoT, utsätter vi oss själva
också  för  risker.  IoT-säkerhetsproblem  rapporteras  regelbundet  och
experter är oroade för att vi ska tappa greppet om situationen. I denna
avhandling undersöks och analyseras IoT-användandet inom bilindus-
trin och förslag på lösningar på säkerhetsproblem presenteras baser-
ade på befintlig forskning. För att göra detta arbete granskas befintlig
forskning och intervjuer med personer i bilindustrin och IT-säkerhet
görs.

Inte mycket forskning har gjorts om säkerheten för IoT-anslutna bilar i
allmänhet då teknologin är i sin linda. Merparten av tidigare forskning
är för icke IoT-anslutna bilar. Denna brist på forskning gjorde säker-
hetslösningar för andra IoT-enheter intressanta att ta inspiration från
och användes sedan för att bilda säkerhetsförslag som täcker flera tek-
nologier som används inom bilindustrin och andra branscher.
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1 Introduction

In this thesis, an explanation of what the Internet Of Things is and its applications are given.
Secondly, the relevant IoT technologies in the car industry are introduced. Thirdly, the security
issues of the before introduced technologies are discussed. Then, the primary research material
for the security proposals of this thesis is presented and summarized. Then, the proposals are
then presented in an infotable and plain text for the reader to observe. After, the presented pro-
posals are discussed, and last, the thesis conclusions are presented.

1.1 The IoT
(ITU-T Newslog, 2012) defines the Internet Of Things as “a global infrastructure for the informa-
tion society, enabling advanced services by interconnecting (physical and virtual) things based
on, existing and evolving, interoperable information and communication technologies ’’.

(WhatIs, 2012) defines a thing, in the context of the Internet Of Things as “an entity or physical
object that has a unique identifier, an embedded system and the ability to transfer data over a
network”. This ability can, for example, be used to monitor factory settings or interact with self-
driving cars through the Internet. 

According to (Wortmann et al. 2015) and (Tankard, C. 2015), many organizations are looking to
get their products into the IoT to increase their coverage as the number of ways to benefit from
making devices connect to the Internet are enormous due to its networking capability. Examples
of organizations looking to get their devices into the IoT are providers of: 

• Transport vehicles 

• Utilities 

• Medical devices 

• Smart environment

The organizations behind these listed products are predicted to have the highest level of adop-
tion in the next five years. 

The Internet service provider Verizon has estimated that more than 10% of all organizations will
use the IoT by 2025 in their services on some level and that those who do so will profit more
compared to those who do not. The reason for this estimation is that they will provide better ser -
vices to their customers. 

Statistics from (Internet of Things Top Ten, 2014) says between 26 - 50 billion devices will be on
the IoT by 2020 with around 300 billion USD in revenue and an impact of 1.9 trillion USD on the
global economy.

1.2 The Purpose Of This Thesis
As a consequence of the rise of the IoT, the security risks needs to be taken into account – how
do we reap the benefits of the IoT without putting ourselves at risk? 

The purpose of this thesis is to present proposals for mitigation of the security issues of the IoT
technologies used in the car industry based on existing research. This topic was chosen because
of its relevancy in today's society and because that most of us are affected by it either directly or
indirectly – most people are around cars in their daily life, either walking beside them or sitting
inside of them.
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2 IoT Technology In The Car Industry

According to (Ninan S et al. 2015), even since the early days of the Internet, manufacturers of
cars have been looking to make their vehicles more connected to the outside world through it.
Starting in the middle 60s, people have been thinking about combining instruments of naviga-
tion and situation reports within cars. In the first attempts the hardware to support this was to
be put on the roads. The economic cost of these first ideas made them hard to follow up and real -
ize, but the ideas of navigation and situation report instrument usage stayed. 

The next step was embedded devices inside the cars that was to allow manufacturers help its cus-
tomers remotely. An example of this are the OnStar devices integrated by manufacturers like
BMW and Mercedes. 

After embedded devices, with mobile phones and other devices getting more popular, getting our
own devices connected to our vehicles got more relevant than ever. This trend inspired "The info-
tainment era". Applications like Spotify and others got connected to our vehicles and we could all
of a sudden, for example, move our media settings into our cars. 

The recent development shows us that self-driving cars that take use of the IoT and Big Data may
be the next step. Cars have now begun to interact with such things as road signs and other vehi-
cles in a smart way. According to (BMW revamps R&D, 2016), BMW has plans to increase their
effort into the research and development of self-driving cars. Many other companies also plan to
do this research and development revamp.

2.1 Engine Control Unit
According to (Charette, R.N. 2009), what controls the internal devices in a modern car are many
Engine Control Units (ECUs) connected through the CAN bus which is the central unit that the
cars’ ECUs connect to. An ECU is a microchip that takes input that control and regulate the inter-
nal device it is connected to so that it can act and function according to the current environment.
Some of these ECUs are connected to the IoT to access remote resources like audio and video
streams or to communicate with other vehicles. One ECU controls the engine and other ECUs
control things such as the battery, doors, power, steering and audio system to name a few.

2.2 Controller Area Network
According to (CAN in Automation, 2015), CAN is a protocol designed for the communication be-
tween the ECUs in cars. This is used to make ECUs work together in different ways to, for exam -
ple, let them wait for each other before they go to the next action in the schedule.

2.3 On-board Diagnostics
The OBD system is the central control unit in the car. It controls the cars’ ECUs through the CAN
protocol/CAN bus. According to (Kerstetter, B. 2012), OBD is a diagnostic done either by the car
itself or a person. This diagnostic reports the state of the ECUs in the car. If done by a person, an
OBD is usually done by a hand held OBD scanner after the driver sees that a light is blinking in
the car to signal him/her that something is wrong. The scanner can then be plugged in and re-
port to a user what is wrong in the car with different codes and messages so the user then can
look for a solution on the manufacturer’s website and use it. OBD is also used by the car com-
pany’s fleet management systems. The vehicle keeps track on its ECU status with OBD while run-
ning and this information is then uploaded to the IoT and can be viewed by those with access.
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2.4 Supervisory Control And Data Acquisition
According to (Boyer, S.A. 2009), Supervisory Control And Data Acquisition(SCADA) is a system
for monitoring and controlling factories used in the car industry and other industries. It is an In -
dustrial Control System(ICS). SCADA differs from other ICSs by being custom-made for large
scale operations. This system has come in many different generations, the latest being the IoT
version.

With larger operations, new challenges were presented to the SCADA system. It now had to deal
with a lot more devices spread out over vast distances due to organizations growth. A concept de-
riving from Object Oriented Programming called Data Modeling solves parts of this. This data
modeling creates virtualized models of the devices running in an SCADA system. These models
contain information about the devices to help the administrators get an overview of what are
happening in the facility network. More ICSs are likely to adopt this concept due to the growing
need to handle large-scale operations. 

The IoT enables the SCADA systems to use smart algorithms for the facilities it monitors and
controls. This makes the facilities more cost and power efficient.

2.5 Autonomisation
One of the results of putting all the previous mentioned car technologies together is autonomous
cars. According to (Ninan S et al. 2015) and  (Petit et al. 2014), car brands like Nissan, Volvo,
Mercedes and BMW are getting their cars autonomous, and many believe that 90% of all newly
manufactured cars will be connected to the IoT by 2020 from the less than 10% of today. Auton-
omous cars have three main sorts of connectivity:

• Vehicle to Vehicle (V2V)

• Vehicle to Infrastructure (V2I) 

• Vehicle to Device (V2D)

All these three types of connectivity are used to form the base of interactive autonomous cars.

According to (Kerstetter, B. 2012) and (Appendix A, 2016), cars have become a bigger part of our
lives as time has gone by. They affect the environment all around us in different ways in both our
personal  and professional  life.  Many businesses  run by cars  to  increase their  effectivity and
value, and cars are of interest for many regular people. Parts of our society evolves around them.

Autonomous cars have a lot of benefits. These cars remove the stress of drivers having to know
what way to drive, how fast they can go and conduct themselves amongst other drivers. Autono-
mation would also help the cars to be more resource efficient, and how long drives take are calcu-
lable since the drive itself gets strictly planned. Making cars autonomous also give a new view on
cars. Instead of something drivers use, it is seen as a vehicle that transports people and things as
a service – why have a driving license? Businesses could use them for food delivery and many
other things. 

Another thing about autonomous cars many people are excited about is the ability for many of
these cars to run on electricity. Cars would not have to be filled by car gasoline and could also
recharge given the correct instructions at a charging station.

According to (Topham, G. 2016), many manufacturers are planning to get their cars into real-life
testing to see how they hold up in the real world. An example of this is Volvo that has plans to
give about 100 families chance to test their autonomous cars in their daily life in London 2017,
and the highway organization of England is looking to do their tests the same year. Car compa-
nies have also looked into creating testing tracks. Jaguar Land Rover built their own 41-mile long
test track in February 2016.
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2.6 IoT Devices
According to (Appendix A, 2016), the factories that create vehicles in the car industry are full of
IoT devices. These devices are made to, for example, automate the process of putting car parts
together, handle temperatures in the environment and notify administrators if something goes
wrong. Many things around the factory are monitored and controlled by the power of these IoT
devices administrated by the SCADA system. 

IoT devices will also exist in the environments where autonomous cars move around. With cars
getting more and more interactive, IoT devices get more usable than ever before by the car in-
dustry because of the value they bring through their ability to work as extra components to exist-
ing infrastructure. IoT devices can help autonomous cars make decisions and make them more
efficient.

2.7 Computer Clouds
According to (Appendix A, 2016) and (He et al. 2014), many of the components of the cars con-
nected to the outside world use computer clouds. These clouds get used for processing of com -
plex data and also to store vehicle information. An example of how this is used are the fleet man-
agement systems car companies’ have created to keep track of vehicles to service them remotely.
Computer clouds are also used to process the data of the IoT devices around car industry envi-
ronments.

3 Security Issues With IoT Technology In The 
Car Industry

3.1 The Issues With OBD & ECU
According to (Yadav et al. 2016) and (Petit et al. 2014), the OBD feature in many modern cars
has shown to be insecure. Researchers from around the world have demonstrated how they can
control some of the ECUs in the cars and their features through the OBD port. The researchers
have also shown the capability of uploading custom made firmware to the OBD hardware to re-
place the old one. There have also been reports of car thieves using special tools to enable cars to
be started key-less (mainly cars with a push-to-start functionality). With a device similar to an
OBD scanner, the attackers can ”trick start” the car, getting control of the engine ECU. In the
right hands, being able to control functions in the car with a hand-held device are great but in the
wrong hands it can be horrible. 

The flaw that makes the car being able to be controlled externally by attackers are the weak net-
work interface that can be accessed either through wifi, Bluetooth, or cellularly. The security of
this interface depends on what vector point is used. From wifi/WPA-2 with random passwords to
Bluetooth with easy to guess pin-numbers. Since the OBD system in the car is more or less the
central control system of the ECUs, this is very problematic. Imagine that you are driving on the
road and all of a sudden your car goes out of control. The breaks shut down, and the stereo gets
turned up to the maximum value and you have no way to turn it off. How would you feel?(Hack-
ers Remotely Kill a Jeep, 2014)

Other than getting access through the OBD system to control the ECUs, a hacker can also inject
trojans or similar malware through the CD-player and USB sticks to do so.

Looking at (Arabo et al. 2013), another attack vector to get access to cars’ ECUs are mobile de-
vices. When a mobile phone or laptop is compromised by a Remote Access Trojan(RAT), the mo-
bile phone/laptop can be controlled by an attacker and everything the owner can do, the attacker
also  can  do.  This  issue  means  that  all  IoT  devices  connected  to  this  compromised  mobile
phone/laptop are also indirectly controlled by its attacker.
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Car attack examples

• In 2015, in BMW and Marcedes Benz cars, something Samy Kamkar called an ”OwnStar”
was installed to intercept the communication between the cars and the user’s ”OnStar”
mobile phone app to for example turn on the car’s engine(s4myk, 2015).

• In 2014, the car Jeep Cherokee was shown to be vulnerable to attacks. The researchers
Charlie Miller and Chris Valasek were able to turn off the car’s brakes, steer its direction
and make the engine turn off and on from within the vehicle with their laptop. After this
exploit  was unveiled, Fiat Chrysler,  the organization behind the automobile,  sent out
USB-sticks to assist users to fix about 1.4 million of its vehicles. In 2015, the reporters of
wire.com revisited the security researchers that had hacked the cars previously. Instead
of only being able to control the vehicle locally they could now control the car remotely,
sitting miles away at home in their living room(Hackers Remotely Kill a Jeep, 2014).

• In 2014, Tesla Model S was found to be hackable (the infotainment system was running
on Ubuntu 13.04 and they got root access) through the car’s ethernet jack behind the
dashboard. Trojans could also be installed into the vehicle(D.E.F.C.O.N.C. 2015).

3.2 The Issues With SCADA
According to (Piggin, R. 2016) and (Pidikiti et al. 2013), security issues have been found in set-
tings using SCADA around the world which could not only be a problem for the organizations
themselves, but also their customers in case an attacker tamper with the creative process of the
product a factory produces. Many researchers are concerned with the naive approach that has
been taken to the security of SCADA. If an important setting using SCADA got attacked, it could
have severe consequences. Yet exploits, very similar to those used to attack personal computers
have been shown to work against SCADA systems. 

Some things researchers are concerned about are the lack of security in the design of SCADA.
They also point out that the belief that SCADA systems are safe just because they are not con -
nected to the Internet are false. They also criticize many SCADA settings’ physical security.

SCADA system attacks have been reported to be done from the inside or by social engineering.
This bypasses all cryptography security the SCADA systems usually have. It also allows an at-
tacker to communicate with devices in the system directly and send unwanted packages/signals
to them.

SCADA attack examples

• In 2015, Ukrainian media reported that a cyber attack had left 1.4 million homes in the
Ivano-Frankivsk region without electricity for a couple of hours. The security company
ESET indicated that this was not an isolated incident and that the same malware had
been found on a network used for air traffic control somewhere else(Piggin, R. 2016).

• In  2011,  The  U.S.  Industrial  Control  Systems Computer  Emergency  Response  Team
(ICS-CERT) found a malware called ”Black Energi”. This malware has been observed on
multiple occasion. Latest time being in January 2016 when ”Black Energi 3.0” was sent
to targets using a Microsoft Office exploit allowing trojans to be attached to Excel docu-
ments by an MS-Office macro which then could download the malware(Piggin, R. 2016).
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3.3 The Issues With Autonomisation
The security problems of autonomous cars are a mixture of the before mentioned car related is-
sues. Other than those issues, there are according to (Petit et al. 2014) also autonomous vehicle
specific security problems. The usage of GPS in cars can be attacked by so-called ”GPS jammers”
that cost about 20USD, which can block the cars ability to report its position to the car manufac-
turers. This GPS-jamming enables car thieves to steal cars and then not be traced in the act of
driving away with it. Another problem is the sensors used by the cars, specifically cameras. These
cameras can be blinded by an IR LED going right into the camera lens. Other dangers are false
objects purposely being put into the environment the cars interact in – what happens if a left
sign gets turned into a right sign all of a sudden? 

Other autonomous cars can also be used as attack vectors.  Cars can perform DOS – attacks
against each other and by that keep a car too busy to do necessary tasks. Blocking of pseudonym
changes (cars can exchange pseudonym names with each other to confuse tracking operations)
can also be performed which is a privacy issue.

With autonomous cars, not only hardware problems come but also moral and ethical issues. How
should the cars act? Can we trust a program or a robot, which the cars in reality become to make
the right decision? A video clip made by TED announces this issue very clearly. Lines from the
video (T.E.D.E. 2015) are quoted bellow:

”Imagine that an autonomous car is driving in the middle of the road boxed in by other vehicles.
All of a sudden, the car in front of the autonomous car is stopping and it has to make a choice. Ei-
ther the autonomous car hurts itself or the vehicles to the right or left to it. Can a computer do
this efficient? Can a computer ever have the moral capability to do a good judgment in this kind
of situations?

If a human were in that situation its reaction is counted as a reflex or panic act, but if it is made
by the car itself it becomes a programming issue. Are the programmers of the system the ones to
blame? It also gets to be a matter of choosing what is more okay to hit. 

If the car is in the middle of traffic like in the previous scenario and has two choices – hitting a
motorbike rider with no helmet or one with a helmet, what is the right choice? If it hits the rider
with the helmet it does as little harm as possible, but it penalizes the behavior of wearing a hel-
met. If it hits the motorbike rider with no helmet, it goes away from its fundamental principle of
doing as little harm as possible.”

3.4 The Issues With IoT Devices
The IoT devices related to the car industry have many of the same weaknesses as all the other IoT
devices on the market which make them easy targets for an attacker within the network to attack.

According to (Internet of Things Top Ten, 2014) and (Tankard, C. 2015), experts say security is-
sues exist in most common IoT devices. OWASP, HP Fortify and others security organizations
have estimated that 70% of the most commonly used IoT devices have security issues. Overall, it
is said that a device has an average of 25 security concerns. The most common of them being
things such as:
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• Insecure web interface (default username and passwords, no account lockout, XSS, crsf,
SQLi vulnerability)

• Insufficient  authentication/authorisation  (weak  passwords,  bad  password  recovery
mechanisms, no two-factor authentication available)

• Insecure network service (unnecessary ports are open, ports exposed to the Internet via
UpnP, network services vulnerable to DOS)

• Lack of transport encryption (sensitive information is passed in clear text, SSL/TLS is
not available or not properly configured, proprietary encryption protocols are used)

• Privacy concerns (too much personal info, actions are collected, collected information is
not properly protected, an end user is not given a choice to allow collection of certain
types of data). 

The reasons for this are many. One is that an estimate of 48% of all IoT devices in production
does not undergo a security review at all. According to (Appendix A & B, 2016), the reason why
these security issues exist is also about how many angles there are to cover. Devices share infor-
mation over the network spontaneously and there is no end-to-end protection for this for all
types of IoT devices. Security solutions also need to be able to adapt to the current setting it is in.
It also becomes an issue about the inherent trust devices have for each other inside the network.
One device can be hacked and then used as an attack vector for other devices, and this is hard to
stop since the devices are not built to prevent that from the start. 

Another problem is how little companies know, in general, about security. This issue means that
they have a hard time to criticize or report to the vendors about bugs that need to be fixed. Car
companies do not keep their devices updated, and they do not want to invest the extra time and
money to fix the issues that exist. If an organization gives a user the option to update their appli-
cation often, and they do not do it, there is nothing more they can do. It costs people money to
change their devices, and many companies do not see a reason to – why would someone hack
their devices? 

IoT device attack examples

• In 2015, Runa Sandvik and Michael Auger hacked a TrackPoint sniper rifle to be remote
controlled(Hackers Can Disable a Sniper Rifle, 2015).

• In 2015, BlueBox Security and independent researcher Andrew Hay hacked a Wifi-bar-
bie doll with a man-in-the-middle attack to intercept the dolls received and sent data(In-
ternet-connected Hello Barbie Doll Can Be Hacked, 2015).

• In 2015, Pen Test Partners hacked a smart Samsung fridge to get users’ Google creden-
tials from the Google Calender app, with a man-in-the-middle attack(Samsung Smart
Fridge Leaves Gmail Logins Open to Attack, 2015).

• In  2010,  Barnaby  Jack  did  a  famous  hack,  making  ATMs spit  money  out(C.R.S.I.A.
2010).
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3.5 The Issues With Computer Clouds
According to (Samarati  et  al.  2016),(Internet of  Things Top Ten, 2014),  and (Chebrolu et  al.
2011), the use of private and public computer clouds can be a problem for both the vehicles and
the devices in the car industry. The security issues of computer clouds are hard to solve because
of their complexity. It is a very hard task to secure clouds and the things they are connected to
without having to reconstruct the whole operation with security in mind from scratch. Does car
companies feel they have the resources for this reconstruction? Do they care enough? The clouds
weaknesses, in this case, are a lot of the weaknesses of databases which often have to be reconfig-
ured from scratch. The problems of databases are often caused by sloppy/lacking programming.
The programmers have the knowledge but they may not necessary know how to apply it correctly
with security in mind.

According to (OWASP Cloud  10 Project, 2012), cloud computing services often get used as third‐
party actors to support organizations with their ideas either directly or indirectly. This connec-
tion means that a data leakage of a cloud service also affects the services it is connected to. It gets
to be a question of trust between the organizations – can the data storage provider you have
hired provide enough security for your service? Resources of a cloud inherit a lot of the problems
of the Internet itself. An attacker can scan the Internet for targets within an IP-range that can be
believed to have a setup that is vulnerable. If the attacker can pinpoint a target and get access to
the web server’s administrator login, a default user name and password sometimes is enough to
bypass the security. The attacker can then upload a malicious plugin/file to get access to the file
system of the server where the web application runs.

Other than the security of the server itself the applications often also got issues. There are appli-
cations that scan a web application for vulnerabilities. Using these tools attackers can get a hint
of available exploits and use them.

Because of the wireless nature of cars, there are also issues coming from the traffic being sent
from the cars, to a cloud and back again. This traffic can potentially be captured and analyzed to
get information enough to access the vehicle or simply access media accounts or to get private
driver information.

According to (Internet of Things Top Ten, 2014) and (Appendix A & B, 2016) it exists trust issues
between IoT service providers and computer cloud providers. How does the IoT service providers
know that the cloud services have not been compromised and that their data are not at risk? Can
they know? Will the cloud service provider be honest enough to tell them that they have done
wrong and put their reputation in jeopardy? At the same time as our technology grows, society
also develops. Our social standards and view of things change according to our needs and goals
in life. With the global economy being bad and the working climate being harsh, it can be devas -
tating for a company that has weak security to admit that they have been compromised.

4 The Method

Since the purpose of this thesis is of a fully theoretical nature, no tests have been done but a lot of
research. This research has mainly been done through the Internet and by theorizing about dif-
ferent information and learn as the work has progressed. This method was chosen because it
gave a natural and logical structure of the thesis, and it also promoted a build-up of information
which then was revisited.

Interviews were also conducted with people in the car industry and IT-security in general to get a
broader and realistic insight of the current situation. Two of these interviews and questioning
sessions have been printed and cited throughout this thesis and are open for the reader. 
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4.1 Secure The Cars
In (Petit et al. 2014), they go deep into the evolution of car security, especially of autonomous
cars, and explain its progress, and also presents and classify known threats. Their evaluation is
done with the assumption that a car driver can not be called to help the car by hand to support it
- the car’s purpose is to be self-driving after all. They think that the worst kind of attacks are
those that make the car act in unexpected ways since it brings the most danger on a road with
traffic and can cause death done by for example neighboring cars or corrupt infrastructure. An
example of this is map poisoning attacks which corrupt the inner model of the car (the local dy-
namic map) so that it get a false sense of what the surrounding reality looks like and make faulty
decisions.

They then put different kinds of DOS attacks at medium priority because of their capability to
block progressive behavior from happening. After this,  privacy issues get mentioned and the
danger of cars’ traffic being dropped and then used for re-creating the path they have gone gets
shown in pictures.

To all these problems, they also present suggested measures to solve them. Some of the sug-
gested concepts are extra authentication, redundancy, cars driving in packs, misbehavior detec-
tion, GPS jammer protection, improved hardware design and real-time attack detection.

The issues and solutions given in their report are a mixture of many others works. It stands on a
base of years of car security research which they have then added their research of the modern
progress of cars going towards the IoT to.

4.2 Secure The Devices
In (Tankard, C. 2015), Tankard presents suggestions on how to strengthen IoT device security. 

A problem in many IoT and embedded devices are the operation system they run on. A big part
of the devices we interact with within the service sector runs on outdated software. Examples of
this are hospital machines and ATMs running on Windows 7 or XP or even older operating sys-
tems. It is substantially harder to attack a modern fully updated operating system. The security
of the devices needs to be covered from the bottom up. The American government is looking into
resolving this issue in the medical sector.

To ensure the security of IoT devices, Tankard proposes the following security futures:

• Safe booting – The device should check on start-up if the software/firmware on the de-
vice is compromised or not. If it is, the device should not boot at all.

• Access limiting – Only allowed users should have right to access certain parts of the file
system. User privileges should be strictly mapped.

• Device authorization – When the device connects to a network, it should identify itself
and auto authenticate itself with credentials stored in a safe place.

• Device firewalls – The devices should have software and hardware firewalls to keep track
of what traffic is trying to enter the device and what traffic goes out. There should also be
a close analysis of what ports a device have open and not.

Tankard writes that it will take a long time for organizations to implement and enforce these sug-
gested features. It is both an organization and technical issue. Many steps will need to be taken
before it gets to be a regulation covering all corporations involved to force them to have security
as a higher priority. Consumers of IoT devices should, as they wait for the current IoT situation
to improve have a close eye on their IoT devices and assess their risks.
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A big problem for IoT devices is how much of an issue it is to update them. The process of doing
this need to go faster and it should also be encouragements for the user to do so. Many users do
not have the knowledge needed to do it either, which put them at risk. If the user does not use
the updates that are given, these users are out of reach. Also, when issues come up the organiza-
tions or users should have the tools to do something about it ready.

4.3 Secure The Networks
In (Yu et al. 2015) they dispute the notion that a solution can be made by trying to fix all the de -
vices. They think it is practically impossible to do this since the devices are not able to update be-
cause of their lack of computer power, and that we already have too many devices in motion.
They also write that a hardware solution will be very hard to make because the solutions for the
IoT security issues will need to be highly scalable. They want to rethink the network security of
IoT devices along three critical dimensions:

• Abstractions For The Safety Policies – New thinking about the relations between devices
are needed for the fact that the problems can have a physical and computational dimen-
sion.

• Mechanisms To Learn Attack And Standard Profiles – Because of the multi-functionality
different IoT devices have, old methods for pattern recognition will not work. There need
to be new ways of identification of problematic feature combinations and known threats.

• Dynamic Context-Aware Enforcement Capabilities – Since IoT devices can be plugged
into all sorts of networks, the security solutions need to be able to switch rules and set -
tings depending on what context it is in.

Later in the report, (Yu et al. 2015) also present sketches of a solution to some of these problems,
starting with the problem to recognize attack profiles.

• To learn attack signatures they believe that crowdsourcing is a part of the solution. Users
with a setup in their homes that have had problems could report their issues into a data-
base that in turn helps a defensive software to get security issue signatures.

• To solve issues with cross-device interaction, devices should be divided into different
profiles and be put into a model so that problematic situations can be recognized. It will
not be practical to have the recognition of an issue to be device specific.

• To handle the data traffic  of  the devices they want to use a theoretical  device called
Uboxes that can be configured to treat a particular type of devices. Through having many
of these devices connected to a network, it would allow the systems to adapt quickly to
new situations and be scalable without being insecure.

An example of an issue that their solution would prevent is the case of devices not being able to
change their passwords to something else but the default. Their device, the Ubox, would then act
as a proxy to the login page of the instrument so that it is an extra security page before getting to
it.

4.4 Secure The Networks With Cloud Computing
In (Hafeez et al. 2015), they demonstrate a vision of offloading network traffic to what they call a
Cloud-based Traffic Analyzer(CbTA). The CbTA is connected to a database formed by crowd-
sourcing that helps it update itself to be able to handle the latest threats. This solution is, accord -
ing to them, a ”scalable, cost-efficient, easily deployable as well as a manageable solution for se -
curing different  network  environments”.  With this,  you also  need to  have a  Secure Box(SB)
which redirects the network traffic to go to the CbTA.
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Their solution would mean that in the case of a port-scan to get network information made by an
attacker for example, the packets sent to the victim are first sent to the CbTA by the redirection
of the SB. The packets are then analyzed and passed or not. If the packets are not accepted, the
attacker does not get any valuable information.

In their demonstration they also show how the set-up would react to an SSH "sideknock attack".
Just as with the port scan, the packets are sent to the CbTA and are found to be suspicious. The
attack is then blocked, and the attacker can not proceed with his/her doing. They realize that the
already existing problems in the computer industry will need to be fixed including the new ones
of the IoT and that their idea must cover all bases.

4.5 The Interviews
Appendix A

The interview conducted with Petri Rantala and Joakim Karlmark at Scania IT AB gave a great
insight of how security professionals within the car industry view the IoT and what IoT technolo-
gies are used in the car industry and the security issues that comes with them. The IT security of
cars has become a hotter topic the last 5 years and the industries security professionals them-
selves are very aware of the problems - the organizations they work for may not. Rantala and
Karlmark also showed concerns about the fact that third party devices that they have no control
over themselves getting invited to the car industry environments and can be manipulated due to
the lack of responsibility of the IoT device developers. They also talked about the hard but true
reality of devices and IT overall getting more vulnerable as it gets used more.

Appendix B

The interview conducted with Ross Tsagalidis from KTH/SwAF at KTH premises and via email
provided a historical insight on how the security issues of IoT devices and cars in general are re-
appearances of the problems that could be found in the early days of desktop computers. The IoT
industry has for a long time been trying to get more integrated with society and is now in a phase
where the development may go too fast for our own good because the industry wants to create
devices and functionality without fixing the old problems which lead to even more problems.
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5 The Security Proposals

Issues Mitigations Technologies at 
risk

1. Weak Device 
Authentication

Two Part Authentication(Petit et al. 2014) OBD & ECU, IoT 
devices

2. Weak Software 
Protection

Safe Booting(Tankard, C. 2015) OBD & ECU, IoT 
devices

3. Weak File System 
Protection

Access Limiting(Tankard, C. 2015) OBD & ECU, IoT 
devices

4. Unexpected 
Instructions

Accept Or Decline Function(Petit et al. 
2014)

Autonomisation, IoT 
devices

5. Bad Communication 
Input Or Input

Firewall(Tankard, C. 2015) Autonomisation, IoT 
devices

6. Bad Function 
Protection

Redundancy(Petit et al. 2014) Autonomisation, IoT 
devices

7. Weak Threat Detection Attack/Attacker Detection(Yu et al. 2015) Autonomisation, IoT 
devices

8. Bad Encryption Encryption Solution(New Supercomputer, 
2016) (Nvidia announces ’supercomputer’, 
2016)

Autonomisation, IoT 
devices

9. Weak Location Privacy Hardware Protections(Petit et al. 2014) Autonomisation, IoT 
devices

10. Unauthorized 
Physical Access

Improved opSec Security(Appendix A & B, 
2016)

SCADA, Data clouds

11. Lack Of Interest Economical Maneuver(Appendix A & B, 
2016)

All

12. Lack Of Knowledge Education(Appendix A & B, 2016) All

13. Bad/No Update 
Ability

Improved Hardware And 
Software(Tankard, C. 2015)

All
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Issues Mitigations Technologies at 
risk

1. Weak Device 
Authentication

Two Part Authentication(Petit et al. 2014) OBD & ECU, IoT 
devices

2. Weak Software 
Protection

Safe Booting(Tankard, C. 2015) OBD & ECU, IoT 
devices

3. Weak File System 
Protection

Acces Limiting(Tankard, C. 2015) OBD & ECU, IoT 
devices

1 Weak Device Authentication

An example of this issue is if an attacker can bypass the authentication function to take control of
a device or get valuable information. 

My proposal inspired by (Petit et al. 2014) to mitigate this issue is two-part authentication. Only 
people who either own or support the device should be able to authenticate themselves and gain 
control over the device. All cars should get an individual URL address (for cellular access if 
needed) to their control panel which is kept secret, and on top of this a two-part authentication 
solution should be implemented. This two-part authentication solution should be like the old 
fashion bank pad solution with an access and response key. A mobile app for this is not 
recommended in case a hacker has remote access to the mobile phone or can clone it. Another 
step should be to let only a specific IP enter the control panel – a backside of this idea is that it 
gets tricky in case the car owner is traveling or is using a VPN (which they should). No default 
password or similar can be allowed either. This idea of two part authentication could also be 
used for physical system access such as the ones with hand held OBD devices and external 
devices like mobile phones. Two part authentication can be found on every other Internet bank 
in the world. A login with an analog bank pad which acts as the second part of identification.

2 Weak Software Protection

An example of this issue is if an attacker can manage to switch or modify the software of a device.

My proposal inspired by (Tankard, C. 2015) to mitigate this issue is safe booting. Every time a car
or IoT device starts, the validity of the software installed at the moment should be checked to see 
if it is corrupted. If so, the software should be questioned, and the user should be notified about 
the issue so it is then able to install the correct software. This idea implies that a library of stable 
versions of the problematic software must be easily available on the manufacturers’ side. The 
ability to downgrade to working software versions are mandatory.

3 Weak File System Protection

An example of this issue is if an actor can get a closer look at the source code to develop attacks.

My proposal inspired by (Tankard, C. 2015) to mitigate this issue is access limiting. An actor 
should only be able to access resources within the file system in cars or IoT devices the actor has 
valid reasons to get access to. Access and user limiting can be found in modern operating 
systems.
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Issues Mitigations Technologies at risk

4. Unexpected 
Instructions

Accept Or Decline Function(Petit et al. 
2014)

Autonomisation, IoT devices

5. Bad 
Communication 
Input Or Input

Firewall(Tankard, C. 2015) Autonomisation, IoT devices

6. Bad Function 
Protection

Redundancy(Petit et al. 2014) Autonomisation, IoT devices

7. Weak Threat 
Detection

Attack/Attacker Detection(Yu et al. 2015) Autonomisation, IoT devices

8. Bad Encryption Encryption Solution(New Supercomputer, 
2016)(Nvidia announces ’supercomputer’, 
2016)

Autonomisation, IoT devices

9. Weak Location 
Privacy

Hardware Protections(Petit et al. 2014) Autonomisation, IoT devices

4 Unexpected Instructions

An example of this issue is if an attacker can send remote or local requests for a device to do 
something unexpected.

My proposal inspired by (Petit et al. 2014) to mitigate this issue is an accept or decline function. 
When an external instruction to do an action is sent to the car or device, this should be checked 
and questioned. If the request is critical, the driver should be noted about it and be able to either 
accept or decline the action from happening. In the case of a car, this request should be shown in 
the infotainment display just as a phone call is shown on a mobile phone when someone calls. As 
for a regular IoT device that may not have the capability or be made for a user to interact with in 
a way that allows it to deny or accept a corrupt request, the IoT device needs to trust a good 
authentication system and firewall. There is no service to attack if no services are available. The 
ability to decline or accept system calls can be found on mobile phones – the user can either 
accept or decline the call.

5 Bad Communication Input Or Input

An example of this issue is if an actor can attack a service running on a device/system to get 
unauthorized access or inject bad data. 

My proposal inspired by (Tankard, C. 2015) to mitigate this issue is firewalling. Only necessary 
service ports of a car or IoT device should be open for an actor to communicate with. This 
mitigation means that the only way to control the system should be through the official 
authentication functionality and also that data should not be able to be injected wrongfully. An 
attack can not effect a system if no service receives its packets. Firewalls can be found in any 
modern operating system.
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6 Bad Function Protection

An example of this issue is if an attacker can manage to shut down or distract a function of a 
device to its benefit. 

My proposal inspired by (Petit et al. 2014) to mitigate this issue is redundancy. For both cars and
IoT devices, backup input and output methods should be implemented in case of emergency. 
This mitigation means that if a functionality is shut down in a device, another method to do the 
same thing should replace it. This can be both software and hardware solutions. An alternative 
GPS device or software can be put in for example that activates when the main one crashed while
it is recovering to function again. Redundancy has been used in the AI community for a long 
time.

7 Weak Threat Detection

An example of this issue is if a security threat is not being dealt with.

My proposal inspired by (Yu et al. 2015) to mitigate this issue is attack/attacker detection. While 
active, the cars or IoT devices should be aware of its environment and be able to recognize 
threats by comparing objects in the environment to known bad situations/devices in a database, 
when they are close to one. If a threat is identified, the car or device can strengthen its firewall 
and other defenses for the possible attacks that can come in a proactive manner rather than wait 
for them to be attacked and take action after the fact. The concept of threat detection is used by 
most anti-virus softwares.

8 Bad Encryption

An example of this issue is if an attacker can get information due to weak data encryption.

My proposal inspired by (New Supercomputer, 2016) and (Nvidia announces ’supercomputer’, 
2016) to mitigate this issue is to make a local encryption solution. The data traffic coming from 
cars and IoT devices to different computer clouds and back again should be encrypted and 
decrypted. This mitigation should be done by putting cryptology devices inside the vehicles. 
Putting the encryption process locally within the cars and devices would make the solution more 
scalable than a network solution. This idea of cryptology is not supported by research but is 
interesting to look into. Encryption is used in for example VPN services.

9 Weak Location Privacy

An example of this issue is if an attacker can trace your location history or block your location 
tracking ability completely.

My proposal inspired by (Petit et al. 2014) to mitigate this issue is added hardware protection. 
While the car or IoT device is active it should have added GPS anti-jam functionality or other 
technology in place. This concept has been used in the military for a long time.
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Issues Mitigations Technologies at 
risk

10. Unauthorized 
Physical Access

Improved opSec Security(Appendix A & B, 
2016)

SCADA, Data clouds

10 Unauthorized Physical Access

An example of this issue is if an unauthorized actor gets access to a system it should not have 
access to physically.

My proposal to mitigate this issue is improved opSec security. SCADA and computer cloud 
attacks have been shown to be done from the inside. Therefore the physical and internal security 
must get stronger. This idea is supported by the interviews conducted with Petri Rantala and 
Joakim Karlmark at Scania and Ross Tsagalidis at SwAF/KTH and the other material that have 
been researched in the process of this thesis. Enforced physical security can be found at most 
important facilities.

Issues Mitigations Technologies at 
risk

11. Lack Of Interest Economical Maneuver(Appendix A & B, 
2016)

All

12. Lack Of Knowledge Education(Appendix A & B, 2016) All

13. Bad/No Update 
Ability

Improved Hardware And 
Software(Tankard, C. 2015)

All

11 Lack Of Interest

An example of this issue is if an organization does not see the benefit of improving their IoT 
security.

My proposal to mitigate this issue is economic maneuvers. Companies and other actors should 
be pushed to take care of their own security rather than buying an expensive one from an 
external actor. To force companies with weak security to fix their security flaws, economic 
pressure may need to be applied. See 5.1. This idea is supported by the interviews conducted with
Petri Rantala and Joakim Karlmark at Scania and Ross Tsagalidis at SwAF/KTH and the other 
material that have been researched in the process of this thesis.

12 Lack Of Knowledge

An example of this issue is if a person is not implementing security solutions correctly.

My proposal to mitigate this issue is education. The developers and heads of organizations 
should have a basic understanding of the current security issues and how to handle them and be 
able to implement basic security solutions in a good manner. This idea is supported by the 
interviews conducted with Petri Rantala and Joakim Karlmark at Scania and Ross Tsagalidis at 
SwAF/KTH and the other material that has been researched in the process of this thesis.
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13 Bad/No Update Ability

An example of this issue is if a device does not get updated for years and therefore lacks security 
features.

My proposal inspired by (Tankard, C. 2015) to mitigate this issue is hardware and software upg-
rades.  The car or IoT device should have the ability to update itself  (many of them lack the
hardware capability now) without administrators and customers doing it manually all the time.
An updating ability can be found in most modern operating systems.

Technical implementation examples

• Two part authentication can be found on every other Internet bank in the world. A login
with an analog bank pad which acts as the second part of identification.

• Redundancy has been used in the AI community for a long time.

• Threat detection principles are used by anti-virus softwares and computer network secu-
rity.

• GPS jam protection is used by the military. 

• The ability to decline or accept system calls can be found on every other device. An ex-
ample is the receiving of calls on mobile phones – the user can either accept or decline
the call.

• Firewall, updating and access/user limiting abilities can be found in modern operating
systems.

• Enforced physical security can be found at most important facilities.
• Encryption is used in for example VPN services amongst other things.

5.1 Progress In Phases For IoT Devices
The current security situation in the car industry may force us to increase the security of IoT de-
vices in it in phases. Many actors will not care to act before it is too late. This situation leads me
to believe that the first phase in increasing the security for IoT devices connected to the car in-
dustry, are to build network and traffic monitoring solutions to try to cover as much area and de-
vices as fast and cost efficient as possible without having to wait for slow political  processes
within the companies to take place supported by the ideas of (Yu et al. 2015). This phase may
force organizations to take care of their security issue by adding the economic pressure of seeing
that it would cost less to improve their security on their own instead of buying expensive network
security solutions. 

The second phase, once organizations have realized that security should be prioritized could fol-
low the proposals of (Tankard, C. 2015) and ideas also mentioned in (Internet of Things Top Ten,
2014). 

Phase 1 - Secure the networks

With the guidance of (Yu et al. 2015), attack signature and attack recognition could help buyers
and customers prepare themselves for already known attacks and warn for problematic device
combinations. The database to support this can be held internally within the organization to help
facilities with the same devices across the organization. To get a better understanding of the ac-
tivity of the network of the IoT devices within the facility, a control panel of some sort can be set
to create an overview for the administrators to use.
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Phase 2 - Secure the devices

With the guidance of (Tankard, C. 2015), Safe booting should be used to hinder infected devices
to be within the networks of interest. Access limiting could hinder malicious people to dig deeper
into the source code to find vulnerabilities they then can exploit. Device firewalls should be used
to regulate what external input and output get involved with the IoT devices of the car industry.
IoT devices also need extra authentication just as ECU and OBDs and no default  passwords
should be allowed. The overall state of IoT devices suggests that the devices need improved de-
sign and more computing resources (in a closed factory may not the mobility of the devices mat-
ter) to handle things as encryption and decryption of data traffic and keep the devices updated.

6 Result Discussion

6.1 Proposal Cost
The cost of enforcing the proposed changes must be taken into account. Is the cost worth it? In
the long run they are, but in the short run they are not. A lot of organizations need to go together
to enforce a more serious take on security in the IoT community, and a lot of regulation and poli-
tics must be in place for all companies to agree to a common ground. 

6.2 Strengths And Weaknesses
The strength of the result is the broad research that has been put into it and the focus on the big
picture instead of just a particular car function. The reader gets insight into how the security of
cars and regular IoT devices intertwine with each other and that all things connected to the IoT
can be communicated and interacted with. A major weakness of the result in this thesis is the
lack of practical implementation. The proposals would be more valid if they were tested on actual
cars in the real world. 

6.3 The Value Of This Thesis
The proposals based on existing research in this thesis should be used as an inspiration for the
car industry to improve their security. It gives an insight into the relation between the car indus-
try and other industries which should be helpful. It also gives the perspective of  an outsider
which sometimes a professional lacks. For the field of computer science, the thesis helps com-
puter scientists to see why and how they could help the car industry and other industries im-
prove their security.

6.4 Unexplored Areas
The research could explore autonomous cars more, going into the AI area and the similarity be-
tween the security of Artificial Intelligence and cars, which in a way could be seen as robots on
four wheels. The security of the aeronautical industry could also be looked at to get ideas because
of the mobile nature of airplanes. The result could also be tried and tested in a real setting with
real professionals and be evaluated against a standard security framework. 

6.5 Alternative View
While I think that the broad perspective of this thesis is something good, some may think the op-
posite. Rather than looking at the society view as something good, some may want more car spe-
cific proposals of a more exact technical nature and that IoT device solutions can not be applied
to cars or anything else since they are not the exact same thing. An alternative to making this
thesis could have been a strictly technical thesis in where I tried to construct a program to show
proof of concept for a car specific security solution.
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6.6 Proposal Sources
(Petit et al. 2014) was a compilation of many years research of the security of cars not connected
to the IoT with the added element of IoT concern. 

The concepts of (Tankard, C. 2015) and (Yu et al. 2015) have been around since the middle 90s
or even longer but have been revisited over time by (Babar, S. 2010), (Gubbi et al. 2013) and
(Babar, S. 2011) for example in different ways. The use of these proposals  in this thesis came
about by IoT device security research and was then encouraged in conversation with my external
supervisor, Ross Tsagalidi, who told that the basis of these concepts had been around for a long
time.

7 Thesis Conclusions

7.1 Purpose Vs Result
The purpose of this thesis was to give proposals for mitigation of the security issues of the IoT
technologies used in the car industry based on existing research.

In this thesis, multiple IoT technologies used in the car industry have been discussed with their
benefits  and  drawbacks(Chapter  1-3).  This  was  done  through  literature  studies  and
interviews(Chapter 4). The result of all this was then presented in an infotable where some of the
known security issues identified in multiple technologies were organized and a proposal for miti-
gation for each of these issues with references to the source was given(Chapter 5). 

7.2 The Conclusions 
One of the conclusions that can be drawn from this thesis is that there is a lot more to be done in
the area of car and IoT security in general. Many things intertwine with each other, and things
will need to be done in small steps before the security situation can be stabilized. The IoT indus-
try is very young compared to the computer industry as a whole and many of the problems from
the early days of computers are coming back again due to the IoT industries infancy and the irre-
sponsibility of device developers. 

In the IoT device community, there is a split between camps. One camp believes that hardware is
the solution while others think that the network is. As I see it, this two ideas can be combined to
create a sustainable progress in phases which I tried to show in 5.1.

Furthermore, many people around the world have realized that the issues exist, and are working
on IoT security solutions.

7.3 Future Work
If this work would ever be brought to a real working place, the obvious next step would be to im -
plement some of the proposals to see if they work in the real world. The proposals could also be
improved by trained professionals to fit the exact cars or devices they were to be implemented in.
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Appendix A: 
Scania IT AB – Petri Rantala and Joakim Karlmark

IT Security Specialists

Is the IoT used by Scania?

A: In Scania’s factories and vehicles.

If the vehicles use the IoT, what is the primary usage?

A: The main thing IoT is used for in our vehicles are what we call the fleet management system.
The fleet management system helps us to get a remote overview of our vehicles on the road to
then be able to give remote service. With this, we have also implemented a message system to,
for example, enable truck drivers to be able to communicate with each other if needed.

Availability

A: One of our main focuses are to serve our costumers. This means that we want our services to
be usable 24/7 without any significant interruptions. Our costumers should be able to trust us
and get what they want.

Integrity

A: Integrity is part of our fleet management system. Vehicle information does not get stored lo-
cals normally. The only case it gets stored locally is if the car fails to connect to our APN network
for the moment being – Then the vehicle information get stored locally for backup reasons. 

Functionality

A: As already mentioned, fleet management. In the factory, we use IoT to enable machines to be
remotely controlled so that a person do not need to walk around adjusting them 24/7. IoT de-
vices and robots co-operate in the factories.

Confidentiality

A: The confidentiality level at Scandia is relatively high. As we understand that the information
released from our vehicles can be very sensitive, we try our best to keep our security levels and
confidentiality standards as high as possible.

Do you use any IT standards suitable for the automotive industry?

A: In vehicles, the standards CAN and OBD are used. In Our factories, SCADA, Profinet and dif-
ferent softwares and devices from Siemens.

Is there a Scania policy for IoT application?

A: There are no policies for the usage of IoT in particular, but there are a lot of Policies from dif-
ferent areas that cover it indirectly. Since we are a company that sells something to customers,
we have to keep a certain level of security and quality of our products to be allowed to sell them.
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Is security highly prioritizes in the automotive industry?

A: Yes. With the publicized weaknesses of vehicles in media and other things, the car industry
has been forced to take a serious look into their development process and how they deal with
problems as they occur. The factory security standards depend on what country they are made in.
Some countries got different standards than others.

Is security prioritized high enough in the automotive industry?

A: In the vehicle industry, it has got better over the years, but it is never enough as long as there
are vulnerabilities out there. The overall security of the IoT is pretty much none-existing. The se-
curity level of IoT devices is on a very in-mature level as of yet.

Do Scania and others use private or public cloud resources? 

A: At Scania, we use private clouds and resources. Data centers if you will. All of our vehicles are
connected to what is called “APN,” that is a private network we rent in a teleoperators network.
Our vehicles get its own network in a there bigger network.

Would the security people at Scania like to have things more analog or digital-
ized?

A: The security was not necessary better before the usage of IoT came around. There were secu-
rity problems even before vehicles got connected to the Internet and sometimes, the digital tech-
nology enabled easier check-ups to see if something was wrong.

How does Scania see the balance between security and availability?

A: They both depend on each other. You need good security to enable availability. A serious secu-
rity issue can shut down a devices ability to connect to the “fleet management” system and with
that, also stop its availability.

What is the biggest problem in automotive IoT security 2016?

A: One of the biggest problems in the vehicle industry and the IoT industry, in general, is its in-
maturity. Essentially, the software and hardware are going through the same evolution as PCś
and other devices did 10-20 years ago. The security flaws that occurs are issues that should be
found on old PCs dating back to Windows 95 or even older. IoT devices have not had a long
enough time to develop good enough hardware to be able to support good software options.

How have problems changed in automotive security the last five years?

A: During the previous five years, the security landscape have changed in that attacks can be
done, not only locally, but now also, remotely. The connectivity and availability of devices have
enabled new attack vectors. In return, the security work of devices have got to be about, not only
the security locally in the cars, but also securing the APN network the vehicles connect to and its
control panel for the fleet system.



32

Is it okay to compare the issues of the vehicle industry to those of cloud and web
applications? Are the problems similar?

A: The problems are alike, but the same solutions can not be applied. Instead of, for example,
standard computers being connected to the “cable Internet”, vehicles are attached to the 3G-net
of teleoperators. The devices that are vulnerable are remote/mobile and moves around the world
different ways. This mobility creates a different set of challenge which the old security solutions
can not handle.

Does the security issues get bigger or smaller with time?

A: The overall feeling of most security professionals are that it will get far worse before it gets
better. The growth of IoT do not look to slow down anytime soon and with this, more flawed, and
insecure IoT devices, both in the vehicle and the regular IoT industry will come forth. The overall
IoT industry does not spend a considerate amount of money and energy on device security, and it
may need to receive more hits and damage before it starts to take security seriously.

What is the biggest problem right now, the hardware or the software of vehicles?

A: The hardware of cars are of high quality mostly. Many of the problems lay more on the soft-
ware that controls the hardware.

Are we close or far away from constructing totally safe vehicles?

A: Far away. As long as humans are involved and humans got flaws and issues, some flaw seems
to exist. Many of the technological potential parts of solutions seem to exist – The problem is to
apply them and do that correctly.

Can the general solutions for IoT devices also be applied to IoT vehicles

A: New solutions can be forced to evolve because the opportunities for it is different because the
devices themselves are different. 

How would people working with vehicle security like there organizations to view
security and act?

A: Leaders and developers on different levels should be taught a lot more about security and also
be held more accountable for their actions to enforce consequences for their behaviors in the de-
veloper space.

Is the IoT security different depending on where the vehicle is geographically?

A: The software security does not change but the standards of the vehicles change which can im-
prove or decrease their stability.
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Is the moral and ethic issues with self-driving cars a hot topic at Scania? If so,
how do Scania view them?

A: It is not a topic that is covered in internal discussions at Scania but in the overall vehicle in-
dustry, it is. A lot of opinions are available, and there are a lot of skepticism amongst security
professionals. The vulnerabilities to the proposed systems and systems in place are many and
dangerous.

Since vehicles’ control systems run out of many ECUs (computers), is there any is-
sue that often come from this?

A: There is not an issue that comes all the time. But one issue, for instance, is how these ECUs
sometimes are made to effect other ECUs. For instance, many ECUs can be effected by such a
small thing as the vehicle being a bit lower or high depending on how much air there is in the
tiers. This issue can often be solved by just letting the air stand still a few minutes and everything
start working as normal again.

Does Scania think a solution lay locally in the vehicles or externally in the net-
work/IoT itself?

A: Many of the problems occur because of the hardware/software located in the cars themselves.
This issue exists in most IoT devices. The devices become insecure because they are built on top
of already insecure platforms. Because of the hardware, it also becomes problematic to update
the devices to give them ability to solve the issues of the software that we already are aware of.
Therefore, many of us feel that a security solution needs to be implemented already in the de-
vices from the start. The design needs to be improved.

What those it takes to work with IoT security and its many issues?

A: Experience is worth a lot. A good start is to be on the developer side of things to ensure that
you have a great understanding of how organizations look at security and how software get de -
veloped in general. This experience put you in a position to recognize what often is problematic
in software development and spot those issues when you see them.
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Appendix B: 
Swedish Armed Forces(SwAF) – Ross Tsagalidis

Project leader and Senior Advisor CyberSec/InfoAssurance

Is it a good or bad thing that the automobile industry moves more into the IoT?

A: It is unavoidable and the answer is both yes and no!

How have the public opinion of IT-security changed the last 20 years?

A: Its more aware but more need to be done.

How have security exploits changed the last 20 years?

A: Its more of them and they are more complicated.

Do you think self-driving cars are a good or bad thing?

A: It depends on the purpose and the area of use.

Looking at the problems of IoT, can you see similarities between the exploits that
was used on old computer systems, and IoT devices/automobiles?

A: Absolutely.

Is automobiles a common topic within the security community?

A: Nowadays it is a daily topic.

Can you see solutions used in other industries/systems be utilized in the car in-
dustry?

A: Yes, i.e. from aeronautical sector.

What do you think is the most serious security issue for cars in the present mo-
ment?

A: They can easily be hacked and by that become dangerous on roads with traffic.

How hard/easy is it to hack a car in this very moment? What skill level is needed?

A: Researchers at MIT has done it with simple technical equipment.

What is the most common attack being done on automobiles right now?

A: Attacks taking over the steering ability of the car.
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What threats do you see coming from the security issues of cars for common peo-
ple?

A: Unauthorized access and disabling of the cars steering ability.

Do you think a solution to the security of the automotive industry is in the 
network or hardware?

A: Both!
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