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Abstract

Trading securities is a process that requires multiple trusted intermediaries
to ensure that the trade is done correctly. The securities industry is therefore
very slow and expensive; the central securities depository (CSD) being one
of the main contributors to the disruption. In an effort to fix this, financial
institutions has recently started looking into the blockchain technology; the
innovation behind the cryptocurrency Bitcoin. Bitcoin is a digital currency
that can be traded peer-to-peer without the need for a trusted intermediary.

If this concept could be used when trading securities it would simplify the
process, making the settlement-time near instant. In addition to the speed-
up, it would also save the industry a lot of money since many processes could
be automated.

The purpose of this paper is to provide an overview of the blockchain tech-
nology and its applications in the finance industry. The focus is on how a
blockchain could be used to reduce the responsibility of the central securi-
ties depository as much as possible, and especially on how corporate actions
could be automated. The goal is to answer these questions: Is blockchain
a suitable platform for a decentralized corporate actions solution? What
are the benefits and drawbacks of using a blockchain versus a traditional
centralized solution?

The aim is to provide an evaluation of the usage of blockchains in finance,
with extra focus on the CSD and corporate actions.
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Glossary

A blockchain is a distributed shared database storing a continuously grow-
ing list of ordered records called blocks.

A block is a batch of data containing transactions.

A ledger is a place to store informations about transactions.

Peer-to-peer (P2P) computing or networking is a distributed application
architecture that partitions tasks or workloads between peers.

A cryptocurrency is a digital currency that uses cryptography for security.

A proof-of-work is a piece of data which is difficult (costly, time-consuming)
to produce but easy for others to verify and which satisfies certain require-
ments.

Consensus is a general agreement of something.

Reconciliation is an accounting process that uses two sets of records to
ensure figures are accurate and in agreement.

Root-of-title is the basic title deed which proves that the vendor has the
right to sell the property.

Equity is the value of an asset less the value of all liabilities on that asset.

A security is a tradable asset of any kind.

Delivery versus payment or DvP is a common form of settlement for
securities.

Clearing is the procedure by which an organization acts as an intermediary
and assumes the role of a buyer and seller in a transaction to reconcile orders
between transacting parties.

Settlement of securities is a business process whereby securities or interests
in securities are delivered.

Auditability is the ability to achieve accurate results in the examination of
a company’s financial reporting.

Smart contracts are computer protocols that often emulate the logic of
contractual clauses.
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Chapter 1

Introduction

A primary focus for disruption in financial infrastructure is currently the
Central Securities Depository (CSD). A CSD is a specialist financial or-
ganization holding securities such as shares for ownership to be easily trans-
ferable through a book entry1 rather than the transfer of physical certificates.
The CSD holds the central record of ownership and provides the root of ti-
tle2. As an example, a matched trade of an equity from an exchange will
result in settlement instructions being sent that finally arrive at the CSD.
Simplified, the CSD transfers the ownership of the equity to the buyer’s
account and the corresponding cash to the seller’s account. A part of the
handling of securities, the CSD handles, by itself or playing a big part in,
several corporate actions. Examples of corporate actions are stock splits,
dividends, mergers, etc.

Blockchain and distributed ledger technology is still in its early stages but
has the potential to transform the current financial infrastructure, especially
post-trade. The first and most notable implementation of blockchain technol-
ogy isBitcoin. Bitcoin is a form of digital currency which no one controls. It
is traded peer-to-peer with no central authority or banks as intermediaries.
It was the first example of a new type of currency called cryptocurrency.
A cryptocurrency is a digital currency that uses cryptography for security,
which means that it needs no central authority to function[1]. The Bitcoin
network is open to the public and contains an immutable database of transac-
tions. The transactions are stored on all nodes in the network and is secured
by nodes called miners. Miners participates in a Proof-of-Work consensus
algorithm, see Section 2.2, to get a network wide consensus on the order
of the transactions. A lot of alternatives to Bitcoin has emerged since its
creation and one of the more noteworthy is Ethereum. Ethereum expands
the Bitcoin scripting language to be Turing complete, and this enables more
complex applications, such as smart contracts(see Section3.1), to be run
and verified by the network. Smart contracts are able to automate trading
and settlement resulting in a faster and cheaper settlement process. There

1A system of tracking ownership of securities where no certificate is given to investors.
2Basic title deed which proves that the vendor has the right to sell the property
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are also a number of different private blockchains being developed by groups
all around the world(Hyperledger fabric, Corda, Iroha, etc.).

One of the primary benefits of using blockchain networks in finance comes
from the the lessened need of reconciliation.3 The fact that information
present on the chain is available and equal to all nodes and the strong guar-
antee that the information on the chain is impossible to change once written
makes it a promising technology to use in the financial world.

If securities are tracked not by a CSD but rather by a decentralized solution
and we want to reduce the central responsibility of the CSD as much as we
can, we need to consider how corporate actions could be handled in the new
solution. This thesis is a continuation of the paper Using Blockchain Tech-
nology and Smart Contracts to Create a Distributed Securities Depository [2]
by the authors Eric Wall and Gustaf Malm.

1.1 Organization

This thesis is written in collaboration with Cinnober Financial Technology
AB which is a provider of IT solutions to the infrastructure providers of the
global financial industry, including exchanges and clearing houses. Cinnober
has solutions from price discovery, trading, clearing through settlement of
financial securities.

1.2 Goals

Financial companies have in recent years begun showing a great interest in
blockchain technology and the possibilities of moving their business from a
centralized model to a more decentralized solution. This thesis will inves-
tigate the possibilities of implementing a decentralized securities depository
using blockchain technology. More specifically, how corporate actions can be
handled using blockchain technology.

This thesis aims to answer these questions.

• Is blockchain a suitable platform for a decentralized corporate actions
solution?

• What corporate actions are suitable/not suitable to be handled on-
chain?

• Is there anything missing technology-wise that is needed for some part
of the system?

• Are corporate actions a promising area for decentralization, or is the
conclusion that they are best handled by a central entity.

3Reconciliation is an accounting process that uses two sets of records to ensure figures
are accurate and in agreement.
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This paper aims to evaluate blockchain as a technology used in finance. The
evaluation will focus on benefits and drawbacks using this technology versus
the current more centralized model. A prototype CSD is going to be built
using a blockchain platform and is going be used as a basis for the evaluation.
The evaluation will look at how much responsibility is left to the CSD, and if
it is worth it to have this kind of system instead of a more centralized one.

1.3 Outline

Chapter 2: This chapter explain blockchain technology, shows different
design choices, and gives an overview of a couple of prominent implementa-
tions.

Chapter 3: This chapter gives an introduction to the custody industry and
securities. It also covers what smart contracts are and how they are used.
The final section is about corporate actions and how some of them work.

Chapter 4: This chapter gives an overview of the design choices made build-
ing a prototype CSD using blockchain technology. This prototype should be
able to take on the roll as a CSD for the task of handling corporate actions.

Chapter 5: Briefly describes the resulting prototype.

Chapter 6: Gives an evaluation on the benefits and drawbacks of using this
kind of system compared to the more traditional model with a centralized
database.

Chapter 7: Discusses the possible adaption of blockchain technology in the
financial industry.

Chapter 8: Proposes areas where blockchain technology can have an impact
in the future.

Chapter 9: Concludes the report.
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Chapter 2

Blockchain

Cryptographically secured chains of blocks have been worked on since the
late nineties, but it wasn’t until 2008 when the author under the pseudonym
Satoshi Nakamoto published the paper Bitcoin: A Peer-to-Peer Electronic
Cash System[3] people started to understand the opportunities it brought.
This paper became the foundation of blockchain technology and shortly after
it was published, alternatives to Bitcoin started to emerge. Some were direct
forks of the Bitcoin code-base and some were built from scratch. Since the
creation of Bitcoin, blockchain technology has found use in several different
areas, not only in the financial sector. The musician Imogen Heap has for
example started an initiative for content creators to release their creations
on a blockchain[4].

A blockchain can be viewed as an append-only distributed database struc-
ture containing transactions that can be viewed simply as atomic changes
to the system state. One of the main benefits of blockchain is the decen-
tralization. Having a distributed network of nodes makes the system very
robust since there are no single point-of-failure. It also has the property that
every node has the ability to verify the actions of the other nodes in the net-
work. Each node has the ability to create, authenticate, and verify new data
to be added onto the blockchain. Blockchains also has the property that
the chain is completely transparent, all nodes can view all transactions in a
block. Some implementations of blockchain, Bitcoin for example, has no real
accounts when handling transactions. Instead they use unspent transaction
as a mean of checking if a transaction is valid. This will be explained further
in Section 2.1.

Bitfury group is a company developing software for businesses trying out
blockchain. In an ideal case, according to them, transaction processing with
blockchain technology satisfies the following properties [5]:

• Transactions should conform to the current state of the system. Alice
should not be able to pay Bob 11 tokens if she only has 10.

• Transactions should be authorized. Alice must not be able to send
transactions using Bob’s name.

5
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• All transaction should be immutable. Alice’s transaction added into
the ledger cannot be modified by anyone.

• Once a transaction has been added into the ledger it is final. It should
be impossible to delete it. A deletion would mean that the transaction
is reversed.

• The ledger should have censorship resistance. If a transaction is valid
according to the protocol it should eventually be added to the ledger.

Blockchains are said to be immutable, a change recorded onto the ledger
is final. Each block added to the blockchain has a hash referencing the
previous valid block as a way of avoiding any tampering. Figure 2.1 shows
how a tamper-proof log can be built using hash-pointers. This is the idea
blockchain is built upon.

Every new block contains a hash of the data from the previous block. So if
the data in one block is modified, it would no longer match up with the hash
in the next block. So in order to remain unnoticed when trying to change a
transaction, the attacker does not only have to change the block containing
the transaction but also all the following blocks in the chain.

Figure 2.1: Tamper-proof log using hash-pointers

In blockchain networks, all transactions are sent throughout the network
to every node. For a transaction to get included in a new block the net-
work performs a consensus process, after which the block is sent throughout
the network, until all nodes has updated their version of the blockchain. A
blockchain network does not become faster the more nodes are to the net-
work. Adding a new node just means that there is another node that needs
to receive the block. For a blockchain network to raise its performance it
needs to raise the minimum performance requirement for a node to be able
to join.

One can say that the most innovative part of distributed ledger technology
is that all nodes maintain a unified version of the ledger where every change
has to be verified using a consensus process. Honest nodes will also reject
blocks containing invalid transactions.

Consensus mechanisms solves the multi-master replication problem in
distributed ledgers and in Bitcoin’s case it solves the problem of double-
spending the currency. Almost all consensus mechanism in permissionless
systems aims to solve the well-known Byzantine generals problem[6],[7].

According to the CAP theorem[8], no distributed system can posses all three
of the following characteristics:
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• Consistency - all nodes sees the same state of the system at each
point in time.

• Availability - each request to a system receives a response

• Partition tolerance - the system performs even if some nodes fail

Blockchain networks has availability and partition tolerance but not consis-
tency. That is why double-spend can happen. This is however the most
fitting sacrifice since if availability would have been sacrificed, the system
had to go offline during synchronization periods. Sacrificing partition tol-
erance would mean that the system would be vulnerable to node failures.
Because of the fact that sacrificing availability or partition tolerance would
be unacceptable, consistency is the one that has to be sacrificed. Blockchains
does however offer superior consistency compared to many other distributed
systems[9].

2.1 UTXO

The UTXO model is a model where every transaction has at least one input
and at least one output. The inputs to a transaction are unspent trans-
actions(UTXO) with signatures that proves that they are valid. Unspent
transactions are transactions that have been accepted onto the blockchain
and have not yet been sent forth to another recipient. The output of a
transaction is a public key that the receiver has created. Keys are created
as pairs, the public is used as an address for sending a transactions to and
also as a way of verifying that signatures are valid. The secret key is used
is used to sign transactions proving ownership. Knowing a secret key is the
same as owning the transactions that has been sent to the public key in the
pair.

Figure 2.2 gives a overview of how a couple of simple transactions can be
made. The colour of the boxes represents addresses. Note: When sending
a transaction, the whole transaction is used. The sender cannot save any
tokens, the whole amount of tokens must be sent. Sending a transaction
requires the sender to add a signature to the transaction created from the
senders private key.

1. In this case red has been sent 5 tokens in a previous block and now
wants to sent 5 tokens to yellow. To do this, red has to use its own
public key as an input address and yellows public key as the output.
After the transaction has been added to the block, the network now
views yellow as the new owner of the tokens.

2. In this case, green uses two previous received transactions as input in
a transaction of 10 tokens to blue. The result of this transaction is
that two inputs merge into one output which blue can use in the next
block.

Jonas Hedin, c12jhn@cs.umu.se 7 June 14, 2017
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Figure 2.2: Some examples of UTXO transactions

3. This case is the opposite of the previous. One input is sent to two
different outputs

4. The last transaction shows how change is managed in the UTXO
model. Yellow want to only send 4 tokens to turquoise. So to solve
this yellow first marks the transaction to send 4 tokens to turquoise
but also 1 token to itself. So in the end yellow still has the one token
in change.

Figure 2.3 shows a different view of the technology where it is viewed as
state transitions[10]. A state, in this case, is the ownership status of all
UTXO’s.
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Figure 2.3: UTXO viewed as a state transition

2.2 Consensus

There exists a couple of different consensus mechanisms that can be used in
a blockchain network, each with their own benefits and drawbacks. Since a
block has to be propagated to all nodes in the network, multiple blocks can
be proposed in parallel causing a temporary double-spend. This causes a
soft fork in the network, the nodes will work with the first block they receive
until someone finds a new block that will give a new longest blockchain.

Figure 2.4 shows an overview of how a simple blockchain can look like.
The blue block is the Genesis block, the first block that was mined in the
blockchain. It is almost always hardcoded into the software and is a spe-
cial block since it does not reference a previous block. The green blocks are
called stale blocks, they are valid blocks part of the blockchain. The red
blocks are called orphan blocks, they are abandoned by their parent when
another child block has gotten a longer blockchain. This is what happens
when multiple blocks are found at the same time and is called a fork. A
fork is created when the network is split into two parts working on their own
block. However, a property of the network is that as soon as a new block has
been found, the network with the shorter chain abandons the block they are
currently working on and changes to work on the new longest chain instead.
Nodes have incentive to work on the longest chain since the other nodes will
reject blocks created on a shorter chain. The yellow block is the latest block
and is the one that is currently worked on.
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Figure 2.4: A simple visualization of a blockchain

Proof-of-work

Proof-of-work is a Byzantine fault tolerant consensus model that is currently
used by Bitcoin[3]. In Proof-of-Work a prover has to prove that it has per-
formed a certain amount of computational work in a specified interval of
time[11]. The aim is that it is a random node each time that gets to propose
a new block. Every node tries to solve a puzzle and the first one to succeed
gets to propose the new block. This activity is called mining and the nodes
that mines are called miners. The probability of a node to be the first to
find a block is proportional to the processing power it has in relation to the
processing power of the whole network. In the case of Bitcoin every node
tries to find find a nonce to put into the block they are working on that.
By adding this nonce to the block, the hash-value of the block must be less
than a predefined value. The first miner to find such a nonce it is rewarded
with some bitcoins. To tamper with the chain at least 51% of the networks
processing power is required, or else the honest nodes will outperform the
malicious ones and continue to build the longer chain.

The downside of Proof-of-Work is that it is quite resource intensive since
there is a lot of power wasted on finding a nonce that is only used one.
There has been proposals to try to use the computational power to some-
thing valuable such as finding new prime numbers. Proof-of-work is a good

Jonas Hedin, c12jhn@cs.umu.se 10 June 14, 2017



Design and Implementation of Corporate Actions on a Decentralized
Securities Depository Chapter 2. Blockchain

consensus model in networks with many participants since the cost of estab-
lishing security is split onto every nodes. This makes it difficult for a single
attacker to break it using a Sybil attack1 for example.

Proof-of-stake

The principal rule of decentralizing control in a blockchain network is to
distribute the right to create a block fairly among the nodes. Proof-of-work
solves this by choosing a random node with a probability in proportion to
the share of processing power it has in the network. Proof-of-stake aims to
provide the same type of service but without the computational power that
is required for Proof-of-Work. In this scheme, nodes are chosen in proportion
to how large stake they have in the network. The stake typically refers to
possession of native tokens (e.g. cryptocurrency). The proposed way of
implementing this is cryptographically proving ownership of tokens.

In the same way as in Proof-of-Work, an attacker needs at least half of the
stake in the network in order to maintain the longest chain. This way it is
very expensive for an attacker to try to tamper with the chain. The upside of
this model, is that consensus can be reached without the energy expenditure
that Proof-of-Work uses since the miners do not have to mine for their block
reward. This design also avoids the time latency that exists in Proof-of-
Work. However, since this model encourages miners to keep their stake in
the network it introduces a new cost. According to economic theory, miners
will keep locking down capital as long as it is profitable[12].

Consensus ledgers

Consensus ledgers are a type of distributed ledgers that, instead of keeping
track of all transactions, reach consensus on the current state in the network.
Ripple is a payment protocol that is built upon this technique[13]. Instead
of using UTXO’s, Ripple uses accounts. Ripple also do not trust every node
in the network, every node has a list of trusted nodes that it listens to. The
nodes vote multiple times on which transaction that should be accepted until
a consensus has been reached.

Ripple does not use the blockchain model, instead it has a more classic
database structure that records the latest transaction and the current balance
in each account. While this way provide a more efficient way of storing data
it lacks the ability to trace transaction back to their creation. It also lacks
the decentralization other blockchains have.

1This is an attack where the attacker takes on multiple identities in order to manipulate
voting
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Threshold signature scheme

In a distributed ledger system with known identities a threshold signature
scheme can be used. Nodes take turns proposing a new block and broadcasts
the block out to the network. Nodes validates the block and, if it is valid,
broadcasts the signed block to the network. When a node receives a block
with enough signatures it records the block onto the blockchain. The number
of signatures required could for example be one from each validating node.
Figure 2.5 gives an idea of how it works.

Figure 2.5: Threshold signature scheme

2.3 Types of blockchains

According to Bitfury group, blockchains can be classified based on access to
the blockchain data[5].

• A public blockchain is a blockchain with no restrictions on reading
blockchain data or submitting transactions into the blockchain.

• In a private blockchain there is a list of predefined entities which have
access to the data and the right to submit transactions.

• A permissionless blockchain is a blockchain where there are no re-
strictions on identities of transaction processors.

• A permissioned blockchain is a blockchain in which transaction pro-
cessing is performed by a predefined list of entities with known identi-
ties.
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Permissioned blockchain does not have to be private, see table 2.1 which
shows the differences. What should be noted is that there are multiple
levels of access to a blockchain. Access could be regulated to based on the
identities.

Many argue that private blockchains run by private firms are useless since
they make user dependent on a third party. Industry experts does however
see some use of private blockchains[14]. Since they know who is part of the
network, they do not have to worry as much about the security aspect and
this makes the network much faster. There is also the fact that it is easier
to scale the network in a private blockchain than in public blockchains.

By access to
transactions

By access to transaction processing
Permissioned Permissionless

Public Proprietary colored coins protocol.
(Section 2.4)

Existing cryptocurrencies
(e.g Bitcoin)

Private
Access limited to transaction
processors. Benefits of blockchain
technology are diminished

Not applicable

Table 2.1: Categories of blockchains based on access

2.4 Colored coins

Colored coins is a concept which uses an existing cryptocurrency and builds
another layer on top of it. The idea is to assign, or "color", a specific unit of
the currency, and this unit represents ownership of an asset. The colored coin
meta-layer tracks ownership of assets in the network and uses the blockchain
as an engine performing secure and immutable transactions. However, the
tie between the colored coin and the asset needs to be backed either by the
issuing agent or a public agreement[15].

Using the infrastructure of an existing blockchain naturally imposes the ben-
efits and the drawbacks of the blockchain. The benefit of using a large
blockchain like Bitcoin is that the underlying security of the massive com-
putational power is still there. This makes it relatively easy for a user to
create their own colored coin without having to create a new blockchain.
The drawback is that the throughput is limited by the throughput of the
underlying layer, so in the case of Bitcoin, currently a theoretical maximum
of 7 transactions per second.

2.5 Bitcoin

Bitcoin was the first real implementation of blockchain technology and it is
still the biggest and most well-known by a large margin. As explained in the
introduction, the idea of Bitcoin came from a paper published in 2008 by
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the pseudonym Satoshi Nakamoto. The following year Satoshi released the
initial code for Bitcoin and stuck around for two years patching and fixing
issues as they arose[16]. By December 2010 Satoshi left the project to the
developers that had worked on the code in conjunction with him. There is
still doubt who the real Satoshi Nakamoto is but there are some candidates
that people suspect is the founder of Bitcoin.

Bitcoin is a public permissionless network with an internal currency named
bitcoin. The Bitcoin network is peer-to-peer network inheriting many ideas
from peer-to-peer networks that have been proposed for all sorts of pur-
poses. All nodes in the network are equal, there are no hierarchy with any
special nodes. It runs over TCP and has a random topology where each
node connects with other random nodes. New nodes can join any time and
start mining and submitting transactions. Transactions are sent through a
flooding algorithm where a node receiving a transaction sends it forth to all
connecting nodes. This means that there are some latency in the network,
but this does not matter since as soon as a new block is created and the
transaction is a part of said block, the transaction is complete even if some
nodes have not yet received the transaction.

Bitcoin uses the UTXOmodel without any accounts making Bitcoin a pseudony-
mous protocol. Users can send bitcoins through Bitcoin wallets - a type of
software that holds the users private key for signing purposes. A small fee
is often attached to transactions to incentivize miners to include the trans-
action into the blocks. The higher the fee, the greater chance it is for the
transaction to be included in the next block.

Block are mined at a limited pace, about every tenth minute a new block is
mined. Bitcoin uses Proof-of-Work as a consensus model and the difficulty
of the puzzle is changed every 2 weeks so that the time to find a new block
always stays around 10 minutes even if the collective hash-rate of the network
is increased. The reward for mining a new block is halved every 4 years giving
a upper limit of about 21 million bitcoins.

In the Bitcoin network there exist multiple types of nodes. First there
are full nodes, which have the complete functionality, storing the entire
blockchain and verifying all blocks and transactions. Then there are Simple
Payment Verification (SPV) nodes which do not store the entire blockchain,
instead they utilize Merkle trees[17] to confirm a transaction’s existence in
a block[16]. Since SPV nodes do not store the entire blockchain they are
reliant on full nodes relaying information regarding transactions. However
SPV nodes stores the block header of each block and has the ability to verify
transaction using those.

The scripting in Bitcoin has several limitation such as[10]:

• Lack of Turing-completeness. While the scripting language for bit-
coin is quite advanced it is far from Turing-complete. The main thing
missing is loops, this is done to avoid infinite loops during transaction
verification.
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• Value-blindness. There are no way for a UTXO script to provide
fine-grained control over the amount withdrawn. Since UTXO’s are
all-or-nothing it is difficult to achieve what is wanted.

• Lack of state. A transaction can either be spent or unspent, it is
not possible to create multi-stage contracts or scripts which keeps any
internal state.

• Blockchain-blindness. UTXO are blind to certain blockchain data
such as the nonce. This limits the applications in gambling and other
random-based applications.

Another limitation in Bitcoin is the fact that the blocks have a fixed size of
1 Mb. This limits the number of transaction that can be put into each block
to a theoretical maximum of about 7 per second. Parts of the community
would like the size to be increased but the there are a lot of opponents to this
idea. Several proposals on how bitcoin could scale exist but a proposal needs
a majority of the network to support it to be included into the protocol.

One of the main features of Bitcoin is censorship resistance. One example of
this is in 2010 when Visa and MasterCard blocked donations to WikiLeaks,
the legality and ethical justification was disputed by many[18] and it showed
that two large corporations and a government could block the cash flow
to an international organization. This cannot happen with a decentralized
platform like Bitcoin since there are no central authority that can block any
transactions.

2.6 Ethereum

"The intent of Ethereum is to create an alternative protocol for building
decentralized applications, providing a different set of trade-offs that we
believe will be very useful for a large class of decentralized applications, with
particular emphasis on situations where rapid development time, security for
small and rarely used applications, and the ability of different applications
to very efficiently interact, are important."[19]

Ethereum is a public blockchain with a built-in Turing-complete program-
ming language making it possible to create smart contracts and decentral-
ized applications following their own rules. It offers more power than the bit-
coin scripting language because of the Turing-completeness, value-awareness,
blockchain-awareness and state.

Ethereum saves the state by using objects that are called accounts. There
are two types of accounts: externally owned accounts and contract accounts.
The externally owned accounts are controlled by private keys and is not con-
trolled by any code. They are used to send messages by creating and signing
transactions. Contract accounts are accounts controlled by code, every time
a contract account receives a message it activates. When a contract acti-
vates it can read and write to internal storage, send other messages, or even
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create new contracts by itself. Contracts should be viewed as autonomous
agents living in the Ethereum execution environment, executing code when
receiving a message.

Since loops are allowed in Ethereum, malicious coders might write contracts
with infinite loops as a sort of Denial-of-service attack toward the network.
The way Ethereum solves this is that there is a fee for running transactions.
The longer a transaction takes to run the more "gas" it cost. The gas is
also increased by the size of the transaction in bytes. As soon as the gas
sent with a transaction runs out, the transaction exits and the changes are
reverted. Gas in Ethereum is supported by the underlying currency Ether.
When sending a transaction the maximum gas-limit has to be set as well as
the gas-to-ether price.

Ethereum Enterprise Alliance(EEA) is a recently created collaboration
with members such as Intel, Microsoft and J.P.Morgan[20]. Their goal is to
implement and integrate advances to the Ethereum protocol with support
for Enterprise Ethereum protocols.

2.7 Hyperledger

Hyperledger is a global open-source collaborative project hosted by the Linux
foundation[21]. The collaborators come from different industries such as
finance, banking, and technology. Some well-known names in this project
are IBM, Intel, J.P.Morgan, American Express, and Deutsche Börse Group.

The purpose of this collaboration is to bring blockchain technology for-
ward and to create a platform for transactional applications. The collab-
oration contains several projects such as Fabric[22], Sawtooth Lake[23], and
Iroha[24].

Hyperledger Fabric

Fabric is the most well-known and has seen the most wide-spread industry
adoption of all of the projects under Hyperledger umbrella. It offers ar-
chitecture allowing pluggable implementations of various capabilities such
as smart contracts, cryptography, consensus etc[25]. It is a private permis-
sioned network which can be partitioned into channels containing a subset
of network participants. This ensures that no peers without permission can
read transactions that were not intended for them.

The network is comprised by the following entities: peer-nodes, ordering
nodes, client applications, and certifying authorities.

• Peer-nodes can have two roles: committer and endorsers. Commit-
ters maintain the ledger by committing transactions while endorsers
are responsible for simulating transactions by executing chaincodes and
endorsing the result.
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• Ordering-nodes reach consensus on the order of transactions added
to the ledger. They also play a fundamental role in creation and man-
agement of channels.

• Certifying authority creates certificates for sending transactions and
checks the permissions for each user.

• Client applications invokes functions on the chaincode.

Every peer-node stores a ledger of all transactions done on the channel they
are a part of in a block-like structure. This ledger is updated every time an
orderer send out a new batch of transactions. The receiving peer check the
read-write-sets on all transactions and rejects transactions that has conflict-
ing sets. This means that if two transactions are modifying the same ledger
entry, only one of them can be included in the next block. One transaction
will be rejected and has to be sent again.

Figure 2.6: Fabric transaction flow

Figure 2.6 illustrates the flow of a transaction.

1. A client creates a transaction and sends it to a number of endorsing
peers. The endorsing peers verifies the signature from the client and
then simulates the transaction.

2. The endorsers responds to the client with the read- and write-sets
which should be applied to the ledger.

3. The client waits for enough responses according to an endorsement
policy and then sends the transaction to the ordering service. The
ordering service collects all read- and write-sets and creates a global
order for them.
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4. The ordering service then sends the batch of read- and write-sets to
the committers which adds the sets to the blockchain in the order that
was decided by the ordering service

A lot more is happening under the hood but this simple explanation is enough
to get an understanding on how the platform works.

Figure 2.7 shows a simple bilateral trade scenario using channels. In this
scenario, the same chaincode is installed on all peers and instantiated on
all three channels. Bank A cannot see the transaction between Bank B and
C since those transactions happen on channel B-C which Bank A has no
access to. The clearinghouse however, has complete access to all channels
for monitoring purposes. Using this setup multiple levels of privacy can
be achieved. Another property of this is the fact that transactions can be
processed in parallel on different channels.

Figure 2.7: Example scenario explaining channels

One major difference between fabric, compared to Bitcoin and Ethereum, is
that fabric has no underlying currency supporting the network. The platform
allows creation of cryptocurrency on top of it instead, but since this is a
private network there are no need for any rewards for verifying transactions.
This is more of an platform which developers can use to implement services
using blockchain technology without having to use current cryptocurrencies.

Fabric is still in development as of writing this thesis but the documenta-
tion[22] can be read and the code is open source for anyone interested in
learning more.
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Chapter 3

Securities and smart contracts

The custody industry is an industry that services customers by holding and
administrating securities on behalf of third parties[26]. It has its roots in
storing physical representations of securities since it would be expensive for
the owner to store the security in a safe way. To solve this most countries
created a Central Securities Depository(CSD) which would hold all
securities for custodians in the country. To change owner the only thing
that had to be done was to change the owner in the books, no movement
was necessary. The next step was to dematerialize the securities completely
and the ownership would be represented as an entry in the books. In more
recent years the books are replaced by a digital version.

Countries often have their own definition of what should be classified as a
security. The UK has a list what assets classify as a security while in the
US all tradable financial assets classify as a security[27][28]. Although the
scope of the CSD’s has grown since their conception, they only play a part
of the puzzle that is the securities market. While the securities does not
move around anymore, some operations are quite complex and needs multi-
ple parties to be realized. CSD’s also administers the corporate actions
subjected to different securities[29]. A big reason for all these intermediaries
is the lack of trust. Trading requires trust between all parties since it be-
comes very expensive if one party does not uphold their promises. Imagine
paying for an object but not receiving it. That is why intermediaries is re-
quired, they take care of the object and the payment and only executes the
transaction if both parties uphold their promises. This is often referred to
as Delivery-vs-Payment.

Clearing and settlements using the traditional processes are subjected to
latency, risk and large operational cost. Current conventions that are main-
tained by the Depository Trust & Clearing Corporation and the European
Commission have settlements periods of three and two days respectively.
The TARGET2 initiative by the ECB which reduced the settlement time
from three days to two days took 8 years to develop[30]. The time and cost
of this reflects the difficulty of improving a complex system like this.

Distributed ledger technology have demonstrated completely new approaches
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to managing transactions which are not subjected to the current issues using
a CSD. Distributed ledger technology have round-the-clock uptime, near
instant settlements and requires no trusted third parties. The industry have
shown interest in this technology because of these benefits and it has been
calculated that the infrastructural cost of banks would be reduced by $15-20
billion per year by 2022[31].

Since distributed ledger technology can allow complex scripting, a lot of au-
tomation can be achieved. A deployment of an open-source blockchain for
the securities market has the possibility to completely change the financial
landscape. The advantages of using blockchain technology as a basis for
securities trading would be near real-time settlement (milliseconds to min-
utes), Delivery-vs-Payment without any intermediaries, access round-the-
clock, and auditability.

The ownership of securities can be tracked using tokens on the blockchain,
either on a new blockchain platform or as a meta-layer on top of an existing
public blockchain as described in Section 2.4 using colored coins. One hurdle
to this is that the ownership of the securities must be backed by the issuer as
this kind of trading is kind of out of reach for law enforcement at this time.
Authorities cannot really work in this environment since it would require
some sort of identity system for any kind of enforcing on ownership. In
permissioned blockchains this is trivial but in permissionless blockchains it
requires some work on an identity layer on top of the network.

3.1 Smart contracts

The concept of smart contracts were introduced in 1994 by Nick Sz-
abo as "a computerized transaction protocol that executes the terms of a
contract"[32]. Szabo suggested that contractual clauses such collateral and
bonding should be translated into code which would be embedded into hard-
ware and software that could self-enforce the code. This would minimize the
need for trusted intermediaries between the parties but also decrease the risk
of accidental or malicious exception.

With a blockchain there is the possibility of embedding the smart contract
code into the blockchain[33]. Since the contract is stored on the blockchain
they will have an unique address which can be used to trigger the contract
by sending a transaction to it. The contract will execute its code according
to the data provided by the transaction independently on every node in the
network.

Smart contracts allows for automatic trading directly on the blockchain with-
out any human intervention. Lets illustrate this by an example. Consider
a blockchain network where Alice and Bob are members. Alice creates a
smart contract and broadcasts it to the network. This contract is defined
by the three functions: deposit, withdraw, and trade. Note that deposit and
withdraw is only accessible by Alice using her private key. Deposit is used to
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deposit a number of tokens of type A to the contract. Trade can be used by
anyone and it sends back one A token for every B token sent to the contract.
Finally we have withdraw which lets Alice withdraw all tokens stored on the
contract, both A and B tokens.

Smart contracts could be viewed as completely autonomous actors on the
blockchain whose actions are deterministic. They can be trusted by anyone
who understands the business logic implemented in the contract without
having to trust the other party. Bitcoin-like blockchains allows secure asset
transfers between parties, but blockchains that supports smart contracts
takes this further and allow for multi-step interactions between mutually
distrusting parties.

Oracles

A challenge in blockchains is to get access to data outside the chain itself.
One might say that it is quite easy, just have an API where peers can fetch
data to use in their computations. The problem goes deeper than that;
What if the information fetched changes between the time two peers get the
information? These peers will now view the other peer’s transaction invalid
and the network might create a fork.

Smart contracts has to be deterministic and an API-call to the Internet
is non-deterministic. To address this problem oracles was introduced. An
oracle is a trusted third party which provides a smart contract with infor-
mation from another source. However, this means that the smart contract
is no longer completely decentralized. The oracle centralizes the system and
introduces trust into the system.

3.2 Corporate actions

A corporate action is any event that brings material change to a company
and affects its stakeholders, shareholders, as well as bondholders[34]. These
events are generally approved by the company’s board of directors but in
some cases shareholders get to vote on the matter at hand. In some cases it
is required for the shareholders to submit a response. Corporate bondholders
is affected on corporate actions as well.

Corporate actions can be classified into three different types[35]:

Mandatory events. In these events, a shareholder has no choice whether
or not it want to be a part of the event. It applies to all shareholders and
the securities and cash positions of each shareholder is affected the same.

Mandatory with options events. Contrary to standard mandatory events,
these events give the shareholder a choice as to how it want to participate
in this event. If no response is given a default option is applied.
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Voluntary events. For these events participation is completely based on
the choice of the shareholder. In contrary to the two types explained above,
participation in these kinds of events is completely voluntary. A shareholder
is given the choice to not participate or what combination of cash or securities
it want to participate with.

Examples of corporate actions

Definitions taken from Investopedia[36]

• Initial public offering.
An initial public offering(IPO) is the first time that the stock of a
private company is offered to the public. IPOs are often issued by
smaller, younger companies seeking capital to expand, but they can
also be done by large privately owned companies looking to become
publicly traded. In an IPO, the issuer obtains the assistance of an
underwriting firm, which helps determine what type of security to issue,
the best offering price, the amount of shares to be issued and the time
to bring it to market.

• Secondary offering
The issuance of new stock for public sale from a company that has
already made its initial public offering (IPO). Usually, these kinds of
public offerings are made by companies wishing to refinance, or raise
capital for growth.

• Cash dividend.
A cash dividend is money paid to stockholders, normally out of the
corporation’s current earnings or accumulated profits. All dividends
must be declared by the board of directors, and they are taxable as
income to the recipients.

• Stock dividend
A stock dividend is a dividend payment made in the form of addi-
tional shares rather than a cash payout. Companies may decide to
distribute this type of dividend to shareholders of record if the com-
pany’s availability of liquid cash is in short supply. These distributions
are generally acknowledged in the form of fractions paid per existing
share, such as if a company issued a stock dividend of 0.05 shares for
each single share held by existing shareholders.

• Stock split
A corporate action in which a company divides its existing shares into
multiple shares. Although the number of shares outstanding increases
by a specific multiple, the total dollar value of the shares remains the
same compared to pre-split amounts, because the split did not add any
real value. The most common split ratios are 2-for-1 or 3-for-1, which
means that the stockholder will have two or three shares for every share
held earlier.
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• Reverse stock split
A corporate action in which a company reduces the total number of
its outstanding shares. A reverse stock split involves the company
dividing its current shares by a number such as 5 or 10, which would
be called a 1-for-5 or 1-for-10 split, respectively. A reverse stock split
is the opposite of a conventional (forward) stock split, which increases
the number of shares outstanding. Similar to a forward stock split, the
reverse split does not add any real value to the company.

• Merger
A merger is a deal to unite two existing companies into one new
company. Most mergers unite two existing companies into one newly
named company. Mergers and acquisitions are commonly done to ex-
pand a company’s reach, expand into new segments, or gain market
share. All of these are done to please shareholders and create value.

• Demerger/Spinoff
A de-merger is a business strategy in which a single business is broken
into components, either to operate on their own, to be sold or to be
dissolved. A de-merger allows a large company, such as a conglomer-
ate, to split off its various brands to invite or prevent an acquisition,
to raise capital by selling off components that are no longer part of
the business’s core product line, or to create separate legal entities to
handle different operation

• Rights issue
A rights issue is an invitation to existing shareholders to purchase ad-
ditional new shares in the company. More specifically, this type of
issue gives existing shareholders securities called "rights", which give
the shareholders the right to purchase new shares at a discount to the
market price on a stated future date. The company is giving share-
holders a chance to increase their exposure to the stock at a discount
price.
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Chapter 4

Decentralized Securities
Depository

In order to investigate the questions asked in the introduction a prototype
CSD was built. The prototype is able to handle the corporate action listed
in Section 3.2. The focus in this thesis is on the technology and not the
legality of the system, but in order to be used in the real world regulation is a
requirement. Since this is such an important detail some simple functionality
for regulation was added to the prototype.

4.1 Tools

Financial information can be sensitive and only authorized people should
have access to the data. So in this case, a public blockchain such as Bitcoin,
is not the way to go. One option is to use the Ethereum blockchain and create
a private network where users must be verified before they can do anything
on the network. The other option is to use one of the private blockchains
that are available to the public such as Hyperledger fabric, Sawtooth
lake, Iroha, or Corda.

Hyperledger fabric is a platform that is made for building systems that can
handle financial instruments with its many collaborators in the financial
sector. Because of this, it seemed as the best platform to base this prototype
on. Fabric also has the most wide-spread industry adoption and is the most
well developed private blockchain platform. Private blockchains are not that
common currently, but fabric is one of the few that is currently used by a
financial institution[37]. As of April 2017, fabric is still in its alpha version
and development is ongoing.
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4.2 Design

Simplified, a blockchain is a distributed database with some additional prop-
erties on top of it. So the first task was to come up with a database design
that would be able to handle the corporate actions listed in Section 3.2. The
design of the system went through two iterations before settling on a final
version.

As explained in Section 2.7, the network consists of several parts. A simple
test-setup is included in the software and this was enough to get started. This
setup creates Docker1 containers for all entities in the network except the
client. So to facilitate this, a chaincode and a client able to communicate
with the chaincode is implemented. The chaincode was written in Google
Go and the client in Java.

Basic functionality

The chaincode needed to support some basic functionality in addition to the
corporate actions to be usable. First of all, a way to identify ownership of a
share was needed for the system to be usable at all. Secondly, a currency-
token for which shares could be traded for was needed. This token could
for example represent USD, SEK, or even BTC. Note: If this system were
to be used in the real world, this token must have a backing party who can
exchange these tokens for the currency it represents. Without a backing
party the token is useless. How to handle money is outside of the scope of
this thesis, but a simple way to approach this is to have the owner of the
system managing deposits and withdrawals.

Before trading can happen, shares has to be represented in some way. There
are several ways of doing this. One way is to save each share and owner
as a separate entry in the ledger and then just change the owner each time
the share is traded. Another way is to have an account-entry which keeps
track of how many shares a user has. A third option is to have a company-
entry which contains a list of all shareholders and the amount of shares
they own. Each of these approaches has their positives and negatives. The
first approach require a large number of reads and writes for each corporate
action, but the upside is that trades can happen independently, of the other
shares. The second approach requires an iteration of all account-entries
for every corporate run regardless if the account have any shares in that
company. The upside is that users can trade shares regardless of if other
shares in the company are being traded. The third option makes it easy to
apply corporate actions since only one ledger entry is needed. The downside
is that trading shares in the same company may cause read-write conflicts
since it is only one entry that is going to be modified. Since the focus is
on corporate actions and not trading, the third option seemed like the best
choice.

1Software container. https://www.docker.com/
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Real world information

A requirement of this system was that it must be able to use information
from the outside world. This is especially important in a financial system
since some corporate actions is dependent on the value of the shares, and
those fluctuate quite frequently. As explained in section 3.1, oracles is the
way to go if a blockchain has dependencies. There were two ways to go with
this: The values of each share could be included in the company ledger entry
for easy access, or a new entry for all share values could be created. Initially
the first choice might sound better but looking at how fabric works, this
solution can create a lot of conflicts since only one change of each entry is
possible in each block. This means that if an oracle is updating the values
for all shares, no other transaction could be performed in the same block
without creating conflicts. The second choice works better in reality since it
is only the oracle(s) that has write access to the entry. This should not create
any conflicts except for the case where multiple oracles sends an update in
the same block.

Adding an oracle introduces trust into the network. The oracle must be
trusted that it pushes valid data into the network and not invalid data that
would favor someone. It is possible to use several oracles and add some
sort of mean-value to the ledger to make it harder for any malicious node.
However, since this network is private and permissioned it drops the chance
of attackers because of the fact that all entities on the network is known.

Permission

A user must not be able to trade without the opposing party’s acceptance. In
order to solve this every transaction must be verified by all involved parties.
Fabric has built-in support for certificates identifying users. However, at
the time of writing this report this functionality is unfinished. When this is
finished it should be easy to set up permissions for all users. Since this was
not completed yet a simple keypair verification scheme was implemented:
Every user has a keypair, one public key and one private. Every transaction
is hashed before transmitting and this hash is used in conjunction with the
senders private key to create a signature. The signature is added to the
transaction which is then transmitted to the network. The public key of a
user is stored on the ledger and is used to verify each transaction’s signature
ensuring the validity of the transaction. In the case of a trade both the
buyer’s and the seller’s signature are needed for the transaction to be verified.

Regulation

Even though the network is private and permissioned it might be a bad
choice in letting the users do whatever they want to do. Some actions might
need some authorization from a central authority before they can be applied
to the ledger. This authorization can exist on multiple levels but in this
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prototype only a single level exists. In order to avoid centralization, support
for multiple sources of authorization was implemented. A new entry was
added to the ledger containing public keys from administrators who are going
to act as the authority. These public keys are, as in the case with the
users, paired with a private key used to create signatures for the transaction
requiring regulation. A transaction requiring authorization can be verified
by anyone of the administrators stored on the ledger.

Performing corporate actions

The most common practice today is that all corporate actions (CA) are
applied during the night when trade is suspended. This is done so that
trading does not create any interference with the processing. Using fabric,
this is no longer a problem. However, all corporate actions processing should
happen on a block of their own to avoid conflicts. Issuers of corporate actions
might also want to create an announcement so that shareholders can react to
it before it is applied. The way this is done in this prototype is that whenever
a transaction for a corporate action got issued, it is saved on the ledger as
an update announcement. Periodically a central authority sends an update-
transaction which takes all update-announcements and apply the updates
stored on them. Using this design all users would be able to view and act
on a corporate action before they is applied. This is especially important for
voluntary corporate actions if they were to be implemented.

Some corporate action, such as cash dividend, pays shareholders money ac-
cording to their proportion of shares. In order for this to function, companies
must have a balance of the currency-token to pay from. A simple solution
is that every company has an owner-account. This account is used for all
payouts, both in money but also if the payout is featuring shares.

Final design

To summarize the design.

• Users are represented by a Account-entry containing Name, Balance of
currency-token, and a public key. (0...N)

• Companies are represented by a Company-entry containing the name
of the company, the owner, the total number of shares in the company,
and a map containing shareholders and their shares. (0...N)

• Admin-entries containing keys are used to verify transaction needing
authorization. (1...N)

• A entry containing a map of all companies and the corresponding share
value. (1)

• To announce corporate actions a update-entry is added containing all
information about the update. They are used and removed each time
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an update is processing. Every update-entry can be removed by the
owner up until the update has been executed. A limitation in this
design as that only one update can be applied on a company between
each update. (0...N)

Figure 4.1: General design of the database

Figure 4.1 shows a simple view of the database design. In addition to this
there are also some additional entries tied to specific corporate actions.

4.3 Corporate actions design

Initial public offering

When this CA is issued an update-entry is created. This entry announces
that the company is deciding to allow its shares to be traded. The first
update after the addition of the entry will create the company making trading
possible. In the beginning all shares is owned by the company owner but
they can be sold to any user owning an account on the ledger.

Secondary offering

When issuing a secondary offering, the total number of shares is increased
giving the shareholders a smaller proportion of shares to the total number of
share than before. An announcement should therefore be made beforehand
so that the current shareholders can act on this new information before the
CA is issued. Sending a secondary offering transaction creates an update-
entry as an announcement and when an update is executed the owner of the
company will receive all the new shares created in the secondary offering.
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Cash dividend

Issuing this CA pays shareholders according to the number of shares they own
in the company. It is quite a simple process so I decided to completely skip
the step of creating an update-entry. Sending this transaction will pay the
shareholders with money-tokens taken from the company owner’s account.
It does not modify any shares so the simple way of doing this is to execute
the payout directly.

Stock split, Reverse stock split, Stock dividend

These three CA:s are very similar from an economic standpoint. The market
value of the company stays the same, the only thing that is changing is the
total amount of shares. I designed these in a very similar manner. In contrast
to cash divided, each one of these creates an update-entry containing relevant
information. The decision to keep these three as separate transactions came
from the fact that it would be easier to add regulation to each one if needed.
When issuing these, a shareholder might end up with a fractional share which
has to be handled. Example: A shareholder owns 3 shares and the company
issues a 2:1 split. The result of this would be that the shareholder ends up
with 1.5 shares. In the real world there are different ways of handling this.
One way is to always round up, so in this case the shareholder ends up with
2 shares. Another way is to pay the shareholder for the fractional share, so
the shareholder ends up with 1 share but also a cash payout of the value of
the share times the fraction.

Both of these choices are available to the issuer of the CA and can be changed
independently of previous choices. An update will apply the changes to the
company-entry and also pay each shareholder for fractional shares if needed.

Merger

A merger is a CA where multiple companies becomes one. What that means
in this system is that multiple company-entries must be deleted and a new
one is created. In practice, this means that all company-entries involved
must be blocked from being used in other corporate actions since those might
cause issues with the merger. The way I solved this is to create a "blocking"
update-entry that stops any new updates from being issued on the company.
Currently there is a limitation in that only can be part of the merger, but
with some small tweaks in the design it will allow any number of companies
to be merged into one.

The number of shares given to a shareholder in the new company is in pro-
portion to a ratio provided for each old company. This ratio is needed since
the value of shares can differ a lot. Imagine the case where one shareholder
owns 1 share in Company A worth 100 USD and another shareholder holds
1 share in Company B worth 10 USD. If company A and B should merge,
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the first shareholder should own a bigger proportion of shares in the new
company than the second. The ratio can be used to say that the first share-
holder should be given 10 times more shares than the second shareholder.
When the update is executed the old company-entries are removed from the
ledger and a new one is added.

Demerger, Spinoff

There are several ways of splitting a company into multiple parts. I chose
to create two different ways of doing this. The first and simplest was to
simply keep the shareholders from the parent company as the shareholders
in the newly created company. This is fitting for a company that splits
its production into multiple parts and it ensures that the shareholders will
receive a fair share of the shares in the new company.

The second implementation, which I chose to call spinoff, consists of creat-
ing rights issues for the shareholders in the parent company. This means
that they have the right to buy a number of shares in the new company
in proportion to the number of shares owned in the parent company. This
implementation might be fitting for the case when a company want to try to
get into a new field so that shareholders can decide if they want a part of it.

Both of these implementation creates an update containing all relevant in-
formation. The new company is created as soon as an update is executed
and is ready to be traded.

Rights issue

This CA gives the shareholders a chance to buy more shares in proportion
to the number of shares they own previous. The implementation creates a
new type of entry which contains information on the rights issue itself. A
shareholder can choose to trade away these rights or act on them and buy
more shares. A third option is to ignore it completely and let the time limit
of the rights issue run out. The difference of a rights issue versus a regular
trade is that the price is chosen at the beginning and it requires no signature
from the company owner that issued the rights issue.
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Chapter 5

Result

The resulting prototype is a very lightweight implementation with a lot of
responsibility stripped away from the CSD. The role of the CSD is now
split into two tasks: Endorsing corporate actions that creates new company-
entries and periodically run the update transaction that executes all corpo-
rate actions. The first task is primarily to ensure that companies on the
ledger are backed by real companies and that they follow all regulation.
What should be noted is that the only thing the CSD does is to endorse the
transaction by returning a signature to the issuer. The issuer then sends the
transaction, with the signature included, to the network itself. The second
task is to announce when updates are going to be executed and then execute
them.

There is still one part of the system that is completely centralized and that is
the oracle. The oracle must be a trusted third party without any bias. The
only thing the oracle provides in this prototype is the values of all shares, but
in a real system there might even be multiple oracles each providing their
own information.

Figure 5.1 showcases the usage of this prototype in a simple scenario. In this
scenario a number of banks want to collaborate in providing a system where
users can trade shares and issue corporate actions.

1. The involved banks each provide the network with peers, both com-
mitters and endorsers. The setup is organized in multiple channels to
provide confidentiality for all involved parties.

2. The CSD provides the network with an up-to-date version of the chain-
code. It also has the responsibility of endorsing transactions that re-
quire some sort of authorization.

3. Users and banks communicate with the network by sending transac-
tions and querying the peers.

4. An oracle provides the network with relevant information from the
outside world.
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Figure 5.1: Simple network setup using the prototype for a collaboration
between a number of banks.

The evaluation is done with a scenario like the one in Figure 5.1 in mind. It
is possible to scale this up to more complex scenarios but the basic idea is
the same.
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Evaluation

Decentralizing the system means to remove the responsibility of the CSD as
much as possible. A lot of processes can be automated in the chaincode,
but in some cases a central authority might be needed. So a completely
decentralized platform might not be possible. The corporate actions that
creates a new company entry requires an endorsement from the CSD before
it can be applied. IPO, Merger, and Demerger are therefore still dependent
on a central authority. This might however be a good idea to have, having
the CSD as a gatekeeper will ensure that only serious businesses will gain
access to the platform. It is hard see any real benefit opening this up so
anyone on the network would be able to create new companies. The rest of
the corporate actions are all independent of the CSD. The owner can issue
each one of those directly without any outside involvement.

6.1 Benefits and drawbacks

What are the benefits and drawbacks of this prototype? First of all, the
responsibility of the CSD will be reduced greatly. As explained in Chapter
3, the CSD is a big disruption in the financial infrastructure. By reducing
this disruption banks will be able to process requests much quicker, resulting
in less money spent and much quicker settlements.

A CSD provides three services: a settlement service, a central mainte-
nance service, and a notary service[38].

• The settlement service is an IT platform allowing for settlement of
securities transactions. This service moves over to the chaincode in its
entirety. Transactions require endorsement from all involved parties
before it can be processed. When they are sent to the network they
will finish completely or not at all. A situation where only one party
of a trade upholds their promises cannot happen.

• The central maintenance service is the one that provides safekeep-
ing of securities and also processes all corporate actions. This service
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moves over to the chaincode as well, but not in its entirety. The cor-
porate actions are handled automatically and the securities are stored
on the chain. The responsibility is now to back all of the changes to
the blockchain outside of the network.

• The notary service takes care of issuance of all new securities. This
is the service that is still in the hands of the CSD, although in lesser
extent since the only thing that needs to be done is to create a signature
if it endorses the issuance.

Trust

Reducing the responsibility of the CSD will also reduce the need to trust the
CSD as much since the trust is put into the chaincode itself instead. And
since anyone can view the contract code by their own, they do no longer
have to trust anyone else that everything is handled correctly. With lower
responsibility the problem becomes who will have to face the consequences
when something happens. If a exploit is found in the code there must be
someone that is going to be held responsible.

However, this design introduces a new entity that has to be trusted. The
oracle must be a trusted source of information without any bias at all. A
centralized service providing crucial information is a big weakness of this
kind of system. If this service is exposed the consequences could be massive.
A timely attack on the oracle paired with malicious transactions sent to the
network could have an enormous impact. However, since this is a private
permissioned network all identities on the network are known. The ledger
can perform a rollback to before the attack happened and even give the
attacker consequences in the real world.

Complexity

This is not a very complex prototype. All of the corporate actions are quite
straightforward when no regulation is considered. The only exception is
when issuing rights. Rights issue was the only corporate action implemented
that interacted with the shareholders in some way. A new entry is created to
let the shareholder know that they had rights issued to them. A problem is
that the rights-holder does not get notified when they get new rights. This
is true for all corporate actions in this prototype, but the difference is that a
rights issuing gives a rights-holder multiple choices on how to act on it. And
if the time limit is surpassed the rights are now worthless.

There is a case for centralizing rights issuing; at least having some way to
notify shareholders that they have been given rights. One can imagine that
a company issuing rights would notify their shareholders anyway, but having
the platform doing this would be preferred.
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Technology

Technology wise, is there any technology missing that would create a better
solution? First of all, fabric is still in development and lacks several im-
portant details that is on the development roadmap. The ability of having
chaincodes communicate with each other is going to be implemented in the
future, even chaincodes on different channels should be able to do this. This
will unlock the ability to build even more advanced systems with additional
functionality.

Multiple certifying authorities would also be a welcome addition to the plat-
form. The way the prototype is designed today, only a single certifying
authority exists making the system centralized in another area. Different
organizations should have the ability to certify their own users instead of
having to rely on a third party. There is some support for this in fabric,
but since it is unfinished it was not something that could be used in this
prototype.

One thing that would improve this system tremendously is if there is some
way to way to have a decentralized oracle. One solution is to have multiple
oracles working together or even competing with each other using their rep-
utation of being honest. Augur[39] is a tool using the Ethereum blockchain
for prediction markets and it works like having multiple oracles competing
with each other. Oracles, or in this case users, will be rewarded depending
on their honesty. Without a competition, a mean-value of the information
sent from multiple oracles could be a better choice as the value put into the
ledger.

Jonas Hedin, c12jhn@cs.umu.se 37 June 14, 2017



Design and Implementation of Corporate Actions on a Decentralized
Securities Depository Chapter 6. Evaluation

Jonas Hedin, c12jhn@cs.umu.se 38 June 14, 2017



Chapter 7

Discussion

If trust and robustness aren’t an
issue, there’s nothing a
blockchain can do that a regular
database cannot.

Gideon Greenspan
CEO and Founder, Coin

Sciences Ltd

Blockchain is a very hyped technology today and a lot of people are climb-
ing aboard the blockchain wagon. It is important to realize that a tradi-
tional centralized database is perfectly fine to use and even superior in many
cases. The way data is stored and even how transactions are performed on
a blockchain is nothing new. Many of the supposedly unique properties of a
blockchain can be done on a regular database.

• Smart contracts
On often cited unique property of a blockchain is smart contracts.
The ability of having a piece of code run on every node every time a
transaction is sent is very useful. This is however already available to
regular databases and is called stored procedures. This technology
is decades old and and can also be used to initiate interactions with
the outside world.

• Append-only
Blockchains can only append new information to the network, the data
that has been transmitted cannot be changed after it is included in
the chain. This is very simple do with a regular database, limit the
interface to only allow inserts to the database if using SQL. This will
give the same result as a blockchain.

• Atomic transactions
Atomic transactions are enabled in blockchains meaning that a trans-
action finishes completely or not at all. This is also already present
in regular databases and are called transactions. The A in ACID1

1Atomicity, Consistency, Isolation, Durability.
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stands for atomicity and is one of the properties of database transac-
tions.

In many cases a centralized database even have the advantage. People talk
about transaction immediacy, and it is true that transaction are very fast
and can be settled in seconds. However the D in ACID stands for durability
which means that as soon as the transaction is written to disk it is viewed
as settled. This can be done in a split second giving the advantage to a
centralized database. A blockchain does everything a centralized database
does but with the addition of having to reach a consensus before a transaction
can be settled. This will also make a centralized database more scalable than
a blockchain. In addition to the consensus, a blockchain uses public-private
cryptography for signature verification which is computationally complex.

There is also the case of confidentiality. In blockchains all nodes indepen-
dently verifies and processes each transaction where in a database only the
authorized entities can view them. Some blockchains try to hide information
with ideas simple as using multiple addresses while some use advanced cryp-
tographic techniques such as zero-knowledge proofs[40]. The problem is
that even if the information is hidden, users can still see that a transac-
tion has taken place. Public blockchains can never reach the same level of
confidentiality as simple restricting access to the data.

Blockchains are known for being an incredible robust way of storing data,
but this can also be achieved with regular databases. Distributed databases
and multi master replication are two approaches that reaches the same
level of robustness as a blockchain. However, in this area blockchain has the
advantage. Firstly, no special configuration is needed, the data is replicated
to all nodes and the network will continue to work when a node becomes
unavailable. The nodes can also catch up quite easily if they were dropped.
While replication is doable on a database, it can be expensive and difficult
to get right.

The biggest advantage a blockchain has over a traditional database is disin-
termediation. The moment users entrusts their data to a regular database
they become dependent on the owner of the database. People managing the
database needs to be hired and this is expensive. Replacing people with code
that has been debugged will be much cheaper in the end. Trusting the math
behind the cryptography is a lot easier than trusting that another entity
does not use this information maliciously.

7.1 Areas of improvement in finance

I can only theorize on the potential efficiency gains for a financial institution.
Bank for international settlements(BIS) published a paper describing areas
that should be considered[41].

• Speed of end-to-end-processing
How does this type of system compare to existing payment, clearing
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and settlement processes regarding the speed of end-to-end-processing?
A blockchain could be able to simplify existing processes by reduc-
ing friction from sharing information between participants. This must
however be measured across the whole ecosystem and not by a single
action. For example, a settlement using a blockchain might take more
time to complete since the network has to reach consensus which a
centralized system does not.

• Cost of processing
The cost of maintaining and updating the blockchain must be com-
pared to the current practices. Operating cost allocation might be
completely different. For example, see figure 5.1 where the banks owns
the nodes instead of a central party. In addition to this cost, market-
wide and social costs must also be considered. Does this setup reduce
the overall cost compared to existing processes, and how is the cost
distributed among participants? Is there any new costs introduced to
the system having it distributed?

• Speed and transparency in reconciliation
The process of reconciliation is time-consuming and labor-intensive
since it can involve information stored on multiple ledgers and in differ-
ent formats. By standardizing the format and storing it on a blockchain
it should reduce the friction of a transaction and reduce burdensome
back-office activities. You will have to look at how this kind of sys-
tem affects the reconciliation process among participants. This must
however be balanced against data protection and privacy. What in-
formation is available to other participants and how do each party get
access to the information?

• Cost of credit and liquidity management
Improving speed of processing and reducing the reconciliation work
might lead to an increased number of transactions. Having near real-
time transactions will lead to less credit exposure but it will also lead
to an increased demand on liquidity. Using a blockchain with near
instant transaction will unlock a lot of liquidity tied up as collateral
in institutions today. But since not all transactions on a blockchain
is instant you have to look at what implications this will have on the
market.

• Efficiency gains from automated contract tools
A feature often marketed in blockchains is the ability to automate
contracts. Automation of contract terms might improve efficiency by
reducing the need for human intervention. Compared to a computer
a human is slow, expensive, and also prone to create errors, so to
automate the system a tremendous amount of money might be saved.
Automatic code is not without errors however. Bugs or even malicious
code might be added to the code so the integrity of the of the data
modified by self-executing code must be questioned.
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7.2 Introduced risks

As with most cases when comparing two technologies with each other, there
are benefits and drawbacks in both. Below is some of the risks that need to
be considered using a blockchain in finance.

Operational and security risks

Blockchains have the capacity of enhancing the safety of financial activities
while also introducing new risks.

• Resilience and reliability
Having the system decentralized removes the risk of a single point-of-
failure since if a node is compromised or inoperable, the other nodes can
still operate normally. The problem with this is that having multiple
nodes creates multiple points of entry for malicious actors.

• Security
Security of an arrangement is central to the safety and soundness of a
financial system. Relying on a public key infrastructure can introduce
a large risk. While it is considered effective today, advances in cryp-
tography and mathematics can introduce weak points. You also have
to consider the risk of quantum computing breakthroughs that might
make a lot of cryptographic tools useless.

• Operational capacity and scalability
A financial system must be able scale effectively to handle large trans-
action volumes each day but also peaks. A failure to scale might have
massive implications on the safety of payment and settlement on the
system. A current problem in the bitcoin network is how it should
be upgraded to be able handle larger volumes of transactions. Confir-
mation times have increased for transactions and since the theoretical
maximum amount of transaction per second is 7 a upgrade is desper-
ately needed.

Settlement issues

Even though it is said that a blockchain will reduce the time for end-to-end
processing of financial transactions you have to consider that fact that it is
not instant. Updating and synchronizing the ledger takes some time, so it
may take some time for a consensus to be reached.

You also have to consider the legality of settlements. Settlement finality is
legally defined as the moment an asset is transferred. In traditional systems
this is well defined. In a blockchain this is much harder to define; using a
consensus algorithm it does not necessarily have to exist a single point of
settlement
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Legal risk

Since this is a completely new area, laws regulating use of blockchain in
finance might not be established yet. In a multijurisdictional environment it
is important to have a clearly established, sound, and enforceable legal basis
for its activities. Since this technology can be used across borders it becomes
even more complicated. However, blockchains can help to reduce legal risks
as well. For example, automating certain terms of legally binding documents
may reduce the risk that contract terms are not enforced as specified in the
agreement within the agreed time period.

Governance and data management

How the network is managed is very important. You have to consider if it
supports sound decision making and provides robust management oversight.
An arrangement that involves sharing of information will need to have a
especially well thought-out governance structure.

In a financial system it is important to be able to trace transaction to ver-
ify its validity. It is an important requirement for many rules including
anti-money laundering. But since certain information might be sensitive,
traceability must be weighed against privacy and the need to keep certain
information confidential.

7.3 Public vs Private blockchains

What is the real difference between public and private blockchains? As a
quick summary: in a private blockchain only a restricted set of users can
contribute to the consensus of the system-state. A public is the opposite,
anyone can join and participate in the block verification.

Advantages private blockchains:

• Confidentiality - A private blockchain keeps information away from
the public. Only a selected few can access the information making it
a perfect choice for businesses where privacy is important.

• Control - A consortium or a company running a blockchain has the
power to change the rules, revert transactions, etc. For example: in
the case of malicious transactions added to the chain it it easy for the
owner to revert the changes without a consent from the users in the
network. Since all identities are known beforehand, it also means that
the attacker must face the consequences in real life.

• Cost - Transactions in private blockchains are often much cheaper
since they only has to be processed by a few nodes. And since these
nodes are owned by the owner of the blockchain there are no need for
rewards for the validating nodes.
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• Trust - Trust is not an issue in private chains. All nodes and users are
known beforehand and can be removed if necessary.

• Scalability - When all nodes are honest it allows the use of much
faster consensus algorithms. In addition to the faster confirmation
time it will also be much cheaper when avoiding expensive algorithms
such as proof-of-work.

Advantages public blockchains:

• Protection - A public blockchain provide a way to protect users from
the developers. As an example: if the bitcoin developers tries to change
the protocol, the users can simply refuse to update their software and
then continue to use the network as they like.

• No need for trust - In a public blockchain trust is no longer needed.
Everyone in the network is treated equally and fairly by the protocols.
No one have the power over anyone else.

• Privacy - In contrast to private blockchains where users are identified,
public blockchains are often anonymous or pseudo-anonymous. Infor-
mation on what transactions have been made is public, but the people
involved is still a secret.

• Robustness - Even though a private blockchain can be decentralized
it cannot be compared to a public. The bitcoin network for example
is spread over thousands of nodes all around the globe with a hash
rate greater than 4 exa-hashes(quintillion or 1018) per second[42]. It
would be incredible expensive to try to take down all nodes or try to
outperform the network.

In some cases these advantages are unneeded but in others they are essential.
A lot of people argue over that only one of them is necessary but in reality
both have their uses.
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Future work

Blockchain technology is quite new and unexplored. The technology will
mature and more applications of blockchains will be found. These are some
topics that would be interesting to explore more in detail:

• Regulation. What regulation must be added to make blockchains an
option to use in the real world? Do you need additional entities in the
network for it to be usable?

• Legal feasibility. Explore the legal feasibility of the kind of design
described in this paper. Are there laws that prevents the usage of
blockchains for handling securities?

• Voluntary corporate actions. How to design a system that can
handle corporate actions where shareholders can choose on how to
participate.
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Chapter 9

Conclusion

Trading securities is a very complex and expensive process where the central
securities depository is one of the main disruptions. Finding a technology to
reduce the responsibility of the CSD is a goal of the finance industry. Several
banks and other financial actors have recently gained interest in blockchain
technology and are investing large amounts of money into several blockchain
projects. If a blockchain could be used to take over some of the tasks of the
CSD, the process would be more streamlined.

Blockchain technology has since the creation of Bitcoin seen a lot off different
applications than cryptocurrency. The primary benefits of blockchain is the
disintermediation and the lessened need of reconciliation. Smart contracts
is also one of the sought-after properties of blockchains that could automate
a lot of processes. Using blockchain to decentralize the securities depository
is one approach that would reduce costs of the industry while also reaching
near instant settlement times. All of this done without the need for a trusted
intermediary.
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