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Abstract 

 

As more and more governments have embarked on the e-government path, providing digital 

interaction with its citizens has boosted the demand for trusted electronic identity solutions 

that can ensure an official match between an online identity and a physical one. Along with 

this trend, the affordability and diffusion of mobile devices has translated into a strong push 

for governments to diversify e-ID channels by developing digital identification on mobile 

devices also known as Mobile e-ID. Mobile e-ID offers citizens legally binding identification, 

authentication and qualified electronic signatures and it has been already successfully 

implemented by some countries at a nation-wide scale. Extant research has investigated 

mobile e-ID from a technical oriented perspective focusing on potential deployment models, 

however little is known about the challenges a country is facing in making mID adopted by a 

wider number of users/ citizens. Addressing this, I run a case study on Republic of Moldova’s 

nationwide mobile e-ID solution to investigate the barriers to Mobile e-ID. Accordingly, I 

identify 18 barriers which are organised into 5 categories. 

  

Keywords: electronic identity; mobile e-ID; e-Government; IT strategy; IT innovation; 

services in the public administration; IT policy; adoption barriers; 

 

1. Introduction  

Public sector organizations have over the years witness a shift in how they deliver services to 

citizens, thus transforming government – citizen interaction from a strictly face-to face contact 

to a digital one. As governments succeeded to overcome the basic information stage, engaging in 

more complex transactional interaction, this has boosted the demand for digital identity 

solutions that allow public organizations to interact freely with their citizens. This transition has 

created the necessity to know with whom public organizations are exchanging public 

information in digital environments and if such individuals have the right or are entitled to 

receive that information (Lips, 2010). The major challenge in this case is to ensure reliable and 

official match between an online identity and a real (physical) one.  

Technology breakthrough though has found ways to overcome this challenge, providing 

digital identity solutions under various forms (e.g. smart card or eIDcards). These technologies 

have paramount role to play in e-government development and e-services delivery, thus being 

coined as key enablers for the secure identification, authentication and digital signing via the 

Internet and as a part of e-service design (Rossler, 2008; Melin et al., 2013). As on increasing 

number of governments have embarked on the e-government path, providing e-services to its 

citizens this has pushed public sector organizations to deliver more tailored eID solutions that 
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could fit current user’s profiles that nowadays are mobile oriented.  Along with this trend, the 

affordability and diffusion of mobile devices has translated into a strong push for governments to 

diversify e-ID channels by developing digital identification on mobile devices also known as 

mobile e-ID. Mobile e-ID (or mID) offers citizens legally binding identification, authentication 

and qualified electronic signatures and it has been already implemented by some countries at a 

nation-wide scale (Zefferer et al., 2015). Although some pioneer countries have succeeded in 

adopting mobile e-ID as an enabler for e-government, the uptake of this solution among users 

(both citizens and businesses) has been slower compared to traditional eID sollutions (Zefferer 

and Teufl, 2015; GSMA report,2012).  

So far, the research literature related to Mobile e-ID has focused mainly on the potential 

technical and architectural solution for Mobile e-ID (Zefferer, 2014; Samadani et al., 2010; 

Orthacker et al., 2010), highlighting the technological side of implementation and the potential 

deployment models, with a few studies assessing existing Mobile e-ID solutions that are 

currently implemented and adopted country wide (e.g.  Zefferer et al., 2015). Moreover, 

following the call for more empirical studies in e-ID’s and leaving aside the technical artefact 

(Halperin and Backhouse, 2008), this thesis aims to discover barriers that prevent or restrict the 

transformation of Mobile e-ID into a trusted universal tool ensuring secure interaction of the 

Government with its citizens. To address this issue, this paper aims to explore the post-

implementation challenges for mobile identiy uptake. Therefore, this thesis will be guided by the 

following research question: 

 

What are the barriers to Mobile e-ID adoption in the Republic of Moldova?  

 

To answer this question, this paper initiates discussion of this issue by exploring Republic of 

Moldova Mobile eID case, thus bringing some practical perspective into research literature. 

Moreover, the results of this research can provide other public organizations/ governments 

across the globe with additional knowledge on challenges to be faced in adopting mID and also 

how to avoid pitfalls in this area. The findings of this research and this thesis itself are in line 

with International Telecommunication Union request/call to share practical experiences on 

Mobile e-ID to allow smoother deployments in the nearest future (ITU, 2017).  

1.2 Outline 

This thesis is structured as follows. Chapter two begins with the presentation of related research 

highlighting what is known so far in the area of Mobile e-ID. Chapter three represents an 

overview of the methodology used to answer the research question and the approach used to 

analyze data. Chapter 4 is dedicated to the results and data analysis. Finally, chapter five 

discusses the research findings and conclusions.  
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2. Literature review 

In this chapter, I present a review of previous relevant scientific studies in the area of the 

research problem. To discover the factors that influence Mobile e-ID adoption in the digital 

government context, I will proceed as follows: first, trying to spotlight the transforming power of 

technology on public service provision, and how this change took us to the modern discourse of 

e-government or digital government. Next, narrowing down the literature review focusing on 

public sector electronic identification (e-ID), ultimately describing mobile electronic 

identification (Mobile e-ID) that represents the object of this paper. The  aim  of  this  chapter  is  

to  gain  a  deeper  understanding  of  the  topic by creating  a  frame  of  reference  for  fulfilling  

the  study’s  purpose and  answering  the  research question.  

 

2.1 Public sector use of technology 

 
The use of technology in public sector is not an entirely recent phenomenon. This can be traced 

with the introduction of the telegraph in 1844, the telephone in 1876, radio diffusion in 1920, to 

the rise of World Wide Web technologies. I believe that understanding the history of public 

sector use of technology is an important asset to follow the change that took place between 

government-citizens interactions. A brief review over this process reveals that before the 

widespread use of Internet and personal computers, technology use in government was mostly 

internal and managerial (Ho, 2002) focusing on the automation of backroom operations to 

enhance managerial effectiveness of clerical activities (Zuboff, 1988; Yildiz, 2007). However, 

with the diffusion of Internet and availability of personal computers public sector realized that 

IT can bring value into the core governmental functions – that to me means serving its citizens. 

Therefore, governments have realized information technologies potential values to leapfrog 

traditional modes of service delivery towards more dynamic approches with increased service 

quality (Ciborra, 2005; Sahraoui, 2007).  

 

2.2 e-Government 

 
Since mobile e-ID represents an important subset of e-government infrastructure, research 

literature in this area should not be neglected. There are several definitions in the existing 

literature, each covering some particular aspects of the interplay between public administration 

and technologies. World Bank defines e-government as “the use by government agencies of 

information technologies (such as Wide Area Networks the Internet, and mobile computing) that 

have ability to transform relations with citizens, businesses, and other arms of government.” 

(World Bank Group, 2017). E-government also refers to “the use of ICT and its application by the 

government for the provision of information and public services to the people” (Global E-

Government Readiness Report 2004). Although there is no commonly accepted definition 
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(Halchin, 2004), we can see some common themes in describing e-Gov concept, thus e-

government can be reffered as the use of ICTs to enhance the delivery of public services to 

citizens, businesses and government agencies (Palvia & Sharma, 2007; Holmes, 2001; Bekkers & 

Homburg, 2005).  

Basicly the shift from „analog” government to the „digital” one, change the traditional 

structures which are hierarchical, linear, and one-way, to a seamless service delivery that is non-

hierarchical, nonlinear, that implies two-way, and is available 24/7. The dynamic character of e-

service delivery allows citizens to seek information at their own convenience, not just when a 

government office is open (West, 2004), which brings into light a transformational shift from 

traditional public service approach to a digital public service interaction. This shift brings high 

impact benefits including efficiency and effectiveness in Government operations (Layne & Lee, 

2001; Kumar & Sinha, 2007; Beynon-Davies, 2005; Silcock, 2001), service delivery improvement 

(West, 2004; Fang, 2002), greater participation of citizens in government activities (Al-Sebie & 

Irani, 2003), transparency and anti-corruption (Bertot et al., 2010), and accountability (Carter & 

Bélanger, 2005). 

Digital government enables production of integrated service delivery (Assar and Boughzala, 

2011; Assar et al. 2011; Weerakkody et al. 2009) to overcome the limitations of traditional, 

bureaucratic and siloed public services. Therefore, the central element in transforming 

traditional and bureaucratic approaches is e-services. However, to have a fully functional e-

services delivery several important back-end systems and IT infrastructures have to be set up, 

such us interoperability framework, PKI infrastructure, enterprise architecture, payment 

gateway, notification systems and electronic identification along with authentication services. In 

this sense, I believe that Mobile e-ID has a crucial role to play for public sector transformation 

journey, and acknowledging the obstacles that hinder its uptake becomes critical. 

 

2.3 From Digital Identity to Mobile e-ID 

 
With the massive adoption of ICT and embracement of e-government, electronic identity has 

emerged as a necessity to allow public organizations to interact freely with their citizens. The 

shift toward remote users has accentuated the necessity of knowing with whom public 

organizations are exchanging public information in digital environment and if that particular 

individual has the right or is entitled to receive certain information or service (Lips, 2010). This 

background has brought to life the concepts of electronic identification (eID) that acts as key 

enabler for the secure identification, authentication and digital signing via the Internet 

for e-service delivery (Halperin and Backhouse, 2008; Rossler, 2008) having a crucial impact for 

transactional e-government services (Zefferer & Teufl, 2015). Other researchers claim that e-ID 

should not be treated just as a back-office service enabler, but as an integral part of e-service 

implementation due to its direct connection with the end user (Melin et al., 2013). 
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So far, many countries have deployed e-IDs solutions in order to enhance public sector 

efficiency and e-service provision. World Development Report (World Bank, 2016) highlights 

that 148 of 197 countries have some form of electronic ID, however only 20 countries have a 

multipurpose ID with digital signature capability that can be used for multiple services. The 

majority of those 20 countries represent the European continent where a suitable legal 

framework for e-IDs and e-signatures was established in the late 90’s by the EU Signature 

Directive (EU Directive, 1999). For example, individual EU states had issued e-ID solutions to 

more than 22.5 million citizens already in 2008 (Collings, 2008).  

Initial approaches to provide eID and e-signature functionality were based on the deployment 

of smart card (please see Image 1 in Appendix) or eID cards that looked like traditional ID card, 

but came with a chip that stores identity information (García et al., 2012).  

Smart card based solutions have been adopted by Austria, Belgium, Estonia, Portugal, Spain 

and Scandinavian countries. Scientific research has analysed e-ID card from technological and 

organizational perspective of implementation focusing on Danish e-ID case (Hoff & Hoff, 2010), 

Finnish Electronic Identity card (Rissanen, 2010) and Swedish e-ID (Gronlund, 2010). However, 

even though smart card based solutions had high security level, being implemented across 

Europe – they turned out to lack usability and user acceptance (Zefferer, 2014; Zefferer et al., 

2015). Specifically, the need to buy additional hardware (card reader device) and software for 

card access has turned out to be the main drawback of this eID approach. In order to overcome 

these limitations, governments shifted to mobile approaches thus, tailoring ID solutions to 

mobile oriented users. Moreover, the affordability and diffusion of mobile devices has translated 

into a strong push for governments to diversify e-ID channels by developing digital identification 

on mobile devices also known as mobile e-ID. 

 

2.4 Mobile e-ID and its application 

Mobile e-ID offers citizens legally binding identification, authentication and qualified electronic 

signatures and it has been already successfully implemented by some countries at a nation-wide 

scale. From a historic perspective, Austria, the Baltic countries, and countries from Scandinavia 

can be regarded as pioneers with regard to mobile eID. These countries were among the first 

ones to deploy respective solutions on a national level. Research literature in this area is narrow 

compared to e-ID card studies. I have found eleven research papers on ID cards and only four on 

mobile e-ID (see Appendix Table 1). Scientific research has analysed e-ID card from 

technological and organizational perspective, focusing on specific country context 

implementation (Hoff and Hoff, 2010; Rissanen, 2010; Gronlund, 2010; Rössler & Thomas, 

2008); moreover – several papers have covered important aspects of ID cards like security and 

privacy (Naumann and Hogben, 2008; De Hert, 2008; Verhaeghe, et al. 2008). On the other 

hand, mobile e-ID topic has received limited attention from researchers being analyzed 

exclusively from a technological perspective. The literature on mID has focused on the potential 

technical and architectural solution (Zefferer, 2014; Samadani et al., 2010; Orthacker et al., 
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2010), highlighting the technological side of implementation and the potential deployment 

models (client based and server based models). The decision toward which deployment model or 

solution suits better a certain country depends on specific national settings and circumstances 

(Zefferer et al., 2015); for example Baltic and Scandinavian countries have relied on client-based 

architectures that employ the SIM as local security token. By contrast, Austria has always 

followed a server-based architecture and has relied on a central HSM as security token (Zefferer 

et al., 2015). 

Going back to the core idea behind mID, it is important to emphasize that this technology act 

as a gateway for users to consume e-services on digital environments. This technology revolves 

around three key components: identification, authentication and signature.  

 Identification representing the process of using claimed or observed attributes of an 

entity to deduce who or what the entity is (Kubicek & Noack, 2010). In this process – 

identity is the central element that allows entities to be distinguishable making it a 

critical component for transaction process. 

 Authentication is the corroboration of the claimed identity of an entity and a set of its 

observed attributes (Collings, 2008). Simply speaking, this component checks if the 

person is the individual he /she claim to be. 

 Digital signature – a term for a signature created by public key cryptography 

supported by PKI certificates issued by a recognized certification authority (Hansteen et 

al., 2016). The purpose of the e-signature is to guarantee the authenticity and integrity of 

electronic documents in a way equivalent to the handwritten signature in paper 

documents (Rossnagel, 2004). Moreover, European Telecommunications Standards 

Institute (ETSI, 2003) has proposed mobile signature as ‘‘a universal method for using a 

mobile device to confirm the intention of a citizen to proceed with a transaction’’. 

Deployment of a nationwide Mobile e-ID is a complex process that involves multiple 

stakeholders (more details in Figure 1) both from the public sector (Certification Authority; 

Mobile Signature Service Provider) and the private sector (Mobile Network Operators, 

Registration Authority). Zefferer, 2015 argues that a high number of involved stakeholders may 

raise conflict of interest. In this sense, I believe this aspect may be treated as a challenge for 

successful and sustainable implementation of the solution.   
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Figure 1. Mobile e-ID value chain and interactions among stakeholders (Ruiz-Martínez, 2011) 

However, despite the complex stakeholder interactions in providing a viable Mobile e-ID 

solution, the front-end part that citizens/users interact with is simple. First step citizens must 

take to start using Mobile e-ID is to go through the registration process usually done by mobile 

operators that act as Registration Authority. After registration process, citizens receive a new 

SIM card that holds their identity (see Appendix Image 2). With mobile e-ID in their pocket, 

citizens can access and request public e-services in a very simple way. In table 2 from appendix 

you can find the simplified view over the process, namely the stages citizens encounter when 

engaging in transaction mode with the Government. A more detailed process view, including 

what happens in the back-end can be analysed in Table 3 from appendix (for authentication) and 

Table 4 (for digital signature).  

Mobile e-ID technology is applicable for both private and public sector. On one side, business 

sector applies mID in e-commerce and e-banking solutions to authenticate and authorize 

transactions and on the other side – public sector applies mID for e-government use cases 

(Zefferer and Teufl, 2015). For example: in Estonia - citizens can submit tax returns, apply for a 

driving license, access e-health services (book doctor appointment, request/renew 

prescriptions), register a motor vehicle with Road Administration and register a new company. 

Mobile e-ID also provides access to personal information - from health insurance and disability 

assistance to school benefits and construction applications – from the State Agency for 

Information System (source: e-Estonia.com). In Moldova – citizens can send their income 

declarations, apply for e-invoices, request business license/authorizations, request online 

duplicates of civil status certificates (source: egov.md).  

 

2.5 Mobile e-ID – identified barriers 

The existing research on Mobile e-ID implementation barriers is limited. I have identified only 

one scientific research that mentions some perceived barriers that, as the authors claim: 

“threaten to hinder the success of deployed solutions” (Zefferer and Teufl, 2015). Even though 

the main scope of this specific research is a general assessment of mobile e-ID solutions available 
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and implemented in Europe, focusing on technological trends, advantages and disadvantages 

between deployment models, the findings of Zefferer & Teufl paper cover potential barriers that 

prevent mID uptake. Specifically, the authors argue that registration process required obtaining 

mID represent a potential barrier, since users have to visit Mobile Operators’ store in order to 

subscribe to the service. The registration process usually entails collecting the user’s personal 

information, verifying the ID documentation and finally changing their SIM card to a special 

SIM with cryptographic functionality. This process may represent a potential barrier since it 

causes additional effort for the user. Several white papers have also coined registration process 

as one of the reasons attributed to the low uptake of mobile e-ID (Murphy (b), 2013; GSMA 

report, 2012). For example, in Turkey 93% of customers complains are related to the 

subscription process for Mobile e-ID – thus representing an important obstacle to technology 

adoption (GSMA report, 2012). 

Additional costs for the users have also been reported as potential obstacle for the success of 

mobile e-ID that in a long run can reduce user acceptance (Zefferer & Teufl, 2015). Users have to 

pay for the special SIM card and the certificates as well as for an additional subscription fee 

added to the customer’s mobile bill. However, several white papers reported that cost of eID card 

is significant higher than the cost of mobile e-ID, thus emphasizing that cost perception is 

dependable on how users perceive other alternatives (Murphy (a), 2013). Referring to server-

based mID solution, Zefferer & Teufl (2015) argue that complex user interactions reduce 

usability, thus affecting the adoption of mobile e-ID.  Authors have also noticed that the multiple 

stakeholder deployment model can provoke conflicts and misunderstandings that eventually 

hinder the adoption of mID.  

The private sector perspective on mobile e-ID was studied by several white papers covering 

mobile operator’s views and thus revealing additional factors. The case studies on Turkey and 

Finland revealed the need for more compatible services with mobile identity. Moreover, mobile 

operators from Finland brought up the need for high-value services, thus suggesting integration 

with mID services having high frequency of use (for example: internet-banking and payment 

approvals) (Murphy (b), 2013). Connecting high-value services with mID would ensure a 

sustainable and scalable ID solution (Murphy (b), 2013). Low awareness about mobile e-ID and 

resistance from the private sector were mentioned as a potential obstacle to mID uptake 

(Murphy (a), 2013; Murphy (b), 2013).  

From the above, we can see that private sector perspective on mID was investigated in several 

business reports; however, the government perspective on this issue has not been explored yet.  
 
 

3. Research methodology 

This chapter describes research methodology used to fulfil the study scope. First, I start off by 

presenting the case, and then I explain how the data was collected and how it was analysed. 

Lastly, it covers ethical considerations as well as possible limitations of the methodology. 
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3.1 Case description 

I chose to run the investigation on Moldova’s nationwide Mobile e-ID because it represents a 

relevant case study to explore the factors preventing the uptake of this technology. There are 

some important reasons that make me believe in the relevance of this particular case study. First, 

having advanced ICT ecosystem with fiber-optic network, which covers most of the country 

(about 85%); with mobile penetration that exceeds 123% and 4,3 million subscribers to mobile 

services (ICT development Gov Report, 2015) – makes Moldova an interesting case to assess 

Mobile e-ID solution. Additionally to this, Moldova has emerged as one of the top 10 countries in 

Europe with the highest Internet speed (Net index, 2015), and has embarked on an ambitious e-

government agenda. Secondly, Moldova has embarked on the digital path quite recently, 

following the best practices from early adopter and pioneers like Scandinavian and Baltic 

countries; and if those pioneers went through the transition from e-ID cards to mobile e-ID – 

than Moldova has jumped directly into Mobile e-ID deployment overcoming smart card 

implementation. This fact makes Moldova a perfect case to fulfil the research purpose and 

answer the research question. As mentioned above, the government of Moldova committed to 

reform the public service delivery by harnessing the power of digital technologies, creating the e-

Government Centre (that acts as Chief Information Officer for the Government) and approving 

the Strategic Program for Governance Technological Modernization via Government Decision 

No. 710, dated September 20, 2011. As part of this e-Transformation project, the government 

deployed the mobile e-ID infrastructure, as a critical enabler of public service delivery. The 

mobile e-ID platform aimed to enable speed, privacy, convenience and transparency of digital 

access to government services and information for citizens, including online applications and 

copies of official documents. 

Mobile e-ID or its commercial name Semnatura Mobila (from Romanian meaning mobile 

signature) was launched in September 2012, in partnership with Moldcell/Telia Sonera and 

Orange mobile operators. The government entered into the public-private partnership with 

mobile operators deliberately, relying on their commitment to innovate, and capacity to issue 

Mobile Signatures to citizens all over the country. Moldova Mobile e-ID solution requires 

replacing the regular SIM card of the cellphone with a special SIM card that has embedded 

functionality to produce digital signatures using mobile phone. Therefore, Moldova nationwide 

mID enables citizens to confirm their identity and sign documents with their mobile phone by 

entering a unique PIN that they can choose themselves. Regarding the technological side, 

Moldova Government chose to deploy the client-side Mobile e-ID option with robust M&E tools 

for evaluating mID usage and uptake on a monthly basis. For this project, the government of 

Moldova received the m-Government Global Mobile Award from the GSMA. Mobile e-ID use 

case in Moldova covers a wide range of services including business authorizations, tax 

declaration, e-invoice, e-civil status services. 
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3.2 Research design and approach 

 
As Mobile e-ID is quite a new technology used to authenticate citizens in e-service context and as 

its value can take various facets – the research design chosen in this paper is exploratory design. 

This particular design approach focus on the discovery of ideas and insights related to the 

research topic (Kothari, 2004), which in the context of this paper aims to discover factors 

preventing the adoption on mobile e-ID. In terms of the approach adopted in this paper, I chose 

to use qualitative research approach in the form of a case study to create a deeper understanding 

of the Mobile e-ID discourse. Case study is one of the most common methods used in IS research 

(Denzin & Lincoln, 1994) being associated with exploratory oriented research (Yin, 2009) that 

helps researchers explore the holistic perspective of a real world event (Yin, 2007).  I do believe 

that Moldova mobile e-ID case study represent a perfect canvas to investigate the research 

question by exploring the unexplored aspects of mID implementation.  

In line  with  the  research  design  and  approach  taken,  this  paper  reviews  the  extant 

literature and uses it along with the empirical data collected from interviews for the purposes of  

data  analysis. To conduct a qualitative research, I have used qualitative interviews as a tool to 

gather data. Semi-structured interviews were used to  be  able  to  deepen  my  understanding  

for  the  research  question while staying within the boundaries of the of the research area. 

Moreover, the semi structured approach allowed me to ask follow up questions in order to 

retrieve information that the respondent had not addressed (Bryman, 2011). As a complement to 

the qualitative interviews, I have used secondary sources such as official government reports and 

surveys performed at a nationwide scale. This design approach allowed gathering in-depth views 

and opinions of experienced practitioners involved in e-government. 

 

3.3 Data collection and analysis  

 
In order to fulfill the research purpose - a collection of empirical data was conducted. Qualitative 

interviews were used to collect empirical data based on expert’s personal experience working in 

Mobile e-ID implementation team. The data sample was made from a convenience sample, with 

the help and support of a gatekeeper working in the CIO office of the Government who had 

suggested the key people involved in mID project. Therefore, these respondents were chosen 

based on their familiarity and experience with mobile e-ID allowing the provision of relevant 

answers in regards to my research question. Moreover, the data sample covers people from 

different levels of organizational hierarchy; starting with IT specialists directly involved in 

mobile e-ID project to government officials ensuring the decision-making level. This approach 

allowed capturing as many distinctive opinions and information about mobile e-ID barriers.  

 

I have conducted face-to-face interviews with public sector representatives of mID 

deployment team; therefore covering the stakeholders of mID from the public sector 
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(Certification Authority and CIO office). The interviews in this thesis were conducted in 

Romanian as it is the native language of the respondents allowing them to express freely about 

the research topic. Later on, I have translated data material into English assuming the risk of 

losing some information while translation process (Van Nes et al., 2010). The interviews lengths 

varied between 15 to 64 minutes. Below there is a  summary  (see  Table  5)  of  all  interviews  to  

give  a clear  picture of the respondent’s role,  interview format and length.  

 

Respondent 

code 

Respondent role Interview 

type 

Interview setting Interview 

duration 

Respondent 1 Certification 

Authority 

Face-to-face Gov. office 35:40 

Respondent 2 Certification 

Authority  

Face-to-face Gov. office 15:19 

Respondent 3 CTO of the 

Government 

Face-to-face Gov. office 01:04:33 

Respondent 4 e-service manager, 

CIO office 

Face-to-face Gov. office 43:58 

Respondent 5 e-service manager, 

CIO office 

Face-to-face Gov. office 34:31 

Respondent 6 M&E manager, CIO 

office 

Face-to-face Gov. office 14:46 

Respondent 7 Government official Face-to-face Gov. office 55:52 

    Table 5: Summary of the interviewees 

 

The body language of the respondents was also observed since it helps to collect reliable 

information for the analyzing purposes (Bryman and Bell, 2011, p. 489). Therefore, during the 

interviews I tried to detect the respondent’s gestures and expressions in order to test the 

truthfulness of their answers.  During the interviews, I tried to “provoke” (in a good sense) my 

respondents to reflect on Mobile e-ID challenges.  

The first part of the data analysis started with the process of transcribing audio-recorded 

interviews. After all interviews were manually transcribed, the collected material was read 

several times to get a general overview of the data and to create a deeper understanding about 

respondent’s answers. Next, the raw data was analyzed through the lens of conventional content 

analysis that is described by Hsieh & Shannon (2005) as most suitable in cases when research 

literature on a phenomenon is limited. Conventional content analysis allows researchers to 

generate coding categories directly form the data, avoiding therefore preconceived categories 

(Kondracki & Wellman, 2002). The advantage of this approach is gaining direct information 

from study participants without imposing theoretical perspectives (Hsieh & Shannon, 2005). 

Following this approach, I have coded the transcripts and then tried to aggregate emerged codes 
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into barrier categories. The conventional content analysis approach helped me identify 

important patterns that resulted in the following barrier categories: Services; Legislation; 

Technological; Knowledge; Institutional. To illustrate the results of empirical data analysis, I 

have drafted a table that includes barrier categories and the specific factors depicted from the 

answers of the respondents (see Appendix Table 6). 

 

3.3 Ethical consideration and methodological limitations 

 
There are several ethical aspects that I take into consideration while collecting data since I did 

not want my participants to feel abused nor stressed. Before the interview, all participants were 

informed about the research purpose and that the collected data will be used only within thesis 

boundary. Respondents were informed that their personal information such as name, job 

position, and company will remain anonymous. I have also asked respondent’s permission to 

record the interview for an easier transcription process. Participants had no problem with me 

recording the entire discussion.   

In terms of methodological limitations, the qualitative research is often criticized; firstly, 

because the results cannot be generalized (Gable, 1994) and secondly because results cannot 

deliver prediction (Atieno, 2009). Moreover, due to the fact that research study case is built 

around one specific country (Moldova in this case), it implies that results cannot be generalized 

for other countries since country context and circumstances can change mobile e-ID settings. 

However, I believe that sharing Moldova’s implementation experience could be beneficial to 

countries that are taking first steps toward mobile identity.  

4. Data analysis & results  

In this chapter, I will analyze the collected data by selecting relevant quotes from the empirical 

data. Each category will be analyzed separately in order to highlight all the barriers revealed by 

the empirical data. 

4.1 Services 

One of the most commonly mentioned concerns with the mobile e-ID project brought to light by 

the interviewees is related to the need for more services and use cases for mobile e-ID and the 

lack of applicability of such solution. This concern was accentuated in several e-government 

delivery models: G2C, G2G and private sector as well. 

G2C delivery model 

“The Government of Moldova has partially fulfilled its mission - partly as a set of 

measures that are not directly related to mID have to be undertaken, here I mean 

the number of electronic services available through the Internet. In terms of 
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expectations, our expectations were high - we thought that we will have more e-

services using this tool. The actual results are not as we expected. ”(Interviewee 3) 

“On a G2C perspective, there are still few public services integrated with mobile e-

ID. At this moment only 7 e-services are connected to m-id infrastructure: e-license, 

e-CNAS, e-Invoice, e-tax declaration, real estate declaration, and several services 

from Civil Service Agency.” (Interviewee 5) 

“From surveys made at various events, people said they did not use the mobile e-ID 

because the services they needed were not connected to mID. People say: "I have 

nothing to access with mID". The more services, the greater will be the adoption.  

The service palette is still limited. "(Interviewee 6) 

 

Respondents highlighted the need to map the most popular public services from a citizen 

perspective and start a massive digitization. Even a single popular e-service can boost mobile e-

ID uptake, declared respondent 6. 

 “If we are to analyze the statistical data of the mobile e-ID users, we can easily see 

that starting with January 2015 – the number of unique users has tripled from 

8527 to 31310 in the last quarter of 2015.  This boom was due to a single e-service 

connected with mobile e-ID. This service is e-CNAS that allows employers from the 

Republic of Moldova to present in electronic format the Rev 5 declarations for their 

employees, simultaneously with the declarations on calculation and use of 

mandatory state social insurance contributions. The e-CNAS advantages are the 

following: eliminating the trips to Territorial Social Insurance Houses and saving 

the office window waiting time, detecting divergences between data from Rev 5 

declarations and 4-BASS form, errors in employees’ personal data and excluding 

the need to print hardcopy documents.” 
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Figure 2: Mobile e-ID user’s uptake 

 “The problem is lack of services. In Moldova’s case – we first had mobile e-ID and not the 

services, therefore we had first authentication and signature solution but we did not have a 

wide applicability of it. “ 

 

G2G delivery model 

Another important problem detected in the process of analyzing empirical data was the total 

absence of use cases for internal government application of mobile e-ID. Respondents 

highlighted that mobile e-ID is almost invisible in G2G model. Interviewee 2 enforced the 

foundation of this barrier by stating: 

“At the launching event of mobile e-ID [5 years ago], we had a very spectacular 

event that set some ambitious targets for the use of technology in the government. 

At this particular event, the Prime Minister Vlad Filat signed with his mobile e-ID 

the government directive that enforces the use of this technology within the 

government. This was the first government decision signed with mID – and 

unfortunately it was the ONLY official government document signed with mID, so 

far. “ 

Interviewee 1 said that the government should not expect a wide uptake of mobile e-ID if 

public sector institutions are not using the technological tool developed by the government itself.  

He supplemented this idea by saying:  

 

”Practice what you preach – Do not just teach! The public sector should act as a role model in 

promoting innovation. We cannot assume that people will use these technologies if the public 

sector is not setting a trend.” (Interviewee 4) 
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B2B component 

Within the Service category, factors related to private sector utilization of mID echoed among 

respondents' answers. Interviewee 2 has mentioned that mobile e-ID infrastructure was not 

deployed for an exclusive public sector use. He added:  “Mobile e-ID system was created as 

a universal tool that can serve public sector (G2C, G2B and G2G) and business sector 

(B2B). On the business sector dimension, we aimed to streamline business digital interaction 

with mobile e-ID. “ 

During the interview, some respondents conveyed disappointment when speaking about 

limited acceptance by the private sector re-use of m-id. Respondent 3 agreed that the lack of 

business services represents a critical drawback for the adoption of mobile e-ID.  He also stated: 

“Frankly speaking, we expected more business services to be generated using 

mobile e-ID. But this has not happened. Now, we have only 2 banks that have 

integrated Mobile e-ID into their service. In this case Mobile e-ID is used as a login 

and authentication option for bank transactions. Comparing other countries 

experiences in this domain we can see a slightly different roll out of mID. For 

example in countries like Norway, Finland and Estonia – the early adopters were 

the banking sectors. In our case (Moldova), the push for mID came from the public 

sector.” 

 

However, interviewee 5 indicated that this status quo is not due to the fault of private sector – 

revealing additional barriers: 

“The private sector is very interested in digitizing their services with the help of 

such solutions. But the problem lies in the integration process that must be provided 

by 2 actors: Certification Authority (CA) and Registration Authority (RA). These 

two stakeholders have not reached a mutual agreement on the cost model, 

specifically who is charging private sector for the integration process and 

validation services. Since there is no agreement between them, a business company 

has to negotiate and sign 3 separate contracts: first with CA, second with mobile 

operator x and third with mobile operator z. The lack of an agreement between CA 

and RA creates additional burden for a business company that aims to be 

connected to mobile e-ID infrastructure, therefore the number of private companies 

is so limited. ” 

Respondent 4 revealed another problem that explains why only 2 private companies are using 

mobile e-ID, specifically he indicated the absence of a developer tool kit as a drawback for mID 

uptake.  

“I believe that API’s [application programming interface] have to be accessible for 

developers. Publishing mobile e-ID API’s will boost developers to create and 
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generate new mobile applications that would use digital signature infrastructure 

and thus will bring more users.”  

“Registration authorities believe that publishing API’s will compromise mID security – 

however this is not true since our API’s have a stable interface.” (Interviewee 3) 

 

4.2 Legislation 

Unilaterally revealed during the interviews was the concern about the legal aspects surrounding 

mobile e-ID solution and the lack of enforcement mechanisms that could allow an extended 

adoption.  

“We have in place the law no. 91 on electronic signature and electronic document 

that is aligned with the European Directive 1999/93/EC on e-Signature – however 

the Government has not yet approved important law enforcement mechanisms. For 

example, we have no regulation on the electronic archiving – this specific legal 

document can strengthen recognition of electronic documents and can added value 

for mobile e-ID” (Interviewee 4) 

 

Respondent 1 made an interesting analogy: 

“We aim to become a paperless government by 2020 – however the Government 

has not yet approved requirements for the operation of an archive that would 

manage the process for electronic records. How can we discuss paperless initiative 

without this? In comparison, we have a complex document approved by the 

government decision on operation of physical records that by law have to be 

retained for regulatory and business requirements.” 

 

Respondent 3, underlined the important connection between mobile e-ID and the absence of 

e-archiving mechanism. “Without a national regulation on archiving electronic records, users 

both from public and private sector are clueless in terms of where and for what period to store 

a document signed with mobile e-ID, and they are clueless about the retention policy of an 

electronic document.” 

Another issue reveled under legal category was the certificate validity. Mobile e-ID is using 

Public Key Infrastructure (PKI) where Certificate authorities (CA) are issuing identification 

certificates. The problem underlined by all respondents was that the validity period of just 1 year. 

Respond 3 declared: “It is inconvenient for the user to renew the certificate each year and this 

might create an obstacle for mobile e-ID uptake.”  

Respondents have also reported that the Government has no technical reason to set such a 

short period of validity since the length of public key allow minimum 2 years and up to 5 year of 

validity.  
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“At this moment we have NO technological justifications or arguments for ensuring 

security and increasing the validity of the certificate. Even the current key length 

can double the validity period of the certificate without compromising the security 

of the mechanism. In other European countries where mobile e-ID was 

implemented – the certificate validity is minimum 3 years and up to 5 year. In 

those countries … e-services palette is diverse and the circulation of e-documents is 

intense – therefore for Moldova case we have no reasons to keep one year of 

certificate validity just because security issues. This is ridiculous...since we do not 

have so many use cases for mobile e-ID.” (Interviewee 3) 

 

Another barrier brought to light by my respondents was the absence of any regulations that 

explain how to check the validity of a document where mID is used. For example, if a user signed 

a contract with mobile e-ID in 2015, and his certificate is not valid anymore – in this case there is 

no information on how to check the validity and the authenticity of that contract, explained 

repsondent 2. Respondent 4 added on this issue:  

„The worst thing that can happen is that people who come to a trial or lawsuit 

process with electronically signed documents (including mID as a method) risk that 

these documents will not be accepted as evidence by the court. The reason behind 

this approach is the lack of guiding principles and regulations on the process of 

validity verification. Of course, we cannot deny that the court clerk and judges were 

not informed and trained sufficiently in this direction. However – the most 

important thing in this situation is that people will not start using digital 

identification and digital signature without a clear assurance that these documents 

have the same legal power as paper documents. And by law – both documents have 

legal power but without a clear regulation on validity verification this aspect raises 

some misunderstandings.” 

 

4.3 Technological 

As in the case with the legal barriers – there is a law but no mechanism to enforce the law, the 

same trend was revealded under the technological barrier. Respondents have praised the 

technological solution emphasizing its strong security, privacy settings and its ease of use. 

However, they declared that the solution lacks additional modules needed to allow a wider 

adoption and use of mobile e-ID. Respondent 3 underlined several tools that need to be 

developed in order to boost the use of mobile e-ID: 

„In Government to Citizen relation – we lack a central portal where citizens can 

access all their transactions and logs. This could be as a „visual incentive” for the 

user to keep track all transactions performed with the public sector when accesing 
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a public service. Now, citizens can access public services via the Government 

services portal (servicii.gov.md) but they have no possibility to create an account in 

that portal; an account where citizens can visualize all interaction with public 

sector service providers – we call this account Personal Cabinet. Technical 

specifications for the Personal Cabinet have been developed and we are now 

awaiting funding to initiate the procurement. ” (Interviewee 3) 

The second instrument or technological component revealed by respondents refers to a 

technological platform that allows users to sign documents online using a electronic signature.  

„In the other dimension, B2B or B2C, we lack a tool that can make mobile e-ID a 

real shining star for the digital business environment. This platform should 

manage and store all business contracts and documents in one place. Therefore, 

when company A has to sign a contract with company B, the platform will notify 

both actors on the status of the document (who viewed it, who opened it, who 

signed it). This platform will act like a warehouse of business e-documents; and will 

bring mobile e-ID a wider applicability. It is not a „fairytale” – we have a real 

example comming from Estonia. The Estonian Digi Doc was declared a booster for 

estonian mobile e-ID. And this is normal to happend because when you have a 

practical applicability to an instrument like mobile e-ID, then the infrastructure 

will be fully adopted.” (Interviewee 3) 

„The CIO office of the government understands the critical need for an instrument 

that can sign documents and collect signatures across business sector and therefore 

we are now defining technical specifications for this platform – to be called m-Docs. 

Moldovan m-Docs will be similar with estonian solution thus the core function is to 

push notifications when a signature is needed or when all parties have signed a 

document.” (Interviewee 5) 

The third technological module revealed by all respondents refers to signature container. 

„After 5 years of mobile e-ID implementation we do not have in place a reliable 

signature container. Meaning that – at this moment mobile e-ID can be applied 

only for pdf files. When it comes to other types of files like jpg...we have a problem. 

Let’s say (just for an example), a civil servant from the ministry of construction has 

to approve a technical sketch of a bridge construction. In this particular case, the 

civil servant cannot use mobile e-ID to sign jpg file because his signature will be 

separated from the data. Technicaly speaking he can use mobile e-ID but the final 

result will be two separate files (one is the scan and the second is the signature 

itself). The first problem arising from this situation is that the created signature is 

not associated to the data and the second issue – it is hard from the user perspective 

to send two separated files (usually large when it comes to jpg).” (Interviewee 3) 



19 
 

„Moldova mobile e-ID infrastructure needs an application that combines detached 

signature with its signed data in a container. This container should host a group of 

files and their associated digital signatures using a zip format. Definitely – having 

this container in place at earlier stages of implementation would have brought 

more aplicability of m-id since more types of files could be included in the 

equation.” (Interviewee 2) 

4.4 Knowledge   

Interesting answers started to pop-up when respondents were asked about the reasons behind 

the limited use of mobile e-ID within the government. Interviewee 2 indicated that civil servant’s 

lack of knowledge is responsible for not using mID in their daily work, resulting in a casual 

attitude towards mobile e-ID. “Public sector staff has limited knowledge on how to use mobile e-

ID, they are not aware of how to work with electronic documents and how to validate the 

authenticity of an e-document. This is due to lack of training and capacity building programs 

within the public sector.” 

However, the reason for low uptake within the public sector is also connected to legal 

constrains, added respondent 7. “But we cannot deny that the absence of important law 

enforcement mechanisms has also influenced G2G use of mobile e-ID.”  

Another main concern expressed was about the communication and marketing campaigns. 

Insufficient efforts have been undertaken to deliver information about mID benefits and 

possibilities to the citizens of Moldova. 

“There is lack of information about this service and the mass majority of people 

have no clue about the existence of mID. For example, in front of the Civil Service 

Agency there is a long line of people waiting to request public services; they can 

wait the whole day without getting closer to the service counter. People do not 

know that they can request services online in just a few minutes via mobile phones.” 

(Interviewee 6) 

Respondent 6 pointed out that some people due to their knowledge on mID make money on 

the lack of knowledge of the majority. He added: 

“Among the users that are aware of mobile e-ID are those who provide 

intermediary services for uninformed citizens. For example, I own mID, and you 

don’t; in this case you write a power of attorney on my name, allowing me to 

represent and act on your behalf in a certain setting. Next I use my mobile e-ID to 

represent you in public settings at a certain fee. Civil Service Agency has reported 

more than 20 files that are managed by one citizen/ by one user.” 

When implementing this service, the government relied on the skills and communication 

capabilities of mobile operators (MO). However, they have not made a considerable effort in 

promoting mobile e-ID. 
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“One of the reasons for the choice of client-side deployment model was mobile 

operator’s capacities. We thought mobile operators could become “active 

messengers” in communicating mID, since they have a better interaction with 

citizens and a wider coverage – but this did not happen.” (Interviewee 3) 

4.5 Institutional 

Data analysis detected the following barriers under institutional category: deficient 

collaboration; and political will; One source for concern brought up by interviewees was a 

deficient collaboration among stakeholders. The need for a productive collaboration with all 

stakeholders of mID system is required to overcome technological and legal issues and to 

establish future action plans. In fact, interviewee 4 stated that collaboration is a key factor for 

ensuring a sustainable development of mobile e-ID. Respondent 3 also highlighted that a 

stronger collaboration could help move forward on important issues like: signature containers, 

electronic archive, certificate validity and many more.  

All respondents have emphasized collaboration as a factor that impedes sustainable 

development of mobile e-ID. This however was not the case for whole 5 years of implementation. 

Respondent 4 added: “mID project team was a team of professionals engaged to deliver a high-

class product, but the last two years - we our collaboration is almost invisible.” 

An additional source of strife under the Institutional category was declared lack of 

political will that is imperative to move things forward in public sector context. Respondent 4 

pointed out that there is no political will to make mobile e-ID a universal tool for authentication 

and signature creation in the public sector. On this topic, respondent 3 revealed that: 

“Mobile e-ID has in fact a characteristic that enable a healthier environment for the 

governance act. It has complex logging, auditing and time-stamping mechanisms.  

This instrument does not allow signing a document with a different date or signing 

a document and then without any reason delete it or just through it in a “paper bin” 

– as they do with hard copy documentation.  Using this type of technology gives 

consistency to legal relations, it also enables a more accountable and transparent 

decision making process in the public sector. At this moment there is no political 

will to bring more accountability in the decision making process, since officials are 

afraid to lose control over the governance act [negative sense].” 

Moreover, to emphasize the political will as an important factor preventing the adoption of 

mobile e-ID within the public sector, respondent 5 came with the following example: 

“Mobile e-ID tool could have been used by all public servants by now (a number of 

25ooo civil servants). The e-Government center has developed a complex 

Management System of Documents called SIGEDIA. The system was built to ensure 

electronic circulation of all documents inside the Government and thus eliminate 

huge amount of paper. SIGEDIA was also integrated with mobile e-ID as a mean of 

authentication and signature creation. In a perfect situation, we would have 25ooo 
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of civil servants using mobile e-ID, a paperless Government, an accelerated and 

transparent decision making process and most importantly a Government that 

represent a role model of using advanced technologies. What do we have now? 

SIGEDIA system is ready to be used but no one is using it since there is no political 

will to accept these changes.” 

5. Discussion 

 

The purpose of this study was to explore and identify the barriers to mobile e-ID adoption from a 

government perspective. To answer this question I have conducted a qualitative case study with 

the mID public sector stakeholders from Republic of Moldova. The data analysis revealed 18 

barriers organised into 5 categories. Some of detected barriers have been mentioned in previous 

scientific research, but the others have not been addressed. A summary of the identified factors 

can be found in the table 6 from Appendix. In this chapter, I am going to discuss the identified 

barriers and relate them with previous research; also I will present the limitations and 

suggestions for future research. 

5.1 Services  

One of the main drawbacks of mobile e-ID uptake identified in this thesis relates to the 

applicability of this digital identity mechanism. It is obvious that mID will not be popular among 

users since its applicability is limited. Previous research has also underlined this issue, 

highlighting the need for more compatible services (both private and public) to ensure mobile e-

ID adoption (Murphy (b), 2013; GSMA, 2012). Therefore, I believe that service digitization 

process should not be neglected when stepping on digital identity path. Public organizations 

should ensure a parallel process of both digitization and integration of mobile e-ID in e-service 

delivery. The government perspective applied in this study has revealed the need for G2G 

services thus complementing the literature with additional dimension. One important problem 

detected in the process of analyzing empirical data was the total absence of use cases for internal 

government application of mobile e-ID. The uptake of mobile e-ID will not increase if public 

organizations are not taking a serious role in using its own infrastructures and tools. I believe 

that this specific factor has to be taken into consideration for governments planning on adopting 

mobile identity solutions since it empowers other user’s categories to trust m-ID. This thesis 

complemented previous research by adding more substance on the reasons of private sector 

limited use. E-government practitioners from Moldova pointed out the importance of a public 

developer tool kit that can encourage IT developers to create, test and deploy new applications 

based on mID. Also, it is important to ensure a smooth and transparent process for businesses 

wishing to re-use mID infrastructure.  

5.2 Legislation  
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The legal issues around Mobile e-ID have been discussed by previous research; specifically 

focusing on a general legal framework for this IT solution (Zefferer, 2014; Samadani et al., 2010; 

Orthacker et al., 2010). These papers emphasized the need of a proper legal framework to ensure 

legal recognition of mID and to generate confidence for mID users. The same concern was 

highlighted by all respondents in this study. They pointed out that a single law on digital identity 

is not enough to ensure proper adoption, hence additional regulations are needed. Specifically, 

this thesis revealed that the lack of regulations on electronic archive and regulation on how to 

validate e-documents as potential barriers that hinder the adoption of mobile e-ID. Another 

barrier revealed under legislation category was the period of certificate validity. To avoid user’s 

inconveniences, public sector organizations should extend mID validity making sure that this 

decision is not affecting the security of mobile e-ID infrastructure. I believe that my paper has 

complemented and extended previous research by adding specific law enforcement mechanisms.  

5.3 Technological 

As in the case with the legal barriers – there is a law but no mechanism to enforce the law, the 

same trend was revealded under the technological barrier. Mobile e-ID technological solution 

lacks additional modules needed to allow a wider adoption and use of mobile e-ID. Previous 

research has not covered this aspect, therefore the result of this thesis are complementing 

previous research by specifying the needed IT modules to increase the adoption. Specifically, this 

paper discovered the following technological barriers: central portal for citizens to check 

transactions and logs; platform for business e-documents management and signature container 

to allow a greater variety of formats and files for mID. Public sector organizations have to 

consider these additional tools as enablers for mobile e-ID, since not having them in place 

influences users and private sector adoption. 

5.3 Knowledge 

Both previous research and this paper as well have noticed that low awareness among consumers 

can influence the adoption of mobile e-ID (Murphy (b), 2013). Communication and marketing 

efforts must be undertaken to deliver information about mID opportunity. All stakeholders 

involved in mobile e-ID deployment (Government and mobile network operators) should work 

closely in delivering information about mobile e-ID. Also, public sector organizations should 

ensure continuous capacity building sessions for civil servants, since their lack of knowledge in 

using mobile e-ID represents a barrier.  

5.4 Institutional 

This paper revealed that deficient collaboration among stakeholders represents a factor that 

prevent mID uptake. This issue is tightly connected with stakeholder conflict highlighted by 

Zefferer (2015). High number of involved stakeholders may raise conflict and misunderstandings 

but these partners have to overcome personal interests and keep a productive collaboration in 

order to ensure a sustainable development mobile e-ID.  
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5.5 Limitation and Future research 

The purpose of this paper was to investigate, from strictly government perspective, the 

factors preventing mobile e-ID uptake in Republic of Moldova. Therefore, the first limitation is: 

this thesis does not cover the perspective of the other stakeholders involved in the 

implementation process. Specifically, it does not cover the opinion from Registration Authorities 

(mobile operators) and Service Providers. In a future research, someone can consider exploring 

mobile eID barriers from a business perspective, including RA and services providers in the 

equation. Adding more perspectives could extend the knowledge on mobile e-ID adoption and 

thus diminish the research gap in this domain. For further research in this area I also suggest 

assessing adoption barriers of the server-side deployment model, since my research covers 

specifically client-side deployment model. The last limitation of this study is the inability to 

generalize the results to other context without considering Moldova’s country circumstances. 

Even though, my goal was not to generalize the results, I do believe that my paper can offer 

guidance to the governments considering adoption of mobile digital identity mechanisms.  
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7. Appendix 

Image 1: e-ID card 

 

ID-card m-ID 

Authors Focus Authors Focus 

Hoff and Hoff, 2010 Danish e-ID case Zefferer, 2014 Server-based m-ID 

solution 

Rissanen, 2010 Finnish Electronic 

Identity card 

Zefferer et al., 2015 Assessment of m-ID 

deployments in 

Europe 

Gronlund, 2010 Swedish e-ID Samadani et al., 

2010; Orthacker et 

al., 2010 

Technological side of 

implementation of 

m-ID 

García et al., 2012 Trends in European 

identity management 

systems 

  

Arora, 2008 Assessment of e-ID 

card scheme in 

Europe 

  

Naumann and 
Hogben, 2008; 
De Hert, 2008 

 

Privacy features of 

European eID card 
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Rössler and Thomas 
2008 
 

Austrian e-ID card   

Verhaeghe, et al. 
2008 Security and privacy 

threats of e-ID card 

  

Kalvet, 2009  
 e-ID card in e-voting   

Kubicek and Noack, 
2010 Comparison analysis 

of e-ID cards 

deployment 

  

Table 1: Mapping research literature 

 

Image 2. Citizen registration process (source: Gemalto brochure) 

 

Authentication 

1.  The user clicks the “Log in with mobile ID” option on a supported website and 

enters their mobile number 

2.  The user then receives a pop-up message on their mobile phone, which can be 

validated with the PIN code (a 4 digit PIN known only to the user). 
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3.  The user enters the correct PIN onto their phone. The screen on the phone 

disappears and the website is automatically reloaded with a logged in screen. 

Digital signature 

1.  After filling the application, user can digitally sign it by selecting the mobile 

signature confirmation 

2.  The user then receives a pop-up message on their mobile phone, which can be 

validated with the PIN code (a 4 digit PIN known only to the user) 

3.  The user enters the correct PIN onto their phone. The application that contains 

user’s digital signature is sent to the public institution responsible for service 

provision. 

 

 

Table 2: User stages with Mobile e-ID (source: e-estonia.com) 

 
Stage Process 

1.  The user wants to authenticate against a relying party. The relying party asks him for his 
phone number. The user enters his phone number. 

2.  The relying party performs a lookup by contacting each trusted registration/certification 
authority (RA/CA) via the WPKI search interface. If there are multiple search results (the 
user may be registered at several RA/CAs) for a given phone number the user has to 
choose a RA/CA. 

3.  The relying party displays the information to be signed on the "information channel" (the 
user's browser for instance) including the instruction that the user should sign using the 
security channel (his cell phone). An optional control code may also be displayed.  

4.  The user's SIM card receives a signature request. 

5.  If a control code was used, the user has to enter the particular control code on the mobile 
phone. The user signs the displayed text by entering the PIN.  
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6.  The mobile operator sends the signed message to the relying party which performs 
signature verification as well as a certificate validation sending an OCSP request to the 
RA/CA.  

7.  The RA/CA returns the certificate status. 

 

Table 3: Authentication process with Mobile e-ID 

 

Stage Process 

1.  The user wants to use a service that needs authentication. 

2.  The user enters the number of his cell phone into the web form of the service he wants 
to authenticate against. 

3.  The cell phone receives an especially prepared SMS message from the service provider 
containing the text to be signed. 

4.  The user counter-checks the message text. 

5.  The user signs the message by entering his 4-digit PIN. 

6.  The message is signed using the SIM's PKCS#1 functionality. 

7.  The signed message is sent back together with the SIM's unique ICCID. 

8.  The verifying authority checks the signature. The certificate containing the public key  
needed to verify the signature may be retrieved by means of the ICCID transmitted by 
the signer.  

9.  The user is now authenticated upon the service provider. 

 

Table 4: Signing process with Mobile e-ID 

 
 

Barrier 

category 

Barriers 

Services G2C 

 Limited number of public services connected with mID 

 Lack of attractive services from a citizen perspective  

G2G 

 No applicability on mID  within the government administration 

Private sector services 

 Limited interest from the private sector to re-use m-ID for deployment of 
their services 
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 lack of agreement on cost formation between CA and RA  

 Absence of a public developer tool kit (including API’s) 

Legislation  Lack of law enforcement mechanisms 

 No regulation on archiving electronic records 

 Certificate validity is too short and creates inconveniences for users 

 No regulation that explain how to check the validity of a document where 
mID is applied  

 

Technological  Lack of additional technological modules to enforce mID  

 No central portal where citizens can access all their transactions and logs 

(personal cabinet) 

 Lack of platform for private sector to access and manage transactions 

with mID (mDocs) 

 Absence of signature container 

Knowledge  

 Lack of promotion campaign run by Mobile operators  

 No training and capacity building sessions for civil servants and 
government official 

Institutional  Political will as an enforcement for mID 

 Deficient collaboration among mobile eID stakeholders 

 

Table 6: Summary of identified barriers 


