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Abstract 
In this thesis, we have studied the phenomena of value co-creation in IoT ecosystem, while 
considering the potential impacts of GDPR on IT value co-creation in the IoT ecosystem. IT 
firms’ ability to create value is an important aspect of their existence and growth in which 
case they pursuit different and several means to accomplish this task. IT firms that operate 
within the IoT ecosystem are categorized as Enablers, Engagers, and Enhancers who 
interact, work together to provide the technology and services needed to both market the IoT 
and to deploy it for their own business operations. These actors usually deem it necessary to 
create value through a co-creation process with customers in order to create well needed, 
tailored and up-to-date IoT solutions. In such case, customers’ data play a significant role in 
the development process. Through computer analysis, these data can reveal insightful 
information that can lead to the creation of relevant and appropriate IT solutions. However, 
the EU new and upcoming General Data Protection Regulation stand to have some impacts 
on this creative process, by regulating data practices in technological activities, thereby, 
creating several concerns among the IT community.  
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1. Introduction  
In this section, from an empirical setting, a background overview of the problem 
discussion/definition is presented on value co-creation in IoT ecosystem and indications are 
made stating the growing concerns among IT practitioners regarding the EU’s General Data 
Protection Regulation (GDPR) on this process. And, this chapter include the research purpose 
and research questions. 
	
1.1 Background 
Information and communication technology (ICT) has taken a turn into a phase wherein it is 
beginning to impact nearly every physical objects/product - turning objects/product in our 
homes, the transportation and health systems, the communities and national infrastructures 
into smart objects/products and environments; thereby creating a new form of business 
opportunities for enterprises (Kubler et al., 2015). These objects or products are being 
revolutionized by Information Technology (IT) in ways that once solely manufactured of 
mechanical and electrical parts, products or objects in our homes and the environment are now 
being embedded with complex systems that combine hardware, sensors, data storage, 
microprocessors, software, and connectivity in countless ways (Porter & Heppelmann, 2014), 
thereby dramatically improving product's functionality and performance, turning them into 
“smart objects” and situating intelligence facilitating their ability to collect information from 
the environment and interact and control the physical world, and also be interconnected to 
each other through the Internet to exchange data and information (Borgia, 2014). This form of 
practice is referred to by many as the “Internet of Things” (IoT) (Burkitt, 2014, Pang et al., 
2015, Glova et al., 2014, Porter & Heppelmann, 2014 & 2015, Rose et al., 2015).  
 
 
_________________________________________________ 
1.For the rest of the thesis the in-text reference of GDPR is (Regulation (EU), 2016).  
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The IoT is an emerging phenomenon that stands to be today’s most dynamic business 
opportunity (Burkitt, 2014) in areas of reducing costs, enhancing services for the populations 
in term of public health, transport, smart living, industry etc., thereby promoting economic 
growth (Kuber et al., 2015). Analysts from Gartner (Gartner Inc., 2014) and McKinsey 
(Manyika et al., 2015) predict that by 2020 the IoT will include over 26 billion connected 
devices with the potential estimated economic impact ranging from USD 2 trillion to more 
than USD 14 trillion (Burkitt, 2014), which is causing firms of all kinds to rethink their business 
models and are investigating on how to implement IoT (Burkitt, 2014). 
        The IoT devices allow firms to generate, exchange and consume data, often with minimal 
or no human intervention (Chui et al, 2010). By so doing, IT firms operating in IoT ecosystem 
are afforded exponential opportunities to creating new functionalities and new capabilities 
from insights gained through these magnitudes of data that are generated through these 
networks to a computer's system for analysis (Kubler et al., 2015). Furthermore, data 
generated from IoT smart connected devices or products are at the pyramid for value co-
creation for actors in the IoT ecosystem, it is noted that IoT “data now stands on par with 
people, technology, and capital as a core asset of the corporation and in many businesses, and 
is perhaps becoming the decisive asset” (Porter & Heppelmann, 2015, p.100). However, using 
data that are generated from smart connected devices to co-create value for IoT firms can be a 
complex endeavour in many areas; in term of intellectual property, instigating the ownership 
rights to data produced by separate connected devices such as in the cases of the rights to the 
data generated from a sensor manufactured by one firm and part of the IoT solution 
implemented by another firm in a location owned by a third party (end user). And in the case 
of public policy setting wherein the government or authority play an important role in creating 
regulations for data practices in regards to generating, sharing and the use of IoT data 
(Manyika et al., 2015).  
        From this perspective, the European Union (EU) in order to strengthen and unify data 
protection for individuals within the European Union (EU), and to protect the export of 
personal data outside the EU has formulated and planned to implement and enforce a new 
General Data Protection Regulation (GDPR) on May 25, 2018 (Regulation EU, 2016/679 of the 
European Parliament and of the Council 1.), which will replace the old data protection 
Directives 95/46/EC that has become obsolete due to the constant changes that occur in new 
technological advancements and the lack of harmony in its implementation among EU 
member states (de Hert & Papakonstantinou, 2016). The primary objectives of GDPR are to 
protect and give EU citizens and residents back the control of their personal data and to 
simplify the regulatory environment for International business within the EU. Failure to 
conform or abide by this regulation, IT firms stand to face severe penalties of up to 4% of their 
annual global financial turnover (Regulation EU, 2016), thereby causing growing concerns 
regarding how the upcoming GDPR will impact IT firms’ existing business models, especially 
when the handling or processing of consumers’ personal data or big data are involved. These 
concerns are among firms such that 52% of firms are concerned that it will cause fines for their 
firm, 65% think it will cause them to change their business strategy, over 30% thinks that 
GDPR will cause increase in budgets by 10% over the period of next two years (Ovum, 2016). 
Many small to medium enterprises are concerned that there is lack of skilled people in 
information security regarding GDPR (Mansfield-Devine, 2016b). 
        Furthermore, GDPR does not offer any framework for IT firms and or other practitioners, 
and without a framework, this might “catch a lot of organizations on the hop” (Mansfield-
Devine, 2016 p-5).  
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In IoT, it is difficult to identify which information is relevant and which is not (Kubler et al., 
2015). So, depending on the processing algorithm and circumstances, even non-personal 
common data set from IoT may reveal personal information, such as a person surname, race 
and meal preference, and religion (de Hert & Papakonstantinou, 2016), which could 
subsequently lead to the identification of a subject person, thereby causing IoT firms to fall 
into circumstances in which they could be held accountable and penalized according to the 
GDPR.  
        Since the emergence of IoT, several researchers have written about keys aspect of value 
creation from Internet of things data (Pang et al., 2015, Glova et al., 2014, Porter & 
Heppelmann, 2014, Burkitt, 2014). However, little has been written on how firms can utilize 
data or information from IoT connected devices to co-create value(s). Rong et al., (2015, p.43) 
claimed that most IoT research conducted are a focus on “technological tools rather on the 
nature of a business”, which can be seen in (Borgia, 2014, Atzori et al, 2010, Gubbi et al., 2013). 
And there have been only fewer researchers conducted addressing the fundamentals of IoT 
business opportunities (Porter & Heppelmann, 2014 & 2015, Burkitt, 2014). And regarding the 
upcoming EU GDPR, little research has been conducted (de Hert & Papakonstantinou, 2016, 
Mansfield-Devine, 2016, Tankard, 2016), and there is the lack of research linking value 
creation in IoT with the GDPR, thereby leaving gap in the research community of IoT and value 
creation of which this thesis seeks to address.   
	
1.2 Research purpose    
The purpose of this thesis is to study the possible business opportunities that can be obtained 
from IT value co-creation in IoT ecosystem, while considering the potential impacts of the 
upcoming EU’s General Data Protection Regulations (GDPR) on this process, especially for IT 
firms who operate within IoT ecosystem.  
	
1.3 Research question 
Due to the complexity of the IoT and the GDPR marvels, two research questions have been 
embraced in this thesis in order to adequately capture and address the research areas: 

1. How does firms and customers benefit from co-creation process in IoT ecosystems? 
2. What are the potential effects of GDPR on IT value co-creation in IoT ecosystem? 

	
2.Related research 
In this section, the related research on the IoT phenomenon, value creation, co-creation of 
value, and value creation in IoT and GDPR are presented and described. Next, a IoT diagram 
is presented illustrating the potential IoT end users and areas through which IoT is applicable. 
In addition, the IoT ecosystem is presented and described. 
	
2.1 The Internet of Things  
Since the inception of the computer, there have been evolutionary steps in its development 
following from the transition of the mainframe computer to personal computer, to the 
client/server deployment models and to the emergence of cloud computing (Zissis & Lekkas, 
2012). From this perspective, Information technology (IT) has co-existed and evolved 
alongside these evolutionary steps, which is described as the sequence of waves of IT; from the 
period of using IT to automate individual activities in the value chain, to the rise of the Internet 
and now to a period where IT is becoming an integral part of the product or physical objects 
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(Porter & Heppelmann, 2014), and the environment where smart devices such as smartphones 
and other handheld devices are changing our environment by making it more interactive and 
informative (Gubbi et al, 2013).  
        Currently, IT is at a phase where it is becoming to be an integrated part of a network of 
physical objects. Physical products/objects are becoming embedded with sensors, processors, 
software, and connectivity features, together with a product cloud in which product data are 
stored and analysed and some applications are run, which dramatically improve product's 
functionality and performance, turning them into “smart objects” and situating intelligence 
and facilitating their ability to collect information from the environment and interact and or 
control the physical world, and also be interconnected, to each other, through the Internet to 
exchange data and information (Borgia, 2014). Among these product/objects, third of them 
will be computers, smartphones, tablets and TVs, the remaining two-third will be other kinds 
of “things”: sensors, actuators, and newly invented intelligent/smart devices that monitor, 
control, analyze and optimize the world (Burkitt, 2014). The concept of merging different 
computing and connectivity trends are referred to by academics and practitioners as the 
“Internet of thing” (Atzori et al. 2010, Porter & Heppelmann, 2014, Kubler et al, 2015, Burkitt, 
2014, Rose et al., 2015, Gubbi, 2013).  
        The term Internet of things was first mentioned in 1999 (Gubbi et al, 2013), since then, 
several definitions have existed among researchers (Gubbi, 2013, Rose et al., 2015, Mazhelis et 
al., 2012) to describe and promote views that instigates what the term means and attributes, 
but there is no one universally accepted empirical definition of the term (Rose et al., 2015). 
However, all these definitions do not essentially disagree, but instead, emphasize different 
characteristics from different pivotal points and circumstances in which they are applied and 
reveal a common theme. Therefore, from this perspective, in this thesis the term “Internet of 
Thing” is referred to as the circumstances in which network connectivity and computing 
capability extends to an assemblage of devices, sensors, objects, and everyday things that are 
not normally considered to be computers (Rose et al., 2015); which allows the devices to 
generate, exchange, and consume data, often with minimal or no human intervention (Chui et 
al, 2010). 
        Since the emergence of the Internet of Things, it has evolved into a phenomenon which is 
starting to affect and change virtually every function within manufacturing firms, such as; “the 
core functions of product development, IT, manufacturing, logistics, marketing, sales, and 
after-sale service are being redefined, and the intensity of coordination among them is 
increasing” (Porter & Heppelmann, 2015, p.98). Just as the internet has led to the 
interconnection of people in different geographical locations both locally and globally in an 
unprecedented measure and speed, the Internet of Things (IoT) is a paradigm with the 
perception to connect many of the physical objects around us to the internet in one form or 
another (Gubbi et al, 2013). IoT is viewed as the extension of the alleged web 3.0 technologies 
also known as semantic web (connecting knowledge) (Saarikko et al., 2016) and the web 4.0 
or Meta web (connecting intelligence) (Kubler et al. 2015), which is considered a technology of 
interest, but the perception is still somewhat vague (Saarikko et al. 2016), and has not yet 
reached its full maturity (Kubler et al, 2015). It is said to remains a wide-open playing field for 
enterprises, and regardless of all its power, it is still at the early adopter stage and has yet to 
cross the chasm into the mainstream (Porter & Heppelmann, 2014), and it continue to post 
concerns and challenges in areas of guarantee trust, privacy, and security (Atzori et al. 2010), 
surveillance, consumer lock–in, fears for the potential miss appropriate use of IoT data, and 
the influx of information through widespread media and marketing can make IoT a difficult 
subject to understand (Rose et al., 2015). And while data or “information and knowledge are 
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the “new oil” of the IoT era, it remains very challenging to perceive and extract.” (Kubler et al, 
2015, p.64). 
        However, IoT is regarded as a “technology that will revolutionize the world into progress, 
efficiency, and opportunity with the potential for accumulating billions in value to industry 
and the global economy” (Rose et al., 2015, p.5). In addition, “the evolution of products into 
intelligent, connected devices, which are increasingly embedded in broader systems, is 
radically reshaping companies and competition” (Porter & Heppelmann, 2015, p. 98) through 
which firms of all kinds, whether small or large, old and new are struggling to secure their 
position in IoT, with high expectations, one in every six businesses is planning to produce an 
IoT-based product, and three-quarters of firms are investigating on how to use IoT to improve 
their internal operations and services (Burkitt, 2014).  
        These smart, connected devices offer exponential opportunities for new functionality and 
capabilities that surpass traditional product boundaries (Porter & Heppelmann, 2014), and the 
proliferation of these devices into the vision of IoT where there are sensing and actuation 
functioning effortlessly, new capabilities are made possible through access to rich new data 
sources (Gubbi et al. 2013), and become tools for understanding complexity and creates 
opportunity for instantaneous response, the possibility for improvement and for taking 
preemptive measures (Chui et al, 2010). IoT smart connected products can generate data in 
real-time reading that are unprecedented in their variety and volume, and as such, firms are 
able to extract prevailing insights from individual sensor reading by recognizing patterns in 
thousands of readings from several products over time (Porter & Heppelmann, 2015). With the 
introduction of IoT smart products, firms mean of generating data have been transferred from 
via traditional sources to another supplemented approach, the product itself. Smart products 
data are valuable by itself, however, its value increases exponentially when it is assimilated 
with other data; e.g. such as with service histories, inventory locations, commodity prices, and 
traffic patterns (Porter & Heppelmann, 2015).  
 
2.1.1 IoT diagram  
The Internet of Things diagram below exemplifies the sectors, objects and services in the 
environments that are impacted by IoT through which data are stream from, from end user’s 
interactions with IoT smart connected devices.  
        To ensure that this is possible and there is an IoT seamless process, according to Gubbi et 
al, (2013) three vital elements of IoT are required; 1. Hardware -  are made up of sensor, 
actuators and embedded communication hardware. 2. Middleware - on-demand storage and 
computing tools for data analytics and 3. Presentation - unique easy to understand 
visualization and interpretation tools that can be commonly accessed on different platforms 
and can be designed for different applications. Hence, all these elements come together to 
create a cohesive IoT; from the smart devices in our homes (appliances, security systems, and 
Entertainments), to the transport sectors (Highways, Traffic, logistics, and emergency 
services), the communication sectors (factory, environment, surveillance, smart metering, etc)  
and to the National sectors (Utilities, defends, remote monitoring, etc), which are and or can 
be embedded with sensors, actuator and computer elements to communicate with any other 
device in the world (Borgia, 2014). 
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Figure 1. IoT diagram 
                                             

 
  
Adopted from (Gubbi et al, 2013) 
    
2.1.2 The IoT ecosystem 
The IoT ecosystem below illustrates how actors that engage the IoT are categorized; these 
actors are grouped into four different categories, such as; Enablers, Engagers, Enhancers 
(Saarikko et al. 2016), and Embedders (Burkitt, 2014). But for the significant and limit of the 
scope of this thesis, only three are incorporated and discussed; Enablers, Engagers, and 
Enhancers. These actors’ involvements with IoT tied together the development and growth of 
IoT, and the economic value to be realized. The Embedders are firms which focuses on using 
sensors, monitors, and other devices to enhance their own operations and optimize their own 
businesses (Burkitt, 2014), and do not provide IoT technology and services needed by all and 
to market IoT, therefore do not contribute to or fit the scope of this research (Burkitt, 2014). It 
is said that: 

“The overall IoT market will be divided among the Enablers, Engagers, and 
Enhancers. These three kinds of companies will interact, and work together to 
provide the technology and services needed by all - both to market the IoT and to 
deploy it for their own operations” (Burkitt, 2014, p.7).  
  

Figure 2. IoT ecosystem 
                                                        

 
 
Adopted from Frank Burkitt, (2014) 
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Enablers - The enablers are those firms (e.g. Cisco, Google, HP, IBM and Intel) that 
manufacture and or supply endpoint, hub, network and cloud service technologies - build and 
maintain: devices, connectivity hardware and infrastructure, computing and data storage 
systems, software platform, etc. for end users to connect their smart devices via the internet 
(Burkett, 2014). Those IT solutions that permit “smart devices” admittance to far-flung 
databases and other resources via (wireless) Internet connectivity (Saarikko et al. 2016).  
 
Engagers - Associated with this category are firms (e.g. Apple and Google) that make 
available products (e.g. Google Glass, Nest and Apple home kit) and services that connect IoT 
with end users. These firms are said to provide the direct link between the IoT and the market 
using the products and services created by the Enablers to produce services for consumers and 
businesses, the engagers create their own connected services on the IoT infrastructure build 
and maintain by enablers (Burkett, 2014).   
	
Enhancers - Enhancers are newest members of the IoT ecosystem, they provide enhanced 
services for consumers by stipulating integrated services that reframe and repackage existing 
products and services created by the engagers. Their greatest strength resides in their ability 
to find new ways of “creating and extracting value from data, relationships, and insight 
generated from IoT activity” (Burkett, 2014, p. 10).  

2.2 Value creation and Co-Creation of value 
Creating value is a crucial aspect of firms’ existence, and stands as the sole agency by which 
firms gain a competitive edge in their market domain, and as a contributing factor to economic 
exchange (Jaakkola et al., 2012). It involves implementing action that increases the value of a 
firm’s offerings and invigorates customers desire to pay, which is the core of any business 
model (Kubler et al., 2015). Value creation can take a form of “sole creation”, involving the 
independent actions of one firm or partner, or involved creating value through the 
entanglement of multiple firms or partners’ interaction within a collaborative efforts label as 
“co-creation” (Austin et al., 2013).  
        Since the emergence of digital technologies, there have been changes in the traditional 
business processes due to the rapid evolvements in digital technologies; reshaping firms’ 
previous ways of creating values and enabling practitioners to work from distance and function 
properly (Sambamurthy et al. 2003; Straub and Watson 2001; Wheeler 2002). These rapid 
evolvements are also affecting competition for old and newly established businesses in an 
unparalleled way (Amit & Zott, 2001) in how firms obtain and allocate resources to create 
values. 
        To maximize the value creation process in business activities that involved IT and 
connected devices, there are four dimensions’ firms seek to address; efficiency, 
complementary, lock-in and novelty (Amit & Zott. 2001). The efficiency dimension in value 
creation can be seen in firms’ transaction cost, of which Williamson (1981) claimed that 
transaction efficiency increases when cost per transaction decreases, and that the main aim of 
any digital business is to decrease transaction cost to increase its efficiency. The 
complementary dimension of value creation can be understood as after sale services, where 
companies/firms provides more services on top of basic product/service. Whereas the Lock-in 
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dimension indicates that firms need to maintain a good relationship with customers, so that 
they don’t leave them, by so doing, firms can create value by retaining customers. Schumpeter 
(1934) point out that novelty dimension or innovation is a traditional source of value creation, 
by introducing new products or services firms can create value for themselves and their 
customers. 
        However, it is challenging for firms to function adequately across these four dimensions, 
so firms are beginning to work together in a collaborative environment with other partners or 
actors to maximize their value creation (Bitran et al. 2007). In such case, value co-creation 
with other business partners can add value to the following areas (Groover & Kohli 2012); the 
asset layer (skill or assets), which can help firms to enhance their value creation process (e.g. 
in cases where one firm is good with providing hardware and the other is better in providing 
software part), in the area of knowledge sharing that is described as "sharing of information 
and expertise that can inform decision-making and strategies for co-creating new or better 
products" (Grover & Kohli, 2012 p-227). And in complementary capabilities where firms try to 
leverage other firm’s resources or capabilities to successfully innovate. Nowadays IT solutions 
are being personalized to match the needs of customers. Because of this value shift, service 
providers and manufacturers are beginning to involve customers in the development process, 
to co-create value (Prahalad & Ramaswamy, 2004). This form of co-creation of value is 
becoming common in e-business and is positively impacting co-creation of value for 
manufacturer and or service provider in areas such as; “business growth opportunities, higher 
margins through premium pricing, lower operative and/or administrative costs, increased 
trust with supplier, increased comfort in supplier interactions, and increased attraction” 
(Grönroos, 2010, p. 242) of the supplier.  
        In the case of Internet of Things, co-creation of value is even more important, because the 
Internet of Things is not only about connected smart devices, but also entails that “connected 
actors together form networks with the intention to co-create and deliver value” (Sarrikko, 
2016 p. 5169). 

2.3 Value creation in Internet of Things 

With the emergence of the IoT paradigms, data and information are at the pyramid of firm's 
value creation, it has been noted that “data now stands on par with people, technology, and 
capital as a core asset of the corporation and in many businesses, is perhaps becoming the 
decisive asset” (Porter and Heppelmann, 2015, p. 100).  
        Smart IoT devices are making it possible for IoT ecosystem firms to be able to sense 
customers’ buying preferences and IoT activities in real time at a specific location, and knowing 
how often or intensively a product is used from data generated, firms can eventually create 
new or additional alternative(s) (Chui et al, 2010). In this regard, the Internet of Things smart 
connected products are revising every activity in the value chain, by ultimately changing the 
way firms generated, captured and interacted with information or data (Kubler et al, 2015). 
IoT ecosystem value creation can be realized in three main applicable areas, such as 1) 
monitoring 2) Big data and 3) Information sharing and collaboration (Lee & Lee, 2015). 
        Monitoring and controlling smart grids in IoT allow firms to monitor products in real time 
and get accurate data about products operations and conditions (Potter & Heppelmann, 2014), 
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and “spot areas of potential improvement, predict future outcomes and optimize operations, 
which can then lead to lower costs and higher productivity” (Lee & Lee, 2015 p. 433). With 
monitoring capacity, firms can identify problems and take preemptive measures before 
mechanical breakdowns, and subsequently, decrease the cost of unavailability of product 
and/or downtime and discomforts for end users.  
        For firms working with services that involved “scheduled maintenance”; monitoring 
capability is one of the prominent ways of creating value (Oliva & Kallenberg, 2003). In 
addition, monitoring capabilities also help firms to identify patterns on how a product is being 
used by end users, by doing so, firms can prioritize and improve those attributes that are most 
useful for specific customer or company from what is refer to as having perfectly accurate 
knowledge (Brennan et al., 2007). 
        By getting more detailed in real time data, firms can make their supply chain and logistics 
process (Flügel and Gehrmann, 2009) and traceability (Zhengxia et al., 2010) better. Internet 
of things can improve these process because of its capability of storing big data and analytics. 
IoT data does not only influence logistics or supply chain process, it is said to also reshape 
“product development, IT, manufacturing, marketing, sales, and after-sale service” (Potter & 
Heppelmann, 2015 p 99). And data generated by Internet of things also help firms in 
understanding physical objects as well as human behavior (Greengard, 2015).  
	
3. General Data Protection Regulation (GDPR)  

Presented in this section are relevant aspects of GDPR in relation to this thesis, such as the 
background of GDPR, the potential impacts of GDPR, the potential opportunities of GDPR and 
suggested guidelines of GDPR.  

3.1. GDPR Background 
The European Union Parliament, the Council and the European Commission in order to 
strengthen and unify data protection regulation within the European Union (EU), and to 
protect the exporting of individuals within the EU personal data outside the EU, has 
constituted a new regulation called the General Data Protection Regulation (GDPR) 
(Regulation EU, 2016). The construction of the GDPR started as early as 2009, reached its 
peak in 2012, and is said to be implemented on May 25, 2018, which is to replace the old data 
protection (Directives 95/46/EC) (Regulation EU, 2016). This initiative started due to the 
constant changes that occur in new technological advancements, which has subsequently led 
the old data protection Directives to become outdated and unaligned with data practices in EU, 
and coupled with the lack of harmony between EU member states in implementing the old data 
protection Directives (de Hert & Papakonstantinou, 2016). In the Directives 95/46/EC, 
previous legislations about the use of technology, data protection, and personal data are too 
prescriptive, while on other hand GDPR aim is towards making companies “implement 
appropriate technological and operational safeguards for securing data” (Tankard, 2016, p.6), 
thus, making GDPR an appropriate regulation that will last even in an ever-changing 
technological world. Therefore, the primary objectives of GDPR are to give EU citizens and 
residents back the control of their personal data that are involved in technological activities 
and to simplify the regulatory environment for international business in order to unify the 
regulation within the EU. 
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        GDPR consists of some 91 articles, in this regulation personal data is defined and referred 
to as “any information relating to an identified or identifiable natural person 'data subject'” 
(Regulation EU, 2016, Article 4, p-41). In such case, any data that does not help or lead to 
identifying a person is marked as anonymous and the law doesn’t apply to it, but it also depends 
on the processing algorithm and circumstances, even non-personal common data may reveal 
personal information, for example, surname can reveal race and meal preference can reveal 
religion (de Hert & Papakonstantinou, 2016). The processing of personal data cannot be done 
without the consent of the data subject and burden of proof reside with the controller to show 
the proof of consent and such consent should be presented in clear and plain language, explicit 
and simple to understand. Notwithstanding, “the data subject shall have the right to withdraw 
his or her consent at any time. The withdrawal of consent shall not affect the lawfulness of 
processing based on consent before its withdrawal” (Regulation EU, 2016, Article 7, p-45). And 
the data subject has the right to erasure his or her personal data, if the data subject deem it 
necessary for the controller to erase his or her personal data without any delay, and after doing 
so, the controller is obliged to notify the data subject about the erasure (Regulation EU, 2016, 
Article 17). 
        In the case where there a security breach, subjected company is required to show how such 
breach happened without undue delay to the supervising/protection authorities not later than 
24 hours after having become aware of it. In so doing, the subjected company must prove that 
they took all necessary precautions to avoid such incident (Regulation EU, 2016, Article 31). 
There are few cases wherein personal data can be processed without the data subject’s consent. 
In such cases, the controllers must establish a case wherein they argue that the data usage is 
in regard to freedom of expression and the information is for the general good of the public 
interest, scientific or historical research purposes and etc. (Regulation EU, 2016, Article 17), 
and in the case where data processing is done by secret agencies and EU law enforcement 
(Regulation EU, 2016). Failure to adhere to the GDPR, firms risk the fine of “4% or 20 million 
euros of the yearly global financial turnover” (Tankard, 2016, p-5).  

3.2. Potential Effects 
The GDPR potential impacts and depth of its scope is causing growing concern and tension 
among firms; 52% of firms are concerned that GDPR will cause fines for their firm(s), 65% 
think it will cause them to change their business strategy, over 30% thinks that GDPR will 
cause increase in budgets by 10% over the period of next two years (Ovum, 2016) and many 
small to medium enterprises are concerned that there is lack of skilled people in information 
security regarding GDPR (Mansfield-Devine, 2016b). 
        GDPR does not offer any framework for IT firms and or other Practitioners, which make 
it difficult to operate adequately within the scope of the regulation. Without a framework, this 
might “catch a lot of organizations on the hop” (Mansfield-Devine, 2016 p-5). In this regard, 
several firms are trying to obtain an International Organization for Standardization (ISO) or 
National Institute of Standards and Technology (NIST) certifications, in order to cope with the 
scope of GDPR, however, this does not necessarily mean that these firms are safe and or have 
abided by the regulation, and therefore can operate safely within the scope of its requirements 
(Mansfield-Devine, 2016). And arising from the confusion over the scope of the GDPR, many 
small and medium size companies are under the perception that GDPR does not apply to them, 
they are under the false sense of security that the GDPR authorities will only go after big 
companies (Mansfield-Devine, 2016). 
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And there is lack of practitioners with the right skills set to implement all the necessary 
requirements for GDPR (Mansfield-Devine, 2016); 38% of companies are planning to hire data 
subject experts, and 27% to hire chief privacy officers over the period of next 3 years (Ovum, 
2016). And Since reporting of every security breach is compulsory in GDPR, these reporting 
might affect firms’ “share value, put off potential investors and generally damage its 
reputation” (Mansfield-Devine, 2016, p-7).  
	
3.3. Potential Opportunities 

Prior to the development of the GDPR, almost every EU country had a different interpretation 
of the data protection Directives 95/46/EC, tailored to fit with their own business environment 
and data protection laws. These divisions are said to be costly for firms especially for small to 
medium size firms since they must change how they handle personal data if they are to do 
business in another EU country (European Commission Data Protection Reform, 2016). On 
the contrary, GDPR is not a directive, but rather a regulation with the same set of rules to be 
applied across all EU 28 countries (European Commission Data Protection Reform, 2016), 
which stand to help reduce the cost of bureaucracy, and “companies will deal with one single 
supervisory authority, not 28, making data processing simpler and cheaper” (European 
Commission Data Protection Reform, 2016). 
        In circumstances commonly referred to as “vendor lock-in’’, which involve aspects of the 
relationship with the provider and the client, such as the right of ownership and access to the 
data (Rose et al., 2015, p. 15). To address this issue of ‘lock-in’, GDPR has given more rights to 
data subject/client for the portability of the data, which addresses the problem of 'lock-in', 
requiring that it should be “easy for users to transfer their photos, videos, and status updates 
to another social networking site" (Swire & Langos, 2013, p-338). Such portability stand to 
help start-up and existing companies to capture new customers by providing more secure, 
transparent and user-friendly environment, which is said will make the European economy 
more competitive (European Commission Data Protection Reform, 2016). 
        GDPR will help firms to generate more trust as it has highest data protection standards in 
the world and it will translate into trust, data protection by design will force companies to make 
data protection as essential part of their business strategy, and encourages firms to make their 
system more secure by using techniques such as pseudonymisation, anonymization, and 
protocols for anonymous communications (European Commission Data Protection Reform, 
2016). 
	
3.4. Suggested Guidelines 

Baker & McKenzie a renowned Law firm in efforts to help ease the tension surrounding GDPR, 
have articulated several key steps that firms need to take into consideration when trying to 
achieve compliance with GDPR (Tankard, 2016) such as; (1) Firms should evaluate if their firm 
falls under the GDPR area, (2) They should assess operational impact of the new obligations, 
(3) identify new risk and responsibilities, and 4) develop strategy regarding processing 
agreements. 
        And one of the crucial aspects of dealing with personal data is for firms to build trust with 
customers. Companies enhance their relationship with partners and customer through 
transparency that can lead to further co-creation of products and services (Grover & Kohli, 
2012). In this regard, GDPR introduces a term referred to as ‘Pseudonymisation’, a process 



	 13	

through which firms can hide personal information to some extent and built trust in the 
process. Pseudonymisation allow firms to “process personal data in such a manner that the 
personal data can no longer be attributed to a specific data subject without the use of additional 
information, provided that such additional information is kept separately and is subject to 
technical and organizational measures to ensure that the personal data are not attributed to an 
identified or identifiable natural person” (Regulation EU, 2016, Article 4(5)). “The relationship 
between pseudonymous data and personal data, meaning whether the former is a subcategory 
of the latter and therefore falls under the Regulation’s scope or not” (de Hert & 
Papakonstantinou, 2016 p-183). 

4. Theoretical framework 
This chapter consists of an in-depth discussion of the framework that was adopted. First, an 
overview of the framework is presented describing the aims and benefits. Next, the three 
constituent parts (“Value”, “Co”, “Creation”) that make up the framework are dismantled and 
discussed. 
        To achieve the purpose of this thesis, the “business-oriented analytical framework” was 
adopted as a lens to guide the analysis. This framework instigates theoretical approach and 
practical implications. It was developed by Saarijärvi et al, (2013) and includes three code 
constituent parts; the “Value”, the “Co”, the “Creation”, and coupled with a clear description of 
the role of various actors that are involved in a value creation process. 
 

 

Table 1: Business-oriented analytical framework 

Adopted from (Saarijärvi et al, 2013) 

 
Actors 

 
Theoretical concept of constituent parts and implications 

 
 

 
“Value” 
What kind of value for 
whom?  
 

“Co” 
By what kind of 
resources?  

“Creation” 
Through what kind of 
mechanism? 
 

 
 
Customer  
 

What is the customer 
benefit? How is the 
customer’s value 
creation supported? 

What firm resources 
are integrated into the 
customer’s value-
creating processes?  

What is the mechanism 
through which firm 
resources are 
integrated into the 
customer’s processes?  

 

Firm  

 

What is the firm 
benefit? How is the 
firm’s value creation 
supported?  

What customer 
resources are 
integrated into the 
firm’s value-creating 
processes?  

What is the mechanism 
through which 
customer resources are 
integrated into the 
firm’s processes?  
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The aim of this framework is to clarify the roles of different actors that are involved in the value 
creation process, in highlighting the key elements that constitutes the “value”, the “co” and the 
“creation” in order to overcome the diversity and different perceptions and interpretations of 
the value co-creation marvel, when considering the concepts implication for research and 
practice. This framework focus is on affording guidance for firms on how to adequately 
approach the crucial aspects and characteristics of value co-creation, and at the same time, it 
facilitates firms in determining their own interpretations of the value co-creation process and 
help firms to assess the opportunities that are associated with it. Instead of simply declaring 
that value is co-created, the framework encourage firms to take into consideration and reflect 
upon key business-oriented questions such as; what kind of value is co-created for whom, by 
what resources, and through what mechanism?  (Saarijärvi et al, 2013) (See Table I). And while 
doing so, it urges firms to simultaneously address both customer’s and firm’s perspectives.  
        In addition, this framework entails that firms should understand the changes that take 
place in the roles of both customers and firms in providing resources to the process - move 
from the traditional resource roles wherein the customer provide money, and the firm provide 
goods/services the process - to new roles wherein the customer provide creativity resources 
that engage the firm in the co-creation process. Finally, firms should identify the mechanism 
through which these resources are integrated in the value co-creation process. In this light, 
firms should ask “what the mechanism is that eventually evokes the change in the customer 
and/or firm roles and releases new resources for the value creation process” (Saarijärvi et al, 
2013, p. 13).  
 
4.1 Dismantling value co-creation into its constituent parts  
Exploring and understanding the role of each constituent parts of the value co-creation process 
is highly vital because it manifests a clearer picture of the value co-creation process, which lead 
to better understandings of what constitutes the “value”, the “co”, and the “creation” (Saarijärvi 
et al, 2013). Below in Table 2 are ways through which Saarijärvi et al, (2013) clarified the three 
constituent’s parts in the “business-oriented analytical framework.”  

     
 
Value 

 

 
Co 

 
Creation 

 
• What kind of value for 

whom? 
• What value for the 

customer and for the 
firm? 

• What kind of value? 
 

• By what kind of 
resources? 
 

• B2B, B2C, C2B, C2C 
 

• Through what kind of 
mechanism? 
 

• What kind of 
mechanism? 

 

Table 2: value co-creation constituent parts 
Adopted from (Saarijärvi et al, 2013) 
 
Clarifying the Value - The “value” section entails that it is important for firms and 
practitioners to clarify for whom what value is co-created (what value there is for the customer 
and for the firm), and moreover, what kind of value is co-created (what kind of value). Instead 
of simply stating that value is co-created. Value creation for the customer should be in relation 
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to identifying customer needs, and value for firms or organizations should entail the economic, 
social and or environmental benefits that are achievable (Austin et al., 2013). 

 
Clarifying the ‘Co’ – The “Co” involved and defined the various actors in the creation process 
and the additional resources they provide to make the process possible - whether it is provided 
or deployed by B2B, B2C, C2B, C2C or by individual customers, firms, groups of customers, 
brand communities, or other configurations of actor roles, that are put together for enhancing 
value creation. Instead of only stating that value is co-created, it is essential to know who is/are 
involved in the co-creation of value, and more importantly, what resources are being deployed 
in the process. Resources can take different forms, tangible and or intangible such as; 
equipment, materials and semi-finished goods, and human skills (Finch et al, 2012), and 
information/data that are acquired for the creation of value (Kubler et al, 2015). 
	
Clarifying the Creation/mechanism - The creation/mechanism entails the process of 
integrating different resources from different actors (firm, customer, or even community-led 
activities) to actualize their value potential, which subsequently leads to the value-in-use 
through which additional resources are offered for the use of other actors. The 
creation/mechanism involves the activity or way through which the resources provided by 
participating actors are integrated into value creation process. This reconfigured the 
traditional roles of customers and firms in the co-creation process in connecting the resources 
of each in new and innovative ways. 
        Firms and customers (actors) relationship in the co-production, co-design, and or co-
development process, are mechanism that reconfigures the role of various actors, their 
resource elements and integration, and the interactions between them (Jaakkola et al., 2012). 
And while injecting customer resources in firm’s the development process, it should be done 
with consideration for the realistic benefit(s) that the customer will gain from providing 
additional resources in the co-value creation process (Saarijärvi et al, 2013).  

              
5. Methodology 
In the section, the methodological approach is schematically illustrated in order to have an 
overview of how the research was conducted and data were collected. First, the research 
approach is presented, followed by the data collection process, design analysis, and the 
selection of research respondents. Finally, the chapter conclude with some limitations of a 
quantitative study and our study.    
 
5.1 Research approach 
In this thesis, a qualitative research approach was used. Qualitative research is said to be 
concerned with phenomenon that involve quality, descriptive, non-numerical, applies 
reasoning, and aims at getting the meaning, feeling and description of a situation (Rajasekar 
et al, 2013). In qualitative research, the decisions, design and strategy are ongoing and 
grounded in the practice, process and context of the research itself (Westergren, 2011). Its 
exploratory and descriptive nature seeks to explore or investigate an area where little is known 
(Ranjit, 2005). Qualitative research approach strength exists in its usefulness and ability to 
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allow researchers to understand the meaning and context of the phenomena under study, and 
the specific incidents and procedures that make up these phenomena over time, in real-life and 
in natural settings (Westergren, 2011). It may take a positivist, interpretivist or critical position 
(Klein & Myers, 1999). In such case, this thesis is based on an interpretivist perspective, which 
enable Information System (IS) researchers to understand human thought and action in social 
and organizational settings, it has the potential to produce profound insights into information 
systems phenomena involving the management of information systems and information 
systems development (Klein & Myers, 1999).   
        Since the required data for this research does not involved numerical or statistical nature, 
instead is lean towards exploring, describing and explaining certain phenomenon, we believe 
that this form of approach was the most appropriate, it helped to guide the investigation in 
area of exploring, describing and explaining the phenomenon’s of value creation, IoT and  
GDPR between IT firms, IT practitioners and customers while considering the potential 
impacts of GDPR, without quantifying it but, instead, by making use of a flexible approach.  

5.2 Data Collection 
For data collection, several techniques were used to collect primary and secondary 
data.  Interviews were the major means used to collect primary data. It is said that interviews 
are “the most prominent data collection methods used within qualitative research, they 
provide a means to gain access to people’s thoughts and interpretations, and thus 
opportunities to gather rich data” (Westergren, 2011, p. 59), which can be fully structured or 
semi-structured (Phellas et al, 2011). 
        Interviews conducted during this research were semi-structured interviews (Phellas et al, 
2011), at which time we met between 25 minutes to 55 minutes with respondents and 
conducted a face-to-face interview using an interview guide/questionnaire. These respondents 
included IT firms, IT departments in Institutions (Education Co and Municipality Co) and a 
law Professor (Teacher Co) at the Education Co. During these interviews, the respondents were 
encouraged to express their views on the subject matter as they desire, which helped us to 
generate in-depth, comparable qualitative data. However, while divergence from the interview 
guide/questionnaire was allowed, we made sure that the respondents remain within the scope 
of the subject matter.  Another technique used to collect primary and secondary data was by 
means of searching and investigating related literature through the Umeå and Mälardalens 
University Educational databases, which included: DiVA, Google Scholar, Mediearkivet, 
Nationalencyklopedin, and Uppsatser.se in order to gathered relevant information regarding 
the Internet of Things, Value creation, Co-value creation, and the General Data Protection 
Regulation. While doing so, to stay relevant and specific in the data collection process, a 
research guideline was established and mentioned for scanning and compelling information 
from different sources based on trustworthiness. After the collection process, we closely 
reviewed the findings and the most relevant information were used.  
	
5.3 Data analysis 
All interview conducted for this research were recorded, transcribed and subsequently coded 
using a thematic analysis approach (Braun et al, 2006). This approach was found appropriate 
because it helped and guided the data analysis process whilst focusing on pinpointing, 
examining, and recording patterns and themes within the data sets. This approach stress 
organization and deep description of the data set and move into identifying the implicit and 
explicit ideas within the data (Guest et al, 2012). This approach eventually led and aided in 
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establishing themes that made meaningful contributions to the understanding of what was 
going on within the data set regarding our research purpose. 
        The thematic analysis coding process for this thesis was theoretically driven, denoting the 
various constitutes parts (the “value”, the “co”, and the “creation/mechanism”) of the 
“business-oriented analytical framework”. After the coding process, the final reports were read 
individually and compared, discussed and interpreted. During this time, common themes were 
noticed that corresponded with each of the constitutes parts. And since GDPR is predicted to 
have impacts on how firms store and process “data”, the term was embraced in the 
“creation/mechanism” section of the “business-oriented analytical framework”. It is a section 
that involves the activity/process or way through which resources(data) that are provided by 
all participating actors in the value co-creation process are incorporated. Because GDPR stand 
to impact how IT firms/IoT practitioner process these resources (data), and coupled with the 
constant concerns regarding the possible impact of GDPR on the value creation process of IoT 
solutions, it was deemed necessary to incorporate and interpret GDPR in the 
creation/mechanism section of the framework, where there are ongoing activities regarding 
incorporating resources that are data related. 
	
5.4 Selection of research respondents 
In order to achieve the purpose of the thesis, respondents were selected based on their 
involvement in the IoT ecosystem and on having appropriate knowledge regarding GDPR. 
With such criteria, a selection guideline was created to guide our search and the selection 
process for relevant respondents. Initially, the Internet was searched for IT firms and 20 
respondents were discovered and selected. After several inquiries about these selected 
respondents, they were later narrowed down to 10 based on their participation in the IoT 
ecosystem, and on having knowledge on GDPR. After initial contact with the 10 respondents, 
only 8 respondents were available to participate in the research project. These respondents are 
IT firms that interact, work alone or together with other firms and or customers to provide IoT 
technologies and services that are needed - both to market the IoT and to apply it for their own 
business purposes, and together with a researcher who have knowledge on the legal 
perspective of GDPR. The researcher area of study includes; “the intersection of law, 
technology, security and human rights, and Cyber-security from a cross-legal perspective, and 
Police work between efficiency and the rule of law" (Umu.se, 2017) 
 
5.5 Research sites/ respondents 
Since this study was based on qualitative approach, geared towards exploring, describing and 
explaining key elements of IoT, value creation, co-value creation and GDPR. IT firms and 
Institutions (sites/subjects) that fits these criteria were chosen in order to collect relevant 
resourceful data set. These sites/subject gave us access and the opportunity to conduct semi-
structure interviews with representatives who have the appropriate knowledge in our area of 
the research study, which included organisations who are trying to implement IoT solutions to 
enhance their services and improve the environment such as:  CEO of Analyst Co, CEO of 
Provider Co, the Chief Technology Officer (CTO) of Producer Co, IS consultant at Security Co, 
the IT Chief and the IT Technician at the Education Co and a law Professor (Teacher Co) at the 
Education Co. For detail descriptions of these firms see appendix 3.  
        From an ethical perspective, prior to the interviews, the interviews questionnaire was 
emailed to the various respondents to give them insights on what to expect, with a section 
requesting their consent for the use of their identity in the thesis project, of which some gave 
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their consent. However, due to the need to protect their privacy, all names of the respondents 
have been fictionalised. And all data and information obtained for this research were done 
solely unbiased and objective; there was no deliberate attempt to conceal or alter some of the 
findings. All data gathered was done by means of interviewing established IT firms, 
Institutions and Practitioners, and from conducting an in-depth investigation on GDPR, 
through reliable sources such as the entire EU GDPR documentations and renowned published 
scientific articles.  

 
 
Organization  

 
Duration  

 
Category  

 
Description  

 
Interviewees 

  

 
 
Provider Co  

 
 
25 mins  

 
IoT Firms/ 
Providers  

Provider of IoT, currently 
Provider Co work as Engager and 
Enhancer in IoT ecosystem, 
Provider Co develops and 
provides IoT product and 
services. 

 
 
CEO  

 
Analyst Co  

 
55 mins  

 
IoT Firms/ 
Providers  

Dedicated towards the field of 
data processing, presentation 
and filtering, works at the tail of 
the IoT eco-system as an 
Enhancer  

 
 
CEO  

 
Producer Co  
 

 
25 mins  

IoT Firms/ 
Providers  

Provides their own manufactured 
products as an IoT services  

 
CTO  

 
Municipality 
  

 
30 mins  

IoT 
customers  

They are working on a IoT smart 
city project together with 
Provider Co. 
  

 
IT Strategist  

 
Education 
Co  

 
37mins  

 
IoT 

customers  

Implement an IoT solutions in 
order to enhance their services 
for students, researchers and 
guests  

 
IT Chief & IT 
Developer  

 
Security Co  

 
25 mins  

 
Other  

Security Co. provides technical 
consultancy, but their main area 
of specialty is providing 
information security solution and 
consultancy.  

 
 
IS consultant  

 
Teacher Co 

 
46 mins  

 
Other  

Academic expert on technology, 
security and human rights law  
 

 
Law professor 

 
Table 3: Summary of the research sites/subjects and interview durations 
   
Created by the Authors (2017)  
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5.6 Methodology Limitations 
	

The common disadvantage of qualitative research method is that it is difficult to generalize the 
results (Ritchie and Lewis, 2003), which reflect within this study. Due to small sample size and 
targeted research respondents, it is difficult to generalize the conclusion of this study. 
However, the contribution of this study could have been potentially greater if a larger or 
different sample size had been selected and obtained, especially from IT practitioners with 
practical knowledge on GDPR. Although semi-structure interview approach was the most 
suitable for collect primary data in this thesis, it however has its drawbacks, therefore it is 
appropriate to ask if this approach had negative impacts on the results (2008). Semi-
structured interviews balances between structured questioned and follow up, in such 
circumstances, the researchers might be unable to ask the follow-up questions if the 
interviewees give close end answers. And with semi-structured interviews there is always the 
risk of bias and issues of trustworthiness concerning the answers of the interviewees to the 
interviewer; the interviewees may choose to provide specific answers to please the 
interviewers, plus too much flexibility could hinder trustworthiness (Cohen and Crabtree 
2006). For data analysis, the “business-oriented analytical framework” (Saarijärvi et al, 2013) 
was used to analyze data samples, when researchers use a framework to analyze data, they look 
through a particular lens, which can create a situation wherein they might miss analyzing 
important findings that are not in the scope of the framework. It allows the researcher to 
“identifying who will and will not be included in the study” (Miles & Huberman, 1994, p. 18). 
So, anything beyond these limits are excluded. Therefore, it is possible that some important 
insights which could have emerged and contribute to the conclusion of the thesis might have 
been missed, especially regarding GDPR. 
 

6. Findings 
 
In this chapter, the empirical data collected through semi-structured interviews with 
respondents such as; Provider CO, Producer CO, Analyst CO, Municipality CO, Educational 
CO, Teacher CO and Security CO are presented. These respondents’ views and reflections 
regarding the subject matter are built upon and incorporated in the constituent parts (Value, 
Co-, Creation) of the business-oriented analytical framework. Findings regarding GDPR are 
interpreted and presented in the creation/mechanism section of the framework.  
 
6.1. The Value 
The “value” for all actors involved in the value co-creation process entails; what value there is 
for the customer and what value there is for the firm, and moreover, what kind of value is co-
created. Instead of simply stating that value is co-created, value creation for the customer 
should be in relation of identifying customer needs and manufacturing well-intended solutions 
to meet those needs, and value for firms should entail the economic, social and or 
environmental benefits that are achievable by the firm through the co-creation process.  
        In today's dynamic ICT environment, where technologies rapidly evolved, new IT products 
and or services becomes quickly outdated and replaceable by new and advanced ones, which 
puts burden on IoT firms to take on measures to create better, durable and advanced IoT 
solutions that will stand the test of times, in order to stay competitive, relevant and escape the 
risk of perishing.  In these regards, IoT customers are always in search for better and advanced 
IoT solutions to implement to cut down cost, enhance business operations and environments. 
And IoT firms, it is crucial to create and provide the right and needed IoT solutions for 
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customers. It is one of the most important means by which these firms gain the competitive 
advantage in their market domain, and contribute to the economy. This instigates IoT 
ecosystem firms to strive to create values that will benefit both the firm and their clients in 
order to continue doing business and retaining clients.  
 
6.1.1. Value for Firms 
Producer Co as a developer, designer and modifier of IoT solutions for clients, with the desire 
to create high-quality products and further enhance products functionality, Producer Co 
through a collaboration with Education Co and Municipality on an IoT projects try to achieve 
these goals by providing their newly developed IoT sensors to be deployed and tested by 
Education Co and Municipality Co. This initiative is to get a real-life use case scenarios through 
which they can understand the durability and effectiveness of their newly developed sensors. 
Therefore, in this collaboration, the value to be obtained by Producer Co:      
 

“From this collaboration what is very important for us is that we are developing 
a lot of sensors that are cheap for our customers all over the world, it is quite 
important for us to have real use cases close to us where we can test these sensors, 
we do lab test here in our company and the sensors are working fine but it is 
really good for us to put them out in real life environment at larger scales to test 
them if they are functional as expected and also we can test new type of 
functionality that we are not providing to the customers right now, so it is kind 
of real-world lab for us to test the devices” (CTO of Producer Co) 

 
6.1.2 Value for Customers 
Customers collaborate with other firms to create new values that will alter or enhance certain 
aspects of their business offerings or operations. Municipality Co as an administrative entity, 
which has the obligation to provide better services, and improved infrastructure for 
inhabitants and employees, through this collaboration with Producer Co, the Municipality Co 
seek to create improvement in several key aspects of the workplace and the environment:  

 
“The benefits we want to achieve from IoT are to provide better services for 
citizens, better working environment for workers and lower cost for services, and 
we are trying to develop better infrastructure for the municipality in term of 
improving our car parking areas, the booking system of our conference rooms 
and to enhance the cleaning task for the cleaners by installing sensors together 
with Producer CO. With the sensor, the cleaners can check by how many times the 
doors have been opened or locked because the sensor will send data to a mobile 
app indicating that this toilet has been used many times so there is a need for 
cleaning, it is a good service.” (IT Strategist at Municipality). 

 
The constant advancement in IT is impacting and influencing nearly all industries. Education 
Co, as a provider of educational services to students, researchers and guests is adopting an IoT 
solution in order to improve educational services and to provide a better environment for 
students, researchers, guests, and extend the life spans of paper books. Educational CO 
through collaboration with Provider CO seek to implement IoT solutions that will help the 
University to maximize the use of their library space, control the air climate in the library and 
create better future development plans from data obtained by IoT smart sensors: 
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“So, the process is for creating more suitable workplace for the students, that’s 
one of our goals, I mean more suitable study environment so student can get 
better results, and the other thing is for us to understand the flow of the library, 
so when we want to make changes, we can understand how to make them, and 
the third is to preserve the valuable paper based material in our special collection 
to ensure that the environment is perfectly set to preserve them. You know almost 
all old paper-based material will retired eventually so we just want to prolong 
their life.” (IT Chief, Education Co). 

 
6.2. The CO 
The “Co” or collaboration involve the interactions of multiple actors in a value co-creation 
process, whether in a B2B, B2C, C2B, C2C or other configurations of actors’, in such case, 
instead of simply indicating that value is co-created, it is essential to know who is or are 
involved in the process, and more importantly, what resources they are deploying for value co-
creation. 
 
6.2.1. The firms 
The dominating force pushing IoT ecosystem firms to collaborate with other firms or their 
customers is to enhance different aspects of the value creation process through which each 
actor can benefit, from injecting resources into the process. Such collaborations can be 
intended to create offerings that meet the needs of specific customer(s) and subsequently, the 
outcomes can sometimes be later extended to other customers to generate more values. The 
participating actors that are usually involved in the IoT ecosystem value co-creation process 
normally contribute resources (data, inputs) that go beyond traditional resources (monetary 
or goods/services). It is noted that IT is a vast field, so a single firm cannot be the best in every 
aspect or have the necessary resources to develop the needed value(s). Therefore, IoT 
ecosystem firms turn to co-creation with other firms and or customers who have the core 
expertise in areas they desire in order to co-create the best possible IoT solutions: 

 
“We cannot be number one in every service, so we have to find partners who are 
skills in the particular area. For example, ‘eco-driving’ we co-operate with our 
customers to create it” (CEO of Provider Co.) 

 
Soliciting understanding from customers’ generated data and insights beyond the boundary of 
the firm - from the perspective of gaining practical insights on how clients used and interact 
with firms’ IoT devices, motivates IT firms to collaborate with customers to create well needed 
values for customers. IT firms like Analyst Co and Provider Co are IoT ecosystem actors that 
are constantly in search of new and better ways to join forces with other actors to co-create 
value that will benefit all parties involved. Provider Co through its open IoT Platform 
consisting of four parts allows end users to connect different devices such as vehicles, 
buildings, systems, and among other things. Through this platform data on how these end 
users use or interact with these devices are stream and available for analysis, thereby providing 
insight on customers’ activities, making it possible for Provider Co to add new functionality 
that customers want. Therefore, in order to obtain this data and enhance or create entirely new 
functionality or additional services, Provider Co include customers in the co-creation process 
to make this possible: 
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“We work quite closely with some customers, something we call co-creation, for 
example, we have this new service ‘Tachograph’ data manager, [...] this one was 
developed together with our customer because they explain to us how much they 
need it and how much money they going to save. So, we then knew how to develop 
it inside our device and then they get some special price in return for being part 
of this co-creation, and then sell this service to other customers” (CEO of Provider 
Co) 

 
Analyst Co like most IT firms that operate within IoT ecosystem is constantly in pursuit to find 
new and better ways to improve their offerings for themselves and their customers. In this 
regard, they work closely with customers through value co-creation to create general IoT 
solutions which can be sold to other customers. In such case, Analyst Co deploy their expertise 
of collecting, analyzing and presenting data in a meaning way:   

 
“ We work very closely with our customers and once a year we come together in 
a gathering, discuss what we have developed over the year, and what we want to 
do, and we take input from them, it is important for us, we do a lot of developing 
together with some customers and we take that product and show it to the other 
customers and try to find the general solution, it is very important for us to have 
the general solution, so we can develop special systems together for special 
customers, if you have to go mainstream with your product it is very important” 
(CEO Analyst Co).  

 
Producer Co as one of the leading manufacturer and provider of sensors, connected devices 
and network solutions; provides IoT sensors for IoT connected vehicles, logistics, buildings, 
the environment, and operates in the professional market worldwide. Usually complete their 
development and designing process of IoT solutions through co-creation with strategic 
customers, such as Municipality Co and Education Co: 
 

“We are in co-creation with Education Co and Municipality Co by providing our 
sensor to them for free. The collaboration with them is because, in the 
development process of lot of our sensors, it is quite important for us to have real-
life use cases close to us where we can test the sensor, so Education Co and 
Municipality are providing the infrastructures to test our sensor on a larger 
scale, so we can know if they are functional as expected and then we can complete 
the creation process before we sent them worldwide” (CTO of Producer Co). 

 
6.2.2. The Customers 
In IoT ecosystem, customers collaborate with firms on IoT projects to develop solutions that 
will help them cut costs, improve business operations and capabilities and or improve 
business/organization environment. Since IT projects tend to be expensive especially for small 
and medium size enterprises, IoT customers co-create with firms in order to divide the costs 
and reduce the risk of failure. Without the help of external firms, it is difficult or in some cases 
impossible for firms to initiate and complete IT project(s): 
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“We at the Municipality do not have that much money to implement IoT system 
all by ourselves, so we need collaboration with a firm like Producer Co to succeed” 
(IT Strategist at Municipality Co). 
 

Education Co in collaboration with Producer Co to implement IoT solutions for their 
institution has expected goals that are complex to achieve alone. Producer Co in this 
collaboration is providing their professional expertise and sensors, which intend will help 
Education Co to overcome these complexities and properly implement the expected IoT 
solutions and achieve desire outcomes.  
 

“In the past, we had students from the Computer Science department, and they 
try to build a kit, to make an actual app to measure the pressure of a table to see 
if someone is sitting on it or not, but the project never flew, so we realized we need 
more professional. Therefore, we are now collaborating with the company that 
is the offspring of Education Co called Producer Co. We are working together with 
them using their sensors to create this IoT test” (Education Co).  

 
6.3. Creation/Mechanism  
Creation/Mechanism involve the activity or way through which the resources that are provided 
by all participating actors in a value co-creation process are integrated. Creation/mechanisms 
in the framework divert from traditional means of managing or exchanging resources; from 
the customers providing financial resources for the exchange of goods and or services that are 
developed by the firm. This aspect reconfigured the traditional roles of customers and firms in 
connecting the resources of each actor in new and innovative ways. In the case of IoT ecosystem 
value co-creation, data and information are at the pyramid for value creation; customers’ 
resources contribution is data related that are utilize to create new and better value. Proper 
analysis of IoT data can ensure that firms have the relevant information or knowledge about 
customers, in order to anticipate what they need or want.  
 
6.3.1. Incorporating customer’s resources (Data) for value creation  
IoT firms in their value co-creation process try to integrate different resources (data) from 
different actors to meet their end goals. These firms operating within the IoT ecosystem as 
Enabler, Engager, and Enhancer are constantly in pursuit to create better possible IoT values 
for clients and for themselves. In this regard, they usually take on initiatives that make this 
possible. One of these initiatives is by using a creation/mechanism approach, which includes 
customers in the creation or development process of value, so that they can acquire the 
necessary resources (data or input) which through proper analysis can reveal how initial 
services or products were used, and eventually lead to the creation of new value(s): 

 
“It is easy for us to collect data, we have spent so many years developing our 
infrastructure. And then we can use these data to co-create new services with our 
customers, which they know that they are going to get a new service from and 
are going to pay per month for, but at the same time save a lot of money from 
these services. So, they are happy to give us some data about the service on how 
they are using it” (CEO Provider Co) 
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6.3.2. Establishing data ownership and building trust to adhere to GDPR 
The first step in how IoT firms such as Provider Co and Analyst Co intend to adhere to GDPR 
is by trying to establish data ownership and get customer(s) consent before processing their 
data, and at the same time try to establish trust among all actors in the value co-creation 
process by including data owner(s) in the value creation process by means of co-creation. 
When these IoT firms established trust, and get data subject involved in the value creation 
process they instigate an act of creating a level playing field for all parties, wherein all members 
are given the opportunities to understand the full and in depth aspects of the value creation 
process. In this regard, all data owners can have confidence and a clear picture of the 
magnitude and purpose of their data in the creation process: 

 
“For us, it is very important that we tell all our customer that it is them who owns 
the data, and I believe that it is the most honest way to do business and if we are 
going to sell their data we need to confirm with the customer and we need their 
consent to do so. For us, it is the customer who owns the data”. (CEO Provider Co) 
 
“Customers are the one who owns the data and they have the right to the data, so 
we cannot take the data, it is specific for the customers, in special cases for 
creating value we ask our customer for their permission to use their data”. (CEO 
Analyst Co)  
 

6.3.3. Concerns regarding GDPR in the value co-creation process 
While IoT firm try to incorporate customers’ data in the value co-creation process with 
customers, IoT firms such as Analyst Co, and Security Co are concerned about GDPR, its 
impacts on the handling or injecting of resources that are data related without being negatively 
affected: 

 
“GDPR will affect how we handle everything; it will affect how we handle 
documents and it will also involve our backup systems as well, it is a huge 
challenge […]. So, we must follow the regulation but it is a big challenge for us. 
We must be proactive in this case and we must also talk to our customers about 
it. We will need to have a certificate or something like that”.  (CEO Analyst Co) 
 
“The biggest thing is the financial consequences that follow for companies and 
organizations that do not align with GDPR. It will also give us the same 
regulation across the whole of Europe and all other companies in the world that 
collecting personal data from an EU citizen.” (Security Co).     
 

The impact of the GDPR has a wide scope even for firms that claimed not to be in the IoT 
ecosystem, and or deal directly with data that are labelled as personal data under GDPR. 
Because GDPR is new and its scope is still unknown, certain IoT firms are under the delusion 
that GDPR does not apply to them. And due to the complexity of the regulation, firms are in 
dilemma that if they obtain some form of Information System (IS) security certification they 
stand the chance of operation adequately within the GDPR:           

 
“Anything that is connected to you, if it says your geographical location even 
though there is not any other information like personal number (identification 
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number) or anything else, but when you combine these non-sensitive data; let say 
we know what part of town you live into, we know what kind of work you into, 
what kind of car you drive, and if those three things are combined and can 
identify you then it is personal data. So, it is a very wide definition of the personal 
data.” (Law Professor, Teacher Co) 
 
“We are not affected by it since we are only delivering the devices, we are not 
implementing the solutions; our main business is not solution provider I don’t 
think we will be affected by it” (CTO of Producer Co).     
 
I think we need to have some kind of certificates that we can use to handle the 
data”. (CEO Analyst Co) 

 
6.3.4. The potential benefits from GDPR for value co-creation 
While there are, several concerns regarding, the negative impacts of GDPR - regarding 
handling of customers’ data, after the regulation is implementation it stands to create 
opportunity and create a level Plainfield for all participating actors, by unifying data protection 
regulation within the entire European Union, which will intend increase the extent to which 
IoT firms can create value with customers beyond a location while adhering to a single set of 
rules. 
 

“GDPR will make it easier, once you have established all the requirements, it will 
be easy to expand across borders. The GDPR has a dual purpose; one is to protect 
personal data, and once you have done that it also becomes protected across the 
entire EU borders. And after you have fulfilled these rules in the regulation you 
are very free to move around Europe and construct business” (Law Professor, 
Teacher Co) 
“GDPR will also give us the same regulation across the whole of Europe” (IS 
consultant, Security Co) 
 

The term portability of the data under GDPR will address the problem of customer’s 'lock-in'. 
It requires that IT firms make it easier for customers to transfer data from one firm to another. 
This will intend help start-up and existing companies capture new customers thereby making 
the European economy more competitive for all firms. And after GDPR is implemented, it will 
be a contributing factor that will enhance security practices by making firms obliged to protect 
data by default, which will help to create trust between IoT firms and customers and at the 
same time create new business opportunities especially for Information security firms: 
 

“The other thing is portability, it is very important. Previously if you were very 
tied to, let's say you had your picture on Instagram, and if you want to change 
the provider it was difficult to do so, but in this regulation, there is portability, 
Instagram in that case, will have to get your information out of their system and 
transfer it to somewhere else you prefer. That will make it easy for startup to get 
into the market by getting data from potential customers” (Law Professor, 
Teacher Co) 
“The GDPR is a new business opportunity for us since it has a thigh connection to 
our IT security offerings” (Security Co). 
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“I think it will grow business opportunity for companies who wants to keep your 
data secure, organize and creates a map of data flow [...] there might be an 
opportunity to create new value for SME that want to outsource the data 
protection services. However, they cannot escape the regulation but they can give 
it to other companies to deal with it” (Law Professor, Teacher Co). 
 

 
 
 

  

 
 
 
   Value  

 
For the 
customers 

• To improve Infrastructure. 
• Create better work and business environment. 
• To enhance library services and create better study 

environment for students  
 
For the Firms 

• To create better testing and quality assurance. 
• Use strategic customer’s presentation as mock-up. 

 
 
 
 
 
       CO 

 
The customers • Don’t have much resources to implement IoT 

solutions. 
• Cannot implement IoT solution without the 

expertise of Elsys. 
 
 
The firms 

• Cannot be best in all sectors, need collaboration to 
create best possible solution. 

• To test newly developed sensors and have real life 
test case. 

• To find a general solution which can be sold to 
other customers 

 
 
 
 
 
 
Creation/ 
Mechanism 
 
 
 
 

 
Data as 
resource  

• Use strategic customer’s data to co-create new 
services 

 
Data 
Ownership and 
Trust 

• It's the customer who owns the data. 
• Create trust by being better service oriented and 

working close with our customers. 

 
 
GDPR 
Concerns 
 

• Security of data is biggest concern especially with 
GDPR information security will also be top priority. 

• It will affect how to store data and process. 
Financial consequences. 

• Lack of understanding of GDPR and ignorance 
towards GDPR.  

 
 
Potential 
benefits of 
GDPR  

• Easy to expand business across European borders. 
• Right to portability of data will reduce ‘lock-in’ 

dilemma.   
• Increase business opportunities especially for 

security consultancy firms. 
• Decrease the issue of vendor Lack-in 
• Grow business opportunities for SME 

 
Table 3 - Summary of the findings 
 
Created by the Authors (2017) 
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7. Discussion      

The aim of this thesis was to study the possible business opportunities that can be obtained 
from value co-creation of IT solutions in the IoT ecosystem while considering the potential 
impacts of the European Union upcoming General Data Protection Regulation. In this section, 
the findings are discussed together with section 2, 3 and 6. We began our discussion with the 
importance of value co-creation in IoT ecosystem and strengthened the arguments with the 
findings. Next, the potential impacts of GDPR on the value co-creation process are discussed. 
These potential impacts were articulated from literature written on GDPR and supported by 
the findings.   
        By connecting the empirical data to previous knowledge regarding IoT, value co-creation 
and GDPR, this study moves towards creating understandings of the value co-creation process 
undertaking by IoT firms and their customers while speculating the potential impact of the 
GDPR.  
        In order to provide greater insight into our study, we applied the business-oriented 
analytical framework in order to clarify the roles of each IoT ecosystem actors involved in the 
value creation process, while highlighting the key elements that constitutes the “value”, the 
“co” and the “creation” in the process of value co-creation. Furthermore, this framework 
facilitated us the ability to see how these IT firms determine their own interpretation of the 
value co-creation process. In so doing, we could assess the possible business opportunities that 
can be achieved when IT ecosystem firms collaborate to co-create value. 
        Creating value is a crucial aspect of IT firm's existence, and is one of the important factors 
by which these firms gain the competitive edge in their market domain (Jaakkola et al., 2012). 
It can be carried out by either a single firm operation or can involve the entanglement of 
multiple actors’ interactions labelled as “co-creation” (Austin et al., 2013). Co-creation of value 
in IoT ecosystem is usually done among IT firms and other firm or directly with customers, in 
which case data plays a significant role. Data that are generated from IoT smart connected 
products can eventually lead to enhancement in the value creation process (Potter & 
Heppelmann, 2014). For value co-creation, data can now be measured as a decisive asset 
(Porter and Heppelmann, 2015). Through the proper analysis of IoT data, IoT ecosystem firms 
can generate information and knowledge on how previous products and or services were used, 
which can intend help them to spot areas of potential improvement, to optimise operations, 
and to better productivity (Lee & Lee, 2015).  
        In this regard, IoT ecosystem actors can create different and unique values from IoT 
generated data depending on the nature of the firm or the organisation. A similar pattern was 
realised in our findings with Education Co through co-creation with Producer Co, which aim 
was to firstly implement IoT solution to improve library services for students and guests, and 
after the implementation, to continue improving on those services from insight gain from IoT 
generated data.  Co-value creation in IoT ecosystem with other business partners stands to add 
value in areas of knowledge sharing and the asset layer (Groover & Kohli 2012); where firms 
can share information, expertise, skills and assets to create best possible solutions. Our 
findings suggest that it is difficult for one firm to be best in all areas of IoT ecosystem, since IT 
is a vast field, a single IT firm cannot be the best in every aspect or have the necessary 
resources/expertise to create the well-needed value(s). Therefore, IT firms that operate in the 
IoT ecosystem are keen on collaborating with other firms or customers to benefits from the 
expertise of each participating actors. In such situation, while co-creating IoT values, our 
finding suggests that since all participating actors are providing resources to the process it is 
essential to state which value there is to be obtained by all actors in the endeavour. In the case 
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of Producer Co value co-creation with both Municipality Co and Educational Co. Producer Co 
value to be obtain from this collaboration with Municipality Co and Educational Co is to test 
the durability and functionality in a real-life use case scenarios of newly developed sensors in 
the infrastructures of both Municipality Co and Educational before selling them worldwide. 
Municipality Co and Educational Co on the other hand, will obtain values in areas of improved 
services for their clients and employees through implementing IoT solutions using Produce Co 
sensors. Hence, one of the key elements instigating or motivating IoT actors to participate in 
the co-value creation of IoT solutions is the potential value that is to be obtained for all parties.  
        In order to develop better products that will suit customers’ needs, IoT service providers 
and manufacturers are beginning to involve customers in the development process to co-create 
value (Prahalad & Ramaswamy, 2004). Co-creating IoT value with customers have several 
benefits, customers can reveal what product or services are needed and subsequently help 
firms to create total new IoT solutions by contributing insight on what IT solution is needed, 
how it is going to be used and how much money can be saved through such solution. Our 
finding revealed similar claim in the case of Provider Co wherein they created a software called 
‘technograph data manager’ with the help of customers. This revealed that IT firms’ co-creation 
in IoT ecosystem with customers can lead to creating efficient IT solutions. In addition, by 
integrating customers in the creation process, IoT firms can create IT solutions that are 
tailored to a specific customer's need (Prahalad & Ramaswamy, 2004), and such solution(s) 
can later be taken to the mainstream to serve other customers that fit similar profile. Similar 
phenomena were observed in our findings with Provider Co and Analyst Co. These IoT firms 
work quite closely with customers to create specific IT solutions. On an annual basis, Provider 
Co and Analyst Co meet with strategic customers to discuss strategies regarding future 
products development, at which time they solicit data/input on key issues regarding current 
IT solutions, customers’ IT needs and possible areas of improvement. Based on these inputs, 
these IoT ecosystem firms create IT solutions that are suited for specific customers need. 
        For IT firms operating in IoT ecosystem, data and information generated from IoT smart 
connected products are essential assets for creating IoT solutions (Porter and Heppelmann, 
2015). However, the new and upcoming European Union GDPR stand to regulate the use of 
data that are term as personal data or data that through analysis can lead to the identification 
of a natural person. The GDPR is a regulation that has a wide scope and offers no framework 
to guide IT firms and practitioners on how to process dataset that could eventually lead to the 
identification of a natural person. Without a framework, it is difficult for IoT firms and 
practitioners to operate adequately within the scope of the regulation (Mansfield-Devine, 
2016). This means that IT firms might establish blind faith in dealing with GDPR, which is 
causing some firms to think that if they obtain some form of certification, which comply with 
the International Organization for Standardization (ISO) security standards, they might be 
operating in accordance with the regulation (Mansfield-Devine, 2016). The same phenomena 
were observed during our finding in the case of Analyst Co, where it was indicated that if some 
form of certification is obtained regarding data security, they stand to operate in accordance 
with GDPR. This notion is on the opposite side of the GDPR; what GDPR instigate is that IT 
firms should perform their due diligence towards GDPR by always being in the constant state 
of improving security protocols, and take part in controlling measures and making data 
protection by default and by design relevant to data practices (Mansfield-Devine, 2016).  
        Under the GDPR personal data is defined and referred to as “any information relating to 
an identified or identifiable natural person 'data subject'” (Regulation EU, 2016, Article 4, p-
41). In such case, the processing of data can be tricky and challenging for IoT ecosystem firms 
to pinpoint data that may or may not eventually lead to the identification of a person. Our 
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finding conceded with this complexity and indicated that any information that can lead to the 
identifying a person is protected by GDPR, and that several key elements must be taken into 
considerations in order to deal with this complexity: (1) establish data ownership (who own 
the data), (2) get the consent from data owner(s) before processing data, (3) establish trust, 
and (4) try to co-create value with data owner(s). When these criteria are met, this instigates 
an act of creating a level playing field for all parties, wherein both the firm and customers (data 
owners) can understand the full and in depth aspects of data processing in the value creation 
process, which intend can create confidence for data subject(s). In this way, all parties can have 
a clear picture of the magnitude and purpose of the data in the creation process. 
        Under GDPR, some IT firms are under the false sense of security that the scope of GDPR 
do not apply to them, which may put them in a vulnerable position and as such, they might be 
caught by surprise (Mansfield-Devine, 2016). Similar attitude was observed in the case of 
Producer Co who expressed that GDPR will not apply to them since they only supply IoT 
devices to customers. IT firms who exhibit such blasé attitude towards GDPR may 
unknowingly process data that may lead to the identification of a person to create IT 
solution(s), and or may co-create value(s) with other firms that may unlawfully process data 
which intend will affect them.  
        From these perspectives, the concerns raised by IoT firms are inevitable, which were 
stressed by multiple actors in our finding regarding the future implications of GDPR on the 
process of value co-creation. Provider Co, Analyst Co, and Security Co illustrated that when 
GDPR is introduced several aspects of their business activities will be impacted, and will cause 
IT firms to alter their business models. One of the biggest impact associated with this 
regulation is the financial consequences that follow for companies that do not align data 
practices with GDPR. Failure to abide by the GDPR, violators will be penalized of up to 4% of 
their annual financial turnover. In addition, firms are speculating that GDPR will have a 
potential monetary impact on business operations, and will disrupt existing business models 
and strategies, and will cause budget increases, etc. (Ovum, 2016). GDPR concerns are also 
growing among many small and medium size enterprises regarding the lack of skilled people 
in information security to address GDPR (Mansfield-Devine, 2016b).  
        Nevertheless, GDPR stand to establish several new opportunities as well, especially for IT 
firms who core business involved providing information security and consultancy since there 
is a shortage of skilled people in the field of information security (Mansfield-Devine, 2016b). 
Under GDPR it is compulsory to secure data by default and by design, which will be difficult 
and expensive for SME to create in-house security solutions, therefore SME will be forced to 
outsource this aspect to specialised information security firms, thereby creating new business 
opportunity for these firms. 
        Another opportunity which is most anticipated by IoT ecosystem firms is the level 
Plainfield that GDPR will create, by unifying the data protection regulation within the entire 
European Union (European Commission Data Protection Reform, 2016). Our finding 
indicated that GDPR will establish the same regulation across entire Europe, which will intend 
increase the extent to which IoT firms can create value with customers beyond a single location 
while adhering to a same set of rules. GDPR as a regulation enforce the same set of rules across 
all EU 28 countries (European Commission Data Protection Reform, 2016). Therefore, GDPR 
will create less bureaucracy cost, which intend will make it easy for IT firms to expand across 
EU borders and construct business activities with less expense.  
        GDPR will also address the issue of vendors 'lock-in' by introducing a term called 
portability of data. Which requires that IT firms should make it easy for customers to transfer 
photos, videos, and status updates to another firm (Swire & Langos, 2013). This involves the 
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relationship with IT firms and their client regarding issues that concern the right of ownership 
and access to the data (Rose et al., 2015). GDPR has given more rights to data subject or client 
from portability standpoint. This aspect might create new business opportunities for start-up 
and existing IT firms to capture new customers since it will create more secure and user-
friendly business environment and create trust among IT firms and customer.   

 
9. Conclusion 
 
In conclusion, the contributions of this thesis are in two folds; the first contribution is in 
pinpointing how firms in IoT ecosystem can benefit from value co-creation process. Depending 
on the type of IT firm and goals, the benefits firms seek to achieve through IoT ecosystem value 
co-creation process varies. By co-creating with other firms, or directly with customers, IT firms 
can create well needed, tailored and up-to-date IoT solutions. Through such approach, IT firms 
can generate insightful data/inputs from customers on how prior and current devices are use, 
customers’ future IoT technological needs etc., which can help IT firms to eventually create 
better and advance IoT solutions. And by value co-creating, wherein IT firm operating IoT 
ecosystem establish data ownership, get consent from data owner(s) before processing data, 
establish trust, and involved data owner(s) in the creation process, IT firms create a level 
playing field for all actors and can align data practices with GDPR. 
        The second contribution is towards highlighting the potential impacts of GDPR on IT value 
co-creation. These potential impacts can be characterised in two forms, the short-term and the 
long-term impacts of GDPR:  
In the short-term, although GDPR is not yet implemented, its short-term impacts are starting 
to take shape. GDPR will create or is creating enormous concerns in the form of panics and 
dilemmas among IT firms and practitioners. These concerns are due to lack of knowledge and 
unpreparedness regarding the scope and complexity of GDPR. And another impact is that 
when GDPR is implemented, in the short term it will disrupt IT firms’ current business models. 
So, for IT firms to operate adequately within the scope of GDPR they will need to readjust their 
business models to align with GDPR practices, which includes how they store and process data 
to create value or for other purposes.   
        In the long-term, GDPR is towards creating potential business opportunities for firms, by 
creating a level Plainfield for all firms across the entire EU. When GDPR is introduced and 
enforced it will create less bureaucracy cost, and will enable IT firms to expand business 
operations easily across the European while adhering to a single regulation. And when firms 
master or fulfilled data practices according to GDPR, the same capability can be extended to 
the rest of Europe. Since GDPR stand to make data protection by default and by design, IT 
firms who core business expertise is information security related, will benefit because they 
already have the expertise.   
        Having identified these key elements of value co-creation in IoT ecosystem, while taking 
into consideration the potential impacts of GDPR on this process, we find it essential for 
further study to be conducted in this area in order to create a better understanding. Due to the 
limited sample size, and the lack of opportunity to conduct interviews with IT practitioners 
who have practical experiences on GDPR, it is difficult to conclude that these presented 
findings are final and will remain the same when GDPR is adopted on May 25, 2018.  
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Appendix 1: Interview guide, IT Firms 
 
Thank you for accepting our request to have an interview done with your firm/institution. If 
by any means, you or your firm do not want to be mention in the final report of our project, 
please feel free to inform us during the interview.  
The interview will be a semi structure interview wherein we encourage you to kindly give 
additional information beyond the purpose of the questions. There are 5 questions with 
additional follow up questions. Findings from this interview will be use in our master thesis, 
which is based on “creating value from smart connected devices in the context Internet of 
Things”. We are investigating “How data from end users smart connected devices can lead to 
creating value while considering the new upcoming EU General Data Protection Regulation”. 
 
1. Do you work with the Internet of Things? 

• If so, why do you choose to work with Internet of Things (IoT)? 
• Can you give a brief description of how you implement IoT or your services via IoT? 

 
2. Which category will you consider your firm to be in the ecosystem of the Internet of …. 
Things; an Enabler, an Engager or an Enhancer? 
 
3. Value creation is one of the key aspects of firm's existence, and it is usually done when 
firms can retain existing customers and obtain new ones; 

• What types of clients are your target market? 
• How do retain existing customers and obtain new ones? 

 
4. In the context of IoT, what data must your firm capture, secure and analyse to maximize 
the value of its offerings? In the case of when trying to improve existing offerings or create 
new offerings. 

• Do you improve a service(s) based on collecting data on how customers previously 
   used your services via IoT, or from observing how your competitors do it? 
• If so, do you need the consent of the data subject/customers to process their data? 

 
5. Are you familiar with the new EU data regulation to be enforce by 2018 called “The 
General Data Protection Regulation” (GDPR)? If so; 

• What do you Think of it? 
• How is it different from previous personal data protection regulations? 
• How will it affect your firm? 
• Will it affect how you deal with customers’ personal data? 
• What impacts will it have on your value creation process, if such customers’ data 
is a contributory factor? 
• How do you plan to deal/overcome these restrictions/regulations? 

 
 
Appendix 2: Interview guide, Law Professor 
 
What do you Think of the new EU data regulation; The General Data Protection 
Regulation (GDPR)?  
 
1. How will it affect firms that deal with customers’ personal data? 
 
2. What is a personal data under this regulation? 
 
3. Will firms need the consent of the clients to process their data? 
 
4. How is this regulation different from previous data protection regulations? 
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5. Which aspects of this regulation specifically affects firms that want to use their customers’ 
personal data to create value for their firm? 
 
6. How can firms violate this regulation? 
 
7. What is the penalty for violators?  
 
8. How will/can firms overcome these regulations or operation within the scope of this 
regulation within facing penalty?  
 
9. What is Pseudonymisation in the context of this regulation? 
 
10. Do you think that operating under Pseudonymisation can help firm overcome this 
regulation?  
 
11. Are you familiar with the term “Internet of Things?” if so, what are your take on the data 
generated from these smart connected device; do they belong to the firm that provides the 
services or devices or do it belong to the clients that used the service or device? 
 
 
Appendix 3: Research sites/subjects detail descriptions    
 
Provider Co - is an IT firm which was founded in 1998 and has spent over 18 years developing 
IoT products. At the start, Provider Co initial business model was solely on selling IT related 
products, in 2004 they changed their business model from selling products on a one time basic 
to selling product and offering additional services. Currently Provider Co is an Engager and 
Enhancer in IoT ecosystem, who develops and provides IoT product and services and other IT 
services; from project management, support services, hardware etc. Provider Co has on open 
platform and work with different business partners and clients to create best possible systems 
and new services, and those clients are said to benefit from such collaborative efforts. Currently 
Provider Co has over 160,000 IoT devices installed, of which 40,000 are online devices. 
Provider Co also provides customized IoT solutions and are the leading IoT solution provider 
in Scandinavia. 
  
Analyst Co - is a small company dedicated towards the field of data processing, presentation 
and filtering. Their current system is PondusPro, it is web-based property management system 
for technical and financial management, which has more than 16 features and allows clients to 
also customize their own features to fit their needs. Analyst Co works at the tail of the IoT eco-
system as an Enhancer, they work on data generated by the IoT devices to better structure 
them and make them comprehensive and flexible. And have over the years collaborated with 
IT firms, clients, IT practitioners and researchers to develop IoT services. 
  
Education Co - At the Education Co, we interviewed the head of the IT sector and IT 
technician of the Education Co’. Education Co has the largest academic research library in 
Norrland, the north of Sweden, Education Co is trying to implement an IoT solutions in order 
to enhance their services for students, researchers and guests of the Education Co. This IoT 
project is in collaborative efforts with another IT firm called ‘Producer Co’, which is expected 
to be completed by summer 2017. The IoT project will include the installation of 35 sensors in 
the Education Co; to measure humidity - temperature and CO2 contents in the air, the flow of 
people - number of persons in a room at a particular time. The beneficial outcomes of this 
project are in three form; 1) to help students easily navigate and find free study places in the 
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Education Co, 2) to know which areas of the Education Co are being used mostly in order to 
further improve these areas, and 3) to control the climate, to create a better study environment 
for users and to prolong the life cycle of valuable paper based material (Books). 
  
Municipality Co - The Municipality is administrative entity, consisting of Umeå and a large 
area around it. Municipality has more than 120,000 inhabitants and more than 300 IT 
systems. They are working on a IoT smart city project together with a IT firm called “Producer 
Co” to implement a IoT solution, with the set goal of making Municipality a “smart city”. This 
IoT project is an EU initiative project which is also implemented in few EU cities, such as; 
Umeå, Rotterdam and Glasgow.  
  
A Law professor, Teacher Co - In an effort to generate data on GDPR since there is limited 
research studies conduction on this regulation, we conducted an interview with an Associate 
Professor at the Education Co Department of Law, whose research revolves around 
constitutional rights and rule of law. In particular, the intersection of law, technology, security 
and human rights. Currently he is working on "Cyber-security from a cross-legal perspective", 
and "Police work between efficiency and the rule of law" (Umu.se, 2017). And has a focus view 
on GDPR and its impact on business dealing with technology and individuals data protection 
mechanism. 
  
Producer Co - is a IT firm that was founded in 2005 in Umea, in the northern part of Sweden. 
Producer Co is one of the leading provider of sensors, connected devices and network solutions. 
Currently, Producer Co provides their own manufactured products as an IoT services in 
connected vehicles, logistics, buildings, the environment and operates under the trademark 
“LoRaWAN” in professional market, and in addition, provide development services in 
electronic hardware and software design with main focus on wireless sensors and embedded 
systems. Within the IoT ecosystem, Producer Co operates across three spectrums; as an 
Enabler, an Engager and an Enhancer in developing, designing and modifying IoT solutions 
for clients. Products manufactured by Producer Co are deployed in many countries around the 
world (Producer Co.se). 
  
Security Co AB -  Security Co is a technical consulting company and part of defence and 
security group Saab AB. They have offices in Nordic countries, and works with international 
clients. Security Co have some around nineteen hundred qualified consultants in thirty 
locations in Nordic countries. Security Co offers its skill and services to clients operating in 
manufacturing, service industry, public sector and defence. Security Co also offers key skills 
required to take comprehensive approach to IoT, from perspective of business, operation, 
technology and security, but their main area of speciality is providing security. In almost all 
IoT projects, Security Co make sures the security aspect is an integral part. Therefore, in IoT 
ecosystem they work as mostly as enhancer. 
 


