
Department of informatics
Master's Programme in IT Management
Master thesis 2-year level, 30 credits
SPM 2017.20

Exploring barriers and pathways to
data protection by design within IT
companies
An integrated approach based on experts’ perspectives

Maissa Hamza



Abstract

The European General Data Protection Regulation (GDPR) will soon come into force, it is a

regulation which spells out increased compliance demands for data protection by design.

Failure to comply can lead to huge financial penalties, something IT companies controlling

and processing personal data should not ignore. As the one-year countdown begins, studies

have revealed under-preparedness of organizations affected by the GDPR. None of the

studies so far has offered an integrated overview of the barriers faced by IT companies to

embrace data protection by design. This study aims to help fill this gap and to investigate.

A study based on expert’s knowledge has been carried out, using an integrated approach.

Five experts from advocacy, legal and IT industry were interviewed, aiming to answer the

following research question: “What are the barriers for IT companies to embrace data

protection by design and how should these barriers be overcome?” An integrated overview

of the barriers will then be presented, which includes the managerial, engineering and

legal obstacles. The study goes on to present pathways to embrace data protection by

design. A key contribution to this study is that managerial, legal and engineering barriers

have shown to be directly interconnected and influence on each other. As such a much

broader view must be undertaken to fully understand the different barriers that face IT

companies in embracing data protection by design.

Keywords: General Data Protection Regulation, Data protection by design, Integrated

approach, Expert study.

1. Introduction

Our world is increasingly controlled by data, as more data has been created in the last two

years than during the entire history of humanity (Sciencemag, 2017). Information

Technology experts have come to understand that it is the data itself, rather than any specific

technology that should be the focus of our uncertainties (Floridi et al., 2016). The shift from

information ethics to data ethics highlights the need to focus on the data that is being

handled, which represents the true invariant of our concerns. Data breaches have come

under the spotlight thanks to globally publicized incidents, such as WikiLeaks and the

Snowden files. (Lyon, 2014) In the wake of increasing data breaches, data protection

regulations are undergoing a global reform (Mikkonen, 2014). The regulatory push for data

protection is perhaps most notable by the upcoming GDPR regulation, where higher

penalties for non-compliance will be applied; up to 4% of total global annual turnover or 20

million euros if a privacy breach occurs (Home Page of EU GDPR, 2017).

The management of information technology as a resource has been a key issue for

organizations for decades. Experiences of dealing with information technology as a resource

in the context of the healthcare (Jensen & Aanestad, 2006; Setia et al., 2011) industry
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(Jonsson et al., 2010), and governmental organizations (Hsieh et al., 2012) are extensive. As

the GDPR reform will soon come into force, the efforts to implement the regulation in

businesses are not very convincing according to many studies; (Symantec Corp, 2016;

Skyhighnetworks, 2016; Veritas Technologies, 2017). The significant challenge for

organizations to protect data remain today. So much so that Gartner Inc. has predicted that

by the end of 2018, more than half of businesses affected by the GDPR will not be in

complete compliance with its requirements (Gartner, Inc., 2017). GDPR will change how IT

companies manage personal data, processes, and technology (Accenture, 2017). The explicit

enclosure of online identifiers in personal data definition such as; protocol addresses, cookie

identifiers, and locations will result in extra challenges for any IT company which determine

the purposes and means of processing such information. In the future regulation, privacy by

design is made mandatory (Klitou 2014; Danezis et al., 2015; Tsormpatzoudi et al., 2015;

Schartum 2016). The GDPR requires that privacy will be included in systems and processes

by design (Dickie & Yule, 2017). Nevertheless, the concept has been discussed in different

terms, which risks being characterized by numerous differences and disagreements instead

of convergence (Davies, 2010; Krebs, 2013; Rallet et al., 2015). The European Union Agency

for Network and Information Security has already published a report to elaborate on what

needs to be done to achieve data protection by design. It has since been agreed that there is a

need to approach data protection in an integrated way, (ENISA, 2015) a way that can explore

and frame data protection related concerns into a coordinated and coherent whole level.

As the one-year countdown begins, no study thus far has offered an integrated overview of

the barriers faced by IT companies to embrace data protection by design. This study aims to

help fill this gap. The study will also offer pathways on how to overcome these barriers. The

research question is structured around:

“What are the barriers for IT companies to embrace data protection by design and how

should these barriers be overcome?”

This study aims to contribute to the field of Information Technology Management by

investigating the barriers and pathways to data protection by design within IT companies.

Failure to comply can lead to huge financial penalties, something IT companies should not

ignore and IT managers will need to play a key role in ensuring that their companies are

GDPR compliant. By identifying the barriers, it is not only easier to understand the factors

involved in the process, but also highlight potential pathways that could deliver a sustainable

European vision. A study based on expert’s knowledge will be carried out using a qualitative

approach to accomplish this. Five experts were interviewed from advocacy, legal and IT

industry.

2. Data protection by design: from theory to practice

In this section, an overview of the GDPR regulation, data protection by design and its

incorporation in the new GDPR landscape as well as the main challenges of the approach will

be presented.
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2.1 Overview of the new regulatory framework

The General Data Protection Regulation (GDPR) are regulations that were approved and

reformed by the European Council, European Commission and the European Parliament to

offer protection to personal data among all individuals in the European member nations

(Home Page of EU GDPR, 2017). The GDPR requirements mirror those that have been

outlined previously in the Directive, 95/46/EC of the EU Directive. However, some

significant changes have been made in relation to data protection (see figure 1). The main

changes involve several topics including transparency in data processing, consent, data

subject rights, subject access subjects, Data Protection Officers (DPO), multi-jurisdictional

businesses, ‘One-Stop Shops’ and enforcement. The GDPR also offer guidelines on the export

of individual data to locations outside the EU (Home Page of EU GDPR, 2017). The major

aim of the development of the GDPR was to offer EU residents and citizens the control over

their individual information or data and unify various data privacy regulations, which

simplifies the international business.

Figure 1: GDPR Landscape

(Kempe S, 2015; Castlebridge Associates)

Article 4 of the GDPR defines personal data as “any information relating to an identified or

identifiable natural person (‘data subject’); an identifiable natural person is one who can be

identified, directly or indirectly, in particular by reference to an identifier such as a name, an

identification number, location data, an online identifier;” (Home Page of EU GDPR, 2017).

The explicit inclusion of online identifiers in personal data such as, internet protocol

addresses, cookie identifiers, and location identifiers may result in extra compliance

challenges for any IT company which determines the purposes and means of processing such
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information.

GDPR will significantly widen the scope of application as it will now cover all IT solutions

that track European customer’s online behavior and digital activities. Customers will also

have extended rights under the upcoming reform. This includes the right to be forgotten, the

right to be informed in case of a data breach, the right to compensation and liability and the

right to data portability.

2.2 Data protection by design in the GDPR Landscape

The European Commission (2017) defines privacy by design as the philosophy and approach

of embedding privacy into the design specifications of various technologies that collect, or in

any way process, personal data. Privacy by design is reliant on various strategies whose

major aim is to offer protection of privacy throughout all technological involvement. It

covers the gap that lies between the rights of users and different development processes.

Former Information and Privacy Commission of Ontario played a leading role in expanding

and developing Privacy by design. Privacy by design helps in enhancement of previous ideas

that were offered in relation to privacy in technology including “Privacy Enhancing

Technologies PETs” (European Commission, 1995), “value-sensitive design” (Friedman,

1996) and “code is law” (Lessig,1999).

It is important to note that to incorporate data protection by design in GDPR landscape as

its primary principle, legislation alone is not enough, there ought to be part of the designing

and maintaining procedure of the different information systems, and means of operations in

individual organizations. The GDPR regulation ‘Article 25’ outlines the ideas of privacy by

default and privacy by design.

The Article insists the importance of data protection, through the presence of various

requirements including minimization, anonymization, decentralization, and privacy

enhancing technologies (PETs).

Some examples of privacy management procedures might include pseudonymization

among other technologies that are privacy-enhancing. Beyond the engineering level, privacy

by design also covers many aspects of which are more concerned with the organizational

aspects of the system, (Hoepman, 2013) which comprises business strategies and

organizational practices (Cavoukian 2009).

It should also be noted, that in tailoring privacy by design process to organizations

companies must take into account various aspects. These include implementation cost, state

of the art, purpose, scope, and context of the processing procedure and the chances and

extent of various risks that may lead to a violation of freedom and rights of individuals while

personal data processing (Home Page of EU GDPR, 2017).

Even though it is in its infancy, and GDPR has yet to be implemented, which will occur

later next year, implementing concepts of data protection by design remain an open research

area according to the Computing Research Association (Homepage of CRA, 2015).
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To overcome the challenges, some of which will be evaluated in the following section of

this study, more elaborations and discussions vis-à-vis how we might best move from privacy

by design ideas to realization, is very important (Schartum, 2016).

2.3 Challenges to privacy by design in related research

Table 1: Challenges of Privacy by Design in related research

The present research on the challenges related to privacy by design can be termed as

threefold, which includes managerial, engineering, and legal aspects. Some of the challenges

that have been identified in previous research are outlined in the table below. First, from a

managerial perspective, Rubinstein and Good (2013) explain that some of the current

business models are built in a manner which allows them to manipulate data folds and

surveillance of the customers. Therefore, to expect such business models to comply with the

Privacy by design voluntarily, will be difficult.

Second, there is some previous research that addresses the engineering challenges related

to the implementation of the Privacy by design. In their research, Gürses, Troncoso, and Diaz

(2011) note that there are a few queries in relation to the engineering systems. They explain

Theme Description References

Managerial

Certain business models are built around

customer surveillance and data manipulation.

Rubinstein,

Good (2013)

Engineering

Privacy by design principles require development

of generalizable methodologies

Gürses,

Troncoso, and

Diaz (2011)

Spiekermann

(2012)

Reducing some complexity engineering tasks to

Privacy by design checklists will not mitigate the

risks that privacy by design is meant to address.

Rubinstein,

Good (2013)

The tools and techniques related to enhancing

“privacy by design” are immature

Rubinstein,

Good (2013)

Legal

Not every legal requirement can be met by

designing an IT system in a specific way

Hoepman et al.

(2013)

Embedding regulations in algorithmic, logical

orders may not be useful in real life context.

Schartum (2016)

Reliance on legal protection can result in the risk

of conditional protection.

Davies (2010)
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that there is a deficiency in the evaluation of system engineering in terms to the

methodological aspects, which include the use of descent methods in system engineering, for

instance, a system that can cover the data lifecycle and entire system.

On the other hand, they further note that one of the practical challenges that face Privacy

by design is the presence of some engineering task that is complex, which demand a cautious

approach when reducing the methodologies into Privacy by design checklists. As a result, the

risks that Privacy by design is meant to nullify may not be nullified, which may render the

entire process useless.

Finally, from a legal perspective, Davies (2010) notes that reliance on legal protections

can create the risk of conditional protection. Koops et al., (2013) in their research note that

not every legal requirement can be met by designing an IT system in a definite way. Along

the same lines, Schartum (2016) explains that the conditional statements in logical orders

such as, ‘if consent is informed, and if freely given and if explicit, then the consent is valid’

cannot always be useful since the challenge resides in determining what ‘informed’, ‘freely

given’ and ‘unambiguously given’ mean, and not in defining the logical structure in which

these conditions are fulfilled. Further, there is no way to vary or change the terms like in

ideal contracting as the entitled determine every aspect hence limiting liability a great deal

by using terms such as freely given and unambiguously given (Schartum, 2016).

As presented above, existing research articulates the main challenges to data protection

by design as legal, engineering or managerial challenges. Even though the three perspectives

have played a vital role in the development of the concept, (Preneel & Ikonomou, 2014),

there will always be a partial “disconnect” between the three worlds (Davies, 2010). This

study connects the three disciplines aiming to investigate the barriers and pathways to

embrace data protection by design within IT companies, to bridge this gap.

2.4 An integrated approach for privacy by design

The integrated approach for privacy by design emphasizes the connection between the

regulatory, managerial and engineering perspectives. Davies (2010) claims that the focus on

the engineering aspects of privacy by design fails to achieve a harmonious approach that

extends beyond the purely technical aspects. He explains that research in privacy by design

field tends to separate engineering, regulatory and managerial perspectives ignoring the

relationship between the three disciplines.

Additionally, he notes that Privacy by design models suffer from a lack of synergy from

business managers who are supposed to pay attention to privacy strategies. According to

Davies, managers not only fail to understand the main messages from regulators and

engineers but also mistakenly believe that additional protection comes with excessive costs.

In this study, an integrated approach has been used as a theoretical lens, to explore the

connection between the three perspectives in creating barriers to data protection by design

but also in finding pathways to overcome these barriers.
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Figure 2: The integrated approach for privacy by design

(Davies, 2010)

3. Research Methodology

This section presents the research approach description, background, data collection, data

analysis steps and method limitation.

3.1 Research approach

Buckley and Chiang (1976) define research methodology as “architectural design by which

the researcher maps out an approach to problem-finding or problem-solving.” The purpose

of this study is to investigate the barriers and pathways to embrace data protection by design

within IT companies. A qualitative research approach which involved expert’s knowledge

was selected over the other approaches. The expert interview is an independent practice

within the norm of qualitative research (Flick et al., 2000). Interviewing experts to acquire

certain information is a technique that has its roots in empirical social studies. Bogner and

Menz (2009) distinguish between three types of expert interviews; expert interviews can act

as an exploratory, systematizing, and theory-generating tool. They also distinguish between

three sorts of expert knowledge; technical knowledge, process knowledge and interpretative

knowledge (ibid.) Technical knowledge entails procedures and application practices, on the

other hand, process knowledge can only be acquired through practical experience directly

from their activity field. Interpretative knowledge consists of ideas and patterns of

explanation. Based on the integrated approach to answering the research question, a

systematizing expert interview founded on the process knowledge was chosen to serve the

purposes of the study. The focus of this type of interview is mainly to collect facts concerning

the question being investigated (Bogner & Menz, 2009). It aims at collecting knowledge of

action and experience. The expert is defined here as someone ‘who has specific knowledge on

data protection within IT companies setting and either specific knowledge on privacy by
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design or at least the GDPR requirements to implement data protection by design.’ Privacy

engineering is an emerging discipline within the IT industry (Gürses & Del Alamo, 2016),

experts from various computer science subdisciplines have the authority to articulate

privacy-related concerns and problems (Gürses & Diaz, 2013). They have developed the

practical knowledge in privacy field, and they can think effectively about the obstacles and

barriers in those areas. The expert role is to act as an information provider about the object

of study. Conducting expert interviews, shorten not only long data collection but also gather

practical insider knowledge (Bogner &Menz, 2009).

3.2 Data Collection

The data collection involved interviewing experts. A list of experts was prepared considering

the disciplines that exist in the integrated approach. Respondents were selected to provide a

range of expertise in research-based knowledge about barriers and pathways related to data

protection by design within IT companies. The question style was semi-structured leaning

towards dialogue, which according to Bogner and Menz (2009) offer a concentration of facts

and serve to more explicitly establish the grounds and orientations. The authors advocate

this style for a systematic retrieval of information which is the main domain and application

of this study. Worthy of note is that through the semi-structured technique, it was possible

for the experts to explain their distinct perspective of the barriers using different illustrations,

which could not be possible in structured interviews that are strict in sticking to a similar

format for each participant. The flexible conversation format allowed to delve deeply into

certain topics and respond to new concerns introduced by respondents but also allowed to

rephrase questions to prompt the information or to provide clarification, (Irvine, Drew &

Sainsbury, 2013) and to reach the best use of interview time (DiCicco, 2006).

The interviews were performed through a variety of means due to time constraints. Some

interviews were conducted virtually, and others were done face-to-face. At the outset of each

interview, informed consent was obtained, and the EU code of practice has been followed to

protect the integrity and confidentiality of the respondents (RESPECT project, 2004).

Interviews lasted between 30 to 70 minutes. The interview partners were asked, “What are

the barriers faced by IT companies to embrace data protection by design; for instance, the

managerial, technical and legal obstacles?” Also, experts were asked, “How IT companies can

overcome these barriers and embrace privacy by design approach?” Besides, information

regarding the professional role and background of experts were documented. (Table 2)

Type of organization Respondent Role

Advocacy A Privacy Consultant

IT B IT Manager

Digital Agency C Entrepreneur
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IT D GDPR - Security Consultant

Legal E Data Protection Associate

Table 2: Profiles of experts and their organizations

3.3 Data Analysis

During the data analysis, various steps were taken, to ensure that interviews were analyzed

property. The primary focus of analyzing expert interviews lies on the various thematic

components highlighted in it (Bogner & Menz, 2009). These thematic units are the barriers

and pathways that are scattered in various sections of the interviews. According to Bogner

and Menz (2009), how statements follow in the interview is not important. Instead, the

setting of the opinion of the expert is the most critical thing, offering guidance to the

researcher. The different steps of data analysis include transcription, paraphrasing, coding,

thematic comparison, conceptualization and theoretical generalization. During the first stage,

the major action was the transcription of the passages that were thematically relevant to the

barriers and pathways.

The second stage was paraphrasing, which involved the process of sequencing the

interview text in terms of the thematic units with the Davies’s (2010) integrated approach in

mind. The third stage involved coding, whereby arranging the paraphrased passages was

done in relation to the thematic units. The fourth stage was thematic comparison which

involved refraining from theoretical abstraction and maintaining the category formation

close to the data’s language. In the fifth stage, conceptualization, I conducted a distant

reviewing of the expert terminology. Finally, theoretical generalization was made based on

the constructs of the approach. The thematic units were re-visited continuously and revised

to make sure that categories were distinct, and that an overlap was avoided, and the

hierarchy of categories was articulate.

3.4 Method limitation

Although there are no minimum criteria for the number of interviewees in qualitative

research (Patton, 2005), the number of experts in this study can be considered a limitation

with possible influence on the quality of the findings. A larger sample would have been

undoubtedly better. Though, this limitation is primarily due to time constraint. Another

possible limitation is the actual choice of the expert; as for whether they have the adequate

technical knowledge to answer the research question. Such limitation may not have a

considerable impact on the findings since the research does not focus on the technical aspect

of the knowledge but rather on the practical, experiential knowledge originated from the

expert’s practical activities or from the activities that are close to their field of action (Bogner

& Menz, 2009).

Additionally, during data sampling in qualitative research, it is critical to reach the point

of informational redundancy and saturation where no additional information or themes are
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emerging (Onwuegbuzie and Leech, 2007). In this study, data saturation when it comes to

retrieving information about barriers and pathways to data protection by design can be

questioned.

4. Findings

In this section, the empirical results found in the interviews are presented. A distinction is

made between the barriers and pathways related to data protection by design.

4.1 Barriers to data protection by design

Participants described a variety of factors that can act as a barrier to embracing data

protection by design. Table 3 provides a summary of the identified elements. I next describe

in more detail the managerial, legal and engineering barriers. Some excerpts from the

answers are integrated into the analysis to highlight the similarities between the different

experts. Respondents have also expressed causality while describing barriers, and those

associations will be illustrated and discussed in the next chapter.

Types Themes

Management

Inappropriate corporate culture

Lack of Intra-organizational collaborations

Inappropriate business model

Shortcomings in visionary leadership

Lack of transparency

Financial cost

Lack of knowledge

Legal Lack of law enforcement

Engineering

Lack of technical knowledge

Technical complexity

Immaturity of related technologies

Lack of proper security implementation

Table 3: A summary of the barriers
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4.1.1 Managerial barriers

A. Inappropriate corporate culture
Corporate culture has a considerable influence to embrace data protection by design

approach. Various respondents have confirmed this assertion. Respondent B highlighted this

when elaborating on this concern. The corporate culture of IT companies thus plays a crucial

role in creating barriers or reducing them. This is supported by Respondent B:

“I think it depends on the culture of the company, the culture of the company has huge

influence” (Respondent B).

According to the respondents, corporate culture is essential. IT companies corporate

culture can create obstacles to embrace data protection by design approach. Respondent B

concentrates on the culture of the company. Respondent C brings in the lament of internal

corporate culture and the internal corporate policy in an organization. Respondent B went

further to reveal that internal policy can cause the disregard of the law, risk-taking, and

leadership which curtails the principles of data protection.

“Another barrier is the internal culture of specific companies. Just recently found out

that Company X was violating their privacy policies by tracking phones even after

people had deleted their app. Of course, this is a problem for Company X. But why does

it take place - why do engineers and programmers actually make this happen? why

don't they refuse to do it? I would argue that it also has to do with the internal

corporate culture. In Company X case a culture characterized by risk-taking, disregard

for the law, and a CEO who demands that either you are with him or against him.”

(Respondent C)

B. Inappropriate business model
Business comes in different structures and models. These models sometimes create various

obstacles to the privacy by design approach and to the incorporation of privacy protection

measurements as defined by GDPR. Business models can be based on monitoring or

surveillance. As highlighted by Respondent C;

“One huge barrier to mainstreaming privacy by design is the "normality" of business

models based on the surveillance of users” (Respondent C)

Further, some businesses are just copying business models without considering the

ethical implications or the local social values. Such imitation in copycat business models

creates a barrier to data protection by design. This is revealed by Respondent A when

elaborating on the main obstacles:

“Some companies look up to Silicon Valley too much, and they want to do what they are

saying... a lot of companies are just trying to copy that, which can be wrong sometimes

to our welfare society and our values” (Respondent A)
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Some business models allow IT companies to harvest too much data without the need for

specific reason. These business models collect clumsily personal data without due

consideration and regard to privacy. No ethical consideration is undertaken by these

business models; they lack a framework for data protection and ethical practices in the

elements of business models as Respondent A reveals:

“They are just harvesting too much data, without knowing what actually to do with

them, because you might be able to sell them right? That’s what a lot of companies are

doing to make money, and it's not very ethical… I believe that they can do everything in

an ethical way, but most of them are not doing it because their main goal is to make a

lot of money on our data” (Respondent A)

The fact that in the current digital era, information is power. consumer data, preferences,

locations, activities and other data are crucial for marketing, and many other purposes.

Various IT companies have created business structures that are keen on harvesting as much

information as possible about consumer behaviors. This culture ensures that business

acquire data no matter what, making the business go off track and lose touch with privacy

but instead data harvesting. Instead, many of them are placing all kinds of bots and cookies

to extract information for commercial interests. Respondent B and E revealed:

“How can we collect more data? how can we get more personal information and sell

more products? since we know everything about people's behavior and so on, in a

company like that it's not only the company culture but also the business model that

somehow is off tracking. The whole business model is built in that way, and it will be

hard for companies that don't have another business model to choose to build privacy

into their product” (Respondent B)

“For example, when creating an account at Company X, one has to give his or her name

and e-mail to the supplier, Company X. Usually, the service will, however, also process

data – without full consent - about one’s location and gender. While at the same time,

making this data publicly available, not only for one’s contacts. This is a typical example

of a breach.” (Respondent E)

C. Lack of knowledge
Connected to the themes of corporate culture and business model, the lack of knowledge

about data protection by design among the employees of IT companies can be a key barrier

to taking the first steps to embrace the approach. All businesses are embracing recent

innovations without knowing all the changes in laws that come into play. Many IT

professionals working in data fields lack the awareness and knowledge about compliance

tools. The lack of technical knowledge also compounds this obstacle, and these businesses do

not know the legal requirements or standards set by the regulations. No idea of these

compliance means that the companies’ human component is not well-informed to embrace

the concept of data protection by design, but even some IT professionals consider

implementing privacy strategies an exasperating task. Respondent A and D confirmed this
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notion by responding:

“I have seen people working on live data while they don’t know the complying

procedures, they don’t know where to find it… they have never seen it!” (Respondent D)

“The first challenge is lack of knowledge and understanding. They haven’t done the

study yet, probably they didn’t think about it yet, and it’s probably out of ignorance,

they think privacy is a hassle and annoying thing to work with.” (Respondent A)

D. Shortcomings visionary leadership
Lack of visionary leadership can be a barrier to embrace data protection by design. In this

case, the lack of visionary leadership highly impacts on the privacy strategies within IT

companies. If an IT company leadership is not visionary, less concern will be taken by the

employees regarding embracing data protection by design. Respondent C gives an example:

“Just yesterday I asked the CTO of a large company what their privacy policy was -

since users can access their website for free but then will be exposed to all kinds of bots

placing cookies on their computers extracting information used by the commercial

interests of third parties. He did not have an answer for me - and didn't even

acknowledge it as a problem. His comment, “people can just pay for a membership and

avoid privacy violations” is actually not true!” (Respondent C)

The shortcoming of visionary leadership is captured well by Respondent A:

“They would do that probably when they realize it's too late... it's hard to see them being

visionary.” (Respondent A)

E. Lack of transparency
Transparency in an IT company is a major factor for embracing data protection by design.

Data leaks, security leaks and lack of disclosure within the IT company itself can, of course,

challenge the existing set structure to embrace the approach. Some IT companies collect,

store and allow third parties to process data without full disclosures to the data subjects. The

organization lacks a transparent way and are not clear on how they control and process the

data, and the like, without full transparency and with vague contracts. This is canvassed by

respondent A and B:

“It is again about transparency. The bad product, not bad but not ethically produced

clothes or shoes they are still out there, but people will start asking for transparency and

choose transparency. If you want cheap shoes you can get cheap shoes and no one asks

the question about how they are produced but from a branding perspective you have to

consider how you produce your things and have to be able to tell the story.”

(Respondent B)

“Those in power; which are governments and organizations, they should be transparent

about how they use their power... not the people.” (Respondent A)
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F. Lack of intra-organizational collaboration
Collaboration between various IT companies is important. IT organizations should have

effective communication for learning how to proceed with data protection by design and

mitigate privacy breaches. Smaller companies have less communication and consider less

collaboration about how to embrace and proceed with data protection by design,

collaboration may be taken lightly because of finances and lack of trust. In that connection,

Respondent B revealed that:

“It is hard to start up a company when you have to comply in the way that GDPR kind

of tells you; you have to! For large companies it’s not, they have a legal department, and

if anything goes wrong they will hire a consultant to do the work and get it in place, of

course, they should do it! For small to mid-size companies hiring some consultant to do

it is a bit challenging both financially, but also to get someone into the organization.”

(Respondent B)

G. Financial cost
Cost is a major concern in embracing privacy by design. Re-engineering the principles of the

approach in the existing IT products in order to comply with the regulation can be relatively

expensive especially for small and medium-sized enterprises. This is revealed by

Respondents D and E when elaborating on the main barriers:

“Paying for protection has been more intense regarding cost, time, and to materials.”

(Respondent D)

“It might be impossible or expensive to implement the principles in the systems.

However, as the GDPR does not give any possibility of excluding existing IT-systems

from the implementation, these must be adapted in order to meet the compliance

requirements.” (Respondent E)

4.1.2 Engineering barriers

A. Lack of technical knowledge
The lack of technical knowledge is a first barrier to embrace data protection by design. IT

companies are not well equipped with the technical know-how to handle such operations.

More so this problem is very severe when it comes to small and medium-sized companies

without having the proper infrastructure, technical team, and finances. Respondent D

confirmed this while talking about engineering barriers:

“We talk about the lack of having the skilled people. They don’t have the proper

education.” (Respondent D)

Further the enormous amounts of data that IT companies collect create a technical

problem in terms of anonymizing and pseudonymizing the data. IT companies are not well

equipped with the technical know-how to handle such complex operations. Respondent B

gives an example:
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“It seems so simple when you say that you have to have a lot of data, a lot of samples but

you don't want to know who provided them, but that's technically really hard to build

because of the way technology works.” (Respondent B)

B. Immaturity of related technologies
Some of the related technologies, platforms, services that are intended to foster privacy by

design approach are still not mature enough and there are still flaws that prevent IT

companies from getting the full privacy enhancing advantage of it. This immaturity makes it

hard to embrace privacy by design, at a technical level. Respondent B reveals:

“Technologies; whether it's blockchains technologies or any other encryption

technologies will raise and mature then we can technically guarantee the privacy by

design.” (Respondent B)

Currently, IT companies can only have basic compliance with data protection by design

approach due to some technical limitations. Advanced data protection by design is hard to

always guarantee because of the lack of advanced security measurements such as

cryptographically strong methods and algorithms. As revealed by respondent B:

“We can just build our services to comply but the technical aspect of encryption that's

not something we can fully do and guarantee right now.” (Respondent B)

C. Technical complexity
Directly connected to the lack of technical knowledge, and immaturity of related

technologies, technical complexity is a major issue in data protection by design. It is a

daunting task to fully engineer privacy by design in the presence of some tasks and

algorithms that are complex. These technicalities make it hard to embrace privacy by design.

Respondent A and B revealed this phenomenon:

“Complexity of having software that collects a lot of data whether it’s personal or not is

relatively high.” (Respondent B)

“Technology is changing, how to regulate artificial intelligence and how to regulate

data analysis and how to regulate algorithms and get access to understanding it, It’s

really really tough!” (Respondent A)

D. Lack of proper security implementation
The trend in many IT firms has been to avoid facing security complexities. Because
complexing technology many businesses are avoiding security costs and opting for less costly

security measures such as antiviruses and firewalls without doing due diligence and proper

security implementation, as revealed by respondent D:

“The culture has been to avoid security because it costs, and that goes for most business.

They say ok; we set up a firewall, we set up some antivirus. Now you need to say what

we can do to document it? What can we do to be safe? We need some governance; we

need some plans and procedures, we need some time and responsibility, all these things
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that in the past are not going to be anymore.” (Respondent D)

4.1.3 Legal Barriers

A. Lack of Law Enforcement
The lack of knowledge is one of the fundamental issues that face many IT companies (as

revealed by respondents above). Further, there is the issue of many IT companies that are

already illegally using data and collecting data without the consent of users.

Therefore, a trend replicates where all others continue to follow suit. This was revealed by

respondent A:

“If you use Service X, you must have a contract with that company which is signed by

our data protection agency and Company X is not giving you that in many ways. It's

actually illegal to use Service X, but nobody is stopping that if they are not going to stop

from legally using our data, others will just follow soon.” (Respondent A)

In connection with the above, the assertion by respondent A is made possible by lack of

enforcement, which is confirmed by respondent D. The penalties imposed on companies are

less, and the companies are not threatened by sanctions of more fines. It is less costly and

inexpensive to pay penalties and fines than invest in data protection by design. The lack of

enforcement of the regulation by relevant authority also seems to be a barrier here:

“We have a regulation, but it’s not enforced! Until now they don’t care because they are

not fined. The maximum fine which has been given before is thirty-five thousand for

leaking personal data. So, they say, “we will just take the fines!”.” (Respondent D)

4.2 Pathways to data protection by design

The section above revealed the expert’s insights and the findings regarding the barriers

related to data protection by design. Some of the respondents also went ahead to suggest

pathways for embracing data protection by design.

4.2.1 GDPR the starting-point

Ideally the law (GDPR) should be the minimum standards that must be set and adhered to

embrace data protection by design. Accordingly, there is a clear indication that many entities

do not adhere to the minimum standards set in the regulation. The revelation from one

respondent is that there should be a clearer piece of legislation from the European Union or

local authorities. A clear outlining of data protection by design should be adopted

considering the revealed challenges by reviewing the existing provisions in that background.

In this way, more detailed requirements for entities can be adopted for minimum data

protection measure and hence go into the root of solving these design challenges in data

protection. Respondent A, B, D, E said:
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“You have to live up to the law but actually the law gives you a lot of possibilities, you

have to ask yourself a lot of questions and which it’s also related to the GDPR of course,

you can start with all the GDPR questions and that’s the basics.” (Respondent A)

“Having more clear guidelines and compliance tools from either the government or the

European Union would be a big help for smaller companies I believe.” (Respondent B)

“The company should regularly follow up on the new procedures, annual training of the

employees, etc. in order to make sure, that the company complies with the GDPR at all

times.” (Respondent E)

“GDPR will change it; some organizations are in better shape because they had the

regulation.” (Respondent D)

“Any company that processes personal data should complete or establish a compliance

project, where one determines what data the company is processing, for what purpose

and how they can make sure (by appropriate technical and organizational means) that

the company complies with the rules of the GDPR.” (Respondent E)

4.2.2 Intra-organizational collaboration

Most of the barriers faced in data protection by design in many IT companies are not unique

and cut across various organizations and industries. In that note, sharing of knowledge and

experiences is an effective way of creating awareness among IT companies is very important.

Further, collaboration can be used to create transparency, inform the corporate culture, trust

and build leadership knowledge in many IT companies. More informed vendors, leadership,

and employees who are well-informed of privacy by design will go a long way in ensuring

that privacy by design in these organizations is boosted. The use of newsletters, conferences

on data protection, data protection education programs, and privacy discussions can go a

long way in propping up IT companies’ human capital and corporate structure in terms of

awareness. As revealed in the findings, there is lack of knowledge, and many do not know

about the regulation nor data protection by design.

Further, large corporations which are associated with successful data protection by design

experiences should undertake actions to guide the small and medium enterprises, especially

if they are in a partnership or are providing third-party services to the corporations. This is

backed up by the insights of respondent A, B, and D:

“To share knowledge, have conferences, newsletter, and try to spread knowledge

constantly and see how some other companies are paving the way, knowledge and

understating are very important.” (Respondent A)

“It’s great to talk to other companies that actually care about it because every time we

meet, I feel that something, a new angle comes out of it.” (Respondent B)

“If we in any way across businesses can develop about the privacy by design

functionalities or features, then we could all lean on that one instead of develop our own
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small instances. That would be an advantage for us; we will be more competitive or

have that as a competitive advantage.” (Respondent B)

“Be honest, be frank, put it on the table, we discuss where are we now, they have the

option of giving feedback, they will do some statistics and give advisory based on that.”

(Respondent D)

4.2.3 Data subject’s role

The passive attitude of the data subjects and the public can reduce the motivation of IT

companies to invest in the required infrastructure for data protection by design. Data

subjects should actively demand data protection. IT companies should be kept on toes and

aware that data subjects are more concerned with data protection. This will prompt many of

them to ensure that appropriate organizational change is undertaken regarding investments

in technical skills, infrastructure, leadership and corporate structure to embrace the concept.

All in all, this research recommends that the careless nature of the data subjects must be

eliminated for data protection by design to work. Respondent A, B and D revelations support

this pathway:

“I am sure it will change, and this is something the masses will adopt it. We must have

privacy demand from the people.” (Respondent A)

“I hear all these arguments about (I have nothing to hide, and it's just on the Internet),

these arguments we still have to battle!” (Respondent B)

“On the 25thMay of the next year, the journalists from newspapers and news media will

start to request information from business to see if they can comply with the regulation

so we will need a lot of interest from public media.” (Respondent D)

4.2.4 Boosting transparency

The lack of transparency as a barrier has been enumerated under section 4.1 and further,

there are related barriers like lack of intra-organizational collaborations which greatly can

limit the level of disclosure and transparency. Meaning that any breaches will most likely go

unreported or be kept under the table and less effort will be undertaken to prevent data

breaches, and enhancement of design elements such as technical skills, corporate culture,

and business models. It would then follow that role models would need to champion

constructive disclosures and transparency in terms of how the data is protected, and whose

third parties are processing these data. Transparency in the privacy policy agreements and

user consent on the usage of data should also be made clear and fair to all stakeholders and

avoid using clauses which gives third parties unrestricted access to user data without

consequences and limiting liability, and giving the user information concerning third parties

allows to access data and for what reasons. Transparency is a crucial element, boosting

transparency and the advancement toward more transparency is supported by respondents B,

D and E:
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“You can say we believe that by taking the choices we are taking and saying we live by

these privacy by design rules, I believe that speaking about it in public will build some

trust… to get to a level where everybody understands where it gets simple and clear

enough, what are the implications, what are the effect it has on people” (Respondent B)

“The transparency needs to be part of the entire concept; it lies between the customers

and the business. They should know what they are doing. They should hire the right

people, and should hire the people that can set up the program for them and do the

awareness training. That’s part of the transparency they should have the guys being

able to write the privacy policy so the people can understand what they are actually

going into.” (Respondent D)

“Draft policies and procedures, including updating the employee handbook to include

accurate data protections notices, privacy policies, updating contractual language with

supplier's and third parties to ensure it contains data protection provisions.”

(Respondent E)

4.2.5 Ethical corporate culture

The lack of good governance in data protection is a great obstacle as outlined in section 4.1

coupled with lack of knowledge and visionary leadership, and the lack of intra-organizational

collaboration, there is less concern for data protection and many business models which

primarily focus on harvesting data at the expense of embracing proper data protection

strategies. IT companies must put a focus on ethics in these entities, and they should foster

ethical corporate culture requirements because any ethical mistake can be fatal to their

compliance and corporate reputation. Respondent A, B, D, and E reveal that:

“We think regulation is important, enforcement of regulation is more important. We

also think that companies should really take responsibility because they have access to

the algorithms.” (Respondent A)

“They have to feed it into their existing business model that now they need to behave

ethically.” (Respondent B)

“It can stick to you if there has been one small mistake in the past, the internet will not

forget it, and you can always google it. They should avoid being caught by that!”

(Respondent D)

“They should develop and implement procedures to embed the plan into the company

culture.” (Respondent E)

4.2.6 Enhancing related security technologies

IT companies are highly encouraged to put more focus on security development, data

protection by design is not achievable without ultimate security design. By investing in both

high-level security and privacy by design, which is highly encouraged for any IT company

dealing with personal data, better data protection by design is the most likely result. Both



19

respondent B and D said:

“To focus on encryption, it's actually to focus on privacy by design; the encryption thing

is very interesting to follow.” (Respondent B)

“Keeping a high level of security makes it easy for you to higher privacy as well.”

(Respondent D)

4.2.7 Privacy as competitive edge

In order to garner a competitive advantage and attract more clients, IT companies can look

at data protection by design as a way of achieving that. The recommendation is that data

protection by design must be adopted as a competitive strategy as compared to a mandatory

cost which many companies incur sparingly and with skepticism. If it is done as a

competitive business philosophy, then a company will be able to secure its customer's data

and at the same time ensure that it markets itself as a company which strives to protect the

welfare of its customers. Soon privacy will most likely be a key concern for many people all

around the globe since technology and awareness are growing so fast. Thus, IT companies

which offer better data protection by design would most likely attract a larger number of

consumers than their competitors. Respondent A, D and B reveal that:

“They can turn around and see the competitive advantage of being data ethical and

promoting ethical data products[..]Instead of selling privacy as hindrance innovation.

it’s about showing role model how to do this easily and if you embed from the beginning

when you do product innovation is much easier.” (Respondent A)

“One of the key points is to use that for competition, giving us a competitive edge.

because we know we are good at this, we know what we are doing, we have the right

skills we have the right policy, and your data is safe, so, come and do business with us!”

(Respondent D)

“I would say that would be an advantage for companies to be able to do it, we will be

more competitive or have that as a competitive advantage.” (Respondent B)

5. Discussion

In this section, findings and the results of the study will be discussed in relation to the

existing literature which has been conversed hereinabove. This shall be done with the

purpose of answering the research question: “What are the barriers for IT companies to

embrace data protection by design and how should these barriers be overcome?” The

research question will be answered in two steps. To start with the barriers and then move to

the potential pathways as per the revelations of the respondents. Furthermore, the research

contribution and the limitations of the method and future research will be summarized in

the closing section. Apart from that, the research will outline its limitations especially

concerning the methodology and the future research in the area. This shall be summarized in
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the last chapter.

5.1 Barriers

During the analysis, a close connection was revealed between the various barriers which

were touched on by the respondents. One of the important obstacles raised by the findings

was the lack of visionary leadership in relation to data protection by design. The existing

literature has stressed the importance of visionary leadership (Larwood & Falbe, 1995;

Strange & Mumford, 2002; Berson et al., 2001). Most literature has defined visionary

leadership as highly desirable and bright future organizational state that can motivate the

employees within organizations in a manner that helps improve organizational change.

Another important barrier which was canvassed a number of times by the respondents is

the fact that some business models lack a framework for data protection by design. These

business models are seen to be only keen in data acquisition, consumer data, data

concerning consumer behaviors, a factor which makes these businesses easily loose track on

their focus on privacy strategies and considerations. Rubinstein and Good (2013) have

already captured this in their research, they have succinctly explained that business needs

and privacy demands will often conflict. Similarly, Van Rest et al., (2012) has noted that

these types of business models can be only made compliant if privacy by design is made

mandatory and enforced by law. Without these mandatory requirements, businesses will

then concentrate on profit-making, extreme data collection, and data processing without

regard to data privacy framework. These findings have confirmed that lack of law

enforcement appears to be the primary barrier that impedes the adoption and embracing of

the approach.

Moreover, there are some technical aspects which directly relate to privacy by design. This

includes technical aspects such as complexity and the lack the maturity in technology; there

are still flaws that prevent IT companies from getting the full privacy enhancing advantage of

it. Many researchers have highlighted the importance of ensuring security design along with

data protection by design. A decent privacy by design approach is unlikely to function on its

own and further without a decent security by design plan (Spiekermann, 2012). This is

because of the privacy by design is highly dependable on security and engineering

architectures (Spiekermann & Cranor, 2009).

To further add, the respondents revealed that IT companies could only have limited

compliance due to technology limitations as it was hard to keep up with technological

advancements. This research result is also in line with Maffei et al., (2013) research findings.

The authors note that designing privacy-preserving systems always require advanced and

sophisticated cryptographic protocols which in itself is the first obstacle.

The lack of general knowledge and technical knowledge which are one of the factors

identified in this study is confirmed by the survey of Christensen (2017). The lack of know-

what is not unique in the local IT businesses alone but also extend to other European

businesses; there is a severe lack of knowledge about the reform among European data



21

controllers as revealed by Mikkonen (2014). Allen and Peloza (2015) have illustrated the

importance of privacy awareness which ought to permeate virtually every stakeholder of the

firm for better data privacy implementation to be achieved.

Another crucial finding in this research is that some IT companies consider implementing

privacy strategies a tedious and exasperating task. In this context, Spiekermann (2012) also

agrees with this and argues that many managers also lack sustainable plans for efficiency in

dealing with personal data since many of them consider privacy and data protection as a

nuisance. A factor that culminates in unproportioned efforts, and privacy strategies which

disregard the long-term privacy risks. The findings of this study agree that re-engineering

the principles of privacy by design in the existing IT systems can be relatively expensive

especially for small and medium-sized enterprises. The findings also acknowledged the fact

that there are lesser collaboration and awareness about how to proceed and implement data

protection by design; the lack of collaboration was associated with a financial obstacle and

the lack of trust.

As revealed by the findings of this research, the greatest obstacle that was revealed when

discussing the barriers that relate to data protection by design, was the reason that most

elements are interconnected. The research found that there is a close interconnection

between various legal, managerial and engineering elements. The respondents in the course

of research expressed causation among the various elements while describing these very

elements. These barriers to data protection by design which are highly canvassed in this

study do not originate from complexity in engineering or business models. They also arise

from other factors which are interconnected with the elements above. These include

elements such as the lack of transparency in an organization, corporate culture which

disregards data protection, lack of collaboration between IT firms, the lack of proper security

measures, the lack of visionary leadership and little organizational knowledge on technology,

data privacy, data protection, regulations, and data protection by design. This also covers the

manner in which the regulations are enforced. As such, and due to the interrelation between

the elements above, a broader view should be taken on the barriers to data protection by

design as depicted in Fig. 3. In relation to managerial barriers, the lack of know-what about

the approach directly impacts all the managerial structures of the organization hence

compromising the business model, corporate culture, transparency in the organization and

leadership model. These elements are linked to the lack of knowledge, i.e., the lack of

technical knowledge hence creating engineering barriers. With this combination, the recipe

causes chaos in an organization and eventually translate to a limited and below regulation

set standard implementation of privacy by design strategies, vision, goals, and actions in an

entity.

There is an apparent connection between legal, engineering and managerial barriers. Any

change in legal setup will mean a significant reaction within the organization in terms of

reorganization, management, and change in the engineering and technical aspect of data

protection in order to comply with the legal requirements. Likewise, any adjustment in the

organizational level will cause a change in the engineering level. The managerial aspect of an
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organization is the engine that runs a business. Aspects such as finance, lack of transparency,

insufficient corporate culture, leadership, and business models highly impact on engineering

barriers. For instance, in terms of costs in undertaking achieving engineering and technical

aspects such as hiring technicians, training, infrastructure determine the level of security

that is adopted by an organization. Fewer investments would lead to a limited security, and

hence the lack of finances translates to a negative aspect in terms of compliance and security

implementation.

Figure 3: A holistic view of the barriers and their interrelationship

From the above illustration and explaining, embracing data protection by design is a

complex process which requires not only costs but also coordination, collaboration, reviews,

monitoring, and evaluations. The fact that one element is tied to more than one other

element means that organizations have to be vigilant in their implementation to exhaust all

related elements. Further, a joint and coordinative approach should be undertaken between

the organization making sure that the leadership, management, corporate culture,

engineering elements and legal barriers are addressed in convergence. The figure is the end

of the first inquiry to answer the research question “What are the barriers for IT companies

to embrace data protection by design?” The illustration is a sketchy start to demonstrate the

overarching complexity associated with these barriers, and it is not by any means a distinct

model but rather a first attempt to draw the complexity of their interrelationship. Addressing

each of these barriers independently, without considering the adjacent and underlying

elements can result in inefficient, disjointed and divergent efforts from which the concept
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already suffers (Davies, 2010; Krebs, 2013; Rallet et al.; 2015).

5.2 Pathways to overcome the barriers

The analysis showed the close similarity between the thematic of pathways to embrace data

protection by design as suggested by the different respondents.

As it has been highly recommended by the respondents in this study, collaboration and

the sharing of knowledge is an effective way of creating data protection by design awareness

among IT companies and a significant driver to embrace the approach. A joint effort on data

protection by design should be adopted among IT companies to ensure that no company is

left behind and that the IT industry moves together in the implementation of data protection

by design. The interplay between legal, engineering and managerial barriers means that any

separate effort directed to solving the barriers may be less effective. However, through joint

effort, design awareness and collaboration, the various IT companies can bring their

experience and expertise and help each other in setting data protection by design guidelines.

Further, an additional voluntary association of IT businesses setting up reliable data

protection measures and good practices could go a long way in ensuring that data protection

by design is achieved. A report published by Intralinks Holdings, Inc. (2013) proposes best

practices on legal compliance. The report also stressed the importance of corporate

collaboration in privacy compliance-related concerns. According to the report, chief

information officers should understand that successful collaboration and information

sharing are vital to business compliance success and crucial to the mitigation the potential

risks of privacy breach. If one company is left behind in implementing data privacy by design,

there is a potential risk that other IT firms may also be compromised. This underscore why

collaboration is crucial in this undertaking.

On a similar note, this study has emphasized the respondents advise in terms of data

subjects. It reveals that data subjects should actively demand data protection. The role of

data subjects in data protection by design is ultimately emphasized by Popescu et al. (2016)

who underlined the importance of rethinking about the role of individuals in protecting their

data. The authors also advise that it is desirable to promote, alongside with privacy by design,

dynamic user learning mechanisms that are geared to empowering and maintaining the

individual’s knowledge about protecting their data. The individual would then be better

informed about the nature of the data collected, and this would put the user in a better

position to define their privacy protection behavior through a learning mechanism (Rallet et

al., 2015).

The other key revelation of the research is that data privacy and data security should go

hand in hand as revealed by the findings and Figure 3. O’Brien (2016) also explains that

isolation between security as IT issues and privacy as legal compliance issue cannot be

effective, and if the separation of the two is done, then it can be devastating for IT companies.

IT firms should incorporate privacy by design into standard business activities of their

business. Further, the author adds that business processes should be linked in with proactive
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information security risk management activities (O’Brien, 2016).

Another driver that is crucial and highly distinguishable in the findings of this study is

transparency and advancement towards more transparency in an IT company is a crucial

driver to data protection by design. The argument is confirmed by Popescu et al., (2016) who

have argued by emphasizing the benefits of transparency for both data subjects and

stakeholders. Cavoukian (2012), who renown as a concept originator of the idea, has

elucidated the importance of transparency in operationalizing the approach. She explains

that designers, systems architects, and organizational leaders must be able to demonstrate

transparency. Transparency should thus be embedded while embracing the data protection

by design. The legal framework provides for this, and hence all the core areas of an IT

company must not only be shown to be transparent but also active measures must be

undertaken. For instance, GDPR stresses for permission when additional data is required

and the need for consent. Here we see that even in allowing transparency to the users and

different stakeholders, the key elements of legal, engineering and managerial are tied

together. In order to overcome the challenges brought about by the corporate culture,

respondents suggested that IT companies should foster their ethical culture requirements.

This is in rhythm with the articulation of Schwartz (2017) who has emphasized that when an

ethical corporate culture is established and sustained, unethical activities within

organizations will automatically minimize.

Another major pathway that can be advantageous is the adoption of data protection by

design as a business strategy or competitive advantage. Organizations should benefit from

the advantage of valuing privacy and successful businesses should view the protection of

privacy as a competitive advantage in the marketplace. Hasselbalch and Tranberg (2016)

consider privacy by design a competitive advantage, where privacy is the starting point for

the various inventive processes a company initiates, from design and technological

development to human resources and corporate marketing. The authors have explained that

there is a shift to a privacy driven business model, which has led to many IT companies

championing the privacy by design model not just for social reasons, but also for economic

ones. As IT firms are embracing emerging technologies which are risk inherent, more and

more customers are becoming aware of the data breaches. This, of course, affects the

business brand and customer loyalty of the businesses leaving them with the only option of

embracing data protection measures which can then be used as a business strategy to attract

data privacy-aware consumers. If many firms follow this pathway, then the managerial

leadership, business models, technological and engineering elements, and legal compliance

will have to be boosted by these firms progressively in order to stay ahead of the competition.

All of this together shows that overcoming these barriers to embrace data protection by

design can offer great opportunities for IT companies to increase their profits. Data

protection by design will pay off in the future; embracing it would mean avoiding costly

penalties, aligning strategies in ways that can foster ethical corporate culture, corporate

reputation, generating stakeholders trust and increasing customer loyalty.
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6. Conclusion and Suggestions for Future Research

This study aimed to investigate the barriers and pathways to embrace data protection by

design within IT companies. The research question was structured around: “What are the

barriers for IT companies to embrace data protection by design and how should these

barriers be overcome?” In answering this research question, a qualitative study based on

expert’s knowledge was undertaken using the integrated approach of Davies (2010) as a

theoretical lens. This study identified multiple barriers; which include the managerial, legal,

and engineering factors. Based on the research methodology on how to analyze experts

interview, these barriers were arranged according to their internal relations, then

theoretically generalized based on the constructs of the approach. A key contribution to this

study is that managerial, legal and engineering barriers have shown to be directly

interconnected and hence influence on each other. As such a much broader view must be

undertaken to clearly understand the different obstacles that face IT companies in embracing

privacy by design. The finding does, however, suffer from limitations when it comes to

understanding the deeper connections and cause-effect relationships between the

managerial, legal and engineering factors. This challenge is of course as a result of the

methodology constraints. It must be noted that this limitation does not affect the goal of the

research as the study has clearly identified the barriers and pathways that face IT companies

to embrace data protection by design and hence achieving the research objective fully.

However, it was not possible for the study to investigate the associations between the

barriers in details. Therefore, this research suggests the use of alternative and appropriate

methodology to quantify the relationship that exists between these variables. An in-depth

investigation of the nature of these associations might discover interesting insights that

would have implications for data protection by design practices within IT companies.
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