
 

 

 

 

An IoT architecture for the 

services and maintenances of 

equipment in smart building 

environment  
 

 

Tinan Mahbub 

 

In cooperation with Service Node AB  

 

 

 

 

 

 

 

 

 

 

 

 

 

Tinan Mahbub 

VT 2018 

Examensarbete, 15 hp 

Handledare: Pedher Johansson 

Examinator: Jerry Eriksson 

Kandidatprogrammet i Datavetenskap 

Umeå Universitet  

 

 



 
 
 
 

Abstract 

 

This thesis work is based on the literature studies and a detail evaluation of Service Node application 

in order to investigate how an IoT network can be setup to achieve automation with service and 

maintenance of smart building environment. A building in the context of this thesis work is a 

multistoried residential or commercial facilities having equipments and machineries such as elevator, 

ventilation, and equipment for managing powers and energy consumption etc.  

 

The literatures for this study are carefully chosen in order to find the components that would form 

the IoT network that is suitable in the context of smart building environment. The result from the 

studies are then compared with the evaluation made on an application called Service Node and an 

improvement to its present architecture is suggested. There was no re-inventing the wheel rather an 

architecture was proposed using the existing technologies and protocols to address the issues with 

services and maintenances of the equipment commonly found in a building which are prone to faults 

and requires periodical maintenance.   
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1 Introduction 

 

1.1 Background 

 

Sophisticated sensors and chips are embedded in the physical things around us, each transmitting 

valuable data that lets us better understand how these things work and particularly how they work 

together. The Internet of Things, or IoT, refers to these devices which are connected to the internet, 

collecting and sharing data [1].  

 

The concept of connecting everyday objects emerged in the 90’s [1] and continued grow since then. 

In a survey performed by International Data Corporation (IDC) in December 2017, it was estimated 

that the spending on IoT is forecasted to reach $772.5 billion in 2018, an increase of 14.6% over the 

$674 billion that will be spent in 2017 [2]. The Chart [Figure 1], extracted from a survey performed by 

Statista depicts the sheer industry of IoT by counting the number of connected devices worldwide 

between 2015 and 2025 [3].  

 

 

Figure 1: Internet of Things (IoT) connected devices installed base worldwide from 2015 to 2025 (in 

billions) Source: https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/  

 

 

1.2 Problem Description 

 

This thesis work is done under Service Node AB [4], an IT company located in Uminova Innovation, 

Umeå.  Its main product is an application that is used by the property and house owners as well as 

the service companies that serves those properties. Service Node uses NFC tags which is read by a 

mobile apps and used to log and share service related information of the location / equipment on 
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which the tag is placed on. The concept of the system is quite new in the market and they are 

growing rapidly.  

 

One of their primary requirement of Service Node is to improve their existing system that would 

leverage the properties of smart building. Naturally a smart building should have certain level of 

automation built to it to make it smart, despite what underlying system it uses. It wants to achieve 

certain level of automation in the services and maintenance of the equipment that would ease down 

the workload to process the data manually by different stakeholders (users) involved with the 

system. At present a user of the equipment (such as tenants) has to manually report an error with 

the equipment (such as the elevator or the main gate) to the service company who is responsible for 

the maintenance operation. After receiving the error report a technician is dispatched by the service 

company to solve the problem with the equipment. 

 

At this stage Service Node wants to investigate on how to improve their existing system and establish 

a proper IoT network infrastructure to address the issues with the service and maintenance of the 

equipment in buildings and households. In particular they want to know what will be an optimal 

setup and architecture for automating the service and maintenance area further to address the 

concept of smart building. Thus the purpose of this thesis is to,  

 

Propose an IoT architecture to automate the service and maintenance of equipment in a smart 

building environment. 

If the above statement is further broken down to one more level of details, the issues can be 

addressed separately as follows: 

1. What are the components (according to the exiting IoT stack) that would be required to achieve 

automation in service and maintenance in a building? 

2. How will the components be laid out and how do they communicate with each other? 

3. How the proposed architecture can be used in a proper use case scenario? 

 

1.3 Scope 

When it comes to working with the IoT stack there are tons of options to choose from in terms of 

protocol, devices and platform. Setting up a proper IoT network will widely vary on the use case 

scenarios and applications (Smart home, healthcare, agriculture etc.). Within the scope of this thesis 

it was not possible to address a standard solution that would fit all these applications. Therefore, a 

scenarios that is evaluated in this paper is the ‘Smart Building’. Further narrowing down the 

environment, only the area concerning Services and Maintenance of equipment and assets in a 

building is taken as the topic of the study. 
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1.4 Related Work 

 

The concept of Smart Building in the context of IoT is not new. Extensive research and development 

is going on regarding this topic. There are high end systems that are already build to address the 

issue. During my research I have come across some similar works that has been previously done on 

this topic. 

 

In a research paper titled as ‘The distinctive features of "smart" buildings’ [5], the author has 

explored the characteristics of "smart" buildings, where he mentioned about the benefits and 

components of a smart building and presented a theoretical (Quantitative) measurement of a 

building "intelligence".  

 

In the paper ‘A survey of IoT cloud platforms’ [6] the author has presented A number of IoT cloud 

providers that are currently emerging into the market to leverage suitable and specific IoT based 

services. In addition to it the paper also gives a survey of popular IoT cloud platforms and a 

comparison between these platforms according to their applicability. 

 

The authors in the paper ‘An Elevator Monitoring System Based on The Internet of Things’ [7], has 

presented an architecture based on the function of elevator safety monitoring system. A design is 

proposed on the elevator monitoring system based on the IoT. It introduced a schematic diagram of 

elevator Internet of Things to real-time monitoring, fault diagnosis, alarm and maintenance. 

 

 

1.5 Methodology 

 

This thesis work is mostly based on the qualitative literature studies to gather enough information 

and theories to deduce the result for the mentioned problem description. The main aim of this 

extensive study was to get a vivid idea on the IoT as a whole and its underlying structure and its use 

in different applications.  

 

An extensive evaluation of Service Node platform was carried out in order to understand the 

underlying technology and components that builds up the system. I have worked with the product 

owner directly and also had the chance to see the real users in action.  Which in turn provided me a 

deeper understanding on the usage, application and the problem domain. 
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2 Internet of Things (IoT)  

 

2.1 What is IoT? 

 

During my research I found that different sources have defined IoT in different ways and a common 

definition that can be agreed was tough to find. However one I found that could probably give my 

audience a clear idea of what IoT is, as suggested by International Telecommunication Union (ITU) 

[8]. 

 

Internet of Things 

ITU describes IoT as a global infrastructure for the information society, enabling advanced services by 

interconnecting (physical and virtual) things based on existing and evolving interoperable 

information and communication technologies.  

 

Thing 

With regard to the IoT, a thing is an object of the physical world (physical things) or the information 

world (virtual things), which is capable of being identified and integrated into communication 

networks.  

 

Device 

With regard to the IoT, a device is a piece of equipment with the mandatory capabilities of 

communication and the optional capabilities of sensing, actuation, data capture, data storage and 

data processing. 

 

From the above explanation as suggested by ITU we can conclude that IoT involves a network with 

physical objects and virtual objects with built-in electronics and software that are in connected to a 

network.  
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2.2 IoT Stack 

 

Most of the communication network in used today is based on the Open System Interconnection 

(OSI) standard [9]. OSI is a communication model where every system participating in this model is 

open for communication with other system. The actual OSI model divides the communication into 

seven layers as shown in Figure 2.  

 

 

 

Figure 2: IoT network protocols mapped to the TCP/IP and OSI model 

 

IoT is also based on the same OSI model but few layers are merged together to achieve a certain level 

of abstraction [9, p39]. Figure 3 shows how the IoT can be mapped to TCP / IP and OSI reference 

model. 

 

 

 

Figure 3: IoT network protocols mapped to the TCP/IP and OSI model 
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Physical Layer 

Physical layer provides a fundamental base for building a network system which is implemented in 

the hardware or consists of hardware (such as the NFC or Bluetooth). It is concerned with how each 

device is physically connected to the network with hardware, for example with an optical, wired, or 

wireless connection [9, p40]. 

 

Internet layer 

Protocols at the internet layer define how routers deliver packets of data between source and 

destination hosts identified by IP addresses. IPv6 is commonly adopted for IoT device addressing due 

to the fact that IPv4 has a shortage of addressing [9, p40]. 

 

Transport Layer 

This is focused on end-to-end communication and provides features including reliability, congestion 

avoidance, and guaranteeing that packets will be delivered in the same order that they were sent. 

UDP (User Datagram protocol) is often adopted for IoT transport for performance reasons [9, p40]. 
 

Application Layer 

This layer covers application-level messaging and responsible for providing services and determining 

a set of protocol for message passing at the application layer.  HTTP/S is an example of an application 

layer protocol that is widely adopted across the internet and also applicable for IoT applications. [10] 
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2.3 IoT Communication Protocols 

 

NFC 

NFC stands for Near Field Communication, a system that allows the device to connect to each other 

at short distances, usually 10 cm max, that uses inductive coupled devices at the Radio Frequency of 

13.56 MHz [11]. There are two different types of NFC, Active and Passive. Active NFC (such as a NFC 

enabled mobile phone) generates its own power from the device’s battery where as a Passive NFC (a 

NFC tag) receives power from an active NFC chip. Another subtle differences between active and 

passive NFC is that Active NFC can ‘talk’ to each other whereas the Passive NFC cannot talk to each 

other. 

 

QR Code 

A Quick Response (QR) code is a type of matrix or 2D barcode, providing a visual representation of 

data using black and white squares. QR code provides a visual representation of a code therefore it 

has limitation on the data storage capacity. The maximum data capacity depends on the type of data 

being stored. Storing numeric (7,089 characters max), alphanumeric (4,296 character max) and 8 bit 

binary (2,953 character max). The general structure of the QR code consists of a version code, format 

information, timing patterns, data, and alignment as well as detection points [12]. It can be read by a 

scanner or camera to retrieve the data embedded in the image.  

 

Bluetooth 

Bluetooth is a short range wireless communication technology that uses radio waves on a rate of 2.4 

GHz having an effective range between 10 - 100 m. It communicates at less than 1 Mbps and uses 

specification of IEEE 802.15.1 standard [11]. Bluetooth Low Energy (BLE) [13] is the latest version in 

Bluetooth technology and is also known as Bluetooth 4.0 or Bluetooth Smart. BLE has a major 

upgrade from its predecessors in the term of low energy consumption. A wide variety of BLE sensors 

for different applications are available in the market that can communicate over Bluetooth protocol.  

 

RFID 

RFID stands for Radio Frequency Identification and is a system that transmits the identity of an object 

wirelessly over radio frequency. RFID tag and reader communicate by non-contact sensors, radio 

waves or microwaves, enabling non-contact reading and writing over a distance from a few cm to 

dozens of meters. The key characteristics of RFID are high-adaptive wireless communication 

technology, low-cost chip, high confidentiality and low power consumption [14]. RFID technology 

plays an important role in IoT for solving identification issues of objects around us in a cost effective 

manner.  
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Zigbee 

Zigbee uses a version of the IEEE 802.15.4 standard, using the 2.4 GHz ISM frequency band. The 

purpose for Zigbee was to enhance the features of wireless sensor networks. Features of ZigBee are 

low data rate, inexpensive, relatively short transmission range and scalability, for reliable and flexible 

wireless communication. ZigBee has a range of around 100 meters and a bandwidth of 250 kbps and 

the topologies that it works are usually mesh topology [14]. It has a wide range of application 

including home automation, industrial controls, health care monitoring etc. 

 

Wi-Fi 

Wi-Fi stands for wireless fidelity and is a wireless communication technology that allows computers 

and other devices to communicate over a wireless signal. Wi-Fi technology contains any type of 

networking device that supports the IEEE 802.11 specification and uses IP addresses as unique user 

device identification [11]. Wi-Fi already includes security in the form of WPA2 and these features 

makes it an ideal communication protocol for IoT. 

 

 

2.4 Smart Building 

 

Smart Building is explained as buildings where a combination of comfort level and energy 

consumption is achieved by using the computer and intelligent technologies [15]. IoT is one of the 

technology that can be used to achieve this smartness in a building to make it more sustainable and 

autonomous. During a survey performed by Memoori [16] it is estimated that the connected devices 

in commercial real estate will exceed to 3.5 billion in the year 2021. Thus from the graph in Figure 4 

we can see that the demand of using IoT in commercial buildings and facilities is very high.  

 

 

 

Figure 4: Growth in smart building connected devices over time (in millions)  

Source: https://www.memoori.com/portfolio/internet-things-smart-commercial-buildings-2016-2021/ 

 

11 



 
 
 
 

Eugeny I. Batov (2015) mentioned the following components would build up the smart building as 

described in his paper titled as ‘The distinctive features of a smart building’ [5] 

 

Hardware  

In order for the smart building to understand and recognize the surrounding it needs to ‘listen’ and 

‘see’. This ability of sensing the environment is achieved through the use of sensors. Proper sensing 

would enable the building to determine certain events and actions in the environment, such as, the 

temperature level, noise level gas leak etc. The sensing alone will not make the building smart.  

In order to achieve the level of smartness it should be able to perform some action (provide 

feedback) based on the information achieved through sensors. 

 

Software  

The smart building should be able to deduce to a conclusion or make a decision from the data and 

information fed by the sensors. Such property of a smart building can be only achieved by using 

software with AI and reasoning capabilities [5]. Applied techniques are being continuously developed 

on the way toward AI and using Machine Learning.  

 

Network  

A Communication network is necessary in order for the devices to talk among themselves and with 

the outer world. Connection between all these devices should be maintained by using a proper 

network topology and this would build up the nervous system of the building.  

 

IoT in the smart building can have a wide range of applications. It can be used to improve security, 

energy management, fire safety, monitoring etc. The scope of this thesis work will not allow me to 

address all these applications. Assessing the interest of Service Node one particular application is 

chosen as a research topic, that is, automating service and maintenance of building and facilities 

using IoT. 
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2.5 IoT Applications 

 

For this thesis work it was important to study different IoT applications designed and implemented 

by different authors. The choice of the applications was not in random, rather those were chosen 

that aligns with the problem domain (Smart building, smart home, smart cities) of this thesis work. 

The Service Node platform was also studied and is presented here. 

 

SmartCoM  

During my research I came across a simplified IoT based smart home application  that was proposed 

in the paper titled as ‘SmartCoM: Smart Consumption Management Architecture’ [17]. In this 

application Zigbee connection is used to control some of the residential appliances. The SmartCom 

structure is simple in its nature and uses different sensors and web service to provide Smart Home 

solution. Figure 5 depicts the conceptual model of the SmartCoM application. 

 

 

 

 

Figure 5: Conceptual model of the proposed Smart Home. 

Source: http://www.scielo.br/img/revistas/jmoea/v16n3//2179-1074-jmoea-16-03-0736-gf01.jpg  

 

 

Multilevel Smart City  

At the base of the multilevel smart city application sensors form the primary source of data. This raw 

data are then transferred to Level 1 of the Smart City architecture using communication services. The 

collected data is then sent to Level 2 for further processing. The main objective of this level is to 

convert the collected heterogeneous information into a common format. At level 3 data integration 

and reasoning is done by using Semantic web technologies. At level 4 this data obtained from level 3 

is utilized by different applications and for customized services [18]. Figure 6 presents this 

architecture. 
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Figure 6: Multilevel smart city structure 

Source: https://www.sciencedirect.com/science/article/pii/S1877050915009229 (p3 on pdf)  

 

 

Critical findings: 

From the above architectures that was studied, it is evident that all IoT applications should have a 

way to collect data using sensors and other devices. Using a communication protocol this data has to 

be transferred to a place where it can be processed and finally the application will use the data and 

present it to the end users. Thus 

 

 

2.6 Service Node Application 

 

One of the method that I took in order to compile this thesis work was to get a deep understanding 

of the Service Node platform by evaluating it top to bottom. To propose an IoT network architecture 

and to improve the system, such evaluation was very crucial. Figure 7 shows how the existing system 

works. 
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Figure 7: Service Node architecture 

 

The service technician locates the ‘node’ (a smart tag consist of a QR code and NFC chip as shown in 

Figure 8) at the site where the service / maintenance will be performed. Once the node is located the 

user opens the Service Node app and taps the phone on the node (if the phone is NFC enabled). By 

tapping on the node, the app opens a list of the assets (for example elevator, ventilation etc.) 

connected to that particular node. User selects on and then logs in the service record such as the 

date, type, description of the service etc. The app also enables the user to view previous service 

posts and error history and documentation on the asset (for example, a manual of an elevator). 

 

 

 

Figure 8: A Node in Service Node 

Source: https://servicenode.se/wp-content/uploads/2018/04/NFCQR-600x500.png  

 

 

The same way, if an asset is broken, the user of the asset (a tenant in a building who notices that the 

elevator is not working) can either scan the QR or tap the phone on the node and enter the error 

description such as what is broken or not working and how urgent is it to fix the issue. All these error 

and service related information on a particular asset is stored in a server which runs on Amazon Web 

Service (AWS) cloud. 

 

The user (such as the asset / property owners) or the service companies who are responsible to 

maintain those assets and properties can logs in to their account and see all the service and error 
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information that was stored and can take appropriate decision in regard to the business. This is 

particularly very convenient for the equipment / asset users to report a fault. 

 

This is kind of a new concept to make the service and maintenance job easy and flexible. The process 

of handling service and maintenance related information on equipment or asset gets fast, instant and 

convenient for all the users of the asset by using such application. The information is readily available 

to all stakeholders at a moment’s notice. In addition to just storing service related information, it is 

using the google map API to track the location of each asset where the node is placed. 

 

Similar systems to Service Node 

1. Trackinno (www.trackinno.com) - Tracking is an asset management solution that provides the 

asset owners with important asset related information, such as where an asset is located, asset’s 

physical condition, usage documentation, schedule for maintenance etc. Similar to Service Node, 

it uses the NFC to link between the actual asset and the information to retrieve or store in the 

cloud. 

 

2. Asset Mapping (www.assetmapping.com ) - This is also a similar type of system developed by 

London based company called Build Studios that is used to manage asset related data. Their 

cloud platform allows users to view the condition of the asset and locate them at floor levels in 

one single map. This system can fetch real time data from the asset and equipment to visualize 

and take decision. 

 

My Role at Service Node 

My primary task at Service Node was to make a detailed evaluation of the Service Node platform to 

find out the areas that could be improved to send and manage error and service related information. 

In order to do so I had following responsibility: 

 

1. Go through the system and understand how the system works and how each components are 

placed and play together. 

2. See the different types of users in action and understand their views on the system. 

3. Propose a solution to address the issues gathered from the system and its users.  

 

Result from the Observation and Evaluation 

My approach to understanding how the system works, started with trying out the application myself. 

During my working period with Service Node I have closely observed how the system functions and 

being used by different users. The goal and the result of this evaluation was to understand ‘why it is 

bad’, as described in the paper ‘Evaluation of Software Systems’ [32], so that improvements could be 

suggested. 

 

The system is primarily used by three categories of users 

1. Asset Owners - People who owns the assets and using Service Node platform to report errors 

when required and track the service and maintenance on these assets.  

2. Asset users - Usually tenants living in a multistoried buildings who, for example, uses the 

elevator on daily basis. They are reporting errors if the asset is broken. 
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3. Employees of Service companies - These are the users of the system who are on the frontline to 

respond to an error report and perform scheduled or on call services. 

 

Thus it is concluded that the number of users of this system are of different level and high in 

numbers.  

 

At present it is being mostly used by employees and technicians of the service and maintenance 

companies. Most of the customers are service based companies each having a group of employees 

who perform service related task to the assets in private and commercial buildings. A portion of this 

service is scheduled, that is, those are performed at certain interval (days, weeks or months), on 

regular basis. Another portion of these services are ‘on call’ services, where the service employees 

attends a situation on demand by their customers. The data analytics shows that the most data 

entered into the system is service related data. After the service task is completed, the employee 

locates the service nodes, opens the app, taps the phone with the NFC based nodes and enters the 

relevant service related information. Thus it is concluded that the application handles mostly service 

related data for the equipment and assets. 

 

The task of reporting an error on an asset requires human interaction. The asset users (often the 

tenants) are informed about nodes at their premises and requested to use the nodes to report any 

kind of error to the assets (such as elevator, ventilation etc.) they are using. But an analysis shows 

that people are still reluctant to use the app / public web and missing to report error on time or even 

using the traditional method of calling to the service companies and requesting a service to the 

broken asset. Thus it is concluded that this area require serious improvements. 

 

After analyzing the system, two key problems are identified with the existing system. 

 

1. Errors are being detected and reported manually by the user / owners of the asset.  

2. Users may miss to report severe damage on an asset which in turn may cause severe issues and 

dangers. 
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3 Result 

 
3.1 Study of Different IoT Architectures 

Three architectures that were studied deeply during this thesis work and the result of my findings are 

presented here. 

 
Architecture 1 - International Telecommunication Union (ITU) Architecture 

ITU is the United Nations specialized agency for information and communication technologies (ICT) 

and responsible to allocate global radio spectrum [19]. IUT recommended a 4 layer IoT architecture 

in [8] where, it proposed a model based on four layers as depicted in Figure 9.  

 

 

Figure 9: IoT reference model proposed by IUT 

Source: https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-Y.2060-201206-I!!PDF-E&type=items 

 

Device Layer - At the device layer various physical devices such as sensors are placed which can 

gather information and forward it to the network with any external help. At this layer the devices 

that performs a mechanical action (such as an actuator) are placed that can receive information from 

the network layer and act upon. 

Network layer - This layer is composed of two types of capabilities. First, network capabilities, that is 

able to control network connectivity and access capabilities. Second, transport capabilities, that can 

transport data from device layer to support layer.  

Support layer - This layer provides support to service and applications. Such services can be generic, 

that is, data processing and storage service or custom services specific to the IoT application. 

Application layer - At this layer the IoT applications are resided. Such application can be a web 

application or mobile application.  

 

Critical Findings: 

1. IoT reference model proposed by IUT follows the same IoT stack as illustrated in Section 2.2. 
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2. The network layer should have generic support capabilities such as data processing and storage 

and specific support capabilities as required by the application [8, p7]. 

3. Each of these layers are bounded with Management capabilities such as device, network and 

traffic management [8, p8]. 

4. The layers have Security capabilities such as access control, integrity protection etc. [8, p9] 

 

Architecture 2 - Modular IoT Architecture 

In this paper, ‘An application-driven modular IoT architecture’ the authors have proposed modular 

design which comprise of an IoT architecture that is subdivided into different systems [20]. In 

addition to it the authors have  presented the hardware and mentioned the communication 

protocols that are used in several different layers of this architecture. Several recommendations and 

comparisons are made when it comes to choosing the right hardware for each layer. However, 

despite what types or models are being chosen, the author claims that if the following structure as 

shown in Figure 10 is maintained, the functionality will remain same and can be used in a wide range 

of application such as smart home, health care, agriculture etc.  

 

 

 

 

Figure 10: Layers in modular IoT architecture                    Figure 11: Information flow with inputs 

and outputs at each layer 

Source: https://www.hindawi.com/journals/wcmc/2017/1350929/fig2/  

 

Sensor Layer - At this layer the application-specific sensors and actuators are present which are used 

to measure the different attributes (for example, heat, pressure, chemical composition etc) of the 

target application 

Low power embedded processors layer - According to the author the embedded processors layer 

are responsible to capture sensor information, perform fundamental data analysis, provide feedback 
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to the user as necessary, and relay information to the internet gateway. In today's advanced sensors 

part of this responsibilities are found inside the sensors and together with the Sensor Layer, can form 

the Physical Layer of IoT stack according to the OSI model. 

Internet Gateway - The internet gateway layer receives the information from the sensor layer and 

relays it to the application management and cloud server layer for further analysis and use. 

 

Critical Findings 

1. The layers in the Figure 10 can be related with the OSI model in the following ways as shown in 

Figure 12. 

 

 

 

Figure 12: Relation of layers in modular architecture to OSI model 

 

2. The author has stressed the importance of using gateway in order to relays the information to 

the application management cloud server for storage and data analysis.  

 

 

Architecture 3 - Xu Cheng, Minghui Zhang, Fuquan Sun Architecture (Six layer 

architecture) 

Author Xu Cheng, Minghui Zhang and Fuquan Sun proposed a six layered IoT architecture in the 

paper “Architecture of internet of things and its key technology integration based-on RFID [21]”. In 

this architecture the authors introduce a coding layer which forms the base of this model. The layers 

in this architecture are shown in Figure 13.  

 
Figure 13: Xu Cheng, Minghui Zhang, Fuquan Sun Architecture  

Source: https://irjet.net/archives/V3/i12/IRJET-V3I12221.pdf  
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Coding layer - At coding layer each object of interest is identified with a unique id.  

Perception Layer - The sensors and sensor network are placed at the perception layer that give 

physical meaning to the objects at the coding layer.  

Network and Application layers functions the same as described in the IoT Stack in Section 2.2. 

Middleware layer processes the information received from the sensors and pass it to the application 

layer. 

Business layer - Business layer manages the applications and services of IoT (such as generating 

business model for business intelligence services) [22].  

 

Critical Findings 

1. Coding and perception layers forms the physical layers of IoT Stack. 

2. A business layer can give a better insight of the data and can create more value to the business 

and users of the IoT application. 

 

 

3.2 Security in IoT 

 

The term "Man-in-the-middle" (MITM) is the name of a common method for interfering with the 

data communication. It describes a situation where an attacker, using different techniques, intends 

to intercept a communication between two nodes and tamper with the messages in a 

communication channel [23]. More or less all the security issues with IoT will fall back down to two 

major categories, Data Privacy and Authentication [24]: 

 

Data privacy, Confidentiality and Integrity 

Privacy and confidentiality of data deals with the secrecy of the data and information that flows in a 

network. Whereas integrity is more concerned with the accuracy and correctness of the data. The 

issue with confidentiality can be addressed through using proper encryption methods. Encryption is 

required to ensure the confidentiality of the data that are moving back and forth along the IoT stack.  

 

Authentication and Authorization 

Authentication is required by the devices in order to establish secure communication between two 

parties. The network should not be open for all incoming devices and sensors. The device should 

register itself and authenticate properly before it starts function in an IoT network. The issue with 

authentication at the device level can be achieved through using a properly configured gateway that 

manages all the devices and sensors. Proper authorization at the application (software) level would 

ensure that the right person is using the system. 

 

Addressing the above issues, Alasdair Gilchrist, et al 2017 in his Book ‘IoT Security Issues, p34’ [33], 

has mentioned some basic security practices that should be undertaken while designing IoT 

application.  These includes: 

 

1. Security through the development and operation lifecycle of IoT devices. 

2. Authorization and authentication in software. 
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3. Authentication of the devices in the network before collecting data. 

4. Use of Firewall in the network. 

 

Security capabilities in the studied architecture 

Table 1 presents a description of the security capabilities that were found in the architect studied for 

this thesis work. 

 

Architecture Description of the security capabilities 

ITU 

Architecture 

The security is associated with all the four layers (device, network, service, 
application) of the architecture. Two types of security capabilities can be defined 
in these layers through this architecture.  
 

1. Generic security capabilities, which composes of authorization, 
authentication, privacy, data and device integrity, etc.  
 

2. Specific security capabilities, which are custom security capabilities 
depending on the application requirement.  
 

Modular IoT 

Architecture 

No particular security capabilities is specifically mentioned in this architecture. 
The author has mentioned that this architecture has a broad usage and can be 
customized to specific application of use and user needs. Thus it can be 
concluded that security has to be embedded into each layer of the architecture 
depending on the application where it is used. 
 
Security for low power embedded processor layer - The hardware should 
ensure the presence of fundamental security features. No amount of the 
software will ensure the security if the hardware is not secure. This security at 
this level can be achieved at various level such as Secure Boot, Cryptographic 
processing, Protection of the external memory of the processor, etc. [34]  
 

Six Layer 

architecture 

No specific security protocol was mentioned, thus, plausible solution to secure 
applications based on this architecture is to implement security capabilities in 
each layer of the architecture. 

 

Table 1: Description of the security capabilities in the studied architecture 

 

 

3.3 Results from Literature Studies 

 
All the IoT architectures that were examined during this thesis work falls back to structure defined in 

the IoT stack by OSI model. It is evident from the studies that the sensors and other devices that 

forms the physical layer is highly dependent on use case scenarios and application where those will 

be used. One sensor might work really well in one context whereas it may fail to provide sufficient 

output in another context. The communication protocols that are used by the physical layer to 
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communicate with the network layer is also depended on sensors and devices. For instance at certain 

situation RFID can be useful than using a Bluetooth device. 

 

At the network layer it is important to have a gateway so that the devices and sensors at the physical 

layers can be managed properly. As different sensors will probably have different means of 

communication and (wired / wireless), a gateway will be able to unify them in a single network. 

During the research no particular information was found on, what type of processing power should a 

gateway have and if the data from the sensors needed be filtered or processed before sending it to 

the internet layer. In the ‘Application driven Modular architecture’ several gateways are mentioned 

that can be used according to the needs of the application of usage. It is also observed that in every 

architecture, security at different layers is taken into serious consideration.  

 

IoT being a heterogeneous network of a number of various types of devices communicating over 

various communication protocol can be very complicated to maintain. The implementation of the 

above architures are depended on use case scenarios and requirements. Above the three 

architectures that has been studied, none guarantees a concrete implementation solving a specific 

problem. For example the authors have used the Modular architecture to implement a IoT based 

health monitoring system and Weather sensing IoT system[20]. Author D.S Reddy [35] has shown the 

implementation of IoT based Water Quality Monitoring system using Xu Cheng, Minghui Zhang, 

Fuquan Sun Architecture 

 

In all the above three architectures, a big number of connected devices at the device layer(IUT 

Architecture), sensor layer(Modular architecture) and coding layer(Xu Cheng architecture) will 

generate real-time data flow which may be too large for the traditional database management 

system to handle in a real-time manner. In order for the data to travel from one layer to another, 

high band width frequency path would therefore be needed for a good output. 

 

The data produced by the sensors can be of different types, size and formation which can hard to 

handle efficiently. In addition to this a proper filtering process is required in order to retrieve the 

meaningful information from the raw data which may be irrelevant. All the above three architecture 

have a middleware layer or gateway where this filtering can be achieved. 

 

A Proper security capabilities was found only in the ITU architecture among the three architecture 

that was studied here. No detailed explanation regarding security was found in the Modular 

architecture or in the Six layer architecture, other than, that it would depend on the use case 

scenarios. Generic and specific security capabilities as mentioned in the ITU ARchitecture will provide 

strong foundation for an IoT application that uses this architecture. The generic security capabilities 

are embedded in most of the devices and hardware found in the market today. The drivers and the 

software for these devices can also enhance the security. In addition to it, specific security measures 

can be taken for sensitive IoT applications such as, IoT application for financial transaction. This 

specific security measure can be, for example, hashing / salting the data in the NFC tag so that even if 

the data is rectived somehow by a NFC reader, it would still appeared to be unreadable.  
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4 Proposed Architecture 

 

4.1 Evaluation of Service Node 

 

After a detail evaluation of Service Node, the issues were identified in the following areas. 

 

The Sensor  

The current QR code and passive NFC tags are just replacing ‘typing in’ the data for the app. It is not 

actually relaying any information by its own. The only piece of information that these nodes hold is a 

link to the equipment page. There is no way to gather data on the actual health of the equipment 

other than a technician or a service person manually check those according to the error report. If 

Service Node wants to gather data and monitor the condition of the equipment and assets in real 

time, number of different types of sensors are needed to be equipped with the equipment.  

 

The Network  

My finding shows that the network layer is entirely missing from the system. The whole application is 

dependent on the Wi-Fi or mobile data to relate the content of the QR / NFC tag with the equipment 

information stored in the server. Service Node is not maintaining any network to manage the sensor. 

Although for this small scale application, such layer is not required, but if a large number of different 

types of sensors are used in the future, the network layer would play a very crucial role. 

 

Intelligence  

The system is currently being used more like an information storage and retrieval system. The 

‘intelligence’ part is missing. All data generated by the users have to be manually process to 

understand and make a decision. The ‘things’ and the application should be able to ‘talk’ to each 

other and should be able to deduce a conclusion but it is not happening for the case of Service Node. 

Even additional sensors are deployed to check the health of the assets and equipment, the 

application should be intelligent enough to process the data and give a feedback to the user during 

fault and errors. 

 

Security Issues with NFC 

Although the existing NFC nodes are not storing any critical data other than the node id and a link, it 

is still left unsecure. The following security risks are more or less involved with the NFC: 

1. Eavesdropping  

2. Data Corruption 

3. Data Modification 

4. Data Insertion 
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4.2 Proposed Architecture for Smart Building Solution 

 

This architecture aims to enhance the functionalities and capabilities of the existing Service Node 

platform. When implemented, this architecture is also expected to solve the problems found during 

the evaluation of Service Node platform and as stated in Section 2.5 and 4.1.  

 

To Begin with, my proposed architecture is based on the OSI reference model as stated in the paper 

‘The Internet in IoT—OSI, TCP/IP, IPv4, IPv6 and Internet Routing’ [9]. Furthermore the 

implementation closely follows the ‘International Telecommunication Union (ITU) Architecture’. The 

four layers are simple to implement and easy to maintain. The generic security features of the ITU 

architecture embedded in each layer also guarantees this architecture protection from fraudulence.  

 

‘Modular IoT Architecture’ did not suit because custom embedded processors layer did not fit the 

application and was unnecessary in the context of Servicenode. ‘Six layer architecture’ would have 

been too broad to handle as well and the coding layer and business layer is not applicable for Service 

node application 

 

My proposed architecture is represented in the Figure 14. 

 

 

 

Figure 14: Proposed IoT architecture to automate the reporting of fault in equipment 
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Data Acquisition from Sensors 

In my proposed architecture sensors are placed in strategic locations on equipment that are of 

interest to the users. This will depend highly on the use case scenario and application. In the context 

of service and maintenance of the equipment, a single sensor may be enough to determine if the 

lighting system in the hallway is broken, whereas for understanding the condition of an elevator, 

multiple sensors are required to get the data on voltage, temperature, car speed and so on. Not only 

the placement but also the choice of sensor is important when it comes to setting up a proper IoT 

network for any context. The choice of sensor will also depend on the use case scenario. Other 

factors that may affect this choice is the resources, budget, power source, range and protocol. The 

authors in the paper [20] presented a list of sensors that was tested for feasible operation for his 

modular IoT architecture. Therefore with the proposed architecture a large number of sensors can 

deployed to monitor the environmental conditions, in this case monitoring the conditions of the 

equipment in a building.  

 

IoT Gateway 

The problem with today’s sensors are that they are of many different types for many application with 

different communication protocols. Another problem is that they have limited storage, memory and 

computational capabilities. These issues sometime poses a challenge to unify them together in a 

single network and get output to the cloud [25]. This problem can be partially solved by using an IoT 

gateway. 

 

The IoT gateway is the bridge between the sensor network and the cloud, working as a data 

conversion and transmission on different types of communication protocol. This device is generally 

powered via an AC connection and supports more advanced data processing and transmission 

functions. The IoT gateway can be used to manage the sensors and to collect all the data transmitted 

by the sensors or from the local sensor network. It can further be configured to decide what 

information is valuable for the users and upload only that information to the cloud server via an 

Internet or cellular network connection [26, 27].  

 

Cloud 

With this solution I propose the centralized approach of data collection and processing. In This 

approach the data from the sensors are sent to the cloud via gateway where it uses one single server 

to store and process the data [28, p3]. One of the problem identified by centralized approach of data 

collection is, over time the amount of data collected will grow and the cloud infrastructure will need 

additional resources to work effectively. Using a gateway can solve this problem partially, where the 

gateway can be configured to transmit only the valuable / informative data and discard all other raw 

data that falls with a predefined range [27]. 

 

Once the information are passed to the cloud, the application should process this data there. It is 

important to note that the application should be able to make critical and errorless decision based on 

the data / information it receives.  
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Application 

The IoT application such as the mobile or web app will use the information in the cloud. This 

application can have the capabilities of sending / push notification or message when the cloud 

application can detect anomaly in the equipment data. The primary purposes of these end user 

application is to provide a real-time message delivery and reliable communications with the users of 

the system [29].  The best approach for the application to communicating with the cloud would be 

through REST API.  

 

REST (Representational State Transfer) provides a simple and straightforward interface to access web 

services [30]. The client application (web or mobile) usually requests for resources that are stored in 

the cloud server over HTTP. The application in the cloud will then respond by sending the client 

application a response in the form of Command Separated Value (CSV), JavaScript Object Notation 

(JSON) or Really Simple Syndication (RSS) which will be later parsed by the client application. REST 

uses the HTTP strategies GET, POST, PUT, and DELETE to perform synchronous request/response 

HTTP commands and functionalities [10]. 

 

Security 

The proposed architecture for Service node application uses the security capabilities that is 

mentioned in ITU Architecture in Table 1. Table 2 describes the area where the generic and specific 

security capabilities can be introduced. 

 

Layer Generic Security Specific Security 

Device Layer Write protected - Sensors such as 
RFID and NFC can be write protected 
to ensure that the data cannot be 
changed. This feature can be found by 
default in many chips. 

Read protected - The sensors can be read 
protected to ensure only the valid gateway 
and devices can read the data either 
captured by the sensors or stored in the 
sensor. 

Network Layer Network authentication - A sensor 
connected to the network should be 
aunthecited and registered in the 
gateway before it can start 
transmitting the data. 

Not Available 

Service and 
Application 
support Layer 

Storage - In order to facilitate a good 
amount of data received on an asset ( 
e.g an elevator system in a high riser 
building) extra storage can be used at 
the gateway.  

Not Available 

Application 
layer 

Authentication - Software level 
security measure can be taken to 
ensure that the right person is 
requesting the data from sensor or so 

API Security - The API response can be 
encrypted to hide sensitive data from the 
machine. The API response will therefore 
not show the actual readable data, rather 
than an encrypted version of the data  

  

Table 2: Security capabilities in the proposed architecture  
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4.3 Application of the Proposed Structure 

 

One of the use cases that can be benefited from this improved architecture is the maintenance of 

elevators and lifts in a multistoried building facility. The sensors can be installed in the strategic 

location in an elevator system to collect vital data at such as voltage, temperature, humidity, 

vibration etc., thus providing a good picture on the performance and condition of the elevator. Table 

3 presents a list of the vital locations where sensors can be placed to gather critical data on elevator 

performance. 

 

Area Sensor 

Motor 

Temperature 

Temperature sensor 

Car Speed Sensor to detect if the speed of the elevator is within the accepted 

range  

Door 

Function 

Contact sensors can be used to make sure that the door is closed 

properly every time before the elevator starts moving 

  

Table 3: Example of sensors and its application in an elevator 

 

The data from the sensors will be transferred to the cloud, where the application will monitor for the 

dataset. The application should be configured to trigger an alert when it finds data out of its normal / 

accepted range as shown in Figure 15. This alert will be in the form of error / fault report that will be 

sent to all the people connected with the elevators (building manager, service technician etc.).  

 

 

 

Figure 15: Example of dataset and action on motor temperature of an elevator 
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With this approach the system would be able to ensure at certain level that the right person is 

informed about issues with the motor temperature without any human interaction. 

 

In the paper ‘An Elevator Monitoring System Based On The Internet Of Things’ [7] the authors have 

mentioned six key function orientation of elevator monitoring system 

1. Real-time operational status monitoring 

2. Real-time failure alarming 

3. emergency treatment of the fault 

4. Daily maintenance supervision 

5. Data recall 

6. Statistical analysis 

 

The proposed architecture when put into use in the elevator use case scenario, it would be able to 

address at least 4 of the key function orientation as stated above. These are, 

 

1. Real-time operational status monitoring - Data are continuously received from the sensors that 

gives a real time insight into the operation of the elevator. 

2. Real-time failure alarming - Once the application detects that the data from the sensors are out 

of the normal range a push notification can be sent to the service person responsible for that 

asset. 

3. Data recall - The proposal is to store the raw data in the cloud for a certain period of time. In 

case of any failure, the data can be used to restore the failure process and understand what 

went wrong.  

4. Statistical analysis - The data can be analyzed with different tools to find, for instance, which 

part of the elevator require replacement due to frequent failure, or what should be the optimal 

machine room temperature for a certain kind of elevator model. 

 

However, the function such as emergency treatment of the fault and daily maintenance supervision 

is not supported by the proposed architecture. Alejandro Duarte Suárez, Octavio José Salcedo Parra, 

Jhon Hernán Díaz Forero in 2018 [31] also implemented an application using Azure cloud platform 

that received the data from the elevator, process them and when needed send a notification to the 

technician.  
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5 Discussion  

 

It is not unusual for today’s building owners and managers to control the different equipment and 

components in a building automatically. Sensors and other devices are already connected to control, 

monitor and maintain a building. Buildings are becoming intelligent and the concept of ‘Smart 

building’ is already in place. 

 

In this thesis work I proposed an IoT Architecture to achieve certain level of automation in service 

and maintenance of private and commercial buildings. In addition to it I tried to give my audience an 

overview of IoT and its underlying technology. Also a list of architectures proposed by different 

authors were studied carefully to understand the benefits and challenges of using one techniques 

over another. During my thesis work I found that Different kinds of IoT architecture are being 

proposed by many different researchers, making it difficult to identify the best or a common 

structure. The IoT architecture highly depends on the application and its use in real world. It is also 

evident from the fact that IoT lacks standardization. However I have identified a pattern in the 

architectures that I have come across during my studies, that is, they are all following the OSI 

reference model. My proposed architecture is also based on the OSI model.  

 

The architecture that I proposed uses the OSI model as its base. The idea is to provide real time data 

on equipment’s health to the equipment owners and service person and alert them during a fault. 

The clear benefits that the user will get directly from this system is that preventive measures can be 

taken before the equipment starts falling apart. This is based on the equipment data that can be 

analyzed to choose appropriate action.  If a fault / error notice is received, the damage to the 

affected equipment can be minimized by taking an instant action. With the proposed system, the 

machine would be able to send its own fault report without any human intervention. 

 

During my studies I found that one of the challenges in implementing IoT technology is the security 

of the data. Many consumers are purchasing IoT devices unaware of how insecure these devices are 

in real. When an insecure IoT device is connected to the network it may pose a high security threat to 

the entire network.  

 

Regarding the purpose of the thesis, which is ‘propose an IoT architecture to automate the service 

and maintenance of equipment in a smart building environment’ I have tried to present a 

architecture in Section 4.2 that can be put into use to achieve the goal of automating certain areas in 

service and maintenance of the building.  

 

 

 

 

 

 

 

 

 

30 



 
 
 
 

5.1 Future Work 

 

I lack the budget and resources to implement and test the architecture that I proposed in this paper. 

However, it is comparatively easy for Service Node to test my solution. I had a talk with the product 

owner and the CTO of the company, and both are very interested in trying out my concept in a small 

scale to begin with. I have pointed the necessity to further develop the application in the cloud as 

well so that the data from the sensors can be utilized more effectively and creates more value for its 

customers. 
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