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Abstract
After the 2016 US presidential election, allegations were published that the
electronic voting machines used throughout the US could have been ma-
nipulated. These claims arose due to the reported attacks by Department
of Homeland Security toward voter registration databases. The US is more
vulnerable against these types of attacks since electronic voting machines
is the most prevalent method for voting. To reduce election costs, other
countries are also considering replacing paper ballots with electronic vot-
ing machines. This, however, imposes a risk. By attacking the electronic
voting machines, an attacker could change the outcome of an election. A
well-executed attack would be designed to be highly successful, but at the
same time the risk for detection would be low. The question evaluated in
this paper is whether such an attack would be possible and if so, how much
it would cost to execute.

This paper presents a mathematical model of the 2016 US presidential elec-
tion. The model is based on voting machine equipment data and polling
data. The model is used to simulate how rational attackers would maxi-
mize their effect on the election and minimize their effort by hacking voting
machines. By using polls, it was possible to determine the effort needed
to change the outcome of the 2016 US presidential election and thus esti-
mate the costs. Based on the model, the estimated cost to hack the 2016
US presidential election would amount to at least ten million dollars. The
results show that these attacks are possible by attacking only one manu-
facturer of electronic voting machines. Hence, the use of electronic voting
machines poses too much of a risk for democracy, and paper ballots should
still be considered for elections. This kind of model can be implemented
on the elections of other countries that use electronic voting machines.
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Sammanfattning
Efter det amerikanska presidentvalet 2016, publicerades p̊ast̊aenden om att
de elektroniska röstmaskinerna som används över stora delar av USA hade
blivit manipulerade. Dessa anspr̊ak uppstod d̊a USA:s departement för in-
rikes säkerhet hade rapporterat om attacker mot de databaser där väljare
är registrerade. USA är väldigt känslig mot denna typ av attacker eftersom
elektroniska röstmaskiner är landets mest förekommande metod att rösta.
Samtidigt utreder fler nationer användningen av elektroniska röstmaskiner
för att reducera kostnaden för sina val.

En angripare skulle kunna förändra utg̊angen av ett val genom att manip-
ulera de elektroniska röstmaskinerna. En väl utförd attack skulle vara
utformad att den skulle vara mycket framg̊angsrik samt vara sv̊ar att
upptäcka. Fr̊ageställningen i denna uppsats är om en s̊adan attack är möjlig
och hur mycket en s̊adan attack skulle kosta.

Denna uppsats presenterar en matematisk modell baserat p̊a det amerikan-
ska presidentvalet 2016. Grunden för modellen best̊ar av data över elek-
troniska röstmaskiner och data fr̊an opinionsundersökningar. Modellen
används för att simulera hur rationella angripare skulle maximera sin in-
verkan p̊a valet samtidigt som den insats som behövs skulle vara minimal.
Genom att använda opinionsundersökningar är det möjligt att bestämma
den insats som krävdes för att förändra utg̊angen av det amerikanska pres-
identvalet 2016.

Denna typ av modell kan appliceras p̊a andra länder som använder elek-
troniska röstmaskiner. Fr̊an resultatet uppskattas det att den minsta kost-
naden för att manipulera det amerikanska presidentvalet 2016 hade varit
tio miljoner dollar. Resultatet visar att man endast behöver angripa en
tillverkare av elektroniska röstmaskiner för att denna typ av attack skall
vara framg̊angsrik. Därför bör elektroniska röstmaskiner aldrig användas i
demokratiska valsammanhang.
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A Mathematical Model of Hacking the 2016 US Presidential Election

1 Introduction

1.1 Background

This thesis was initiated and financed by Simovits Consulting to investi-
gate, from a cyber warfare approach, the practical conditions needed to
manipulate the electronic voting machines to change the outcome of an
election.

From a public viewpoint, cyber warfare is a new form of warfare that has
been developing rapidly. Attacks have been carried out towards public util-
ity systems [46], nuclear power plants [30], financial [29] and transportation
systems [31]. When more of the world’s infrastructure is being networked,
the risk for a critical cyber warfare attack that could cause disruption in our
society is increasing. The most prominent and well-known cyber warfare
attack against critical infrastructure is the Stuxnet worm, which infiltrated
the programmable logic controllers (PLC) used to control centrifuges for
separating nuclear material in Iran [1]. The attack caused substantial dam-
age to Iran’s nuclear program and is thought to be the first ever act of cyber
warfare to cause physical harm.

During the 2016 US presidential election, there was an successful cyber
attack against the Democratic National Committee (DNC) which released
almost 20000 emails from several key figures inside their organization [33].
There were also several reports from the Department of Homeland Secu-
rity (DHS) that attacks had been carried out against voter registration
databases and other election infrastructure [32]. These attacks along with
a majority of polls showing a different outcome [8] than what actually hap-
pened, raised concerns about the integrity of that election. Despite these
concerns, various election and vendor officials that have been cited saying
that these machines may not be secure, still, the US election system is
too decentralized and distributed for an attacker to change the outcome
of an election [11, 26]. However, many security experts disagree with that
and claim that manipulating the electronic voting machines would go un-
detected and hence lead to an altered outcome of an election [9]. The
electronic voting machines are usually disconnected from a network and
need physical access in order to be manipulated, but indeed have docu-
mented vulnerabilities that could easily be exploited [13,25].

This paper will investigate, from a cyber warfare approach, the practical
conditions needed to manipulate the electronic voting machines to change
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the outcome of an election.

1.2 Purpose and goal

The purpose of this thesis is not to examine the risks that electronic voting
machines face and how an attacker could exploit them. The thesis will
investigate a cyber warfare approach and the cost to change the outcome
of elections, in which electronic voting machines is used.

A mathematical model based on the 2016 US presidential election will be
presented that covers strategies on how to execute an attack targeting a
election that uses electronic voting machines. The model is based on voting
equipment data and polling data. The model will be used to simulate how
rational attackers would maximize their effect on the election and minimize
their effort by hacking electronic voting machines.

The goal of the thesis is to investigate whether or not and when it is ben-
eficial for an attacker to hack an election.

1.3 Delimitation

The thesis will only consider the manipulation of electronic voting machines
that are available at polling places and not those resident at a central tab-
ulation facility. The reason for only considering voting machines at polling
places is that it is harder to discover if an attack has taken place even if
there would be a recount of the votes. Moreover, the thesis will not consider
other forms of election fraud such as ballot stuffing, coercion or vote buying.

1.4 Related work

Elections are a central model for collective decision-making – this is why
there has been a great amount of research on the subject from a game-
theoretic viewpoint. However, these studies mostly focused on the robust-
ness and the computational complexity of manipulating elections with dif-
ferent voting rules. An attempt to manipulate an election is considered
resistant for fraud if attacking it is NP-hard. Simply, NP-hard problems
are problems for which there is no known algorithm that can solve it in
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polynomial time. To study election fraud against electronic voting ma-
chines Vorobeychik et al [12] modelled election control as a denial-of-service
(DOS) attack on electronic voting machines, with the goal of preventing a
certain candidate from winning. They showed that controlling an election
by a denial-of-service attack could be solved in polynomial time when the
protection deployed is deterministic.

1.5 Disposition

This paper is divided into five sections. The first section starts with a pre-
sentation of the security framework needed for a democratic election to be
considered secure and free. It will also cover the background on how and
why different voting technologies have been used. These will then be com-
pared with the security framework to see why these methods can or cannot
be considered secure. After that, a brief history of election fraud will be
presented which covers how these different technologies have been taken
advantage of from malicious actors. Then we discuss the cyber warfare
approach together with different attacks against critical infrastructure will
be discussed. The first section will end with a presentation of US electoral
laws and regulation.

The second section will cover the mathematical background needed to un-
derstand how the model was built. In order to accomplish that, a method
of how polls can be used to predict the outcome of elections is presented.
This method will be used in section three as a benchmark to see how many
votes that could be manipulated compared with the proposed model. This
method will also be included in the model and operate as a decision basis
for an attacker, i.e. under what conditions an attacker would strike. In the
third section the model will be evaluated and the results will be presented.
Then the results will be discussed and analyzed in the fourth section and
conclusions will be drawn from the discussion. The paper will end with a
section about further work.

Dennis Nilsson Sjöström 3 January 22, 2019



A Mathematical Model of Hacking the 2016 US Presidential Election

2 Background

2.1 Security requirements for voting

Article 21 in the Universal Declaration of Human Rights published by the
UN states that the will of the people shall be the basis of a nations govern-
ment. The article also states that this should be expressed in periodic and
genuine elections which shall be held by equal suffrage and through a secret
vote [2]. These requirements for human rights is also security requirements
that voting systems need to enforce in order to be considered secure [3].

• Integrity
The integrity of an election can be defined as the outcome of an elec-
tion matches the voters intent. A voter’s intent implies that a vote
should be cast as it was intended to be cast and that the vote is
counted as it was cast [3].

• Ballot secrecy
To ensure that voters are not influenced from attempts of intimida-
tion, blackmailing and vote buying. Nobody should be able to figure
out how a voter casted his vote even if the voter tried to prove it [3].

• Voter authentication and enfranchisement
Only authorized voters can cast a vote and each voter can only vote
the permitted number of times. All authorized voters should have
the opportunity to vote [3].

• Availability
The election system should be able to accept all votes on schedule
and produce results in a timely manner [3].

These requirements can be challenging to implement in a way that all will
be fulfilled at the same time. For example, imagine an election where a
voter writes their name next to the candidate they voted for. Then the
election results would be published in the newspaper the next day, with all
the voters names next to whom they voted for. This would yield high in
integrity, since it would be simple to control if your vote was counted as
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it was cast. However, it would not be secret and thus violate the second
requirement.

In addition to the security requirements there are other important prop-
erties that voting methods need to implement. These properties include
cost effectiveness, accessibility for people who experience disabilities, con-
venience and intelligibility, i.e make the system easy for everyone to under-
stand and comprehend [3].

Technology has the ability to resolve some of these issues or make the
choice between trade-offs less stark. However, because of the tensions be-
tween them, trade-offs are inevitable. Over the past two centuries people
have invented several ways to try and satisfy these requirements with var-
ious outcomes [4].

2.2 Voting methods used in elections

2.2.1 Early voting methods

One of the earliest recorded method of voting is viva voce or voice voting.
Voters called out their vote loudly and in public. While this system created
a permanent record of the votes and also allowed observers to record the
votes and verify the count, it also opened the doors to election fraud. If
someone was listening in on your vote and did not approve of your casted
vote, they could threaten and intimidate you into voting the ”right” way.
These violent tactics along with population growth, increased voting rights
and public pressure made voting by voice unpopular [5].

After voice voting was faded out, paper ballots came and replaced that
method for elections and are still being used in a greater part of the world
today. However, the earliest use of paper ballots created opportunities for
election fraud that did not exist with voice voting. Such as stolen ballot
boxes, ballot stuffing and several forms of counting irregularities. In some
cases the vote totals had little relation to the total number of votes cast [6].

Manually counted paper ballots that are cast in secret is considered to be
safest method of producing an accurate vote count. Since the time paper
ballots were introduced, there is always a physical trail that can be re-
counted several times in contested elections. Although, that is, if and only
if this procedure is conducted by unbiased counters and election officials.
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However, there are some segments of a population that are vulnerable to
exclusion when using paper ballots. Voters with disabilities, such as those
with impaired vision are most affected. While alternatives such as proxy
voting exists, they are not a widespread global option [40]. Furthermore,
the cost of conducting elections using paper ballots is high and tallying the
votes can take a substantial amount of time and administrative work.

Towards the end of the nineteenth century, mechanical lever machines were
introduced to improve and speed up the process of vote counting. Instead
of voters casting their vote using paper, voters flipped down levers that
moved a series of gears that recorded and tallied the votes cast for an can-
didate. After the election was over, the vote totals were read from a vote
counter inside the machine. If a recount was needed, the machines were
reopened and the totals reread. These machines were designed to allow
secret voting, tabulate votes and release the results of the election immedi-
ately after the poll closed and to check that the number of votes coincided
with the number of voters [4]. However, these machines were complicated,
expensive and voters could not authenticate their votes. The only record
that a vote had been cast were the vote counter inside the machine and it
was easily manipulated by a technician or election official [3].

2.2.2 Electronic voting machines

The punch card machines, the first system to incorporate electronic vote
counting was first introduced in 1961. Unlike the lever machines, if there
was any doubt about the integrity of an election, the ballots could be re-
counted by hand. This and the fact that they were much lighter and less
bulky then the lever machines made them quickly popular. As the world
learned after the 2000 US presidential election, the fragment of paper that
is supposed to fall off when punching a hole through the ballots, did not
always do that. This meant that when the ballots were examined manually,
it could lead to discrepancies in the vote tallies since determining the intent
of a voter became challenging [4].

The mark sense technology of the optical scan voting machines dates back
to the 1930s and was invented to automate the process of scoring stan-
dardized multiple choice tests. As the use of these machines became widely
spread, numerous inventors realized the possibility of applying this tech-
nology to elections. The first machines that were used for voting were
designed to replace the fraudulent human factor with a unbiased counter.
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These early mark-sense machines could only sense marks by detecting the
conductivity of the graphite lead used in pencils. The problem with that is
that it judges an invisible attribute which led to the invention of machines
that could judge marks on what can be seen. Instead of detecting the con-
ductivity of graphite, the newer machines read marks using a photo sensor
or digital imaging [5].

When voting on a optical scan voting machine, an authorized voter gets a
paper ballot from a poll worker in which the voter fills out with his prefer-
ences. He then enters the marked ballot through the machine, which stores
the physical ballot in a ballot box attached to the machine but also records
and tallies the vote electronically by the machine’s software and stores it
in its memory components. When the polls close, the machine prints a
receipt of the votes and also saves the votes on a removable media source,
e.g. a memory card. The votes on the receipt and the memory card is then
compared to verify that the count is correct [3].

The biggest advantage of optical scan machines is that it keeps both a
physical and digital record of the votes. In case of an audit, the physical
ballots can always be manually recounted. Just like paper ballots the ma-
chines can be subject to ballot stuffing. However, since they count votes
electronically, the machines possess further possibilities for fraud. One pos-
sible vulnerability is during the recording of votes. If a potential attacker
could gain access to configuration files to a voting machine, they would
be able to transfer votes from one candidate to another [13]. These files
are exposed in the back-end program used to prepare the election with
ballot configuration etc, making them vulnerable to anyone setting up the
election. These files are then transferred to the machines using removable
media, hence anyone with access to this media could potentially attack the
system [10,13].

Another possible attack scenario is during the tabulation of votes. An ex-
ample of that is the Hursti hack, which was a successful attempt to alter
the votes recorded on a Diebold optical scan voting machine. To perform
the attack, an attacker would pre-load the memory card used for ballot
configuration with positive votes for one candidate and negative votes for
the other and thus make the votes cast be accurate compared to the num-
ber of voters [43].

After transistors made computers significantly smaller and the introduc-
tion of time-sharing systems in the mid-1960s, the idea of a fully electronic
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voting system without the need for paper emerged. Unlike the lever ma-
chines at the time, where programming for an election required to rearrange
the linkage of the machine, the first patented DRE machine could be pro-
grammed using a massive plug-board [4]. In the DRE machines that are in
use today, election definitions is set up by using a back-end program and
then transferring those definitions to a memory card that is inserted into
the machine. As each vote is cast, the DRE machine stores the vote onto
a file on the internal memory of the machine. Some manufacturers of DRE
machines provide a voter-verifiable paper audit trail (VVPAT) attached to
its machines. This allows voters to verify that their casted vote has been
counted correctly in order to detect fraud or malfunction of the machine [4].

In order for an authorized voter to vote on a DRE machine, an authentica-
tion device is needed to be inserted into the machine to start the process.
This device can be a smart-card or similar authentication device. The voter
can then see the available options on a monitor and then vote either by
pushing a set of buttons or touching directly the monitor. When the polls
close, a supervisor smart-card is inserted into the machine to stop it from
recording votes. The vote totals are then saved onto the memory card and
then summarized in the back-end program associated with the specific ma-
chine [10].

The benefits with DRE systems, like all voting systems that counts votes
electronically or mechanically, is the speed of vote counting. They can also
assist voters with disabilities to a great extent, and allow them to cast
a vote without giving up the secrecy of their vote. DRE machines can
also provide immediate feedback on the screen when voting and thus avoid
problems like under- or overvoting which may result in a spoiled ballot [10].
These systems also remove the need for printing paper ballots.

Similar to the optical scan voting machines, the DRE machines could also
be manipulated by gaining access to the memory cards or the back-end
program responsible for the election setup. The authentication devices
that are used to unlock the machines for voters could be manipulated or
in other ways used to gain privileged access to a machines sensitive func-
tions. These devices can also be used for tampering when connected to the
back-end program [13].

Several DRE machines have been subject to source code reviews in which all
of them found severe flaws and could demonstrate successful attacks [13,25].
All of the cited reviews have either borrowed their evaluated machines and
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software from a polling place, which the manufacturers have not been aware
of, or been provided source code and machines from the manufacturers.
Although, in the latter case, the source code provided has been partially
complete, since the manufacturers themselves relied on software from other
companies, which meant that certain aspects of the voting machines could
not be reviewed. In order to safely conduct elections a manufacturer needs
to be completely transparent with every aspect of the machine [3].

2.3 Election fraud

Although the possibility of hacking elections is an imminent threat, the
only documented hack of an election occurred in South Africa 1994. The
hacker managed to gain access to the network in which the votes were
tabulated. The election officials detected that someone had entered their
network and multiplied the votes for the opposition party. When they
noticed the breach, they shut down the electronic counting. Instead of
re-entering the votes in the tabulation computer they did a secret manual
recount of the ballots to provide a correct vote count [24].

2.3.1 History

Election fraud has been precedent since the early days of democracy. In
those early days, the most common electoral fraud was to force voters to
vote in a certain way. This meant intimidation, violence, coercion and
vote-buying. Although, this was before the advent of the secret ballot and
the invention of the transparent ballot box, which made it harder to use
strong-arm tactics against voters [4]. Instead, new techniques for fraud de-
veloped and were mostly connected to different kinds of ballot box stuffing.
A famous example is Boss Tweed who controlled the New York City gov-
ernment and estimatedly stole almost 200 million dollars during his period
in control. Incidents were reported at numerous polling places during the
1871 municipal election in New York where observers were expelled and
ballots went uncounted [4].

In various countries around the world this is a technique still in use today,
i.e. to control a given election by attacking polling places and/or report a
false result. In most democracies however, the most common practice is to
target voters with disinformation about the candidates in an attempt to
shape voters preferences [7].
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2.3.2 Disinformation

Advances in technology and media has made it easier to spread information
and is a major factor in shaping public opinion. When radio and television
became common features, information could spread faster and reach a far
larger audience in less time. With the development of the Internet, and
especially social media, information and news can be spread by a mouse
click to a lower cost and faster than ever before [7].

The term ”fake news” became famous during and after the 2016 US pres-
idential election, when a great amount of disinformation were distributed
on social media channels. The users that saw these were made to think
that it was real news because the stories were distributed through fake ac-
counts and web pages that portrayed themselves as real news sources. This
is an highly successful approach since someone can create numerous fake
accounts and web pages, thus spreading the information at such speed and
length to reach a great amount of users with little effort. For example, the
average American saw and remembered 1.14 fake news stories per adult
during the election campaign [27].

As the Internet continues to grow and more people are connecting to so-
cial media sites and thus sharing more information about themselves, the
amount of information that can be harvested by Big Data practices in-
creases. With this growing amount of information it becomes easier to
analyze and predict behaviour patterns amongst users. This means that
spreading fake news to reach a susceptible recipient becomes easier and
easier every day [7].

Cambridge Analytica was a political consulting firm which combined data
mining and strategic communication for elections. They have reportedly
advised in several elections which they claimed to have helped the candi-
date that hired them to achieve victory. One of their most famous clients
is Donald Trump, in who hired Cambridge Analytica to take over his cam-
paigns data operations [41].

Cambridge Analytica acquired and used personal data about 87 million
Facebook users that came from an external researcher. The data was col-
lected from an application the researcher had developed for academic pur-
poses. The application prompted users to answer questions about them-
selves in order to build psychological profiles with the hidden purpose of
predicting their behaviour. When the users agreed to the terms of the ap-
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plication, they agreed not only to give out information about themselves
but they were also providing information about their Facebook friends.
From this information, Cambridge Analytica could target potential voters
with custom ads that fit their profiles [42].

2.4 Voting and election laws in the US

The election of President and Vice President in the US is an election in
which voters cast their votes indirectly. Voters from each state cast their
votes for members of the Electoral College. These are known as electors
and every elector gets one electoral vote, which they in turn cast directly
for the candidates for President and Vice President. This indirect process
of electing a President and Vice President originated as a compromise be-
tween electing those offices by a vote in Congress and by a national popular
vote of its citizen [35].

There are currently 538 electors divided amongst the 50 states and the
District of Columbia. A state’s number of electors equals the number of
representatives and senators it has in the US Congress. The District of
Columbia is allocated as many electors as it would have if it were a state,
but no more than the least populous state. The number of representatives
each state has is based on its population and is determined every ten years
by the US Census [34].

A majority of the votes, i.e. 270 electoral votes, is needed to elect the Pres-
ident. This often coincides with the winner of the national popular vote,
but it is still possible that a candidate fails to get a majority of the votes
and still be elected. In order to win the presidency, a candidate could be
elected President by only winning 23.1% of the national popular vote, or
by winning all the electoral votes from the eleven most populous states [36].

Most states have a winner-take-all system, in which the electors in those
state cast their votes on the candidate that wins the statewide popular
vote. Two states, Maine and Nebraska have implemented a congressional
district method, where one electoral vote goes to the winner within each
congressional district and the remaining two votes go to the winner of the
statewide popular vote. Although, even if electors have pledged to vote for
a specific candidate, they can choose to resist to vote or vote for another
candidate. Twenty-one states do not have laws compelling their electors
to vote for a pledged candidate, but the other twenty-nine state have laws
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to penalize the electors if they do not comply, even though these laws have
never been enforced. If an elector would choose to change his vote in these
states that penalizes this behaviour, his vote would be considered void and
their replacement elector would cast a vote instead [34].

This system has received a lot of criticism for being undemocratic, since
each state gets a minimum of three electoral votes which gives low-population
states a disproportionate number of electors per capita [37]. It is also ar-
gued that it reinforces the two-party system because the practice of the
winner-take-all system decreases the importance of minor parties by of al-
locating a state’s electoral votes. Further, the Electoral College encourages
political campaigners to focus their attention on a few so-called ”swing
states”, in which no party has overwhelming support. This means that
these states are saturated with advertising, campaign visits and debates,
while four out five voters are completely ignored [38].

2.4.1 Election recount laws

If the election results show that the margin between the two top candidates
are really narrow, a recount can be used to double-check the results of the
initial count. An election recount can either by conducted as a machine
recount or by manually recounting the ballots. In the former, either the
ballots are counted for a second time by a voting machine - or the results
are reread from a voting machine [39]. The recount laws in the US differ
from state to state and can be mandatory or be optional. A recount in
some states is mandatory and is paid for by the state if the margin of vic-
tory is less than certain parameters. In other states a losing candidate or a
voter may request a recount but is required to pay a deposit that will cover
the cost of a recount. If the recount changes the outcome, the deposit is
returned but otherwise the petitioner has to pay most of the cost associated
with the recount [39].

To petition for a recount is expensive and has to go through many approvals
before getting initiated, thus a recount does not occur often. Even if it does,
it has to undergo a lengthy legal process and may be dismissed [44].
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2.5 Cyber warfare

Cyberspace has become the new domain for warfare as the society’s depen-
dency on computers has increased. As such, the impact of cyber attacks
has escalated: they pose a greater danger than ever before. The grow-
ing attack surface has increased from 2 billion Internet users in 2015 to
3.8 billion users in 2017 [47]. During the last decade the rise of state-
sponsored cyber warfare attacks has caused great concern among security
professionals and governments around the world. The anonymous nature
of cyberspace makes it easier for nation-states to initiate attacks, since it
allows the attacking government avoid scrutiny by other nations. Also,
since the cost of computing devices is so low, attackers do not need to
build expensive weapons to pose a great threat to other actors. For that
reason cyber warfare is not only limited to nation-states - it only takes
a small fraction of dedicated programmers to find a previously unknown
vulnerability to exploit, and accomplish substantial damage. This kind of
vulnerabilities is known as zero-day vulnerabilities, in which the developer
of the software is unaware of the vulnerability. Since no patch exist there
is also no way to exclude or detect such an attack. There is an established
market for zero-day vulnerabilities from government agencies and corpo-
rations, because they either want to mitigate or use them. For example
Zerodium, an online marketplace for zero-day vulnerabilities, buys a zero-
day vulnerability for iOS exceeding one million dollars [45].

Cyber warfare attacks from nation-states often follows a similar but highly
effective and continuous patterns of processes known as Advanced Persis-
tent Threats (APTs). An APT is a type of targeted, organized and ongoing
attack against private organizations, states or both for business or political
motives. APTs are usually characterized by an organizations elaborated
attack process, and it may take weeks or months in order to achieve its
goal. The methodology of an APT attack can be used to target voting
machines and produce a different outcome of an election. Below are two of
the most well-documented APT attacks with detailed description.

2.5.1 Stuxnet

There have been several APT attacks originating from several different ac-
tors that has accomplished their goals in the targeted systems. One of the
most well-documented of these is the Stuxnet worm, which specifically tar-
geted programmable logic controllers (PLCs) found at the Natanz nuclear
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facility in Iran [1].

In order to spread and reach their designated targets, the attackers initially
used infected USB-drives to introduce the worm to a computer. The worm
then used four zero-day exploits to propagate and infect other computers
inside private networks. Once Stuxnet had infected a computer, it started
seeking out the Siemens Step7 software associated with the targeted PLCs.
If the Step7 software was found it started delivering its main payload, which
was to modify the code in order to sabotage the nuclear centrifuges. If the
Step7 software was not found, the worm remained dormant inside the com-
puter [1].

2.5.2 BlackEnergy

On December 23 2015, over 200 000 customers from three different en-
ergy companies in Ukraine experienced power outages due to a cyber at-
tack. These attacks were the first publicly acknowledged attack to result in
power outages [46]. The attackers used spear-phishing emails and variants
of the BlackEnergy 3 malware to gain a foothold inside the IT-networks of
the energy companies and effectively shut these systems down. The initial
BlackEnergy trojan infection is a dropper, which drops the payload. When
the payload was installed it can execute local files, update, download and
execute remote files and can execute die or destroy commands [46].

The coordination of the attacks and the mapping of the three compa-
nies indicates that an highly thorough planning had been done [46]. The
weaponized payload was delivered by a spear-phishing email with a Mi-
crosoft Office document as a attachment, to individuals in the administra-
tive or IT departments of these three companies. When the email attach-
ments were opened, a popup window was displayed to the users encouraging
them to enable the macros in the attachment. This enabled the malware to
install itself by using the embedded Microsoft Office macro functionality.
This in itself is not a vulnerability, but a functionality in which the attacker
used to install BlackEnergy 3 on the recipient’s computer. After installing
itself, the trojan connected to an command and control (C&C) server to
allow outbound communication between the attackers and the trojan. This
also allowed the attackers to gather more information about the network
infrastructure, harvest credentials, escalate privileges and to move through
the infrastructure [46].

Dennis Nilsson Sjöström 14 January 22, 2019



A Mathematical Model of Hacking the 2016 US Presidential Election

This enabled the attackers to gain access to the industrial control systems
(ICSs) which controlled the substations control systems which in turn con-
trolled the outgoing power. Before launching the attack the attackers in-
stalled a customized KillDisk software that deleted information and boot
record from work stations and servers after the attack. When the attack
was executed, the attackers brought at least twenty-seven substations from
three energy companies offline by attacking the ICSs, causing power out-
ages to at least 200 000 customers. Simultaneously, the attackers uploaded
malicious malware that made the substations unable to use remote com-
mands and bring the stations back online. The attackers also launched a
remote telephonic denial-of-service attacks against the call center of the
energy companies, to ensure that the impacted customers could not report
the outages [46].

Dennis Nilsson Sjöström 15 January 22, 2019



A Mathematical Model of Hacking the 2016 US Presidential Election

3 Method

3.1 Assumptions

In order for an attack to be successful, an attacker must determine where
it is possible to attack and also where it is most likely to succeed. The
only information available to an attacker was assumed to be the state polls
and the types of voting equipment each state used during the 2016 US
presidential election. This is publicly available information and thus it is
assumed that an attacker could acquire this information. The state polls in
this paper were gathered from Huffington Post [16] and the data on voting
technology were gathered from Verified Voting [10]. The use of Huffington
Post as a source for polling data is based on their goal to include all polls
that claims to provide a representative sample of the population.

To analyze the data, we assumed that the state polls accurately reflected
voter preferences in that state at the time they were conducted. Further,
it was assumed that all electoral votes belonging to a state went to the
candidate who won the popular vote in that state, thus disregarding that
Maine and Nebraska have a congressional district system. Lastly, it was
assumed that all conducted attacks were successful, i.e. if an attack were
launched against voting machines it would always be successful with no
defense measures available that could counteract the attack. An attack
against an election is associated with a cost that is modelled as directly
proportional to the number of manufacturers that the attack targeted.

3.1.1 Basic assumptions for staging an attack against electronic
voting machines

The cost of manipulating one manufacturer’s model of electronic voting
machine is based on the EVEREST report [13]. The report evaluated vul-
nerabilities and developed targeted exploits for each model of the voting
machines that were subject to that review. To determine the cost of an
attack against electronic voting machines, an attacker would need to pur-
chase the equipment required for an attack. This includes electronic voting
machines to find vulnerabilities, servers to host virtual machines to test the
spread and delivery of the malware, zero-days for operating software and
hiring competent and reliable personnel. Assuming that the attackers had
six months to develop and deploy an attack, an approximation of the cost
can be made.
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Before any development of exploits for the electronic voting machines could
take place, attackers first had to decide on a manufacturer or model of
voting machines to target. The steps for an attack can also be seen below.

• Purchase of hardware and software
In order to develop an attack against a specific type of voting machine,
an attacker would need to buy the software and hardware associated
with that machine. An attacker would also need to purchase servers
to run virtual machines on to simulate how the malicious software
will spread and make sure it functions properly. To escalate privi-
leges of the malware on the operating software, one or more zero-day
exploits are needed. Assuming that the attackers will only focus on
the development of malware to voting machines, the attackers pur-
chase zero-day exploits from a vendor.

• Research
The first team will start with researching the electronic voting ma-
chines for vulnerabilities to attack.

• Weaponization
When the first team has found vulnerabilities to exploit, the second
team will develop attacks using these exploits.

• Delivery
The Delivery team will start at the same time as the second team
and will build a payload using the purchased zero-days.

• Test
A test team is needed to evaluate and report bugs in the developed
malware. The testing phase can start when the first package of exploit
and payload is bundled together.

• Deployment
When an exploit and payload have been bundled together and the
testing phase has been completed, the malware can be deployed.

3.2 Poll aggregation

To determine voter preferences of a population, polling organizations take
samples that will reflect the demographics of the population of interest.
The polls based on these samples rely on the law of large numbers and the
central limit theorem to reflect the opinion of the whole population based
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on a small subset. There are numerous statistical models that can be use
to predict the outcome of elections by the use of opinion polls. Depending
on the model being used and what weights are given to the variables, they
vary in their predictions. The most common models for predicting election
outcomes are time-series regression, Bayesian modeling and Monte-Carlo
simulation. But the most accurate poll aggregator during the latest US
presidential elections was Princeton Election Consortium’s (PEC) meta-
analysis, which had the lowest Brier score [28].

3.2.1 PEC meta-analysis

The calculation of PEC’s meta-analysis is based on publicly available state
polls from different polling organizations which are used to estimate the
probability of a Democratic/Republican win. The meta-analysis accom-
plish this by using simple statistics mixed with calculating the probability
distribution for every possible electoral vote outcome. For all 50 states and
the District of Columbia this amounts to 251 ≈ 2.3 ∗ 1015 different out-
comes. This is done by using the median polling margin Ms, which is the
difference in percentage in support between the two leading candidates, of
the three latest state polls, or one week’s worth of polls and transform that
into probabilities of winning a given state. The median is used instead of
the mean in order to prevent outlier data points from polls that is consider
biased from doing any influence. The win probability ps(t) for a given state
s at time t in the meta-analysis is computed from the polling margin. The
estimated standard error of the median (SEM) σ̂s is calculated to account
for the variability of the polls and is defined as,

σ̂s =

⌊
k ∗MAD√

N

⌋
, (1)

where N is the number of polls used, k is a constant scale factor that
depends on the distribution. For normally distributed data k = 1

Φ−1(3/4)
,

where Φ−1 the inverse of the cumulative distribution function for the stan-
dard normal distribution. For a univariate data set Xi = X1, ..., Xn, the
MAD is the median absolute deviation and is defined as the median of
the absolute deviations from the data’s median, MAD = median(|Xi −
median(X)|). The floor is used to account for intrinsic sampling error and
inter-pollster variability [50] and is usually set to 3 if the calculated SEM
is smaller than that. From the median margin and the SEM a standard
score Zs = Ms

σ̂s
is calculated and translated into win probabilities ps(t) using

the cumulative normal distribution Φ(z) = 1
2

[
1 + erf( z√

2
)
]
, where erf(z)
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is the error function and should be interpreted as the probability that the
random variable Zi falls in the range [−Z,Z].

The probability distribution of all electoral vote outcomes is calculated
using the coefficients of ps(t) from the generating function,

P (ps(t)) =
∏
s

((1− ps(t)) + ps(t)x
Es), (2)

where Es is the number of electoral votes for state s. The median of the
coefficients from the resulting generating function Ps(t) is used to estimate
the number of electoral votes.

3.2.1.1 Application of meta-analysis

The basis for the model was the US electoral system and to compare how
many votes were shifted when manipulating voting systems. An expected
outcome of the electoral votes were calculated from the state polls using
the meta-analysis. The polls were taken from the start of the year 2016 and
the last poll entered were the exit polls at the day of the election. If there
were no polls available from the start of the year, instead, the previous
election results were used as indication of voter preference until polls for
that state were released.

There were some adjustments to the meta-analysis, instead of the median
being used, a three-day centered simple moving average was used. This
was implemented to prevent outlier data points to influence the results and
also to pick up trends faster than the median. The difference by doing this
compared to PEC’s method is when calculating standard error, one have
to first calculate a three-day centered standard deviation,

σs =

√∑3
i=1 x

2
i − 3x̄2

3− 1
, (3)

where the 3 arise from the fact that it is a three-point standard deviation.
Inserted into the formula for the standard error of the mean yields,

σ̂s =
σs√
N
. (4)

Then a time-series of the meta-analytic electoral vote predictor was gener-
ated for the Republican and Democratic party.
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3.3 Feasibility study – modelling attack strategy

Suppose that it exists n electoral units i in a given country’s general elec-
tion, each corresponding to a number of electoral points ei (e.g. electoral
votes, seats in legislative bodies). An attacker would like to change the
outcome of the election for the candidate that he wants to win the election
by manipulating electronic voting machines. Throughout, the focus will be
on constructive control on plurality voting, i.e. to make a candidate win an
election in which a single candidate can be selected by each voter and the
candidate with the most votes wins.

Formally, define the election as a pairE = (C, V ), where C = {cα, c1, ..., cm}
is a set of candidates, where cα is the attacker’s targeted candidate and the
subject for election control, and V = {v1, ..., vk} is a set of voters. Every
voter has a preference order over the set C, where a voter casts a vote for
its most preferred candidate. We assume that all voters participate and
vote sincerely in the election i.e. there is no strategic voting. Let |Vcα |i be
the votes for cα in i. We will denote all candidates that is not the attacker’s
targeted candidate as c−α.

Definition 1. The winner of the election is the candidate that receives
more than half of the total electoral points

∑
i ei >

1
2

∑
ei. That is, a

candidate needs to win at least n electoral units that has a minimum of
1
2

∑
ei electoral points.

Definition 2. Enumerate the electronic voting machines used in electoral
unit i. The total number of voters in i that uses lth electronic voting sys-
tems is denoted by mil = ali |V |toti . Here |V |toti is the total number of
voters in i and ali is the fraction of voters in i that uses lth voting systems.

Let θicm = |Vcm|i/|V |toti , denote the candidates strength, i.e. the frac-
tion of voters who rank cm as their first ranked candidate.1 Let di =
max|Vc−α|i − |Vcα|i be the vote difference in i and whenever di < 0, cα is
expected to win that electoral unit and to lose otherwise. If cα is expected
to lose, the attacker decides whether to manipulate or let cα lose.

Assume that the fraction of voters that uses l voting machines and votes for
cα is equal to the fraction of voters that uses l voting machines and votes
for c−α. This allows an attacker to change enough votes on l to change the

1This information can in practice be obtained from polls.
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outcome of the election and to not raise suspicion.

Proposition 1. If di < milθicm it is possible to change the outcome of the
election in i by switching votes from one candidate to another by attacking
voting machines.

Algorithm 1 shows the election control process by targeting all i that has
a vote difference larger than 0. This requirement is enforced under the as-
sumption that an attacker will not try to attack an electoral unit where cα
is expected to win. Proposition 1 is true for all outcomes when di < milθ−αi
and lines 1-4 check whether there exists such an attack where this inequal-
ity holds. If no such an attack exist for all candidates c−alpha, election
control in i is not possible.

Algorithm 1 Constructive election control

1: Input: di,mil

2: for ∀i do
3: if di > 0 and di < milθicm then
4: return Attack voting systems mil;

5: return No manipulation;

The above algorithm show a straightforward way of manipulating election
and a more risk-averse attacker would not attack everywhere. Instead he
would search for election units in which the voter preference is not homo-
geneous. Assuming that Nature is normally distributed and the attacker
can observe more than one signal from Nature2, the attacker can obtain the
probability that c−α wins i. By using PEC’s meta-analysis for calculating
the probabilities of winning i by using the cumulative normal distribution
Φ(zi), the attacker can determine which election units that can safely be
considered to belong to one of the candidates and which ones that can be
considered uncertain. Uncertain election units have a win probability be-
tween 2.5 and 97.5 percent, every i below or above that can be considered
to have enough voter support for a candidate to win that unit.

2I.e. that there is more than one poll available.
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Algorithm 2 Constructive election control with risk-aversion

1: Input: di,mil

2: for ∀i do
3: Φ(zi) →Calculate win probability
4: if 0.025 < Φ(zi) < 0.975 and di < milθicm then
5: return Attack voting systems mil;

6: return No manipulation;
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4 Results

4.1 Meta-analysis

Figure 1 shows the expected outcome of electoral votes using the meta-
analysis. During the campaign, Hillary Clinton’s predicted electoral votes
never went below the 270 threshold needed to win and had a substantial
lead throughout the year except at some occasions. On the day of the elec-
tion the meta-analysis estimated that Hillary Clinton should have received
313± 50 electoral votes and 225± 50 for Donald Trump. The gray bands
depict the 95 confidence interval and varies in size, since when states with
more electoral votes are uncertain the confidence band will be larger.

Figure 1: A time-series of the expected electoral votes predicted by the meta-
analysis plotted as a function of time. The gray band indicates a 95 percent
confidence interval.

4.2 Feasibility study

The evaluation of the two algorithms in the study is presented as a time se-
ries of the predicted electoral votes when different manufacturers of voting
technology is attacked. The tables present how many electoral votes are
gained when attacking the different manufacturers and how many different
models of each manufacturer had to be targeted. The number of mod-
els needed to achieve the electoral vote gains when attacking the different
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manufacturers can be found in the last column.

4.2.1 Algorithm 1

The evaluation of Algorithm 1 of election control in which the require-
ment were that the vote difference di for any given electoral unit should be
greater than 0 and smaller than milθicm can be seen in the figures in this
section for different manufacturers of voting machines.

4.2.1.1 DRE voting machines

Figure 2 shows that the only manufacturers that could make an impact
on the outcome of the election was Danaher, Diebold, Election Systems &
Software, Hart and Sequoia. Table 1 shows how many electoral votes each
manufacturer could shift. The final electoral votes for every manufacturer
showed Hillary Clinton as the winner, which shows that the overall vote
support across states were to large in order to change the outcome of an
election by only manipulating one manufacturer of DRE’s.

Table 1: Electoral votes shifted when manipulating DRE voting systems.

Brand
Average
EV gain

Minimum
EV gain

Maximum
EV gain

Final EV
for Trump

Number of
models targeted

Avante 0 0 0 225 (0) N/A
Danaher 21.66 3 23 248 (23) 1
DFM 0 0 0 225 (0) N/A
Diebold 27.09 0 60 245 (20) 1
Dominion 0 0 0 225 (0) N/A
ESS 36.62 20 67 260 (35) 1
Hart 5.43 0 38 225 (0) 1
MicroVote 0 0 0 225 (0) N/A
Sequoia 31.32 14 51 265 (40) 2
Unilect 0 0 0 225 (0) N/A
Unisyn 0 0 0 225 (0) N/A
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Figure 2: A time series of the predicted electoral votes when different manu-
facturer of DRE’s is attacked and plotted as a function of time.

Table 1 shows that the average electoral vote gain is largest if an attacker
were to attack Elections Systems & Software and that the largest possible
gain would be if an attacker would target Diebold. The conditions needed
for an attack to be successful for these manufacturers can be seen in Table 2.
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Table 2: The maximum margin between candidates for an attack to be viable
assuming that at least half of the votes go to one candidate. N/A is indicating
that there is no maximum margin and that it is possible to change the outcome
at all times.

Brand States Maximum margin

Danaher DE, PA
DE - N/A
PA - 12.7 %

Diebold
AK, AZ, GA, KS,
OH, PA, UT

AK - 25.9 %
AZ - 1.7 %
GA - N/A
KS - 11.7 %
OH - 9.9 %
PA - 4.6 %
UT - 35.8 %

ESS KS, NC, OH, PA

KS - 10.2 %
NC - 10.7 %
OH - 4.7 %
PA - 14.9 %

Hart OH, PA
OH - 1.9 %
PA - 2.6 %

Sequoia
AZ, NJ, NV, PA
WI

AZ - 3.2 %
NJ - N/A
NV - N/A
PA - 5.9 %
WI - 2.6 %

From the above results it is obvious that an attacker would have the highest
rate of success if he would target Diebold, Election System & Software and
Seqouia. However, none of these change the final outcome of the election.
If the attacker would launch an attack against all these manufacturers at
once, Donald Trump would have gotten 296 electoral votes as a final re-
sult and would have won the election. This would mean that the attackers
would have had to target four different models of electronic voting ma-
chines. As visible in Figure 3, attacking DRE voting machines could only
have changed the outcome of the election at certain points during the year
2016.

Dennis Nilsson Sjöström 26 January 22, 2019



A Mathematical Model of Hacking the 2016 US Presidential Election

Figure 3: A time series of the electoral votes gained when attacking DRE voting
systems of Diebold, Election System & Software and Seqouia.

4.2.1.2 Optical scan voting machines

Figure 4 show the time series of the electoral vote distribution when at-
tacking different manufacturers of optical scan voting machines.

Table 3: Electoral votes shifted when manipulating optical scan voting ma-
chines.

Brand
Average
EV gain

Minimum
EV gain

Maximum
EV gain

Final EV
for Trump

Number of
models targeted

Avante 0 0 0 225 (0) N/A
Danaher 0 0 0 225 (0) N/A
DFM 0 0 0 225 (0) N/A
Diebold 22.3 4 65 258 (33) 2
Dominion 16.18 5 57 259 (34) 1
ESS 145.94 96 185 339 (114) 3
Hart 1.89 0 31 225 (0) 1
MicroVote 0 0 0 225 (0) N/A
Sequoia 17.43 0 55 264 (39) 2
Unilect 0 0 0 225 (0) N/A
Unisyn 12.58 0 29 225 (0) 1
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Figure 4: A time series of the predicted electoral votes when different manu-
facturer of optical scan machines is attacked and plotted as a function of time.

Visible in Figure 4 is that 5 out of 11 manufacturers could have made an
impact of the outcome of the election. Also when comparing Figure ?? and
Figure 4, it is noticeable that attacking the optical scan machines manu-
factured by Election Systems & Software would have had a great impact
on the election. Table 3 displays how an attacker could manipulate the
optical scan voting machines of Election System & Software and gain a
minimum of 96 electoral votes. To make this happen, an attacker would
need to target three models of optical scan voting machines from Election
Systems & Software. Although, if they did that, they would always have
been able to control the election.
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4.2.2 Algorithm 2

The evaluation of Algorithm 2 of election control when an risk-averse at-
tacker would only attack uncertain election units, i.e. where the possibility
of winning for c−α were between 2.5 and 97.5 percent can be seen in the
figures under the different paragraphs.

4.2.2.1 DRE voting machines

As seen in Figure 5 and Table 4, Algorithm 2 did not yield any change in the
final outcome of the election, which was expected since the attack vector
was smaller than in Algorithm 1. Comparing with Algorithm 1 the biggest
difference is that Algorithm 2 does not have a minimum gain of electoral
votes, i.e. no scenario existed where attacking DRE voting machines gen-
erated at least some electoral votes. This can however be explained by the
fact that in Algorithm 1, whenever the criteria di < milθic−α were fulfilled,
attackers would launch an attack. In Algorithm 2 this behaviour was not
allowed in some scenarios since it was assumed that if a state would be
considered certain, no attack would be launched against that state.

Hart however, had the same maximum electoral vote gain and approxi-
mately the same average electoral vote gain as in Algorithm 1.

Table 4: Electoral votes shifted when manipulating DRE voting systems.

Brand
Average
EV gain

Minimum
EV gain

Maximum
EV gain

Final EV
for Trump

Number of
models targeted

Avante 0 0 0 225 (0) N/A
Danaher 11.72 0 20 245 (20) 1
DFM 0 0 0 225 (0) N/A
Diebold 21.98 0 44 245 (20) 1
Dominion 0 0 0 225 (0) N/A
ESS 24.68 0 67 260 (35) 1
Hart 5.38 0 38 225 (0) 1
MicroVote 0 0 0 225 (0) N/A
Sequoia 13.99 0 37 245 (20) 2
Unilect 0 0 0 225 (0) N/A
Unisyn 0 0 0 225 (0) N/A
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Figure 5: A time series of the predicted electoral votes when different manu-
facturer of optical scan machines is attacked and plotted as a function of time.

Comparing the two algorithms, it is noticeable that the maximum electoral
vote gain is mostly the same. However, the average and minimum electoral
vote gain is much smaller, which is expected since the second algorithm
only attack states that are considered uncertain.

4.2.2.2 Optical scan voting systems

Figure 6 shows how the electoral vote distribution would look like when
attacking optical scan voting machines. Comparing with Algorithm 1, one
can notice that the biggest difference is that Election System & Software
does not yield a positive outcome at all times. This can also be seen in Ta-
ble 5. However, it still led to a change in the final outcome, as did an attack
against Seqouia. Also visible in Table 5 is that Hart, Seqouia and Diebold
does not differ that much from Algorithm 1, which can be explained by
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the fact that machines of these manufacturers are distributed in uncertain
states.

Table 5: Electoral votes shifted when attacking optical scan voting systems.

Brand
Average
EV gain

Minimum
EV gain

Maximum
EV gain

Final EV
for Trump

Number of
models targeted

Avante 0 0 0 225 (0) N/A
Danaher 0 0 0 225 (0) N/A
DFM 0 0 0 225 (0) N/A
Diebold 18.23 0 65 258 (33) 2
Dominion 11.34 0 52 254 (29) 1
ESS 50.39 10 111 279 (54) 3
Hart 1.84 0 31 225 (0) 1
MicroVote 0 0 0 225 (0) N/A
Sequoia 16.2 0 55 264 (39) 2
Unilect 0 0 0 225 (0) N/A
Unisyn 7.97 0 29 225 (0) 1
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Figure 6: A time series of the predicted electoral votes when different manu-
facturer of optical scan machines is attacked and plotted as a function of time.

4.3 Cost for staging an attack against electronic vot-
ing machines

Table 6 presents the different costs involved in the different steps for at-
tacking a specific model of electronic voting machines of one manufacturer.
The purchase of software and hardware, items 1-3 in Table 6, includes the
purchase of servers to host virtual machines for testing the malware on
several machines. By using VMware’s cost calculator [48] for two servers
that can host two hundred virtual machines, the total amount is USD 300
000. The cost for the voting machine hardware and software is taken from
Elections Systems & Software order form [49] and is based on the purchase
of ten pieces of the same model of optical scan machines with the asso-
ciated software. The last post for purchase of hardware and software is
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three zero-days for the Windows operating software, purchased from Ze-
rodium [45]. The most substantial item in Table 5 is personnel costs. The
Research team is based on the EVEREST report [13]. The rest of the per-
sonnel costs are based on our own estimates including infrastructure costs.
The assumption was that this would be a six-month operation. The total
number of individuals is assumed to be approximately sixty, with most of
them working on testing. The unit cost is based on two hundred dollars
per hour multiplied by a month’s work (160 hours). The total sum to ma-
nipulate three models of electronic voting machine from one manufacturer
amounts to 10 354 000 dollars.

Table 6: The different costs for developing a cyber warfare attack against
electronic voting machines.

Description Sum of post
Virtual machines $ 300 000,00
Voting machines hardware and software $ 200 000,00
Zero-days $ 990 000,00
Research $ 1 344 000,00
Weaponization $ 3 840 000,00
Delivery $ 1 920 000,00
Test $ 1 600 000,00
Deployment $ 160 000,00
Total sum $ 10 354 000,00
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5 Conclusion and Discussion

This paper has investigated, from an attacker’s perspective, the effort
needed to manipulate the electronic voting machine to change the outcome
of a US presidential election. The goal was to determine whether it was
possible for an attacker to hack an election with regards to the risk and cost.

This paper demonstrated how an attacker might build a strategy to attack
electronic voting machines using two realistic scenarios. Both scenarios
have the same basic criteria: in order to be able to win a state, the num-
ber of people that do not vote for the attacker’s targeted candidate and
use electronic voting machines must be greater than the margin of votes.
The underlying assumptions for both scenarios were that the state polls
accurately reflected voter preferences at the time they were conducted and
that all attacks were successful. Although these assumptions are a simpli-
fication, it has the benefit of providing a model that is easy to understand.
The model accomplishes the goal by showing the simplicity of an attack
and how it could be performed.

The model shows that it was feasible during the 2016 US presidential elec-
tion to change the outcome of that election by hacking the electronic voting
machines. For example, targeting three models of optical scan machines
manufactured by Election Systems & Software could have made it possi-
ble to gain at least 96 electoral votes. Since such an attack could always
have controlled the election during the year, an attacker could control the
electoral vote outcome by using the model presented. An attacker could
use the presented model in order to see how many electoral votes had to
be gained starting from when the primary candidate for each party has
been elected. The attack would have been possible at a cost of ten million
dollars. Since this cost is low compared to what it achieves, it becomes not
only a venture for nation-states but could be used by private actors as well.

The major finding of this article is that attacking models by one manufac-
turer of DRE voting machines alone, could not have changed the election.
Attacking models of optical scan voting machines however, would always
have made it possible by targeting three models from Election System &
Software. Attacking optical scan machines is a greater risk for an attacker
and is not be the best strategy. One must add that using the first algorithm
is not a realistic approach and would most likely be detected. The second
algorithm, which only targets uncertain states, is a more realistic approach
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and could more likely go undetected.

It is important to notice that the article is not based on the assumption
that the 2016 US presidential election was hacked. The article seeks to
introduce a new way of thinking how easy and cheap it can be to hack
an election. The model only considers the scale of an attack and not spe-
cific targets. This kind of model can be used to measure other kinds of
targeted cyber warfare attacks against critical infrastructure to estimate
the costs and effect. The conclusion that is drawn is that that election
was most likely not hacked, but the option can not be excluded. The only
recounts that were completed were cases when the ballots were recounted
by re-entering them through optical scan machines, which – if they were
manipulated – would not give a different outcome. All elections that use
digital solutions have this imminent threat since all software, no matter
how secure, have vulnerabilities that can be exploited. There is not a way
for a digital solution to be secure enough to be used in an election. Be-
cause electronic voting machines can be hacked, they should not be used
in elections. Paper ballots should be used instead, as they are more secure
and reliable.

5.1 Further work

To further improve the results, an algorithm could be implemented that
minimizes the attack target by attacking a minimal number of electronic
voting machines to give the largest possible electoral votes. If county level
electronic machine use and voting history would be implemented, the re-
sults could be more precise, and the attack target could be minimized.
Another approach that could minimize the attack target is to implement
a disinformation strategy that could change voter preferences in volatile
states. This would make the states less volatile and minimize the number
of machines needed to be attacked.

Another interesting approach would be to implement a Stackelberg security
game, similar to the one described in Vorobeychik et al paper [12]. This
would introduce a randomized defence for election officials that could be
modelled as random audits. An attacker would then have to randomize his
strategy to circumvent the audits in order to stay undetected.
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Dennis Nilsson Sjöström 36 January 22, 2019



A Mathematical Model of Hacking the 2016 US Presidential Election

[11] Kopan, Tal. 2016. No, the presidential election can’t be hacked.
CNN Politics. October 19. https://edition.cnn.com/2016/10/19/
politics/election-day-russia-hacking-explained/index.html

(Retrieved 2018-04-12).

[12] Vorobeychik Yevgeniy, Yin Yue, An Bo and Hazon Noam. 2016. Opti-
mally protecting elections. AAAI Conference on Artificial Intelligence.
25(1): 538-545.

[13] US Election Assistance Commision. 2007. EVEREST: Evaluation and
Validation of Election-Related Equipment, Standards and Testing.
[ONLINE]. https://www.eac.gov/assets/1/28/EVEREST.pdf (Re-
trieved 2018-03-15).

[14] Landes, Lynn. 2005. Scrap the ”secret” ballot - return to open
voting. Free Press. November 5. http://freepress.org/article/

scrap-secret-ballot-return-open-voting (Retrieved 2018-05-
23).

[15] Davies, Todd. 2004. Consequences of Secret Ballot and Electronic Vot-
ing. Abstract for SSCW-2004.

[16] The Huffington Post. 2018. HuffPost Pollster - Polls and Charts.
[ONLINE]. http://elections.huffingtonpost.com/pollster (Re-
trieved 2018-04-26).

[17] Wang, Samuel S.-H. 2015. Origins of Presidential poll aggregation: A
perspective from 2004 to 2012. International Journal of Forecasting.
http://dx.doi.org/10.1016/j.ijforecast.2015.01.003.

[18] Grassegger, Hannes and Krogerus Mikael. 2017. How Cam-
bridge Analytica used your Facebook data to help the Don-
ald Trump campaign in the 2016 election. Motherboard. Jan-
uary 28. https://motherboard.vice.com/en_us/article/mg9vvn/
how-our-likes-helped-trump-win (Retrieved 2018-06-01).

[19] Lewis, Paul and Hilder Paul. 2018. Cambridge Analyt-
ica The Cambridge Analytica Files Leaked: Cambridge
Analytica’s blueprint for Trump victory. The Guardian.
https://www.theguardian.com/uk-news/2018/mar/23/

leaked-cambridge-analyticas-blueprint-for-trump-victory

(Retrieved 2018-06-01).
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A Data of states voting equipment

Table 7: Data over states that has DRE voting machines.

State Make Model
Alabama NA NA
Alaska Diebold AccuVote TSX

Arizona
Diebold AccuVote TSX
Sequoia AVC Edge

Arkansas
ESS iVotronic
Danaher Shouptronic 1242

California
Diebold AccuVote TSX
Hart eSlate
Seqouia AVC Edge

Colorado NA NA
Connecticut NA NA
Delaware NA NA
District of Columbia NA NA

Florida
Diebold AccuVote TSX
ESS iVotronic
Sequoia AVC Edge

Georgia Diebold AccuVote TS
Hawaii Hart eSlate
Idaho Hart eSlate

Illinois
Diebold AccuVote TSX
Hart eSlate
Sequoia AVC Edge

Indiana

Diebold AccuVote TSX
ESS iVotronic
Hart eSlate
MicroVote Infinity

Iowa NA NA

Kansas
Diebold AccuVote TSX
ESS iVotronic

Kentucky
ESS iVotronic
Hart eSlate

Louisiana Sequoia AVC Advantage
Maine NA NA
Maryland NA NA
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Massachusetts NA NA
Michigan NA NA
Minnesota NA NA

Mississippi
Diebold AccuVote TSX
ESS iVotronic

Missouri
ESS iVotronic
Hart eSlate
Sequoia AVC Edge

Montana NA NA
Nebraska NA NA
New Hampshire NA NA

New Jersey

Avante Vote-Trakker
ESS iVotronic

Sequoia
AVC Advantage
AVC Edge

New Mexico NA NA
New York NA NA
Nevada Sequoia AVC Edge
North Carolina ESS iVotronic
North Dakota NA NA

Ohio
Diebold AccuVote TSX
ESS iVotronic
Hart eSlate

Oklahoma NA NA
Oregon NA NA

Pennsylvania

Danaher Shouptronic 1242
Diebold AccuVote TSX
ESS iVotronic
Hart eSlate
Sequoia AVC Edge

Rhode Island NA NA
South Carolina ESS iVotronic
South Dakota NA NA

Tennessee

Diebold AccuVote TSX
ESS iVotronic
Hart eSlate
MicroVote Infinity

Texas
Diebold AccuVote TSX
ESS iVotronic
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Hart eSlate
Utah Diebold AccuVote TSX
Washington NA NA
Vermont NA NA
West Virginia ESS iVotronic

Virginia

Diebold AccuVote TSX
ESS iVotronic
Hart eSlate

Sequoia
AVC Edge
AVC Advantage

Unilect Patriot

Wisconsin
Diebold AccuVote TSX
ESS iVotronic
Sequoia AVC Edge

Wyoming Diebold AccuVote TSX

Table 8: Data over states that has optical scan voting machines.

State Make Model

Alabama ESS
DS200
Model 100

Alaska Diebold AccuVote OS

Arizona

Diebold AccuVote OS

ESS
DS200
DS850

Sequoia Optech Insight
Unisyn OpenElect OVO

Arkansas ESS
DS200
Model 100
Model 650

California

DFM Mark A Vote

Diebold
AccuVote OS
AccuVote OS CC

Dominion ImageCast Precinct

ESS
InkaVote
Model 100

Hart
Ballot Now
eScan

Sequoia
Optech 400C
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Optech Insight
Connecticut Diebold AccuVote OS
District of Columbia ESS DS200

Florida

Diebold AccuVote OS
Dominion ImageCast Precinct
ESS DS200
Sequoia Optech Insight

Hawaii Hart eScan

Idaho
ESS

DS200
DS850
Model 100
Model 650

Hart
eScan
Verity Scan

Illinois

Diebold AccuVote OS

ESS
DS200
Model 100

Sequoia Optech Insight
Unisyn OpenElect OVO

Indiana

Diebold AccuVote OS

ESS
DS200
Model 100
Optech IIIP-Eagle

Hart eScan
Unisyn OpenElect OVO

Iowa

Diebold
AccuVote OS
AccuVote OSX

Dominion ImageCast Precinct

ESS
DS200
Model 100

Unisyn OpenElect OVO

Kansas

Diebold AccuVote OS
Dominion ImageCast Precinct

ESS
DS200
Model 100
Model 650

Unisyn OpenElect OVO

Kentucky
Diebold AccuVote OS
Hart eScan
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Maine ESS DS200
Maryland ESS DS200

Massachusetts

Diebold AccuVote OS
Dominion ImageCast Precinct

ESS
DS200
Optech IIIP-Eagle

Michigan
Diebold AccuVote OS
ESS Model 100
Sequoia Optech Insight

Minnesota

Dominion ImageCast Precinct

ESS

DS200
DS850
Model 100
Model 650

Hart Verity Scan

Mississippi ESS
DS200
Model 100

Missouri

Diebold AccuVote OS
Dominion ImageCast Precinct

ESS
DS200
Model 100
Model 650

Sequoia Optech Insight
Unisyn OpenElect OVO

Montana ESS

DS200
DS850
Model 100
Model 650

Nebraska ESS
DS850
Model 100
Model 650

New Hampshire Diebold AccuVote OS
New Mexico Dominion ImageCast Precinct

New York
Dominion ImageCast Precinct
ESS DS200

North Carolina ESS
DS200
Model 100

North Dakota ESS Model 100

Ohio

Diebold AccuVote OS
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Dominion
ImageCast Evolution
ImageCast Precinct

ESS
DS200
Model 100

Hart eScan
Unisyn OpenElect OVO

Oklahoma Hart eScan

Pennsylvania
ESS

Model 100
Model 650

Hart eScan
Rhode Island ESS DS200

South Dakota ESS
DS850
Model 100
Model 650

Tennessee

Dominion ImageCast Precinct

ESS
DS200
Model 100

Hart eScan
Unisyn OpenElect OVO

Texas

Diebold AccuVote OS

ESS

DS200
DS850
Model 100
Model 650

Hart eScan
Utah Unisyn OpenElect OVO
Vermont Diebold AccuVote OS

West Virginia ESS

DS200
DS850
Model 100
Model 650

Virginia

Diebold AccuVote OS
Dominion ImageCast Precinct

ESS
DS200
Model 100

Hart
eScan
Verity Scan

Sequoia Optech IIIP-Eagle
Unisyn OpenElect OVO

Wisconsin

Diebold AccuVote OS
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Dominion ImageCast Precinct

ESS
DS200
Model 100
Optech IIIP-Eagle

Sequoia
Optech IIIP-Eagle
Optech Insight

Wyoming
Diebold AccuVote OS

ESS
DS200
Model 100
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