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Abstract 
This thesis evaluates and develops a method for studying the occurrence of cascading effects 

between critical infrastructures. The thesis also analyzes how the results of previous research 

using the method may have been affected by certain aspects of the method. Applying different 

inclusion thresholds and exploring how material could be gathered differently, the thesis 

provides some tentative answers to the value of using newspaper articles when studying 

cascading effects. In addition, the thesis offers recommendations for future research and 

policy on the protection of critical infrastructures.  
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The following abbreviations are used throughout the text and helpful to keep in mind when 

reading the thesis. 

CI - Critical infrastructure 

CIP - Critical infrastructure protection 

CE - Cascading effect 

VSF - Vital societal functions 

MSB - Swedish Civil Contingency Agency 

HRT - High Reliability Theory 

NAT - Normal Accident Theory  

CAS - Complex Adaptive Systems 

EPCIP - European Program for Critical Infrastructure Protection 

PCCIP - Presidential Commission on Critical Infrastructure Protection 

I-O - Input-Output 

CGE - Computational general equilibrium 
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Introduction 
Disruptions in Critical Infrastructure (CI) have caught the attention of both policy makers 

and practitioners of crisis management. A good example is the 2006 European blackout, 

which affected about 10 million people in Germany, Italy, France, Belgium, Spain and the 

Netherlands. The Energy Commissioner of the EU, Andris Piebalgs, stated that “Europe 

should draw lessons from this Blackout that left millions of Europeans in various Member 

States without electricity” (quoted in: European Commission, 2007). Although the 

consequences of CI disruptions can be limited to the benign, they have led to billions of 

dollars lost (ELCON, 2004), fatalities, displacement of people and an hampering of the 

mitigating efforts of rescue services (Chang et al., 2007, pp. 352-355). Further, CI have, 

during the last few decades, become more and more interdependent and there is no sign of 

reversal of this development (Santos et al., 2007). The potential risk of interdependencies 

between CIs is that failure of one can propagate and lead to failure of other infrastructures. In 

other words, a domino effect, potentially resulting in a system-wide collapse (Van Eeten et 

al., 2011, p. 381).  

 

Propagations of failure between CIs are known as Cascading Effects (CE) and are central in 

many national policies on critical infrastructure protection (CIP) (Brunner and Suter, 2008). 

Since 1997, with the Presidential Commission on Critical Infrastructure Protection in the 

USA (PCCIP, 1997), the field of CIP policy and research has been growing. In 2006 the EU 

launched the European Program for Critical Infrastructure Protection (European Commission, 

2006, Dec 12). In Sweden, the Swedish Civil Contingencies Agency (MSB) has put 

considerable effort into formulating a national strategy (MSB, 2011) and action plan (MSB, 

2014) for protecting Swedish CIs.  

 

While CIP has evolved over the years, and while most nations have attempted to customize 

their policies to their respective circumstances, there are reoccurring themes and strong 

similarities between them (for a review on national CIP policies see: Brunner and Suter, 

2008). For instance, most national policies use similar concepts, identify the same 

infrastructures as critical, and identify cascading effects as a real and critical threat. 

Policymakers have clearly learned from each other (Suter, 2011, p. 8). While these 

similarities can make for common strengths, the same is also true for weaknesses. However, 

specific national circumstances, such as differing climates, differing levels of development or 
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differing levels of risk that societies are prepared to accept, call for national adaptations of 

CIP policies. The need for contextualizing CIP, coupled with the identified similarities in 

national policies, makes it imperative to question what knowledge, or perhaps what 

assumptions, are these policies based on. Exactly what evidence is there to support the idea 

that cascading effects are a real and serious threat, and is this evidence equally valid in all 

contexts?  

 

A confrontation with the literature reveals that the idea that cascading effects are a real and 

serious threat, emanates mainly from theoretical arguments (see: Perrow, 1984, La porte and 

Consolini, 1991) and fragmented empirical evidence (Luiijf et al., 2008). In fact, most 

empirical studies of cascading effects are limited to either single infrastructures (such as tele-

communications), single events (e.g. a storm: Chang et al., 2007), or a specific threat (such as 

cyber terrorism: Haimes and Longstaff, 2002). This thesis has identified only one previous 

attempt at empirically mapping the occurrence of CEs with an all-hazards and cross-sectoral 

approach. Namely, a global database developed by (Luiijf et al., 2008). The database is based 

on public media reports from a number of countries and the results are presented for Europe 

(Luiijf et al., 2010) and the Netherlands (Van Eeten et al., 2011). Keeping in mind again the 

need for contextualization, the validity of the results for other countries is thus questionable. 

This means, from the interest of policy makers in other nations, there is a need to empirically 

assess the occurrence of CEs in their respective countries. Knowing the occurrence of a 

phenomenon is vital in assessing the risk of future similar events.  

 

Although the above-mentioned database has led to novel research findings, questioning 

previous theoretical assumptions and thus the basis for much policy, the method used has not 

been evaluated. It has nonetheless, received critique, mainly for its data gathering being 

skewed towards the electrical sector (see: Hassel et al., 2014). I would add to this, that the 

inclusion criteria of the method (a disruption has to affect at least 10,000 people to be 

included) is unnecessarily high. In Sweden for example, many municipalities (such as 

Nordmaling or Gullspång) have less than 10,00 inhabitants. This means that a CI disruption 

affecting an entire municipality could be disregarded. This seems somewhat unreasonable. All 

in all, there is a need to evaluate the method, in order to identify its strengths and weaknesses, 

and to possibly adapt it to local circumstances.   
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In addition, the environment in which CI is supposed to operate is constantly evolving, with 

climate change, technological advancements and evolving security threats. This means that 

there is a constant need to question and reassess what we know about CI disruptions, CEs and 

interdependencies. This, in turn, requires methods that allow us to reliably and effectively 

assess the situation. I argue, that the use of public media reports (as done by: Van Eeten et al., 

2011, Luiijf et al., 2009, Luiijf et al., 2010) holds the potential for exactly this. As argued by 

Chang et al. (2007, p. 345), newspaper articles, in contrast to other possible sources of data, 

such as interviews, government reports or surveys, have some important advantages; they are 

easily accessible, searchable through online databases; they focus on negative social impacts, 

such as disruptions of electricity or deaths; finally, offering coverage of a wide set of societal 

sectors and dimensions they provide comprehensiveness across time. I would add to this that 

they offer rather rich contextual information on ongoing political debates. Yet, despite these 

comparative advantages, it is still important to assess the strengths and weaknesses of using 

newspaper articles as a source material when investigating CEs in CI. Such an assessment 

allows for a more informed discussion on the reliability and validity of research based on that 

method. This, in turn, could help policymakers make more informed decisions when crafting 

policy on CIP.  

Purpose and research questions  

Furthering our understanding of CI interdependencies and CEs requires a thoughtful 

discussion on how to best study the phenomenon at hand. That is to say, a methodological 

discussion, and it is the aim of this thesis to contribute to this discussion. Contributions to this 

discussion can inform CIP policy and help owners of CIs as well as public authorities to better 

manage CEs and their consequences. Since the author of this thesis is from Sweden, and since 

the Swedish Civil Contingencies Agency (MSB) has requested further research into 

infrastructure dependencies within the sectors of energy, information, communication, 

healthcare, foodstuffs and transport, this thesis takes Sweden as its research context. This, I 

argue, provides for the possibility of a meaningful connection between the results of the thesis 

and policy making. That said, it is worth keeping in mind that the translation of scientific 

research into implemented policy is often filtered through ideological lenses and political 

interests (Lindblom, 1979, Head, 2016). Also, Sweden is arguably a highly technologized 

country, quickly adopting new techniques such as 5G and the emerging internet of things. 

This creates plenty of potential dependencies and interdependencies between infrastructures, 

which makes Sweden a good case for a study such as the current one.  
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The aim of this thesis is to contribute to the methodological debate on how to empirically 

study the occurrence of CEs between critical infrastructures. This is accomplished by 

evaluating and developing certain aspects of a previously used method (see: Van Eeten et al., 

2011). More specifically the thesis focuses on evaluating and developing the use of public 

media reports as a data source, its limitations, and how it best can be used as a source of data. 

The thesis uses previous research, on the topic of CEs between CIs, as a starting point. 

Particularly research using media reports as data source. Based on the critique that this 

previous research has received, and a thorough reading of the theoretical literature, the thesis 

asks the following questions:  

 

RQ1: How well do newspaper articles capture cascading effects? 

RQ2: How can the gathering of source material be adapted to better capture cascading 

effects in the entirety of critical infrastructure?  

RQ3: How are the results affected by lowering the inclusion threshold?  

 

The first research question in not an attempt to conclude what part of actually occurring CEs 

are captured by newspaper articles. This would require information on the true number of 

cascading effects from some other source. Such information is not available. The intent of the 

question is, instead, to assess what part of the information that is needed to analyze CEs, is 

available in newspaper articles. Further, to explore potential differences in the available 

information for different infrastructures. This question emanates from the lack of evaluation 

of the previous use of newspaper articles in CI research.  

 

The second research question also emanates from previous research and the realization that it 

has gathered material in a way potentially skewing the data towards one infrastructure 

(electricity). However, what exactly constitutes the entirety of CI, is not a given. Still, in 

relation to the CIs analyzed by previous research, the way in which material is gathered could 

be more inclusive. The intent of the question is thus, to in an exploratory manner, gather 

material in a way that is less skewed towards one infrastructure.  

 

The third research question is based on the case (Sweden) which is studied using the method. 

In Sweden there are several municipalities (such as Nordmaling) with fewer than 10,000 

inhabitants. Since previous research has set the inclusion limit at 10,000 affected individuals, 

CEs affecting entire municipalities would be excluded. The intent of the question is thus to 
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explore if and how the results vary when using a lower inclusion threshold. Also, it seems 

unreasonable to exclude instances that affect entire municipalities when analyzing cascading 

effects on a national level. If analyzed instead on a global level, then it would perhaps be 

more reasonable.  

Research design and outline 

This thesis is a case study in the sense that it studies, uses, evaluates and develops a specific 

method. Further, focus is placed upon the aspect of gathering source material (newspaper 

articles), and how the available data (information on disruptions in CI) and results are affected 

by alterations of gathering strategies. The thesis is also a case study in the sense that the 

evaluated method is used on a case (Sweden) 

 

The purpose of the evaluated method is to study the occurrence of CEs on a cross-sectoral 

basis, over a time-period of at least 5 years, in a national context. The method is thus intended 

to be used for case studies, where a nation is the case, and the occurrence of cascading effects 

is the aspect of the case being investigated. This includes detailing the order, directionality 

and consequences (see next chapter) of CEs. To clarify, the method does not focus on one 

single CI sector, such as energy, nor does it focus on single events, such as a storm. Put 

differently, it is intended to capture the bigger picture. The method utilizes newspaper articles 

as material and data source. The thesis attempts to clarify limitations of the data offered by 

this material, and how it can best be used in order to capture the occurrence of CEs. 

Newspaper articles are chosen for their use in previous research on the topic of CEs and for 

the lack of evaluation of the method.  

 

The remainder of this thesis is structured into three parts. The first part is meant to introduce 

key concepts, place the current thesis within a research context as well as provide an 

introduction to the studied context. The key concepts are; infrastructure, critical, 

dependency/interdependency, disruption, cascading effect and context. These concepts are 

meant to be used as a foundation for the ensuing discussion. This is followed by an 

introduction to the case, Sweden, and a review of relevant previous research. The second part 

of the thesis is focused on presenting the method used. This includes a discussion on 

methodological assumptions and the process of method development. The third and final part 

of the thesis presents the gathered data and the analysis. The analysis is then used as a basis 

for discussing the limitations of the method and the effects of alterations to it. Concluding the 
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third part, as well as the thesis, are thoughts on possible areas of future research and 

implications for CIP policy.  
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Part one: Concepts, Context and previous 
Research 
1. Conceptual framework 

1.1 Critical Infrastructure 

Neither part of the term critical infrastructure, that is, infrastructure and critical, are 

undisputed. This section clarifies their meaning, as understood in this thesis. Beginning with 

infrastructure, then critical and finally the meaning of the words combined.  

 

Infrastructure has been described as complex adaptive systems, as systems of systems, as 

socio-technical systems (Van Der Lei, 2010, p. 382–383). In brief, they are systems. Such an 

open-ended definition of course includes basically everything and is therefore not very useful. 

A first limitation could be to ad that they are man-made. This informs us about their origin 

and excludes systems such as the climate, or eco-systems (although these are critical 

systems). Second, we might ad that infrastructures produce and distribute a “flow of essential 

goods and services” (PCCIP, 1997, p. 3). This informs us about their purpose and function. 

Third, infrastructures are distributed networks. That is to say, the parts that make up the 

system are spread across space. Think of the electrical grid, or a municipal water system. The 

purification filters, the pumps and the pipes leading to people’s homes are all connected, in a 

network and spread out across space. This informs us about its topological structure. Fourth, 

the network is designed in a purposeful manner. It has been constructed by agents making 

active choices. Taking the electrical grid as example, putting generators and distribution lines 

together in any random fashion will not produce a reliable electric grid. Only a “careful 

creation of an intricate set of services will yield a system that reliably and continuously 

supplies electricity.” (Rinaldi et al., 2001, p. 13) In sum, infrastructure is defined as: a man-

made system, with the topology of a distributed network, purposefully designed so that it 

produces and distributes a reliable flow of essential goods and services.  

 

With the above definition in mind, we may move on to the concept of criticality. Something 

which is critical, is indispensable. It can relate to a component, temperature or mass which is 

necessary in order for a process or system to either start, to be sustained, or the tipping point 

at where it stops working. Criticality in this thesis, relates to the normal functioning of 
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society. It is those systems that are necessary to sustain it, and whose failure causes 

disruptions of it, that are critical. The term, normal functioning of society, is obviously 

problematic, for two main reasons. First, our understanding of the world is always imperfect, 

and it thus follows that so is our understanding of what is normal. Second, the term is 

arguably laden with political interests, and we should therefore be suspicious about definitive 

statements about it. On this point, I agree with Metzger (2004, p. 205) in saying: “The 

question of the criticality of an infrastructure is inseparable from the issue of how the impact 

on an infrastructure is politically perceived, capitalized, dealt with and exploited.” 

 

Despite the political difficulties mentioned above, it is still possible to, in a coherent manner, 

empirically map the occurrence of cascading effects. While the following section on 

disruptions and the methods chapter will delve deeper into this subject, what follows are two 

illustrative examples. The analyzed material shows that there is little debate, at least in 

Sweden, whether or not the electrical system is functioning during a power outage. It is not. 

There is, however, an ongoing debate regarding the functioning of the national healthcare 

system (see for instance: Karlsson, 2018, Sacrédeus, 2018, Oscarsson, 2018). Some argue that 

the entire system is malfunctioning, while others claim it provides world class healthcare. If 

the former argument is accepted, then the healthcare system in Sweden is constantly 

disrupted. Arguably, that which is constant, should be considered normal. Identifying 

disruptions thus calls for a focus on events that are less omnipresent and more temporary. 

 

Connecting the two concepts, we can say that criticality stresses the infrastructures (as defined 

above) enabling role to society, as well as the incapacitating effects of disruptions to them 

(Setola et al., 2016, p. 2). It is the “underlying foundation, or basic framework” (Rinaldi et al., 

2001, p. 12) which makes society, as it currently stands, possible. This is of course, a matter 

of degree. Disruptions in our drinking water supply will not necessarily cause a total 

disruption to the functioning of society. It can nonetheless affect it to various degrees.  

 

It should also be added that, conceptually, we can differentiate between the physical 

structures (e.g. generators, bridges, train tracks) and the goods and services they provide (e.g. 

electricity, transport). The focus of this thesis is on the latter. Not because the physical 

structures are unimportant, they are in fact essential to why the systems function the way they 
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do. Instead, it is because although we can attain for instance energy or security from different 

sources, in different manners, we nonetheless depend on those goods and services.  

One important implication that follow from this definition of CI, is that what is critical, may 

differ between societies. In a society where one must walk several kilometers, only to gather 

water using a manually powered well, not electricity nor pumps or pipes are of importance. In 

a society where people, on a daily basis, use the subway to get to work, then the electricity 

that powers the train, and the functioning of the train, is critical to the normal functioning of 

society. There are also systems of less technical sort that can be included, for instance the 

education system of a country. It enables the spread of the knowledge necessary for the 

populace, so that they may occupy essential positions in businesses and government, which in 

turn enables these entities to function.  

 

The above definition of CI also necessitates that we clarify our level of analysis. In terms of 

society, this means that we must decide whether we are talking about villages, nations, 

continents or the entirety of human civilization. For, the importance of a specific CI can vary 

between contexts. The level of analysis for the current thesis is national. This means that 

international aspects of CI are not investigated.  

 

Finally, that which is critical can change (MSB, 2015). This is exemplified, in the immediate 

term, by rescue services. They are critical under specific conditions, such as fires. In the 

longer term, we can point to the spread of information technology, which is becoming a more 

and more integrated part of contemporary life. Before the internet existed, it was not critical, 

today it permeates large parts of life. The emerging Internet of Things is another clear 

contemporary example of the way in which technological change may alter the meaning of 

criticality.  

1.2 Dependency and Interdependency  

Dependency is in this thesis understood as “A linkage or connection between two 

infrastructures, through which the state of one infrastructure influences or is correlated to the 

state of the other”. Interdependency is understood as “A bidirectional relationship between 

two infrastructures through which the state of each infrastructure influences or is correlated to 

the state of the other.” (Rinaldi et al., 2001, p. 14) Dependencies and interdependencies may 

be direct and indirect (Laugé et al., 2015, p. 17), as illustrated below in Figure 1. 

Dependencies and Interdependencies 1. The circles in figure 1 represent infrastructures and 
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the arrows indicate the directionality of the dependency. In example 1, infrastructure A and B 

are directly interdependent, they require each other to function, without an intermediary 

infrastructure. Infrastructure C on the other hand is directly dependent on B and indirectly 

dependent on A. In example 2, we see a case of indirect interdependency. A is dependent on 

B which is dependent on C, which in turn is dependent on A.  

Figure 1. Dependencies and Interdependencies 

 

1.3 Disruptions and failures 

Disruptions, or failures in CI refer to negative changes in the quantity or quality of output of 

the service (Luiijf et al., 2008). This can be exemplified with a municipal water system. If 

water flows from the tap in your home at the normal rate, then there is no disruption to the 

quantitative aspect of output. If the water that flows from your tap is clean and safe for 

consumption, there is no disruption to the qualitative aspect of output. If, however, the water 

does not flow, there is a disruption to the quantitative aspect of output. Further, if the water is 

not safe due to for instance some pathogen, then there is a disruption to the qualitative aspect 

of output. For the electrical grid, this would concern whether you have power or not, and 

whether the power supplied is of the correct voltage or not.  

 

As previously discussed, what classifies as a disruption is not always obvious. For technical 

systems it is often quite easy to discern between a system experiencing a disruption and one 

that is not. For less technical, and more social systems, such as healthcare the difference is 

perhaps not always so evident. This becomes obvious when the quality or quantity of output 

of one service is politically disputed. For what the ‘correct’ output is, may be disputed. The 

studied material indicates that there is not much public debate on what the voltage supplied to 

Swedish homes should be. The number of patients, and the quality of care that should be 

provided by hospitals and the healthcare system, is nonetheless disputed, at least in Sweden 

(see: Karlsson, 2018, Sacrédeus, 2018, Oscarsson, 2018). This makes it more difficult to 

know when the output of the system is normal, as opposed to disrupted. If the general view, of 

the healthcare system, is that it functions below the preferred level, then is it constantly 
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disrupted? Or, should this undesirable quality and quantity of output be considered as the 

normal functioning of the system? As stated previously, that which is constant, should 

arguably be considered normal. Identifying disruptions thus calls for a focus on events that 

are less omnipresent and more temporary.  

1.4 Cascading effects 

The normal functioning of society could be seen as a continuous process of positive CEs. That 

is, electrical power enables trains to work, which in turn enables transports, which in turn 

enables trade and distribution of goods and so on. It is not however, this state of normalcy that 

is of interest to this thesis. A CE is therefore understood as a manifestation of dependency or 

interdependency, between two or more infrastructures. That is to say, when a failure or 

disruption in one infrastructure causes a disruption in a second infrastructure (Rinaldi et al., 

2001, p. 22). When studying the occurrence of CEs, there are potentially many ways to 

characterize these events. The following aspects I argue, should be included in any such 

characterization; the order of the cascade; the directionality; the resulting consequences. 

These aspects are explained in the section below. In addition to the characterization of CE, 

one needs to establish the location of the event, the time of occurrence and the duration. 

Knowing the location and time of occurrence allows one to distinguish between similar 

events. Knowing the duration is helpful in assessing the consequences of the event.  

1.4.1 Order of cascading effects  

Electrified trains are dependent on electricity. Thus, if electrical distribution to the trains is 

disrupted due to a storm destroying parts of the grid, then the trains will no longer function. 

The effects on the trains is seen as a first order cascade. Continuing on this example, if the 

trains supply critical fuel to a central heating plant, then the functioning of that plant is 

threatened. If the plant runs short on fuel due to the inoperable trains, and it either stops 

working completely or has to operate at lower than normal capacity, then this is seen as a 

second order cascade. This chain of events could then continue with further, third and fourth 

order cascades, and so on.  

1.4.2 Directionality of cascading effects 

Directionality refers to the starting and end point of the cascade. In other words, in which CI 

does it originate, and which CI is affected by it (Luiijf et al., 2010, p. 9). In trying to protect 

our CI, it is of obvious interest to know if certain sectors are more prone to initiate cascades 

or be affected by cascades. This can help to guide where resources are most needed. For this 
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we must begin by distinguish between failures whose cause is, and whose cause is not, due to 

a dependency on another CI. For the latter kind we are dealing with external causes, such as 

storms or flooding. For failures that are due to dependency, we can distinguish between 

disruptions that initiate cascades (e.g. a power outage) and disruptions that are results of 

cascades (e.g. non-functioning electrical trains due to a power outage) (Luiijf et al., 2010, p. 

5). 

1.4.3 Consequences of cascading effects  

Consequences of CI disruptions and CEs are important because they are the aspect by which 

we may assess the societal importance of the phenomenon. This is true for individual 

instances of cascading effects, on a sector basis, as well as the phenomenon at large. Some 

previous studies have conceptualized consequences by their type (environmental, health, 

safety, economic, social), duration (minutes, days, months), severity (causing negligible, 

some or considerable hardship for the affected person or entity), spatial extent (local, regional, 

national, international) and number of people affected (see: Chang et al., 2007, McDaniels et 

al., 2007). Other studies have taken a less comprehensive approach and focused only on 

number of people/customers affected and duration (Luiijf et al., 2009, Luiijf et al., 2010, Van 

Eeten et al., 2011). Although the former approach provides for a richer analysis, it quickly 

becomes burdensome when attempting to map the phenomenon on a cross-sectoral and 

societal basis. Chang et.al (2007), for instance, used their more comprehensive approach for 

case studies of extreme weather events, a less demanding task.  

 

This thesis will, in line with Van Eeten et al. (2011) take a less comprehensive approach and 

focus only on number of people affected and duration. I propose that these are the best-

minimum indicators of societal impact. Type of consequence, severity and spatial extent are 

not very informative unless coupled with information on how many were affected. Arguably, 

number of people affected and duration, are in less need of subjective interpretation on behalf 

of the researcher, than the type of consequence and severity.  

1.5 The Context of Critical Infrastructure 

CI is always situated within a context, or environment. The context affects and is affected by 

the CI. For instance, emissions from certain CI might affect public health. This, in turn, might 

influence policy makers to regulate the CI based on public health concerns (Rinaldi et al., 

2001, p. 16). Since many CIs (e.g. water and sewage treatment) are owned and operated at 
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municipal levels, disruptions and cascading effects may be limited to a local level and 

context. This is important when discussing the consequences of cascading effects, and at what 

level they become interesting to research. The following chapter will describe the CI context 

of the current thesis.  
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2. Contextualizing Swedish Critical Infrastructure 

This chapter serves as an introduction to the context in which the method of this thesis is 

applied, namely Sweden. Although it could contain information on a large number of aspects, 

it is focused on those relevant to the protection of CI in terms of structure, responsibilities, 

policy and climate. However, the chapter does not delve into the specifics of certain CIs, 

rather it offers a general picture of CIP as a whole. The intent of this chapter is mainly to offer 

the reader an informative background, and to place the results of the thesis within a more 

palpable context.  

2.1 Structure 

CI in Sweden is defined under a common EU framework; “Critical Infrastructure means those 

assets, systems or parts thereof located in the EU Member States which are essential for the 

maintenance of vital societal functions, health, safety, security, economic or social well-being 

of people, and the disruption or destruction of which would have a significant impact in a 

Member State as a result of the failure to maintain those functions.” (MSB, 2014, p. 12). 

Further, CI meets one of the following criteria: “A loss of or a severe disruption to the activity 

that alone or together with other similar events, rapidly leads to a serious societal emergency 

or crisis.” and, “the activity is necessary and very essential so that the harmful effects of a 

societal crisis can be so mitigated as much as possible.” (MSB, 2016). Although these 

conceptualizations differ from the ones utilized by this thesis, the operationalization results in 

similar lists of CIs. The difference is thus not which infrastructures are critical, but why they 

are critical. This ensures that the context can, in a relatively seamless manner, be used as a 

basis for discussing the results of this thesis. 

 

MSB, the government agency responsible for developing the work on protecting Swedish CI, 

conceptualizes CI within a three-level framework: CI maintain Vital Societal Functions 

(VSF), which in turn, are found within eleven Societal Sectors (as illustrated in table 1 below) 

A VSF is an activity that maintains a given functionality.  
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Table 1. Societal sectors, Vital societal functions, and Critical infrastructures in Sweden according to MSB. 

Societal Sector Examples of Vital Societal 

Functions 

Examples of Critical 

Infrastructure 

Energy supply. Production and distribution of 

electricity, local heating, fuel. 

Electrical power plants, central 

heating plants, oil refineries. 

Financial services. Payments, access to cash, central 

payment system. 

ATMs, Banks, Internet banking.  

Trade and industry. Construction, retail, 

manufacturing. 

Construction companies, 

manufacturing industries.  

Health, medical and care services. Emergency medical services, 

pharmaceutical supply, childcare, 

disease control. 

Hospitals, primary health care 

centers, pharmacies,  

daycare centers.  

Information and communication. Telephony, internet, radio, mail 

distribution, newspapers, social 

media. 

Telephone line grid, postal 

delivery companies, radio 

communications masts.  

Municipal technical services. Drinking water supply, sewage 

treatment, sanitation, road 

maintenance. 

Water treatment plants, sewage 

treatment plants. 

Foodstuffs. Distribution, primary production, 

inspections and manufacture of 

foodstuffs. 

Logistics companies, farms, 

government inspection functions. 

Public administration: 

Management functions, support 

functions. 

Local, regional, national 

management, diplomatic and 

consular services. 

National government agencies, 

embassies, county government.  

Protection, safety and security. The judiciary, military defense, 

prison services, police, border 

protection, immigration control. 

Prisons, military bases, police 

stations, courts.  

Social security. Public pension system, sickness 

and unemployment insurance. 

Government agencies responsible 

for these functions.  

Transport. Air, rail, maritime, road and public 

transport. 

Airports, sea ports, train tracks, 

roads, bridges.  

Source for the two leftmost columns: Action Plan for the Protection of Vital Societal Functions and Critical 

Infrastructure (MSB, 2014, pp. 12-13).  

2.2 Responsibilities 

Actors owning or operating CIs in Sweden are all responsible for maintaining their respective 

functionality, and continuity. These actors can be summarized under the following headings: 

municipalities, county councils, local health authorities, county administrative boards, 

national authorities, and private sector entities that own or operate CI (MSB, 2016). It can be 

said that the Swedish crisis management system is based on geographically delimited 

responsibilities (Bergling et al., 2016, p. 38). Municipalities are for instance responsible for 

events within their borders, and higher-level actors are not to interfere unless the situation 

necessitates it. 

 

The Swedish crisis management system is to a large extent based on cooperation and the three 

principles of Swedish emergency management: responsibility, equality and proximity 

(Bergling et al., 2016, pp. 24-25). The responsibility principle means that those actors 
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responsible for operating a certain CI under normal conditions, is also responsible under 

emergency or crisis conditions (which could be caused by, or lead to, a cascading effect). This 

includes supporting and cooperating with other CI actors. The equality principle means that 

CI operators are responsible for maintaining normal functionality, as far as possible, even 

under conditions of stress or crisis. The proximity principle means that disruptions are to be 

dealt with where they happen, and by those most concerned and responsible (MSB, 2009). 

These principles have been identified as problematic for larger crises that span municipal 

borders and go beyond the capabilities of single municipalities. In such instances they risk 

creating unclear borders of responsibility (Bergling et al., 2016, p. 27).  

 

MSB has been tasked with developing the work on CIP in Sweden. This work is done within 

the context of the rather de-centralized crisis management system in Sweden. Further, it is 

done in broad cooperation with municipalities, county councils, various government agencies 

and private sector stakeholders. The aim of MSB’s work is to create a “resilient society with 

an improved ability in VSFs and CIs to withstand and recover from serious disruptions” 

(MSB, 2014, p. 9). Further, this work follows three strategical principles. The first is to use a 

system perspective. This means, protecting CI is to be carried out by actors from all societal 

levels and sectors, and that CI operators must view their activities in relation to other 

activities and society at large. The second principle relates to measures before, during and 

after a disruption. This is to ensure that society can resist, manage, recover, learn and develop 

from disruptions. The third principle is an all-hazards approach, meaning that CIP must cover 

all threats and risk types (MSB, 2014, p. 14).  

 

The crisis management system, and the work on protecting CI in Sweden is nor static or 

unproblematic. In terms of responsibilities, the decentralized structure of the system, with 

municipalities bearing the lion’s share of responsibility, has been called into question on 

several occasions (SOU 2019:7, Träff, 2018). For instance, large scale forest fires during 

2014 and 2018 revealed some of the difficulties with crisis management being the 

responsibility of municipalities. Or rather, the lack of strong central authority has been 

identified as a weakness in the system. This has resulted in a policy change, with a new 

section being inserted into the law (2003:778) on protection against accidents. The addition to 

the law is meant to strengthen the powers of central authorities during serious accidents. This 

can be seen as a step towards centralization of the crisis management system in Sweden. 
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Although this concerns a wider issue than just CIP, disruptions in CI can often result in some 

form of crisis. Managing disruptions that span over several municipalities can thus be subject 

to the tensions of decentralized responsibilities versus the alleged need for strong central 

authority and decision making.  

2.3 Policy 

On an international level, the European Program for Critical Infrastructure Protection (EPCIP) 

is one of the main international policies guiding the work on CI protection in Sweden. The 

work in this program mainly concerns infrastructures that are deemed as critical on a 

European level. That is, where a failure or disruption will have consequences for at least two 

member states. Another important EU policy in this regard, is the NIS-directive. The purpose 

of the NIS-directive is to achieve a high common level of security in networks and 

information systems for vital societal functions. It has been implemented into Swedish law 

through the law (2018:1174) on information security for vital societal functions and digital 

services. This can be viewed as a streamlining of national CIP policies, which, as previously 

argued, may have both strengths and weaknesses.  

  

On a national level in Sweden, protecting CI falls under the somewhat wider rubric of 

protecting VSFs (see table 1). This work in turn is part of the more overarching work on 

emergency and contingency preparedness (MSB, 2018, p. 7). The work can be divided into 

three steps, the management of risks, managing continuity of operations, and the management 

of events or disruptions (MSB, 2018, p. 10). Protecting VSFs serves to secure an ability to 

prevent, manage and recover from stress in activities and functions important to the lives and 

health of the population, the functionality of society and basic values (MSB, 2018, p. 7).  

 

MSB has issued regulations and recommendations on risk- and vulnerability assessments for 

municipalities (MSBFS 2015:5), county councils (MSBFS 2015:4), and central government 

agencies (MSBFS 2016:7). There is also the ordinance (2015:1052) on emergency 

management and monitoring liable authorities’ measures during state of alert. These apply to 

government agencies with emergency preparedness responsibilities. On a municipal level 

there is the act (2006:544) on municipal and county council measures prior to and during 

extraordinary events in peacetime and during periods of heightened alert. In terms of actors 

and activities, the different laws and regulations relevant to CIP presents a somewhat 

fragmented system. While there is credence to the idea of proximity (or local ownership, for 
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lack of a better term) the interdependencies between CIs presents challenges that often go 

beyond the comprehension of atomized agents. While I shall not attempt to present a better 

alternative, (that is clearly beyond the scope of this study) suffice to say that the current 

system, in relation to the challenges of CI interdependencies, is problematic.  

2.4 Climate 

The climate in Sweden ranges from the warm temperate in the south, to the cold temperate in 

the north, and with zones of polar climate in some mountain regions (SMHI, 2009). 

Increasing temperatures due to climate change will most likely be greater in the northern 

latitudes than the world in general (SMHI, 2014). However, a warmer climate will have both 

positive and negative effects on many CIs in Sweden. Agriculture can benefit from a longer 

growing season, yet the risks for pests and new diseases increases (Jordbruksverket, 2018). 

Roads and railways are susceptible to floods and erosion which are predicted to increase. 

Shorter winters with less sea ice will in some regards facilitate maritime transport. The 

drinking water supply and sewage water treatment are susceptible to flooding which might 

result in the spread of pathogens and contaminated water reservoirs (Naturvårdsverket, 2018). 

There are many other examples of how a changing climate will affect Swedish CI. These 

changing circumstances, whether they are negative or positive, highlight the need for ongoing 

reassessments of our state of knowledge on CI. 
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3. Previous research: Critical Infrastructures, Interdependencies and 

Cascading Effects 

CI can be viewed as a physical, technical, social and political phenomenon. It has been 

studied in the social sciences, the formal sciences and the natural sciences. It holds the 

potential for truly multidisciplinary enquiry. That being said, the current thesis belongs to the 

political sciences and more specifically within the field of policy research, aimed towards the 

area of crisis management. Further, the main interest of this thesis is not CI in general but 

rather it is interdependencies and CEs, and how to study them, that are at the focal point. This 

is studied with the intent to contribute to better understanding and ultimately, better 

management of, CI interdependencies and CEs. The chapter will, however, begin broadly and 

be narrowed according to the research objective. What follows next is thus an introduction to 

the theoretical underpinnings of the study of CI. The discussion is then limited to the study of 

interdependencies and CEs in general. Narrowing the focus even further, the discussion is 

centered on the empirical study of CEs. Finally, the chapter ends with a discussion on the 

empirical study of the occurrence of CEs.  

3.1 Theoretical background to the field of Critical infrastructure. 

CI, as a research area, can be said to have started in 1997 with the launching of the 

Presidential Commission on Critical Infrastructure Protection in the US (see: PCCIP, 1997). 

This political initiative, which inspired many other countries to improve their work on 

protecting their infrastructures, demanded and fueled research in the field. However, some 

important influences, that predate the PCCIP, are still visible in contemporary research. The 

schools of Normal Accident Theory and High Reliability Theory are essential in this regard.  

 

In the book Normal Accidents: Living With High Risk Technology (1984), Charles Perrow laid 

the foundation for Normal accident theory (NAT). In this seminal work, which focused on 

large technical systems with catastrophic potential, Perrow examined e.g. nuclear power 

plants and chemical factories. Two central concepts of NAT, tight coupling and interactive 

complexity still permeates contemporary research on CI interdependencies. Tight coupling 

means that there is little slack in the system, and that changes in one part of the system 

quickly affect other parts. Interactive complexity means that the system is non-linear and that 

interactions are unpredictable, which allows failure to cascade along unforeseen paths. The 
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central claim of NAT is that in systems of tight coupling and interactive complexity, accidents 

should be considered as normal. This line of reasoning, presented by Perrow, is the theoretical 

foundation for CEs. For, even though Perrow focused on the internal workings of power 

plants and chemical plants, many CIs are considered to be both tightly coupled and 

interactively complex. Further, if dependencies between CIs are increasing (as shown by: 

Santos et al., 2007), then according to NAT there should be an increasing risk of cascading 

failure.  

 

High Reliability Theory (HRT), which countered the ideas of NAT, claimed that some 

organizations display characteristics that make them able to manage complex and dangerous 

technologies nearly error-free (see: La porte and Consolini, 1991, La Porte, 1996). These high 

reliability organizations are capable of managing the “challenges of unexpected” (La Porte, 

1996, p. 65) situations. This, HRT claims, lowers the risk of disruptions in other sectors 

causing disruptions in these high reliability organization. Despite some core disagreements, 

HRT nonetheless agrees with NAT in regarding increasing interdependencies amongst 

organizations as threatening to reliability. Although the debate between NAT and HRT started 

about 30 years ago, it is still ongoing (see for instance the exchange between: Perrow, 2009, 

Shrivastava et al., 2009). The main flaws of NAT and HRT are their lack of falsifiability. Due 

to this, they are to some degree best viewed as assumptions regarding humanity’s ability to 

construct reliable complex systems, rather than de facto scientific theories. They have, 

nonetheless, been highly influential to the study of CI.  

 

Another way of looking at CI, is to view them as Complex Adaptive Systems (CAS). This 

school of thought, introduced by Rinaldi et.al (2001), builds on NAT but addresses the 

falsifiability problem to some extent. It also expanded the ideas of NAT by applying them on 

the interdependencies between infrastructures, rather than within them. Complex systems can 

be described as consisting of “diverse agents that interact in a dynamic network that is open to 

the environment.” (Van Der Lei, 2010, p. 383). Due to these interactions the system adapts 

and changes according to its environment. Complex adaptive systems can be analyzed from 

three levels; the agent, the network, and the system. The agent is the smallest unit, the 

interactions between the agents is the network, and the system is the whole entity (Van Der 

Lei, 2010, p. 385–393). One important contribution from this field, to the study of CIs, is the 

discussion on how to define a system and its components. It highlights the importance of the 
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observer’s interests, and how these define the exact composition of the system. Thus, when 

trying to investigate cascading effects between systems, it is vital that we recognize how our 

interests define what is to be considered a system (an infrastructure). For instance, do we 

include natural systems, such as climate or ecosystems? Should we view generation and 

distribution of electricity as two system, or perhaps as two networks comprising a system? 

There is no right or wrong answer to any of those questions, the answer depends on our 

interests and what we assume to be defining characteristics of a system.  

3.2 Interdependencies and cascading effects  

The study of CI interdependencies can be grouped into six approaches: empirical approaches, 

agent-based approaches, system dynamics-based approaches, economic theory-based 

approaches, network-based approaches, and other (Ouyang, 2014). This section discusses the 

second, third and fourth approaches while the first approach is dealt with in the coming 

section. The last approach is not relevant for this thesis.   

 

Agent-based approaches assume that complex phenomenon arises from the many and 

relatively simple interactions of autonomous agents (Ouyang, 2014, p. 48). They model the 

behavior of agents in a system and attempt to assess the effects different strategies and 

decisions have on for instance reliability and recovery. Some agent-based approaches take a 

bottom-up perspective, focusing on for instance maintenance operators (see: Kaegi et al., 

2009). Others take a top-down perspective by focusing on for instance decisionmakers in 

industries or politics (see: Brown et al., 2004). While these approaches enable researchers to 

assess many different types of CI interdependencies, they have some important limitations. 

For instance, the validity of such models is dependent on the assumptions the researcher 

makes regarding the behavior of the agents. Also, obtaining relevant data on agent behavior 

and system characteristics may be difficult due to the sensitivity of the data and the reluctance 

of CI operators to share such information.  

 

System dynamics-based approaches analyze CAS from a top-down perspective. They focus 

on the causes and consequences of disruptive events on CIs. They can be used to analyze the 

effects of a CE on a specific CI (see: Conrad et al., 2006) and to evaluate the effectiveness of 

different mitigative measures (see: Dauelsberg and Outkin, 2005). The main strength of 

system-dynamics based approaches, is their ability to capture changes in the analyzed system. 

This ability was exemplified by Conrad et.al. (2006) analyzing how changes in consumer 
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behavior affected the likelihood of CEs in the telecommunications sector. The main weakness 

of these approaches is their need for large volumes of data coupled with the fact that data is 

often hard to come by. This ultimately results in a difficulty to validate the models (Ouyang, 

2014, p. 49).   

 

Economic theory-based approaches view CI as intermediate goods, enabling households and 

producers to exchange labor, capital and income payments. CI interdependencies can, with 

these approaches, be analyzed using models of economic interdependencies (see: McDonald 

et al., 2018). Economic theory-based approaches can be grouped into two categories, input-

output (I-O) methods, and computable general equilibrium (CGE) (Ouyang, 2014, p.49). I-O 

models measure levels of interdependencies by the economic relationships between different 

sectors (see: Khalid and Ali, 2019). They focus on levels of input that are required for 

operability, or when CIs become inoperable. CGE approaches can be seen as an extension of 

I-O models in the sense that they recognize and integrate the non-linearity of economic 

systems and actors (see: Rose and Liao, 2005). Neither I-O nor CGE approaches are capable 

of analyzing CEs beyond economic parameters. This makes them unsuitable for analyzing 

consequences of CEs in terms of the number of individuals affected. 

 

Network-based approaches view CIs as networks. They focus on components of the CI 

(nodes) and relational connections between nodes (links), while interdependencies between 

different CIs are viewed as inter-links (Mao and Li, 2018, pp. 320-321). According to Ouyang 

(2014, pp. 50-51), network based approaches can be divided into topology methods and flow-

based methods. Topology based methods capture the topology of CIs and whether or not 

nodes are in a normal or failed state. Poljansek et al. (2012) used such a method to assess the 

increased vulnerabilities of gas and electrical networks due to their interdependencies. 

Although their method allowed for a simulation of failures of networks, such binary analysis 

is poorly suited for capturing the degrees of actual performance of CIs. Flow based methods 

on the other hand focus on the services delivered by CIs, such as water or electricity flowing 

along the grid (Mao and Li, 2018, p. 321). Their advantage compared to topology-based 

methods is their ability to capture continuous states of CI. While flow-based methods offer 

powerful simulations, they are not designed to empirically capture past CI disruptions or CEs. 

This makes them poorly suited for the interests of this thesis.  
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3.3 Empirical study of interdependencies and cascading effects in critical 

infrastructure 

The empirical study of interdependencies and CEs can be grouped into three different 

research focuses: they identify frequent and significant failure patterns (see: Bigger et al., 

2009); quantify interdependency related indicators (see: Mendonca and Wallace, 2006); or, 

make empirically based risk analyses (see: Franchina et al., 2011). The commonality between 

these three empirical approaches is that they analyze past events, often accidents or disasters. 

Types of data include for instance interviews with experts, government reports, official 

investigations or newspaper articles (Ouyang, 2014, pp. 46-48).  

 

Attempting to illustrate how one could conceptualize interdependencies between CIs, 

Zimmerman (2004) created a database of CEs. The results showed that water distribution 

lines were the most common cause of failure in other infrastructures, while gas lines were the 

most commonly affected by failures in other infrastructures. This allowed for the 

development of a ratio of affected by failure to causing failure. This presented a way of 

portraying the general direction of cascades. However, the gathering of data for this database, 

which relied on accident reports and news articles, was opportunistic and thus not suitable for 

drawing generalizable conclusions on patterns of occurrence. Such approaches, nonetheless, 

allow for the identification of frequent failure patterns. This in turn, can form a good basis for 

guiding mitigation efforts. For instance, by examining the failure patterns that emerge under 

past events such as winter storms (see: Rong et al., 2010) or hurricanes (see: McDaniels et al., 

2007) rescue services can be better prepared for similar future events.  

 

With the purpose of quantifying interdependencies between CI, Zimmerman and Restrepo 

(2006) created a database on CEs initiated by the electrical sector. Data was obtained from 

government records and news articles both in the US and internationally. The focus of this 

database obviously excludes cascades initiated by other sectors. It is therefore not suitable for 

drawing conclusions on general patterns of cascades. However, such approaches allow for an 

assessment of the strength of dependencies and interdependencies (see: Mendonca and 

Wallace, 2006). By quantifying the strength of the interdependencies, it is possible to draw 

conclusions on the relative effect that disruption in one infrastructure have on other 

infrastructures. For example, it is possible to say that disruptions in infrastructure A causes 

the most disruptions in infrastructures B and C, while disruptions in infrastructure C causes 
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the most disruption in infrastructure D and E. Knowing which failures where most common 

under specific events informs us on the likelihood of failures under similar future events. 

Knowing the effects that specific failures have had on specific infrastructures informs us on 

the possible effects of similar future events. Knowledge on likelihood and consequence 

allows for performing empirically-based risk analyses (see: Utne et al., 2011, Franchina et al., 

2011). Such analyses can provide policymakers with an informed basis on which to make 

prioritizations of preventative measures (see: Kjolle et al., 2012).  

 

The main value of empirical research, I argue, is its ability to contribute to learning from past 

events. Also, by aggregating the experiences of many individuals and events, the lesson that 

can be drawn move beyond those of anecdotes and individual subjective experience. The 

possibility of such learning is, however, hinged on an assumption of continuity. In other 

words, the lessons we may draw from the past are only valid for the present and future in as 

far as they are like the past. This, once again, highlights the essentiality of understanding the 

context and circumstances under which past events occurred. The main weakness of empirical 

approaches in general, to the study of CEs and CI interdependencies, regards novel events. 

Specific events, with certain patterns of CEs and their respective consequences, that have yet 

to happen, cannot be studied using these approaches. 

 

Finally, based in the interests of this thesis, the main problem with most previous empirical 

research, is its limitation in scope. Meaning, most previous empirical research on 

interdependencies and CEs has been limited to either a specific infrastructure, a specific threat 

or a specific event. Most of the reviewed literature thus falls short of offering a holistic long-

term view of the occurrence of CEs. The identified exceptions are discussed below.  

3.2 Mapping the occurrence of cascading effects in critical infrastructure 

The purpose of the method, which is evaluated and developed in this thesis, is to empirically 

map the occurrence of cascading effects in a cross-sectoral and all-hazards manner. In terms 

of previous empirical research that capture the occurrence of CEs across all CIs, thus allowing 

for more generalizable conclusions to be drawn, the current thesis has identified only one 

such attempt (a database introduced by: Luiijf et al., 2008) The database is compiled by 

researchers at the Dutch research organization, TNO and results have been presented in a 

number of studies (see: Luiijf et al., 2009, Luiijf et al., 2010, Van Eeten et al., 2011). Some of 

the main findings derived from the TNO database question longstanding theoretical 
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assumptions. For instance, they question Auerswald’s (2006, p. 175) idea that 

interdependencies between CI are an “unmanaged challenge”. Although many of the findings 

are novel and interesting, there are some important limitations to these previous studies. The 

research questions of the current thesis focus on and aim to address some of the limitations of 

the method used by the TNO database. The remainder of this chapter will therefore discuss 

the findings of these previous studies and the method used in them.  

 

The main source of material for the TNO database is public news media. This is 

complemented with government and organization reports on CI failures. News articles were 

retrieved by queries in Google News, in eight European languages, using the language 

equivalents of the search terms; disruption(s), outage(s), blackout, power cut. These key 

words have received critique for being skewed towards the electrical sector (see: Hassel et al., 

2014). This critique relates to the second research question of the current thesis; How can the 

gathering of source material be adapted to better capture cascading effects in the entirety of 

critical infrastructure? By adding additional search terms, focused on other infrastructures, it 

should be possible to achieve a more inclusive and less skewed material gathering. 

 

For the TNO database, the gathered newspaper articles were then manually scanned for 

relevance, and the following data (if available) was extracted from each article; which CI 

sector, which affected service, whether the cause was a common cause event, which 

concerned organization, start time and date, end/recovery time and date, country, geographic 

area, size of affected area, a textual description of cause, threat category, indication of 

consequences and impact, duration and progress of recovery, reference(s) to source(s) (Van 

Eeten et al., 2011, p. 385). The gathered data relates to the first research question of the 

current thesis; How well do newspaper articles capture cascading effects? In other words, 

what part of all this sought-after data can be found in newspaper articles? Also, are there 

variations in the information available for different infrastructures?  

 

The results of the TNO database have been presented for Europe (Luiijf et al., 2010) and the 

Netherlands (Van Eeten et al., 2011), on a sectoral basis. In other words, the disruptions in all 

the CIs of a sector are aggregated (e.g. electricity, gas and district heating are aggregated as 

energy). Cascades are thus presented as happening either between or within sectors. This 

makes it difficult to discern patterns of cascades between specific infrastructures.  
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According to the results from the TNO database, most disruptions occur in the energy, 

transport, and telecommunications sectors. In the sectors of postal services and education, so 

few disruptions were identified that they were deemed to have low statistical relevance. The 

number of identified disruptions is in part a result of the set inclusion threshold. The TNO 

database only includes events that affected at least 10,000 customers or passengers (Van 

Eeten et al., 2011, p. 385). This inclusion threshold relates to the third research question of the 

current thesis; How are the results affected by lowering the inclusion threshold? As 

previously discussed, a threshold of 10,000 is, in a Swedish context, unnecessarily high. This 

is addressed further in the methods chapter.  

 

The TNO database also found seasonal variations in CI disruptions. Disturbances in the 

energy sector peak in January and November (due to winter storms), whit fewest disturbances 

occurring in September. Transport on the other hand peaks in March and July, with low points 

in February and July (unclear why, perhaps related to holidays). Telecommunications has a 

more even pattern across the year (Luiijf et al., 2010, p. 15). For the remaining sectors (water, 

government, industry, health, financial services, foodstuffs, education and postal) the numbers 

of identified disruptions are lower, which makes it difficult to draw any conclusions on 

seasonal variations.  

 

Contrary to much theory, the TNO database found that CEs in CIs are not low probability 

events, instead they happen quite frequently. In fact, 25 percent of all CI disruptions were due 

to CEs. Also, they found that CEs rarely cascade deeper than first order cascades (for a 

discussion on the order of cascades, see section 1.4.1 Order of cascading effects). In Europe, 

out of 534 first order cascades, only 83 (roughly 4 percent) led to a second order cascade. Of 

these second order cascades only four led to third order cascades (Luiijf et al., 2010, p. 13). 

Further, results from the database found that cascades are initiated by a small number of CI 

sectors. It is mainly disruptions within the energy and telecommunications sectors, followed 

by internet and transport, that cause disruptions in other CI (Luiijf et al., 2010, p. 9). In fact, 

few other CIs cause disruptions within these four sectors (Luiijf et al., 2009, p. 305). This 

indicates a strong directionality of cascades.  

 



 

27 

 

The results from the TNO database should be interpreted with a few qualifications in mind. It 

is for instance possible that reporters are more prone or capable of reporting on disruptions in 

energy and transport than in financial services. Perhaps disruptions in financial services are to 

technical, or perhaps operators of certain financial services are less prone to share such 

information. Reporting on CI disruptions might also be influenced by ongoing political 

discussions. If there is, for instance, a lively political debate on the functioning of the 

healthcare system, then perhaps reporting will be focused towards that sector. This could 

result in a lack of reporting on disruptions in other sectors. Assessing to what extent, and in 

what way, Swedish news media is biased in its reporting on disruptions in CI is beyond the 

scope of the current study. Within the scope of this study is, nonetheless, an assessment of the 

value of media reports on CI disruptions, in investigating the occurrence of CEs. How this is 

to be performed is discussed in the following chapter.   
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Part two: method 
This thesis contains two distinct yet intertwined methods. The first method collects and 

analyzes material. It consists of three steps; first, it gathers material (news articles) by querying 

a database (Retriever), using a set of key words; second, it extracts data (information on CI 

disruptions and CEs) from the material; third, it analyzes the data in order to identify patterns 

and trends (the occurrence of CEs). The second method evaluates and develops the first method. 

It does so by an iterative process of use – evaluate – improve – use – evaluate – improve. The 

evaluation centers around the three research questions of this thesis: How well do newspaper 

articles capture cascading effects? How can the gathering of source material be adapted to better 

capture cascading effects in the entirety of critical infrastructure? How are the results affected 

by lowering the inclusion threshold? Both methods are discussed and explained further below. 

Preceding that discussion, however, is a discussion on methodology.  

4. Methodology and method development 

High quality, social science research, requires mastery of techniques for gathering and 

analyzing data, that is, methods. Underpinning such mastery, and equally important to the 

quality of research, lies an understanding of why these techniques work, when to choose one 

instead of the other, and how they can be customized to best serve different research interests 

(Gerring, 2001, xix). In other words, why, are results obtained by the use of one technique (a 

method) true? This, broadly speaking, is a question of methodology. 

 

Since the current paper focuses on how to study a particular phenomenon, this chapter 

discusses why it should be studied using the chosen method. Also, since an additional focus of 

this study is on how this method can be improved, this chapter also discusses why the taken 

approach is useful in the pursuit of method improvement. Ultimately, arguments and reasons 

given for why a subject should be studied in a particular way, are based on methodological 

assumptions. The remainder of this chapter clarifies the assumptions underlying the method at 

hand.  

4.1 Validity of the data 

One main methodological assumption of this thesis concern validity. Validity regards the 

degree to which our measurements actually measure what we want to measure (Bhattacherjee, 

2012, p. 58). For the current research, is the data extracted from the material actually 
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informative when it comes to cascading effects? This thesis assumes that newspaper articles 

can provide valid data regarding CI disruptions and the occurrence of cascading effects. There 

are of course some important limitations that go with this assumption. To begin, it is not 

assumed that newspaper articles can capture CI disruptions or CEs in a perfect manner. For 

instance, as argued by Luiijf et al. (2010, p. 7), certain disruptions might be to technical to 

interest the press or CI operators might be unwilling to openly discuss the events. Further, 

there is the possibility of bias in the news media towards under-reporting of certain kinds of 

events, or towards sensationalism and exaggeration of other topics (Chang et al., 2007, p. 

346). Still, with these limitations in mind it is nonetheless assumed that newspaper articles are 

capable of capturing CEs in a manner sufficient enough that it provides an important part of 

the puzzle. In other words, the effort, which is required to study CEs using newspaper articles, 

is worthwhile. This of course means that results from studies using this source of information 

can only provide a partial picture, albeit an informative one.  

 

In contrast to other possible sources of data, such as interviews, government reports or 

surveys, newspaper articles have some important advantages: they are easily accessible, 

searchable through online databases; they focus on negative social impacts, such as 

disruptions of electricity or deaths; finally, offering coverage of a wide set of societal sectors 

and dimensions they provide comprehensiveness across time (Chang et al., 2007, p. 345).   

Interviews on the other hand, although they often provide rich and detailed information, are 

resource intensive and limited to individual experience and awareness. They are thus poorly 

suited for comparisons across many cases and time. Investigative reports, although they can 

be rich in information, are most likely to be available for larger events, potentially excluding 

smaller yet interesting cases. Also, investigative reports are often methodologically 

inconsistent. Surveys can provide a basis for broad cross comparisons. Still, surveys, in 

addition to being reliant upon the goodwill of participants, are also resource intensive (Chang 

et al., 2007, p. 345). Another potential source of data is social media. CI experts have 

indicated that it could be used to collect observations about power outages, disruptions in 

central heating, or for environmental information (Thom et al., 2016, p. 1822). However, 

there are still too many unanswered questions as regards to the reliability and consistency of 

such data. Also, this thesis has not identified any attempts to map the occurrence of cascading 

effects using such data. Thus, to the knowledge of this thesis, there exists no previously used 

method to evaluate.  
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4.2 Reliability 

Another key assumption regards the reliability of the data and the results. This pertains to the 

consistency and precision across cases (Bhattacherjee, 2012, p. 56). For the data, it is assumed 

that reporting practices on CEs can differ between national contexts. While this is probably 

true on local level as well, it is assumed that local reporting on CI is similar enough, that it 

provides a coherent, yet partial picture, of the phenomenon on a national level. To clarify, the 

coherence is assumed on a CI basis. In other words, the reporting for disruptions of electricity 

(or any other CI) is assumed to be coherent on a national basis. An implication of this 

assumption is that it should be possible to capture the majority of reports on disruptions, for a 

given CI, using a limited set of search queries.   

 

For the results, reliability pertains to the degree to which our measurements are consistent and 

precise across cases (Bhattacherjee, 2012, p. 56). For the current research, is data extracted in 

a consistent manner, so that data from one newspaper article is comparable to the data from 

all the other analyzed articles. This ultimately rests on the work of the researcher, and whether 

it is consistent or not. This is a judgment the reader must make when interpreting the results 

of the thesis. To enable this judgment, the description of the method offered, in this thesis, 

must provide a template that allows the reader to duplicate the research. This requires a high 

degree of transparency on behalf of the researcher.  

4.3 Approaching the text 

Texts such as newspaper articles can be read in different ways, or on different levels. This 

thesis, by a form of text analysis, searches for descriptions of events by reading the manifest 

meaning of the studied texts. Text analysis is a way of reducing the content of a text, to point 

to particularities of the text. For the current thesis, that regards information on CIs. The 

reduction makes the material more manageable and makes it possible to identify patterns 

(Findahl and Höijer, 1981, pp. 81–82). Since the method evaluated in this thesis is meant for 

identifying patterns, text analysis seems as an apt technique to read the studied material.  

 

The current thesis does not search for underlying meaning, or latent content, as done with 

discourse analysis (see: Georgakopoulou, 2004). Since disruptions in CI are understood as 

physical events (although layered with political interests) it seems more appropriate to read 

the texts as descriptions, rather than reading them as expressions of political discourses or 
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power. The focus, when reading the texts, can thus be said to be on what is said, rather than 

on how (as with framing analysis: D'Angelo and Kuypers, 2010) or why it is said.  

 

The appropriateness of the approach of this thesis rests on two assumptions. First, that the 

researchers understanding of the language use in the studied material is thorough. It would, 

for instance, be less appropriate for the current author (a native Swedish speaker), to perform 

the current study on French newspaper articles. Second, this approach assumes that the texts 

offer, at least most of the time, relatively straightforward and truthful descriptions of events. 

This is not to say that journalists cannot misrepresent events or be dishonest. If one, however, 

assumes that most newspaper articles are misrepresentative and dishonest, it seems irrational 

to use them as source for a project such as the current one.  

4.4 Method development 

The development of the method described in this thesis follows the iterative process 

suggested by Checkland (1981, p. 254). The process (illustrated in figure 2 below) begins by 

creating a method, preferably built upon previous methods and current knowledge. Next, the 

method is used in a relevant context and the use of the method is then evaluated. After the 

evaluation the method can then be modified, and the process of use – evaluate – modify, may 

be repeated. The method evaluated in this thesis is borrowed from previous research (Van 

Eeten et al., 2011, Luiijf et al., 2009, Luiijf et al., 2010). Prior to using the method in this 

thesis, a preliminary evaluation is performed. This preliminary evaluation is based on critique 

the method has received. This iterative process allows for continuous improvements to be 

made in an incremental fashion. Which, as opposed to a total re-haul or outright rejection of 

the method because of some limitations, seems reasonable.  
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Figure 2. Development process 

 

Source: Checkland (1981, p. 254)   



 

33 

 

5. Method applied 

Inspired by previous research (see: Van Eeten et al., 2011, Luiijf et al., 2009, Luiijf et al., 

2010), this thesis utilizes newspaper articles as material and source of data in investigating the 

occurrence of CEs. In order to identify CEs, the thesis begins by identifying disruptions in CIs 

and tries to identify which of the disruptions are in fact CEs. The newspaper articles are 

gathered through searches in the database Retriever using a set of search terms. The search 

terms (see table 3 below) are gradually expanded in an attempt to better capture the entirety of 

CI. Since the context is Sweden the search only includes Swedish newspapers and cascading 

effects occurring in Sweden. The queried time periods are July 2018, September 2018 and 

January 2019. 

 

A further limitation is that only printed articles are scanned for. This limitation is set to ensure 

a reasonable workload, appropriate within the confounds of a master’s thesis. Also, there are 

newspaper articles that fall under the rubric of debate or letter to the editor. Debate articles are 

mainly political, and thus excluded from this thesis. Letters to the editor are often written by 

laymen and not subject to journalistic practices, therefore they too are excluded.  

 

The CIs of interest to this thesis can be found within the sectors of energy, financial services, 

foodstuffs, health, information and communication, transport, and water. Table 2 below 

displays the Sectors and CIs which are of interest to this thesis. The choice of infrastructures 

in this thesis is based on previous studies and the interests of MSB. However, compared to the 

previous research that has inspired this thesis, the focus of the current thesis is slightly 

narrower. For instance, the sectors postal services and education are here excluded. This 

exclusion is based on the fact that previous research identified so few disruptions in these two 

sectors (see: Luiijf et al., 2010). The focus of the current thesis, nonetheless, expands on the 

sectors of interest to MSB (see: Johansson et al., 2017). This middle ground balances the 

interest of wide inclusion with the time and resource limits of the thesis. Table 2 also displays 

examples of disruptions for the infrastructures.  
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Table 2. Critical infrastructures included in this study. 

Sector CI Examples of disruptions 

Energy     

  District heating Central heating plant stops functioning 

  Electricity Power outage 

  Gas Nonfunctioning gas stations 

Financial services     

  ATMs Malfunctioning ATMs 

  Banks Nonfunctioning banking services  

  Payments Card payment stops working 

  Stock exchange Stock market malfunctions 

Foodstuffs     

  Agriculture Failed crops 

  Production and distribution Central kitchens for hospitals/schools stop working 

Health     

  112 Inability to call for emergency help 

  Alarms Sick people are unable to signal for assistance  

  Hospitals/health centers  Closed health center due to power outage 

  Medicine distribution/production Lack of vaccines or medicines 

Information and  

communication 

    

GPS Nonfunctioning navigation 

  Internet No access to internet 

  Telephone Disconnected line 

  TV No signal 

Transport     

  Air Cancelled or delayed flights 

  Rail Cancelled or delayed trains/subways 

  Road Blocked roads 

  Sea Cancelled ferries 

Water     

  Drinking water Contaminated tap water 

  Sewage treatment Malfunctioning sewage treatment plant 

 

5.1 Search Strategy 

This thesis follows a shortened version of the search strategy suggested by Rumsey (2008, p. 

52):   

1. Identify search terms 

2. Truncation and phrases 

3. Combining terms (Boolean logic) 

 

For step one, the search terms are borrowed directly from previous research. These are then 

expanded upon using an exploratory approach where search results from different search 

terms are explored. Step two concerns different spellings of words, different endings (e.g. 

plural or singular) and search terms with more than one word (e.g. “power cut”). Step three, in 

this thesis, will mainly be through the usage of the Boolean connectors OR as well as AND. 
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Using the Boolean connector OR will include articles containing one, or any possible 

combination, of the search terms.  

5.2 Gathering material 

To gather material, searches are made in the database Retriever for three time periods 

(months): July 2018, September 2018 and January 2019. This selection of time periods is 

based on previous research by Luiijf et al. (2010) which found seasonal variations in CI 

disruptions in Europe (Sweden was included). Their research found that January was one of 

the months with the highest number of disruptions, especially in the energy sector. July, 

which also displayed high numbers of disruptions, had a more even spread across different 

sectors. Finally, September had one of the lowest number of events. I argue, that these time 

periods, with the differences that they display, can serve as a decent representative sample of 

the studied phenomenon across the year. Although a larger inclusion would be better, it would 

strain the resource and time limitations of the thesis.   

 

When gathering material, previous research (see: Van Eeten et al., 2011) has used the 

following search terms: disruption(s), outage(s), blackout, power cut. The Swedish 

equivalents of those search words result in the following search string: störning OR elavbrott 

OR strömavbrott OR mörkläggning. These are the initial search terms of this thesis. This 

search string has, however, received critique for being skewed towards the energy sector and 

power cuts (see: Hassel et al., 2014). The material gathered for this thesis (see Part 3 below) 

indicate that this critique is, at least partially, correct. Initial results show that disruptions in 

transport and energy constitute the majority of identified events. The skewed results could be 

effects of other factors than the applied search terms. It could be that most disruptions actually 

occur in these sectors. Or, because reporters are more likely to find out about problems in 

these sectors. However, out of the 4 terms in the search string, 3 are commonly used for 

disruptions in the electrical supply. It therefor seems reasonable that it has had an effect on 

the results. To counter this, the thesis will expand upon these terms, in an attempt to better 

capture the entirety of CI (see research question 2).  

 

Table 3 below displays the initial and the additional search terms and search strings, and 

which CI they intend to capture (with English equivalents in brackets). These additional 

search terms are developed using an exploratory approach. This entails testing different 

searches, based on the authors understanding of how such events are reported. In addition, it 
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is also based on the wordings used in articles gathered using the initial search string. Each 

additional search string, listed in table 3, is individually applied to the three time periods. 

Table 3 also displays the number of articles retrieved from each search.  

Table 3. Applied search terms and the CI they attempt to capture.  

Initial search terms CI Retrieved articles 

for July 

2018/September 

2018/January 2019 

störning OR elavbrott OR strömavbrott OR mörkläggning 

[disruption OR outage OR “power cut” OR blackout] 

All 553/721/1013 

Additional search terms   

värmeverk OR fjärrvärme OR “utan värme” [“heating plant” OR 

“central heating” OR “no heat”] 

District heating 90/199/258 

tanka OR bensinstation OR bensinmack [refuel OR “petrol 

station” OR “gas station”] 

Gas 504/348/416 

bankomat AND (kontanter OR pengar) [ATM AND (cash OR 

money)] 

ATMs 121/34/42 

Bank AND (problem OR “tekniskt fel”) [Bank (AND problem 

OR “technical issue”)] 

Banks 157/237/217 

(kortbetalning OR kontanter) AND (problem OR “ur funktion”) 

[(“card payment” OR cash) AND (problem OR “out of 

function”)] 

Payments 109/72/65 

aktiehandel OR börsen [“stock exchange” OR “stock market”] Stock exchange 579/762/717 

(jordbruk* OR lantbruk*) AND (problem OR kris) [(farm* OR 

agriculture) AND (problem OR crisis) 

Agriculture 1318/534/416 

(mat OR livsmedel) AND (leverans OR produktion) [(food OR 

foodstuffs) AND (delivery OR production)] 

Production and 

distribution of 

foodstuffs. 

412/211/171 

Trygghetslarm [“security alarms”] Alarms 39/68/157 

(sjukhus OR sjukvård) AND (problem OR köer) [(hospitals OR 

“medical care”) AND (problem OR queue)] 

Hospitals/health 

centers 

863/1075/825 

Mediciner AND (brist OR leverans) [medicines AND (lack of OR 

problem)] 

Medicine 

distribution/ 

production 

30/23/112 

(112 OR “sos alarm”) AND (problem OR störning OR “nått 

fram”) [(112 OR “emergency services”) AND (problem OR 

disruption OR reached)] 

112 268/90/117 

GPS OR Naviger* [GPS OR Navigat*] GPS 640/666//520 

TV AND (“låg nere” OR “fungerade inte” OR “tekniskt fel”) [TV 

AND (“was down” OR “did not work” OR “technical issue”)] 

TV 15/29/22 

flyg AND (inställ* OR försen*) [flight AND (cancel* OR delay*) Air transport 165/100/182 

(Fartyg OR färja) AND (inställ* OR försen*) [(ship OR ferry) 

AND (cancel* OR delay*) 

Sea transport 38/64/83 

Vatten AND (otjänligt OR kokas) [water AND (unserviceable OR 

boil)] 

Drinking water 152/140/50 

Reningsverk OR avloppsrening [treatment plant OR sewerage] Sewage 

treatment 

164/197/153 

 Total articles 6217/5570/5536 

= 17323. 
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5.3 Extracting data 

Each retrieved newspaper article is manually scanned for relevance. That is, does it indeed 

describe a critical infrastructure disruption (as defined in this thesis)? For each identified 

disruption the following information is recorded: the affected CI and sector; the initiating 

event (cause), if stated; the initiating CI (if any); number of people affected (if stated); 

geographical area; start time and duration (if stated); short textual description of event; and 

reference(s) to source(s). Table 4, below, illustrates and exemplifies the information that is 

sought for each event.  

 

Since one article might not include all the required information, several articles may be 

merged in investigating a single cascade or failure. If there is information missing on a 

specific event, an additional search is made in Retriever. If there is conflicting information in 

different articles, the most consistently reported information is recorded.    

Table 4. Example of extracted data.  

Question Answer (example from the material) 

Affected sector Transport 

Affected infrastructure Rail 

Initiating event  Power outage 

Initiating CI Electrical 

Nr. People affected Roughly 100,000 passengers 

Geographical area Subways in Stockholm 

Start time and duration 180919, 16:20 until the coming morning.  

Short description of event Cable fault led to a power outage which affected the subway traffic 

Source(s) TT. 180919. Kaosartade scener när tunnelbanan stannade.   
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Part three: Results, analysis, conclusions 
6. Results and Analysis 

This chapter will center around the three research questions, discussing them one at a time. 

However, to begin, an overview of the gathered material and some general results are 

presented. Using the method described in chapter 5 above, the thesis has retrieved a total of 

17,323 newspaper articles. 2287 of these were retrieved using the initial search terms, while 

the rest (15,036) using the additional search terms (see table 3 above). Using the initial search 

terms 231 disruptions were identified. Using the additional search terms 71 disruptions were 

identified. 16 of the disruptions were identified by both searches. Thus, from the combined 

material a total of 286 unique disruptions in CI have been identified. Not all retrieved articles 

contained information on disruptions. Also, many of the retrieved articles were duplicates (or 

nearly identical) published in several newspapers. The referenced articles are listed in 

appendix 1.  

 

Applying an inclusion threshold of 1000 and 10.000 affected, the number of relevant 

disruptions is lowered to 62 and 26 respectively (see table 5 below). Table 5 below displays 

the number and spread of the disruptions on the respective sectors, as well as the number and 

spread of cascading effects identified in the combined material. As can be seen under the 

heading Cascade initiating, most cascades identified in the studied material were initiated by 

the Energy sector, which is in congruence with previous empirical research (see: Van Eeten et 

al., 2011). As can be see under the heading Cascade affected, Healthcare is the sector most 

often affected by cascades. A total of two second order cascades were identified in the 

material. No third or higher order cascades were identified. 

Table 5. Number of disruptions, cascade initiating events and cascade affected events for each sector. 

 Disruptions Cascade affected Cascade initiating 

  Inclusion threshold Inclusion threshold Inclusion threshold 

Sector 0 1000 10,000 0 1000 10,000 0 1000 10,000 

Energy 95 50 20 7 1 1 26 3 2 

Financial services 5 0 0 2 0 0 0 0 0 

Foodstuffs 5 0 0 3 0 0 1 0 0 

Healthcare 24 1 0 14 1 0 2 0 0 

Information and Communication 15 5 2 1 1 0 8 1 0 

Transport 119 5 3 11 2 2 5 1 1 

Water 23 1 1 4 0 0 0 0 0 

Total 286 62 26 41 5 3 42 5 3 
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In terms of dependencies and interdependencies (see figure 1) this thesis has only identified 

dependencies. This too, is in line with previous empirical research (Luiijf et al., 2010), which 

found a strong directionality (towards electricity) in dependency. If this is due to an actual 

lack of interdependencies, due to the way in which it is reported in the news or due to some 

deficiency in the method, is unclear.  

6.1 How well do newspaper articles capture cascading effects? 

In order to establish whether or not a CE has occurred, it is first necessary to establish that a 

disruption has occurred. Further, it must be established whether or not this disruption was 

caused by a disruption in another infrastructure. To separate between similar disruptions, it is 

necessary to know their time of occurrence and where they occurred. Further, it is desirable to 

establish the consequences, or how many were affected by the disturbance. Knowing the 

number of affected individuals facilitates an assessment of the societal effects and thus the 

significance of the event. This section continues by discussing to what degree the material has 

provided information on cause, consequence, location, time and duration. Focus in this 

section is on the combined material, with 286 identified disruptions.  

6.1.2 Cause of disruptions 

The number of possible causes to disruptions in CI is potentially unlimited. What is essential 

to CEs is to establish whether or not the cause of the disruption was a disruption in another 

infrastructure. For the 286 identified disruptions, the studied material has offered information 

on cause in 252 cases or, in roughly 88 percent (see table 6 below). That means, for 34 

disruptions the cause could not be established. For the different sectors, information on cause 

of disruptions has been identified in between 75,7 and 100 percent of cases. For the 

infrastructures, excluding those with zero identified disruptions, the cause of disruption has 

been identified in between 60 and 100 percent of cases.  

 

In terms of information available on cause, there is a clear difference between sectors and 

between infrastructures. Despite this, newspaper articles seem to be a decent material when it 

comes to establishing whether or not a disruption was caused by another disruption. This, of 

course, only applies to disruptions identified with the material to begin with. Also, even 

though consequence follows from cause, the fact that newspapers are fairly good at offering 

information on cause, should not lead to the conclusion that they are also good for 

establishing consequences. Establishing the cause, of an already identified disruption, is not 
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the same as establishing whether or not that disruption has caused an additional (not yet 

identified) disruption.  

 

Finally, the studied material clearly shows how CI can be affected by its context. For instance, 

92 of the identified disruptions can be attributed to weather events, mainly winter storms, 

lightning, and a few can be attributed to forest fires. Eleven disruptions can be attribute to 

various forms of construction work and (as an interesting side note) in one instance a kite flew 

into the cables supplying trains with electricity.  

Table 6. Information on the number of affected and cause of disruptions 

 Sector CI 

Nr. of 

disruptions 

Nr. disruptions for 

which 

consequences could 

be established (%) 

Nr. disruptions 

for which Cause 

could be 

established (%) 

Energy   95 78 (82,1) 72 (75,7) 

  District heating 4 2 (50) 4 (100) 

  Electricity 87 76 (87,3) 64 (73,5) 

  Gas 4 0 (0) 4 (100) 

Financial  

services 

  5 0 (0) 4 (80) 

ATMs 0 0 (0) 0 (0) 

  Banks 0 0 (0) 0 (0) 

  Payments 5 0 (0) 4 (80) 

  Stock exchange 0 0 (0) 0 (0) 

Foodstuffs   5 0 (0) 5 (100) 

  Agriculture 2 0 (0) 2 (100) 

  Production and distribution 3 0 (0) 3 (100) 

Healthcare   24 4 (16,6) 21 (87,5) 

  112 4 0 (0) 3 (75) 

  Alarms 10 3 (30) 8 (80) 

  Hospitals/health centers 8 1 (12,5) 8 (100) 

  Medicine distribution/production 2 0 (0) 2 (100) 

Information and 

communication 

  15 7 (46,6) 12 (80) 

GPS 0 0 (0) 0 (0) 

  Internet 5 3 (60) 3 (60) 

  Telephone 8 3 (37,5) 7 (87,5) 

  TV 2 1 (50) 2 (100) 

Transport   119 7 (5,8) 117 (98,3) 

  Air 17 0 (0) 16 (94,1) 

  Rail 36 4 (11,1) 35 (97,2) 

  Road 53 0 (0) 53 (100) 

  Sea 13 3 (23,0) 13 (100) 

Water   23 1 (4,3) 21 (91,3) 

  Drinking water 18 1 (5,5) 16 (88,8) 

  Sewage treatment 5 0 (0) 5 (100) 

Total   286 97 (33,9) 252 (88,1) 
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6.1.2 Consequences  

The studied material provided information on consequences (the number of affected 

individuals) for 97 of the 286 identified disruptions. That means, for roughly 65 percent of the 

disruptions the consequences could not be established. Excluding Financial services and 

Foodstuffs, since their numbers are so low, the sectors Water, Transport and Healthcare fare 

the worst in terms of information regarding consequences. Table 6 above clearly shows that 

there is a large disparity between the different infrastructures in terms of information 

available on consequences. For analyzing the consequences of disruptions and cascading 

effects in Electricity, newspaper articles seem to be a decent material. For Road transport on 

the other hand, other sources are clearly needed.  

 

In Sweden, according to the law (1997:857) on electricity, electrical companies are required 

to refund customers suffering from power outages longer than 12 hours. This regulation 

(combined with others) forces the electrical companies to monitor the supply in such a way 

that they know how many customers are affected, and for how long. Such regulations and 

responsibilities do not exist for the road network. This probably has the effect that, for 

journalists, information on the number of affected by a power outage is easier to find, than for 

the number of affected by a traffic jam. This indicates not only how CI is affected by context, 

but also how media’s reporting on CI disruptions and CEs is affected by the same context.  

6.1.3 Location 

Since this thesis focuses on disruptions in Sweden, it is essential that the material provides 

information on whether or not an identified disruption occurred in Sweden. In the studied 

material, several instances of disruptions occurring in other countries have been identified. 

Still, for all identified disruption, the material has provided the information necessary to 

establish whether or not the disruption occurred in Sweden. Some identified disruptions 

(flights and ferries) occurred in other nations but were bound for Sweden. These cases (3 of 

them) have been excluded from the results because the disruptions originated abroad. Also, it 

is unclear what affect they had in Sweden. Still, these instances exemplify the difficulty of 

studying CI on a national level. The many international connections between CIs blur national 

borders.  

 

Information on location below national level, has been found for all identified disruptions. In 

terms of the amount and quality of information available on location, the thesis has not 
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identified any clear differences between infrastructures. That said, the differences in various 

infrastructures topological structure, means that disruptions do not spread in the same way. 

For instance, disruptions in train traffic can be said to spread along the rail, while a disruption 

in electricity spreads along the electrical cables. This means that, for different infrastructures, 

location cannot be specified in the exact same way. Still, information on location below 

national level helps in distinguishing between similar events. It could also be used, coupled 

with information on the number of affected, to assess the concentration, or intensity of the 

consequences. For instance, 10,000 affected in a single city could be seen as more intense 

than 10,000 in the entirety of Sweden. Establishing the intensity of disruptions has not been 

part of the current thesis. Nonetheless, it is a possibility for future research, and therefore 

valuable to discuss in terms of the possibilities offered by newspaper articles.  

6.1.4 Start time and duration 

As with location, start time is helpful in separating between similar events, while the duration 

indicates the consequences. For example, there is a difference in impact between being 

without electricity for 10 minutes or for 10 days. The consequences of a disruption of a 

certain duration, will differ also between infrastructures. For instance, how does a two-hour 

delayed flight compare to 2 hours of disrupted drinking water? This highlights that there is a 

difficulty in comparing between the consequences of disruptions in different infrastructures.  

 

For five of the identified disruptions it has not been possible to establish the start time more 

precisely than during what month it occurred. For four of the identified disruptions, duration 

could not be established. However, information on location and cause made it possible to 

separate them from other similar events. For most events the material offers information that 

make it possible to establish what day and what time of day the disruption started. However, 

for only about half of the identified disruptions is the start time indicated in hours and 

minutes. In this regard, the thesis has not identified any clear difference between the 

infrastructures or sectors. 

6.2 How can the gathering of source material be adapted to better capture 

cascading effects in the entirety of critical infrastructure?  

Previous research on the occurrence of CEs has received critique for applying search terms 

skewing the results towards disruptions in electricity. A wider set of search terms could 

potentially mitigate this. This section compares the results from the material gathered with the 
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initial search terms (borrowed from previous research), with the results from the combined 

search terms (see table 3). 

 

Table 7 below displays the percentage of total disruptions made up by each individual 

infrastructure’s disruptions. The table compares the percentages between the results of the 

initial search with the results from the combined search. Energy followed by Transport are the 

two sectors with the largest decreases in their share of total disruptions. Healthcare followed 

by Water are the sectors with the largest increases. Electricity followed by Road transport are 

the two infrastructures with the largest decreases, while Air transport followed by Drinking 

water are the two infrastructures with the largest increases.  

Table 7. Number (and percentage of total) of disruptions in each infrastructure, at inclusion threshold 0.  

Sector CI 

Initial search. 

231 disruptions 

Combined search.  

268 disruptions 

Change in 

% 

Energy   90 (39) 95 (33,2) -5,8 

  District heating 2 (0,9) 4 (1,4) 0,5 

  Electricity 87 (37,7) 87 (30,4) -7,3 

  Gas 1 (0,4) 4 (1,4) 1,0 

Financial  

services 

  2 (0,9) 5 (1,7) 0,8 

ATMs 0 (0) 0 (0) 0 

  Banks  0 (0) 0 (0) 0 

  Payments  2 (0,9) 5 (1,7) 0,8 

  Stock exchange 0 (0) 0 (0) 0 

Foodstuffs   4 (1,7) 5 (1,7) 0 

  Agriculture 1 (0,4) 2 (0,7) 0,3 

  Production and distribution 3 (1,3) 3 (1) -0,3 

Healthcare   9 (3,9) 24 (8,4) 4,5 

  112. 2 (0,9) 4 (1,4) 0,5 

  Alarms 4 (1,7) 10 (3,5) 1,8 

  Hospitals/health centers 3 (1,3) 8 (2,8) 1,5 

  Medicine distribution/production 0 (0) 2 (0,7) 0,6 

Information and 

communication 

  14 (6) 15 (5,2) -0,8 

GPS 0 (0) 0 (0) 0 

  Internet 5 (2,2) 5 (1,7) -0,5 

  Telephone  8 (3,4) 8 (2,8) -0,6 

  TV 1 (0,4) 2 (0,7) 0,3 

Transport   100 (43,3) 119 (41,5) -1,8 

  Air 5 (2,2) 17 (5,9) 3,7 

  Rail 36 (15,6) 36 (12,6) -3 

  Road 53 (22,9) 53 (18,5) -4,4 

  Sea 6 (2,6) 13 (4,5) 1,9 

Water   12 (5,2) 23 (8) 2,8 

  Drinking water 9 (3,9) 18 (6,3) 2,4 

  Sewage treatment 3 (1,3) 5 (1,7) 0,4 

Total  231 (100) 286 (100)  

 

Overall, the additional search terms have contributed to evening out the spread of identified 

disruptions. The share of disruptions occurring in the infrastructure Electricity has decreased 
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while for several others it has increased. That said, considering the large share of disruptions 

occurring in the Transport sector (especially road and rail transport), it seems that the initial 

search terms are skewed not just towards electricity. This indicates, at least in part, that the 

critique against previous research might be somewhat misguided. The answer to why previous 

research identified disruptions in electricity to form the largest share of total disruptions, 

might lie instead in the applied inclusion threshold. Looking at table 8 below, we see that the 

number of relevant disruptions in transport decreases significantly as the inclusion threshold 

is increased. While the number of relevant disruptions in electricity also decreases, the 

decrease is far less significant.  

6.2.1 Increased workload  

The additional search terms yielded a significantly higher number of articles to analyze 

(15,036, or roughly 650% increase). The additional search increased the number of identified 

disruptions (by roughly 16%) and slightly evened out the spread of disruptions (see table 7). 

Comparing the increased workload to the increase in relevant data, makes it possible to 

question if the additional effort is worthwhile. If the queried time period is increased, to cover 

several years, it is possible that the spread of disruptions would be diminished or enhanced. 

However, an increased time period would obviously increase the material. This would make 

the question, of whether or not a more inclusive search is worthwhile, even more relevant.  

 

Finally, assuming that the additional search terms better capture the entirety of CI, then the 

relatively small increase in identified disruptions, compared to the large increase in material, 

points to two possibilities; most disruptions do actually occur in the transport and energy 

sectors; or, newspapers are more likely to cover such events. Of course, it is also possible that 

the additional search terms could be furthered developed to even better capture the entirety of 

CI.  

6.3 How are the results affected by lowering the inclusion threshold?  

This section discusses how alterations to the inclusion threshold affect the results in terms of 

the number and distribution of disruptions and CEs. The discussion utilizes the combined 

results from the initial and additional searches (see table 3). Utilizing the combined results 

provides the largest possible material on which to base the discussion. Tables 8, 9, 10 and 11 

form part of this discussion.  
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6.3.1 Disruptions  

Previous research on the occurrence of disruptions and cascading effects (Van Eeten et al., 

2011) has applied an inclusion threshold of 10,000 affected. Table 8 below displays how the 

number of relevant disruptions identified by this thesis changes as the inclusion threshold is 

lowered. Table 8 also shows how the altered threshold affects the percentage of total 

disruptions accounted for by disruptions in each infrastructure and sector.  

Table 8. Number of disruptions (and percentage of total disruptions) at different inclusion thresholds 

 Inclusion threshold at 

Sector  CI 0 1000 10,000 

Energy  95 (33,2) 50 (80,6) 20 (76,9) 

  District Heating 4 (1,4) 1 (1,6) 0 (0) 

  Electricity 87 (30,4) 49 (79,0) 20 (76,9) 

  Gas 4 (1,4) 0 (0) 0 (0) 

Financial services  5 (1,7) 0 (0) 0 (0) 

  ATMs 0 (0) 0 (0) 0 (0) 

  Banks 0 (0) 0 (0) 0 (0) 

  Payments 5 (1,7) 0 (0) 0 (0) 

  Stock Exchange 0 (0) 0 (0) 0 (0) 

Foodstuffs   5 (1,7) 0 (0) 0 (0) 

  Agriculture 2 (0,7) 0 (0) 0 (0) 

  Production and Distribution 3 (1,0) 0 (0) 0 (0) 

Healthcare   24 (8,4) 1 (1,6) 0 (0) 

  112 4 (1,4) 0 (0) 0 (0) 

  Alarms 10 (3,5) 1 (1,6) 0 (0) 

  Hospitals/health centers 8 (2,8) 0 (0) 0 (0) 

  Medicine distribution and production 2 (0,7) 0 (0) 0 (0) 

Information and  

Communication 

 15 (5,2) 5 (8,1) 2 (7,7) 

GPS 0 (0) 0 (0) 0 (0) 

  Internet 5 (1,7) 3 (4,8) 1 (3,8) 

  Telephone 8 (2,8) 2 (3,2) 1 (3,8) 

  TV 2 (0,7) 0 (0) 0 (0) 

Transport  119 (41,6) 5 (8,1) 3 (11,5) 

  Air 17 (5,9) 0 (0) 0 (0) 

  Rail 36 (12,6) 3 (4,8) 3 (11,5) 

  Road 53 (18,5) 0 (0) 0 (0) 

  Sea 13 (4,5) 2 (3,2) 0 (0) 

Water   23 (8,0) 1 (1,6) 1 (3,8) 

  Drinking water 18 (6,4) 1 (1,6) 1 (3,8) 

  Sewage treatment 5 (1,7) 0 (0) 0 (0) 

Total 286 (100) 62 (100) 26 (100) 

 

To begin, it is clear, and perhaps not very surprising, that the number of relevant disruptions 

is lowered as the inclusion threshold is increased. The amount of relevant disruptions at 

threshold 10,000, is roughly 10 times smaller than the amount at threshold 0. At threshold 0, 

the highest numbers of disruptions are found in the Transport sector, followed by Energy, 

Health and Water. Electricity is the infrastructure with the largest share of disruptions, at all 

three inclusion thresholds.  
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The figures in Financial services and Foodstuffs (see table 8 above) are instead quite low to 

begin with. It is unclear if the low number in these sectors are best explained by a low actual 

occurrence of disruptions, or by medias inability (or unwillingness) to report on them. Still, 

due to these low figures, it is perhaps unwise to draw conclusions based on changes in 

disruptions in these two sectors.  

 

The distribution of disruptions changes sharply as the threshold is increased. Already at 

threshold 1000, transports share of identified disruptions goes from 41,6 percent to 8,1 

percent (see table 8). In other words, although a large part of all identified disruptions 

occurred in the transport sector, most disruptions in this sector do not meet the increased 

inclusion criteria. For Energy on the other hand, the share of disruptions that meet the 

increased inclusion criteria, is significantly higher. Regarding this, it should be remembered 

that consequences could be established for only a small part (about 6 percent) of all 

disruptions in Transport. For Energy on the other hand, consequences could be established in 

a majority (roughly 82 percent) of cases (see table 6). It is thus not admissible to conclude 

with certainty, that occurred disruptions in Energy are more likely to affect 1000, or 10,000 

people, than occurred disruptions in Transport. 

 

For the sectors Healthcare and Water, almost none of the identified disruptions meet the 

increased inclusion threshold. However, as for Transport, information on consequence is 

available for only a small part of the disruptions in Healthcare and Water. For Information 

and Communication on the other hand, consequence could be established in almost half of 

identified disruptions. Still, most disruptions in this sector do not meet the increased inclusion 

threshold.  

6.3.2 Cascading effects 

A total of 42 CEs have been identified in the gathered material. Based on the figures in table 

10 below, it seems that most cascading effects originate in the energy sector. This is followed 

by Information and Communication, and then Transport. This is in line with previous research 

by (Luiijf et al., 2010). Further, disruptions in Financial services and Water do not seem to 

cause cascades. This indicates that the dependence of other infrastructure on these sectors is 

rather low.  
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Table 9. Number of Cascading effects per sector, at inclusion threshold 0 
C

as
ca

d
e 

af
fe

ct
ed

 

   Cascade Initiating 

  Energy Financial Services Foodstuffs Health I and C Transport Water Total 

Energy 3 0 0 0 0 4 0 7 

Financial services 2 0 0 0 0 0 0 2 

Foodstuffs  2 0 0 0 1 0 0 3 

Healthcare 5 0 0 2 7 0 0 14 

I and C 1 0 0 0 0 0 0 1 

Transport  9 0 1 0 0 1 0 11 

Water 4 0 0 0 0 0 0 4 

Total Nr. CE 26 0 1 2 8 5 0 42 

 

Total Nr. 

Disruptions 95 5 5 24 15 119 23 286 

 

% of disruptions 

leading to 

cascade 27,4 0 20 8,3 53,3 4,2 0 14,7 
 

As with disruptions, the number of relevant CEs is lowered as the inclusion threshold is 

increased. At inclusion threshold 0, 14,7 percent of disruptions led to a disruption in another 

infrastructure. At inclusion thresholds 1000 and 10,000, this figure is lowered to 8,1 and 11,5 

percent respectively. According to these figures, roughly one in ten disruptions lead to a CE. 

However, when looking at specific sectors, this figure changes. For instance, disruptions in 

Information and Communication are roughly twice as likely to cascade as disruptions in 

Energy (see table 9). Previous research (see: Luiijf et al., 2010) found that roughly 25 percent 

of all CI disruptions were due to CEs. The difference in results between this thesis and 

previous research can be due to many factors. For instance, previous research was performed 

on a European level, and there might be such differences in the occurrence of CEs between 

Europe and Sweden. It might also be due to variations, between newspapers of different 

nations, in the coverage of CEs. Variations in the way in which the method has been applied 

is also a possible source of these differences in results.  

Table 10. Number of Cascading effects per sector, at inclusion threshold 1000. 

C
as

ca
d
e 

af
fe

ct
ed

 

    Cascade initiating  

  Energy Financial Services Foodstuffs Health I and C Transport Water Total 

Energy 0 0 0 0 0 1 0 1 

Financial services 0 0 0 0 0 0 0 0 

Foodstuffs  0 0 0 0 0 0 0 0 

Healthcare 0 0 0 0 1 0 0 1 

I and C 1 0 0 0 0 0 0 1 

Transport  2 0 0 0 0 0 0 2 

Water 0 0 0 0 0 0 0 0 

Total Nr. CE 3 0 0 0 1 1 0 5 

 Total Nr. 

Disruptions 50 0 0 1 5 5 1 62 

 % of disruptions 

leading to 

cascade 6,0 0 0 0 20 20 0 8,1 
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When increasing the inclusion threshold (table 10 and 11 compared to table 9) the percentage 

of disruptions in Transport leading to a cascade is increased from 4,2 to 20 to 33,3 percent. 

For all other sectors, the percentage of disruptions leading to cascades is lowered as the 

inclusion threshold is increased (except for Energy, which slightly increases between 

threshold 1000 and 10,000). It should be noted that the figures for most sectors, at inclusion 

threshold 1000 and 10,000, are so low that comparisons become unwise.  

Table 11. Number of Cascading effects per sector, at inclusion threshold 10,000. 

C
as

ca
d
e 

af
fe

ct
ed

 

    Cascade initiating  

  Energy Financial Services Foodstuffs Health I and C Transport Water Total 

Energy 0 0 0 0 0 1 0 1 

Financial services 0 0 0 0 0 0 0 0 

Foodstuffs  0 0 0 0 0 0 0 0 

Healthcare 0 0 0 0 0 0 0 0 

I and C 0 0 0 0 0 0 0 0 

Transport  2 0 0 0 0 0 0 2 

Water 0 0 0 0 0 0 0 0 

Total Nr. CE 2 0 0 0 0 1 0 3 

 Total Nr. 

Disruptions 20 0 0 0 2 3 1 26 

 % of disruptions 

leading to 
cascade 10 0 0 0 0 33,3 0 11,5 
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7. Conclusions 

It is clear, from the results presented above, that there is both merit and risk in using 

newspaper articles as a source when studying disruptions and cascading effects in critical 

infrastructure. It is also clear that there are significant variations, across the different 

infrastructures, in how well newspaper articles capture these phenomena. Further, this thesis 

indicates how the results of previous research may have been affected both by their applied 

inclusion thresholds and their material gathering strategies. This is relevant when discussing 

the implications research should have on critical infrastructure protection policies.  

7.1 Mapping the occurrence of cascading effects 

In order to map the occurrence of cascading effects, it is first necessary to establish the 

occurrence of disruptions, and the cause of those disruptions. Overall, newspaper articles 

offer the necessary information for this task. However, there are significant differences in the 

information provided by newspaper articles on the various infrastructures. Further, it is 

unclear to what degree the studied material is correct in its information. It is, for instance, 

possible that operators or owners of critical infrastructures offer faulty information to 

journalists or downplay certain aspects of events. It is also possible that journalists 

misunderstand or misinterpret the events that they investigate. It would thus be beneficial to 

complement research on the occurrence of cascading effects with other sources. 

 

Exactly what sources would be best to complement with can vary, not only between 

infrastructures but also between nations. In terms of disruptions, reporting practices of 

infrastructure owners or operators can vary significantly between both sectors and nations. 

For certain infrastructures there might be no reporting at all from media nor owners of 

infrastructures. Relevant and reliable information on disruptions might therefore be lacking 

completely for specific infrastructures. In such cases, scientific research can help 

policymakers by pointing to a need for, and highlight the benefits of, better reporting 

practices.  

7.1.1 What counts as cause?  

Although the results of the method applied in this thesis are based on a relatively small 

material, the results nonetheless strengthen the claim that most disruptions in critical 

infrastructures are not cascading effects. This is helpful, because it signals that preventative 

measures are perhaps best aimed at external causes, such as storms, rather than on minimizing 
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dependencies. It is therefore valuable to know the causes of all those disruptions that are not 

cascading effects. For the task of establishing cause, newspaper articles seem to offer relevant 

information in a majority of cases. However, cause can have a wider meaning than the event 

immediately preceding a disruption. Back-up batteries, which could prevent a disruption from 

occurring, need to be charged and eventually replaced to fulfill their purpose. Lack of 

maintenance could thus also be seen as a cause of a disruption. System design can also be 

seen as a cause. For example, a two-hour long power outage would not cause a disruption, in 

mobile telephony, if the communications masts are equipped with back-up batteries lasting 

for three hours.  

7.2 Capturing the entirety of Critical infrastructure  

In terms of capturing disruptions in a larger set of infrastructures, this thesis shows two 

things. First, the critique towards previous research, for being skewed towards disruptions in 

electricity, is only partially true. The fact that previous research identified disruptions in 

electricity to be the most common disruption, may be more due to the applied inclusion 

threshold, than due to the search terms. Second, it is possible to better capture a larger set of 

critical infrastructures by expanding the search terms. However, this thesis’ exploratory 

approach in developing additional search terms only provides tentative answers. Future 

research could improve the gathering of material by focusing on specific infrastructures and 

by identifying other sources of data which could be used as comparison.  

 

Also, as previously mentioned, the boundary of critical infrastructure is not self-evident. 

Attempting to capture the entirety of critical infrastructure requires boundaries to be drawn. 

Such boundaries, however, are not merely theoretical or methodological standpoints, they are 

also political. For instance, several of the identified disruptions were caused by events in what 

could be termed Industry or Construction. Claiming that industry or construction is a critical 

infrastructure does not seem farfetched. Although, it would require a thoughtful discussion on 

exactly what to include in that category. In terms of capturing the bigger picture, future 

research on critical infrastructure dependencies could benefit from including such a category. 

However, caution should be practiced when expanding the realm of what is critical. The 

labeling of infrastructures as critical, I argue, can be likened to the act of securitization. By 

securitizing an issue, extreme measures that go beyond the “normal workings of law, 

diplomacy and politics” (Vultee, 2010, p. 33) are justified. Securitizing suspends ordinary 

measures and endows resources and political leeway (Balzacq et al., 2016, pp. 512–513). 
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Political actors eager to attain such benefits would thus do well in referencing research that 

includes either a wider set of infrastructures, or a specific infrastructure of their interest. It is 

therefore necessary for researchers of critical infrastructure to realize the political potential of 

their research.   

7.3 When do disruptions and cascading effects become relevant?  

Previous research on cascading effects applied an inclusion threshold of 10,000 affected 

people. The results of this thesis, however, suggest that most disruptions in critical 

infrastructure will not affect as many as 10,000 individuals. Further, that there are large 

disparities between infrastructures in terms of the information provided by newspapers on 

consequences. This shows how the results of previous research, may have been affected by 

their applied inclusion threshold and by the use of newspaper articles as a source. For 

instance, for road transport, information on the number of affected is most often not available 

in newspaper articles. Therefore, most disruptions in road transport will be excluded from 

such research. This does not mean that most disruptions in road transport are insignificant. 

Perhaps, instead of looking for information on how many were affected, it could be better to 

differentiate between types of roads (country roads, highways, motorways). In most of the 

studied reports, on disruptions in road transport, the article states the seriousness of the event 

in terms of a minor or major disruption. This, coupled with the type of road, could be used in 

weighing the consequences of a disruption in road transport. Ideally it would also be 

complemented with figures on traffic volumes.   

7.3.1 Weighing the consequences 

Although the method evaluated in this thesis investigates the number of affected people, it 

does not investigate the gravity of effects experienced by those affected. In other words, there 

is a difference in gravity between dying from a plane crash and your flight being cancelled. 

Therefore, even though most identified disruptions become irrelevant at the higher inclusion 

thresholds, that does not mean they are insignificant from neither a social nor political 

perspective. Still, how to assess the difference in gravity between different disruptions is 

unclear. A valuable contribution from future research, to the field of critical infrastructure, 

would thus be to investigate the lived experiences of those affected by disruptions in critical 

infrastructure. This could be done by posing the question; which disruptions cause the most 

distress? Such information would be helpful in weighing the consequences of different 

disruptions, and in assessing where preventative efforts are best applied.  



 

52 

 

7.4 Implications for policy and future research 

First of all, future research on the occurrence of disruptions and cascading effects should 

contemplate how their method chosen might need to be adapted to the studied context. Local 

or national variations in technological advancement, climate, relevant policies, and many 

other things may affect the likelihood of cascading effects and their likely consequences. 

These variations also affect which infrastructure should be regarded as critical, which in turn 

should inform methodological considerations.  

 

Second, new and unfamiliar interdependencies, created by for instance technologies such as 

5G networks and the internet of things, will emerge. In order to remain relevant, critical 

infrastructure protection policy must therefore be updated regularly. The goal of 

policymaking on critical infrastructure protection should thus not be to reach final conclusions 

and definitive lists of which infrastructures to protect. Instead, it should adopt a dynamic 

perspective that recognizes the ways in which criticality changes.  

 

Third, the way in which disruption is defined in this thesis does not take into account the 

varying degrees to which the services of critical infrastructures are attainable to different 

individuals or groups. For example, if crops in Sweden were halved one year due to extreme 

weather, then the prices of certain products would likely increase for some period of time. 

However, with the ability to import, there would probably not be a shortage of food, and thus 

not a disruption. Still, for some, the increased prices would make food less attainable. Future 

studies of critical infrastructure could take the issues of supply and demand into account, and 

how wealth affects an individual’s or a group’s ability to access the services offered by 

critical infrastructures. Further, the availability might change during disruptions, and changes 

in availability might be larger for certain groups or individuals. This should also be 

contemplated by government agencies with responsibilities in critical infrastructure 

protection, such as the Swedish Civil Contingencies Agency. Knowing which individuals, 

groups or communities that are worst affected, or first affected, can help in the prioritization 

of preventative and mitigating efforts.  

 

The final point regards the previously mentioned debate about the Swedish crisis management 

system, and the merits of a decentralized versus a centralized system. It can be argued that the 

dynamic nature of critical infrastructure perhaps requires a decentralized system, capable of 
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fast adaptation, instead of a central and strong yet slow moving system. For, although large 

scale disruptions are likely to occur, and although these events might be best handled in a 

strong central system, most disruptions will be of less daunting scale. Perhaps then, it is better 

to strive for a system which is well adapted for handling the normal, more likely events, yet 

poor at handling the extremes, than vice versa?
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