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Practice-based perspectives in information systems have established how, in instances of information technology 
use, the user exercises considerable discretion in their appropriation of the technology with local workarounds and 
situated improvisations. Today, information systems research has a considerable stock of cases demonstrating the 
malleability of technology. We analyse the question, not pursued with much energy to date within practice-based 
perspectives, of how risk management practices in IT-enabled process management are enacted. Research on IT risk 
has over the last decades produced a number of frameworks and checklists to identify and manage risk, allowing for 
a proactive approach to e.g. IT development projects. Still, IT-projects fail more often than not and even the most 
proficient managers have difficulty in managing IT as an organizational resource. This paper introduces a 
framework for the analysis of software risk as knowledge systems (Holzner & Marx, 1979) composed of a set of 
knowledge processes, as they are enacted in the context of software risk management: reactive, proactive and 
adaptive IT risk management. We position ourselves in line with works that take a practice-based approach on 
knowledge and learning (Lave and Wenger, 1991; Wenger, 2000), which emphasise how knowledge is local, social, 
situated and closely linked to practice. However, another central premise behind our framework is that knowledge is 
not only local and situated, but also linked to larger established ‘systems of knowledge’. This may imply that 
knowledge generation does not happen freely, but is highly contingent on the context in which knowledge generation 
is situated. In order to manage risk in the increasingly dynamic environment of organizational life, we argue that 
adaptive IT risk management provides organizations with a more powerful approach than we find in the reactive 
and proactive approach to IT risk management.  
 



 
 
 
 
1. Introduction 
Concepts such as “technological society”, “information society”, “risk society”, “postindustrial society” 
and “knowledge society” suggest a common understanding that contemporary western societies are ruled 
by knowledge and expertise (Knorr Cetina and Preda, 2001: 27). Risk, as a concept, concerns uncertainty 
regarding future events, i.e. the likelihood of a something to occur that will have an impact on the outcome 
of a set goal. If the something already has occured it is no longer a risk, but a reality. There are a multitude 
of definitions of risk, but all encompass this basic assumption. Risk management will therefore in one 
sense always be proactive as it refers to a process aimed at beforehand taking appropriate action to either 
mitigate the risk, make contingency plans or simply make an informed decision to accept the risk and 
hope that it does not come to pass.  
 
Risk is very much a matter of perspective, where the very thing that constitutes a risk for one actor can be 
an opportunity for another, and simply not matter for a third. As the first necessary step in risk 
management is to identify the something that could occur as a something that could have (an adverse) 
effect on a desired outcome or activity, the aim and knowledge of the one enacting risk management thus 
becomes pivotal. The next steps are to assess and prioritize the identified risk, followed by a plan of action 
to deal with it and finally feeding back to the initial identification of the risk in order to revise the initial 
framing of the risk if necessary. As with risk there are a lot of different definitions of risk management, 
however they share these basic components with variations on the level of detail and subcomponents.  
 
It is not surprising then, that a review of the literature on risk management reveals certain commonalities 
regardless of the research field they belong to. As the whole the risk management loop is guided, and thus 
also constrained, by the identification of risks. The literature on risk management reveals a heavy bias 
towards the construction of checklists aimed at ensuring that all relevant risks are properly identified and 
subsequently managed.  Depending on the field of research and practice, the content of the checklists of 
course differs, however this instrumental approach to risk management constitutes common ground for 
risk research in general.  
 
In this regard risk and risk management literature in IS reserach does not deviate from the norm. A review 
of literature regarding risk in the IS field reveals that the majority of contributions represent an 
instrumental view on risk and risk mangement. Frameworks and checklists to identify risk related to IS 
issues are plentiful as are suggestions on how to mitigate them. The extant literature on IS risk thus 
allowes for a proactive approach to e.g. IT development projects. Still, these continue to fail more often 
than not and even the most proficient managers have difficulty in managing IT as an organizational 
resource. This is not to say that the checklist approach to risk management is not valuable, only that it 
does not seem to be enough. As useful as it seems to be it is not, as of yet, sufficient. 
 
Without disregarding the possibility of producing the ultimate checklist, we propose to look more closely 
at the practice of  risk management as it is played out in the context of organizations in order to explore 
the usefulness of a different view on risk management. More specifically, this paper focus on the 
knowledge processes involved in the practice of risk management in organizations. In the context of IT 
risk management multiple actors are involved in knowledge production relevant for the task at hand. 
These actors have different interests at stake, but also different epistemic strategies for generating the 
knowledge they seek. How then, are such differences handled in a practial situation? How do these 
multiple epistemic strategies interact? And, importantly, how do these relate to the paradigmatic approach 
to risk management in IS research?  
 



We position ourselves in line with works that take apractice-based approach on knowledge and learning 
(Lave and Wenger, 1991; Wenger, 2000) which emphasise how knowledge is local, social, situated and 
closely linked to practice. Recognizing the mangle of practice practicioners and organizations navigate in 
order to conduct their day-to-day actions and operations, we employ a view of knowledge as not only 
local and situated, but also linked to larger established ”systems of knowledge”. In this sense, knowledge 
does not happen freely, but is highly contingent on the context in which it is situated. In order to manage 
risk in the increasingly dynamic environment of organizational life, we argue that IT risk management 
need to provide organizations with a more powerful approach than can be found in the extant literature. 
 
In order to investigate the enacted risk management practices in situ, we have conducted an exploratory 
case study at P&P, a paper and pulp factory. By combining observations with qualitative interviews and a 
workshop we have aimed at uncovering relevant aspects of the risk management practices in the day-to-
day operations of the factory. The risk management strategies employed in the organizations have been 
characterized as reactive, proactive and adaptive to denote the different epistemic strategies employed by 
the practitioners. Even though risk management in a sense always is future oriented, and thus proactive, 
the epistemic strategies involved in the day-to-day risk management practices quite often can be described 
as reactive in the sense that risks are identified but no plans of action are formulated. Rather, it is when the 
risks become reality that steps are taken. However, as these risks are identified in advance this is quite 
clearly a form of risk management. Proactive risk management fulfill the classic characteristics of risk 
management in that they are identified, assessed, prioritized and a plan of action to mitigate them is 
constructed. We use the term adaptive risk management to denote the strategies that involve taking into 
accout the increased uncertainty and increasingly dynamic context at the factory. Adaptive risk 
management strategies are characterized by a continuous dialogue with the particularities of the ever 
changing and evolving situation.   
 
 
2. IT Risk Management 
As risk is about uncertainty regarding future events it has constituted an important stream of research in 
the field of IS, and through the years numerous approaches, check-lists and models have been proposed in 
order to manage risks that arise in contexts involving information technology. The information systems 
field is rife with examples of various systems failures, from organizational rejections to implementation 
failures and budget overruns (Lyytinen et al 1998) on all organizational levels.  
 
Looking at the extant IS research on risk it is clear that there is a rich and diverse discourse on risks 
related to software risk and software development projects (Alter & Ginzberg, 1978; Boehm, 1991; 
Charette, 1989; McFarlan, 1981; Lyytinen et al. 1998; Iversen et al. 2004; Schmidt et al. 2001; Persson et 
al. 2009; Barki, et al. 1993; Keil & Robey, 1999; Ropponen & Lyytinen, 2000; Currie, 1998). The high 
rate of systems development project failure (Currie, 2000; Du et al, 2007) has been, and still is, one of the 
central problems of IS practice (Stahl et al, 2003).  
 
Lyytinen et al (1998) conduct an extensive overview of different risk management approaches dealing 
with four areas of software development project risks; software risks, implementation risks, project 
portfolio risks, and requirement risks. Each of these categories now encompass a richness of theories, 
tactics and views of risk and risk management, from technical approaches (e.g. Boehm 1991), to 
managerial (e.g. March & Shapira; McFarlan, 1982), from project (e.g. Lyytinen et al 1996) to 
organizational (Dhillon & Backhouse, 1996) or inter-organizaitonal (Aron et al, 2005) levels of analysis. 
Other areas of concern in IS risk research are outsourcing risks (Aron et al, 2005; Bahli & Rivard, 2003; 
Aubert et al 2005; Nakatstu & Iacovou, 2009), ERP risks (Aloini et al, 2007; Sumner 2000; Huang et al, 
2004; Hakim & Hakim, 2010; Wright & Wright, 2002), security risks (Cremonini & Nizovtsev, 2009; 
Kumar et al, 2002; Straub & Welke, 1998, Straub, 1990; Sun et al, 2006) 
 



Even though the research on risk in IS research has a strong tradition and still continues to diversify 
Lyytinen et al (1998) argue that it often relies on weak theoretical foundation, and that the majority of 
studies focus on specific sets of risks. Scott & Perry (2009) express concern over the heavy focus on 
software risk management and project management. This view is shared by e.g. Ciborra (2004) who argue 
that the IS literature on risk is limited in both scope and theoretical foundation, and still mainly adhere to 
the technological approach to risk (see e.g. Boehm). Smith et al (2001) call for a holistic view on risk, 
while Carlo et al (2004) state that IS research need to “look beyond the functional project level risks and 
carefully explain how risk emerge and are contatined in larger socio-technical networks…” 
 
There are a few notable exceptions. Mumford (1996) challenge the predominant notion of risk in IS 
research by introducing Beck’s concept of the “risk society” (Beck, 1992), contesting that managers and 
organizations face new kinds of risk as society changes. As technology becomes increasingly 
infrastructural (Carr, 2003; Tilson et al, 2011) the relationship between IT and risk becomes more 
complicated (Hanseth, 2007). Schmidt et al (2001) invite researcher to reflect on the dynamics and 
complexities involved in risk management approaches best suited for such complex and heterogeneous 
environments.  
 
Research on information infrastructure (see e.g. Braa et al, 2007; Ciborra et al, 2000) provide a useful 
approach to risk emergence. We share Hanseth’s concern over the way in which risk is traditionally 
managed and the need to reconsider risk as a whole. However, the concept of risk in this stream of 
research is primarily used as theoretical lens as a way to explain and understand side effects and 
unintended consequences. Other examples of research challenging the notion of risk in IS research are; 
Drummond (1996), Scott & Perry, (2009) Smith et al, (2001).  
Apart form these, there are few examples in IS research of approaches that strays from the paradigmatic 
instrumental notion of risk. Although there is great diversity in the levels of analysis (e.g. project, 
organization), the dimension of risk (e.g. hazard, uncertainty), risk issues (e.g. security, control) and 
theoretical frameworks, they share the idea that risk management is a means to an end where risks, if 
properly identified, can be successfully managed. 
 
Furthermore, there is a shortage of research on the management of operational risks, i.e. risks that arise in 
the day-to-day activities of an organization. Research in organizational studies (e.g. Perrow, 1999; Weick, 
1987; LaPorte, 1996) on Normal Accidents Theory and  High-reliability organizations have recently made 
inroads in IS research (Carlo et al, 2004). However, examples of operational IT-enabled risk management 
is still lacking.  
 
3. A Practive-based perspective 
 
It has been demonstrated within the practice-based perspective on information systems that technology 
create the conditions for – and does not govern – people’s encounters with technology (Boudreau & 
Robey, 2005; Orlikowski, 2000; Robey & Boudreau, 1999). Technology allows “interpretive flexibility”, 
implying that “for different social groups, the artefact presents itself as essentially different artefacts” 
(Bijker, 1992, p.76). Orlikowski (2000, p.412) underscores the discretion of the user as “every encounter 
with technology is temporally and contextually provisional, and thus there is, in every use, always the 
possibility of a different structure being enacted”. 
 
A characteristic feature of practice-based studies is the emphasis on how the trajectory of information 
systems depends on local contingencies (Leonardi & Barley, 2010).We position ourselves in line with 
works that take a practice-based approach on knowledge and learning (Lave and Wenger, 1991; Brown 
and Duguid, 1991), which emphasise how knowledge is local, social, situated and closely linked to 
practice. In other words knowledge is not only local and situated but also linked to larger established 
‘systems of knowledge’. This may imply that knowledge generation does not happen freely, but is highly 



contingent on the environment of emergence. Our aim with this paper is to focus in particular on the role 
of established “mechanisms for knowledge production” (Knorr-Cetina, 1999) within a knowledge system, 
i.e. the methods, tools, practices, instruments and institutions that are being deployed. 
 
Knorr-Cetina (1999: 1) defines epistemic culture as “those amalgams of arrangements and mechanisms – 
bonded through affinity, necessity, and historical coincidence – which, in a given field, make up how we 
know what we know” (italics in original). Epistemic machineries define those more specific 
methodologies, techniques, and tools and instruments we use in our knowledge production and 
distribution. She claims that magnifying this aspect of science brings out the diversity of epistemic 
cultures, a diversity which creates what Knorr-Cetina calls epistemic monopolies within various fields and 
which are producing vastly different products, as a result of the differences in the objects of study in these 
fields and the historical evolution of the communities. 
 
4. Results 
4.1 Case Setting and Research Method 
This paper reports on a case study conducted at one of Europe’s largest producers of kraftliner, a kind of 
paper used to manufacture e.g. high quality corrucated packaging. The P&P factory is located in Sweden 
and employs some 600 people, of which approximately 200 are shiftworkers. The factory recieves the raw 
materials, timber and recycled paper, which in turn are processed into first pulp then kraftliner to be 
shipped to P&P’s customers mainly in Europe.  

As P&P manages the process from raw material to finished goods, there are a number of different steps in 
the manufacturing and delivery chain. Besides personnel managing the actual pulp and paper machines, 
there are a large number of other vital function, from e.g. maintenance to administration, logistics, sales  
and R&D. 

The role of information technology in the plant has evolved continuously since the 1980’s and today it’s 
presence is virtually ubiquitous. Every process concerning the production of kraftliner is today supported 
by IT, and the IT infrastructure at the factory is characterised by a high degree of integration between 
components and systems. There are two separate departments at the plant dealing with the use of IT, the 
IT department and the Process IT department. Roughly the Process IT department focus on technologies 
and systems in use at the actual mill, including e.g. control systems, process stations, field units and 
remote sensors. The IT department is in charge of information technology use in the administrative 
processes e.g. business systems and EDI standards. The increased interconnectivity of systems at the plant 
means that the borders between the two departments are not always clear cut. 

As this aim of this study is to explore the risk management practices as they are played out in the day-to-
day operations of an organization, and also builds on the idea that actors have different views on risk and 
the appropriate risk management strategies, we designed the study to incorporate as many different 
perspectives as possible. In order to generate relevant data concerning these practices we chose to conduct 
observations, qualitative interviews and a workshop.  

To begin with a total of five hours of observations were carried out in order to increase the likelihood of 
identifying relevant data sources as well as playing an important part in understanding the different work 
settings in which the practices were played out. The observations were also imortant in the preparation of 
the interview guides, and perhaps most importantly, they allowed us to be better prepared to communicate 
and explore areas of interest during the interviews. 

In order to explore the risk management practices at the factory, and drawing on the idea that the  
practitioners themselves are the best source of knowledge regarding this, we chose to conduct a total of 
eleven qualitative interviews. Together with the IT manager we identified the following key categories of 
employees: operators, technicians, maintenance personnel and project managers. Futhermore the IT 
manager, the Process IT manager and the manager for Maintenance and Projects were also identified as 



important data sources. In addition we interviewed a representative from P&P’s main IT vendor, ITV, 
who had intimate knowledge of the operations of P&P as he now worked closely with them on their 
operational and strategic IT issues. He had previously been employed by P&P as a member of their IT 
department. Each interview followed a thematic interview guide that focussed on identification of risk, 
assessment, prioritazion and measures taken to manage risks concerend with the use of information 
technology in their day-to-day operations.   

The interviews were digitally recorded and transcribed. We then coded the data in order to identify and 
categorize different risk management practices. By striving for a high degree of theoretical flexibility to 
ensure that the emergent categories were empirically grounded we did not use a formal hypothesis to 
guide the analysis. In order to better identfy interwoven parts of the data set we organized it contextually 
(Mason, 2002).  

After the observation and interview data analysis we concluded the data generation by means of a 
workshop at P&P. This served several purposes. It was a means to ensure the relevance of both the data 
and the initial analysis, it also served as a forum for a collaborative discussion on the assessment and 
prioritizaiton of the identified risks. Furthermore it initiated discussions concerning ways in which to 
manage the explicated risks. In addition to the researchers, the IT manager, the Process IT manager and 
the manager of Maintenance and Projects represented P&P, the ITV representative and a senior Risk 
Management consultat from a large IT firm participated as well.  

The senior Risk Management consultant presented a checklist of risks related to IT use in process industry 
organizations and means to address them successfully. The risks covered by the checklist were mainly 
concerned with how to cope with hazards (in the event of e.g. water damage or fire) and security issues 
(such as e.g. data access or storage solutions). By including the consultant data regarding the risk 
management practices of these issues were also generated.  

Sections 4.2 to 4.4 presents the risks and risk management strategies employed by actors in the day-to-day 
operations of P&P. We have categorized them as either reactive, proactive or adaptive in character. 
Categorization is at best a tricky endeavour. As practice, and by extention reality, unlike categories is 
idiosyncratic, situated and highly complex it does not always fit neatly into only one obvious category. 
Thus we also do our best to present the arguments for placing a risk management strategy into a certain 
category.   
 
4.2 Reactive risk management strategies at P&P 
In this section we present the risk management practices at P&P that are reactive in the sense that they are 
identified as important, but for different reasons the assessment, prioritization and action strategies are 
lacking in terms of risk mitigation.  

Systems longevity and spare parts. The life span of systems used in the factory differs, and for the 
systems with a long life span getting hold of spare parts are today problematic. P&P has a about 60 
Contronic P process stations in use today, constituting an important part of regulating the production 
process. The process stations has been in place since the late 80’s and work well. A big problem is 
however that spare parts to Contronic P no longer are manufactured, and P&P’s own stock of spare parts 
are rapidly dwindling. The process stations are being replaced by more modern ones, but at a moderate 
pace, currently six stations a year, due to the high cost and in order not to disrupt production. When a 
station is replaced P&P will salvage as many parts as possible in order to boost their supply. 

This does not solve the problem of spare parts shortage, as there is no way of telling if the part will 
actually work in another process station, especially after a year or to on a shelf. Regularly testing the spare 
parts is not an option used by P&P as the risks, and required effort, are too high. There is no way of telling 
when the spare parts will run out, but the situation today is described by the Projects and Maintanance 
manager as precarious.  



“The big risk I can see today is that if we have a major disturbance, resulting in the malfunction of three 
or four process stations…we can’t handle a situation like that because we cannot buy enough spare parts 
to get them up and running again. That means we have to replace them with newer models. An unplanned 
change like this would require several months of programming activities because the software in newer 
process station models aren’t compatible with the old…this is a major risk” “and even though we are 
aware of this, even if we were to get enough money to buy all new process stations, we wouldn’t be able to 
do it because there aren’t enough people with the right engineering knowledge available. To replace the 
hardware is much less of a problem, the major issue is configuring the software”( Projects and 
Maintanance manager) 

This kind of risk is likely to be repeated even if the current situation with Contronic P is successfully 
resolved. 

 “Looking at the shorter life span of systems, and the rate at which we are able to replace old ones, before 
we have replaced all of our Contronic P stations, the new system will be obsolete, and we’re back in the 
same situation again” (Project and Maintenance manager) 

Operational maintenance. The window of opportunity to perform maintenance that requires testing of 
vital parts of the production process is then rather narrow, and only occurs once a year. During the rest of 
the year maintenance activities primarily focus on making sure the production process doesn’t stop, fixing 
things that break down, solving problems as they crop up. This is a source for risk as a lot of things 
identified as “things we should do something about” seldom gets done, things that are not important 
enough to warrant a place on the five day stop list, and at the same time are not a direct threat to the 
production. 

Infrastructure heterogeneity. The information systems infrastructure at P&P is heterogeneous and at the 
same time it becomes more and more integrated. This means that when replacing a part or installing a new 
system, the task of integrating the new with the old is as important as it is difficult. With the high degree 
of systems integration even simple tasks like indexing becomes difficult by the sheer number of items to 
be indexed. Furthermore, every new part must be configured so that it is compatible with what is already 
there.  

This means that even standardized products are challenging to implement. The importance of continuous 
production makes it important to configure the new part to resemble the one being replaced, no matter 
what new functionality the new part may offer.  

We cannot afford to experiment. We are supposed to be conservative with regards to functionality, 
because production is what matters. Experiments can be carried out on machines which can be at a stand 
still for five hours without any consequences. Five hours here cost too much” (Process IT manager) 

Knowledge management. An important challenge for P&P is to be found in how they successfully will 
be able to manage the knowledge base within their organization. The main part of the work force has 
worked at the mill for a long time and are very experienced. This experience, and knowledge, constitutes a 
key factor for handling many of the everyday problems and risks at the mill. P&P runs the risk of losing 
valuable knowledge if the experience and knowledge acquired over the years is not secured.  

In order to do so P&P needs to find ways to recognize relevant knowledge amongst their employees, and 
then devise ways of either formalizing it or make it transferable in another way (e.g. through trainee 
programs). Some of the knowledge is tacit, making it difficult to spot, let alone formalize. To get on 
overview of the relevant knowledge presently to be found at P&P  is important in other ways as well. It 
can increase P&P’s ability to coordinate and put together work groups, and act swiftly if unforeseen 
events occur. 

As indicated above P&P  needs to systematically manage relevant knowledge. In addition to the reasons 
already discussed, this is an important step towards being able to formulate required knowledge for new 



employees. Doing this is by no means an easy task. Some of the relevant knowledge today is tacit, making 
it difficult to formulate requirements.  

When looking at the work being performed by operators, technicians and maintenance personnel it is clear 
that they perform complex, demanding tasks that basically corresponds to descriptions of work typically 
performed by engineers. Recruiting people with the desired skill and not too high demands on wages will 
be difficult 

 The increased dependency on other actors is evident in this case. P&P can be described as an IT 
dependant organization. IT permeates the organization and constitutes an increasingly complex, integrated 
installed base, affecting how things are done and where to go from here. 

“There are CPUs in everything these days, soon our hammers and cutting pliers are fitted with processing 
power” (Process IT manager) 

This has resulted in an increased dependency on others in order to keep the mill running. The dependency 
on information technology and the complexity and character of their installed base, has made P&P  
increasingly dependant on their IT vendors for upgrades, support, trouble shooting and advise. This is 
problematic because it is not obvious that P&P  and their vendors share the same goals all the time. The 
IT-vendors want to sell products and services to make a profit, and this aim  may well collide with P&P ’s. 

Personnel management. Significant for P&P today is the homogeneity of their workforce. A large part of 
the work force at the mill has over twenty years of experience. They know each other well and work 
together well, which in many ways is beneficial for P&P . However, it also hampers change to some 
degree. Relationships, attitudes  and practices are cemented, often shared and deeply rooted. New 
perspectives and ideas that challenges the equilibrium can be difficult to implement. When new 
technology is proposed and implemented there is a tendency to use it the same way as the previous 
technology. 

A changing of the guards is also looming for the paper mill. The turnover of personnel at the mill has been 
relatively low, and a majority of the work force has been there for over twenty years. Within the next 
decade many of today’s employees will enter retirement, leaving the organization deprived of their 
knowledge and experience. Replacing them will be quite challenging for P&P . To handle this risk the 
organization needs to start in time, addressing the problem of defining and securing relevant knowledge 
(explicit as well as tacit). 

Another risk issue related to personnel is the current dependency on key individuals. The production of 
kraftliner at the mill has doubled since the mid-eighties, at the same time the number of employees has 
been reduced by approximately 30 %. The demands and responsibilities on operators, technicians etc. 
grow as middle management are being removed. The foremen were removed from the mill in the nineties, 
now (in the spring of 2007) the production planners will disappear.  

The infrastructure is very complex through it’s heterogeneity, integration and continuous technical 
development. This means that replacing people, who for some reason are unavailable, becomes 
increasingly difficult, and the demands on those who are available are raised. This certainly narrows P&P 
’s room to maneuver, and should be considered a risk.  

“For instance, just before coming here I spoke to the manager of another division here at P&P. One of my 
guys has put in for a transfer within the organization, with better hours and less time on call. So, this 
other manager, under whom my guy will work, asked me when I’m willing to let the transfer go through. If 
I were to answer truthfully I’d say “in about two years”, because that’s how long I reckon it will before 
we have a fully trained replacement for this guy….If he leaves in three months, then we have to cancel a 
major maintenance project, because we can’t replace him.”(Process IT manager) 

Project timeframes. Time to implementation is becoming a risk issue more than before. The cost of 
investing in new systems or  conducting major maintenance projects is usually high and, given the 



timeframe offered by the narrow windows of opportunity to implement the changes, time consuming 
because they need to be planned out in great detail. The IT or Process IT departments plan for these 
changes, and then apply for project funding. If the requested funds are granted, planning and preparation 
are conducted within the departments in order to as rigorously as possible make sure the changes won’t 
hamper production.   

The time frame from initial plan to implementation is often in the region of twelve to eighteen months. A 
trend in recent years has been that the point in time for the decision to grant the funds needed is moving 
closer and closer to the suggested implementation date, making time for testing and preparation shorter. 
This is considered a risk as the time and resources needed to properly prepare for integrating new entities 
in the infrastructure grow in step with the increased complexity of the installed base. This way, P&P  
becomes even more dependant on the few people available who have the knowledge required to 
successfully carry out such projects. 

Management’s view of IT. The way in which management view IT-related issues is also important. 
Developing and maintaining the information technology at the mill is, because of it’s complexity and 
ubiquity, an expensive and continuous activity. How IT investments in IT and maintenance needs are 
viewed by the people deciding how to allocate resources, is important. Unless they can see a good reason 
for investing heavily in e.g. a new control system, the resources making it possible would in all likelihood 
not be made available.  

This certainly is a challenge for actors at different levels at P&P , to express their need in a way that leads 
to adequate funding. This can at times be difficult, especially when they themselves have no wish of 
changing or replacing a functioning part, but feel forced to do so because the supply of spare parts are all 
but emptied. As the manager for Maintenance and Projects puts it: 

“It’s really difficult to ask for money to replace something that works fine…I mean, how do you explain to 
someone that we have to make huge investments in something that will, if we are lucky and work hard, 
work exactly the same as our current system. When you speak to the vendors they agree that the new 
product probably won’t add any value to our process, but that there of course are new possibilities. In 
other words, we cannot really say we ever will have a return of investment, our production will not get 
better, the quality will not improve. Our only argument is safety reasons, risks. But, of course, there are 
no models for determining what the risks are for the system, at best someone has looked at a component. 
The only thing we know about new systems is that they take quite a while to break in so to speak, there are 
a lot of problems. How do you explain this to the management?” 
 
Path dependency. When and how to choose direction in IT-related issues is a major concern for the 
organization. The rate of technical development is high, and the structure of the market has changed over 
the last decade or two. When P&P  invested in the Contronic P system in the mid-eighties, the vendor in 
question was one among many. Like many of the smaller vendors, they were subsequently taken over, and 
Contronic P merged into ITV’s product portfolio.  

For some time big vendors like ITV built every part of their products themselves and  stocked up on spare 
parts. The increased standardization of information technology parts has facilitated outsourcing of parts of 
the production and today ITV rely on third-party vendors to supply them with parts to their products. This 
has had an effect on the rate of development, where new functionality and features are part of the 
everyday life of e.g. a control system. 

New standards emerge frequently and it is very difficult to know when it is time to switch, or what path to 
choose. P&P are, by earlier choices, tied to ITV’s product family, but even within a certain vendors 
portfolio, bad choices can be made. Three years ago P&P decided to invest in a certain control system, 
sold by ITV, because it was compatible with their Contronic P process stations. After replacing the control 
system in one operator room, ITV announced that they would focus their efforts at another control system 



in their portfolio. Soon support became hard to get, ITV technicians skilled at the system P&P bought very 
hard to find – unless you happened to live in Germany.  

Had P&P  decided on the other control system within the ITV product family, things would have been 
rather different. Now they are faced with yet again having to seriously consider changing technological 
direction, at a large cost. 
 
 
4.3 Proactive risk management strategies at P&P 
In this section we present the risk management strategies found at P&P which fit the risk management 
paradigm by including identification of risk, assessment, prioritization and action strategies to mitigate the 
risk in question. 

Planned maintenace. Continuous production is paramount to P&P as the cost of halting production is 
very high. This means minimizing stoppage time is an essential aim for the organization. This poses a 
challenge for conducting maintenance processes. Every year there is a five day planned production stop 
(and each month there is a short maintenance stop) during which larger maintenance tasks can take place. 
The tasks and activities that take place during this week are carefully planned for long in advance in order 
to make full use of the stop.  

Infrastructure evolution. Securing continuous production is paramount at P&P , so they strive for 
control and equilibrium. IT-vendors and the information technology industry develop new tools and 
systems at an increasing rate, products they want to sell. Spare parts go out of production and stock, 
education and support are hard to come by if you use old systems and technologies. The tactics employed 
so far at P&P  aim at upgrading only when necessary, and making a huge effort in integrating the new part 
as seamlessly as possible. This often means that functionality offered by the new part, or system, is not put 
to use. 

Knowledge access. The competence needed to conduct maintenance, go through with replacing 
components and systems or handling unexpected situations are in part to be found at the IT-vendors. In the 
case of P&P  it is very important that people with the right kind of knowledge are located in the vicinity, 
because the cost of a stand still is quite high and many problems require that you are present at the mill to 
be able to handle. Therefore they have opted to as much as possible keep this kind of competence in the 
organization.  

They cannot cover all their bases, so it is important for them to coordinate their efforts with people from 
their IT-vendors, especially when time is a critical factor. This means that it, besides from knowing where 
to turn for help in a certain situation, is important to establish areas of responsibility between P&P  and 
their vendors. 

Hazards and security issues. Falling within the scope of plant risk management P&P have addressed 
issues of physical hazards such as flooding or fire in e.g. server rooms, by formulating plans of action in 
such cases. Data recovery measures in case of e.g. hard drive failures are in place and back-up systems  to  
the most vital components are up an running.   
 
4.4 Adaptive risk management strategies at P&P 
This section deals with risk management strategies that are characterized by the actor’s continuous 
interaction with their respective situations. Identification, assessment, prioritization and action strategies 
evolve dynamically and are adapted to the particularities of the situation.  

Collaborative problem solving. When solving a problem, or detecting a potential problem and pro-
actively taking appropriate measures, collaboration between different parts of the work force at P&P is 
essential. The production process is interconnected which means that problems in one part of the process 



has consequences for the other parts. Having to restart the process after a complete halt is much more 
difficult than speeding up after going at half speed.  

This is one reason why operators in different parts of the process keep in touch with each other when 
something happens. To make adjustments along the process line so that it never has to stop. If the boiler is 
malfunctioning, then the operators at the paper machine can slow the pace of the machine in order to make 
the pulp currently available last as long as possible – giving the pulp boiler crew as much time as possible 
to fix the problem. 

The collaboration between operators and technicians and maintenance personnel also help significantly 
shorten the time to locate and solve problems that arise. This is greatly due to the fact that knowledge 
about the process and process related technology is shared throughout the work force. Paper machine 
operators have enough knowledge about the technology in their environment to greatly reduce trouble 
shooting for the maintenance personnel.  

Technicians work in small, often ambulating, work groups and make a point of checking in with their 
fellow employees while moving about, in order to stay updated and maintain the social bonds that helps 
facilitate the important collaboration. To some extent the collaboration is supported by the information 
systems, e.g. the intranet, however much is accomplished through the use of telephones and face to face 
meetings. 

Data representation. As automation of the mill increases and new control systems are implemented, the 
operators interactions with the machines rely more and more on digitalized representations. It is important 
that these representations adequately translate relevant information about what is happening at the mill.  

Today, the operators use the control systems to monitor the performance of the machines. They work 
extensively with graphs depicting trends, e.g. temperature. By continuously monitoring these graphs they 
get an overview of the state of affairs in their part of the mill. Built into the control systems there are a 
large number of alarms, to help the operators recognize a problematic situation. 

Operators act in a very information rich environment, and it is important that the data representation is 
reliable and relevant. If something unforeseen happens, time is often of the essence. Therefore the 
feedback from the control system needs to be quick and obvious. Not every relevant aspect can be 
represented in the control system, sometimes depending on the lack of ability to measure or quantify. 
Therefore operators make use of other technologies to trouble shoot. TV-cameras are strategically placed 
in places where things sometimes go wrong, places which are hard to inspect otherwise.  

When something goes wrong, operators also often make use of their senses to help them locate the 
problem. Smell, sound, touch are regularly used by experienced operators to detect and fix problems. 
Experience and knowledge like this is hard to represent successfully in a control system, yet they 
constitute important tools for accomplished operators. 

 
 
5. Discussion 
The examination of the risk management practices at P&P reveals that a significant part of these can be 
characterized as reactive in the sense that although risk factors were identified there were no plans for how 
to deal with them when and if they became reality. The management of these risks can be characterized as 
the emergency measures taken after the fact. As such the strategies and actions are deeply situated and 
local, carried out by the practitioners in ad hoc fashion by whatever means they could take to ensure 
continuous production.  The resources available for conducting these actions were constrained by the 
situation at hand, and the knowledge needed for successful management of these risks was limited to what 
could be locally accessed. There was a lack of communication between functions and levels as well as a 
lack of collaboration with outside actors who possess knowledge and resources relevant for the 
management of these risks.  



 
Common to the risks reactively managed at P&P was a lack of ability to control aspects of the situation 
necessary to be able to plan for risk mitigation. The narrow time frame for conducting maintenance which 
required halting production could not be influenced. This is also the case with the turnover rate of e.g. 
process stations, as well as the risks faced as a consequence of the move of spare parts producion from the 
vendor to a third party manufacturer. In terms of risks associated with the increasingly heterogeneous 
infrastructure at the plan, there was a percieved lack of ability to manage it as a whole. Focus on the 
adaption of single aspects rather served to increase the heterogeneity of the installed base.  
 
The epistemic strategies involved in reactive risk management at the plant hinges upon exploring local and 
situated knowledge. In terms of organizational learning, the process of reactive risk management tend to 
keep learning local. As the scope of local control possibilities and knowledge narrowed and was not 
addressed, the learning process resulting from this epistemic approach resembles single loop learning 
(Argyris, 1977) 
 
The proactive risk management practices at P&P were guided by a strive for infrastructure equilibrium in 
the process management. This approach hinges on the possibility to generate relevant knowledge in 
advance, and in the case of P&P it thus covered areas in which they had in-house access to relevant 
knowledge. Although situated and local in this respect the system of knowledge facilitating a proactive 
approach is recognized in advance. The risks are also clearly identified and delimited in scope. By 
identifying clearly defined risks and regarding them as possible to mitigate with resources withing the 
scope of P&P’s control this approach was successfully employed to manage risks of certain kinds. This  
way of acting closely resembles the checklist approach in risk management literature.  
 
The third kind of risk management approach uncovered in this case study is the adaptive. It is 
characterized by continuous monitoring of the situation, boundary spanning and situated generation of 
relevant knowledge. As the situation evolved and unfolded, the practitioners carried out a “reflective 
conversation with the situation” (Schön, 1983), thus continuously generated knowledge. In these practices, 
the knowledge needed to manage risks were found in different systems of knowledge, both within the 
organization and outside it. The combination of knowledge to manage risks were typically made up 
collaboratively, drawing on knowledge across functions, levels and sometimes organizational borders.  
 
Local knowledge is necessary (particularities, idiosyncracies), but the need for flexible combinations of 
knowledge, and the ability to draw on external knowledge increases. The need to access external sources 
of knowledge grows as the dependency on external actors increases. Hence, new systems of knowledge 
need to be identified, assessed and accessed.  The knowledge needed to manage risks associated with 
these evolving information infrastructure issues increasingly is found and generated across functions, 
levels and organizations.  
 
The systems of knowledge in play in the risk management practices at P&P are increasingly found outside 
of the scope of organizational control, however much they tried to counter that by focussing on 
establishing in house knowledge resources. With increased digitalization enabling more effective process 
management, new kinds of risk appeared. P&P were increasingly dependent on other actors as repositaries 
of relevant knowledge. Their main IT vendor became of paramount importance as a source knowledge 
regardning technological developments as well as the adaption and implementation of it into the plant. 
P&P also relied heavily on the ability of their technicians to continuously develop their programming 
knowledge to keep abreast with the evolving infrastructure issues. The collaboration and learning between 
plant practitioners and management was also hampered by a lack of communication, even though the 
management level was crucial to involve in order to affect constricting aspects of the situation.  
 



Understanding risk management from a practice perspective, then, reveals severe limitations in a checklist 
approach. The literature on risk and risk management in IS research is heavily biased towards an 
instrumental view of risk. The checklist approach is an extention of such a view and furthermore builds on 
the idea that risk can be properly identified and then mitigated with the use of appropriate action 
strategies. However, as information technology and the use of IT has evolved, new risks appear. Side-
effects, unintended consequences and paradoxes increase as the infrastructural character of information 
technology, and its use, grows stronger. Thus the conditions for risk management changes. Early, clear cut 
and neatly delimited identification of risk is seldom achievable, and the strategies for their mangement are 
contingent on an increasingly dynamic and complex situation. When faced with increasing uncertainty the 
need for knowledge and flexibility grows in order to be able to cope with the unfolding situation. 
 
Although a proactive apprach to risk management issues clearly is important, it is not enough. It does not 
capture, or alleviate, a growing number of risks associated with the changing characteristics of 
information technology in organizations. Rather than resigning to reactive risk management strategies in 
these cases, we argue that an adaptive appraoch to risk management clearly allows for sustainability in 
succesful management of risks.  
 
In other words, the epistemological assumptions underpinning an instrumental approach to risk 
management aims at establishing a comprihensive list of content of the risk management process. In the 
search for general categories applicable to different contexts, it disregards the particular settings of the 
enactment of risk management. Hence it cannot support professionals in their day-to-day operations, being 
as they are, immersed in the murky waters of real-life.  
 
However, this study also reveals some of the limitations of a practice based approach to risk management. 
Analysing the systems of knowledge that practitioners draw upon in their risk management practices 
indicates that these in many cases lie beyond the scope of the organizational. Technological development, 
third party manufactureres, IT vendors etc. all increasingly impact and constrain the possibilities to control 
the relevant knowledge needed. As such it begs the question of what “the practice” really is? As in the 
case of P&P, where they increaingly are relient on knowledge systems outside of the scope of their control 
even as the implementation of such knowledge demand a deep seated, local knowledge about the situation 
at P&P. In the case of P&P, this has resulted in a situation where the organizational borders between them 
and their main IT-vendor, to some extent, has becomed blurred. What is then the practice that is to be 
included in order to understand e.g. risk management? 
 
 
6. Conclusions 
In this paper we have reported on a case study of risk management practices at a paper- and pulp plant. 
The study revealed three distinctly different approaches to risk management; reactive, proactive, and 
adaptive. These three were distinct in terms of the epistemic strategies involved in the management of 
risk. The reactive approach was characterized as situated, local and environmentally constrained. The 
proactive approach was used when risks were clearly identified and delimited in scope, and the resources 
needed for planned mitigation was transparent and controllable by the organization. The adaptive 
approach was seen a continuous conversation between the practitioner and the unfoldning situation, where 
resources and knowledge were generated across functions, levels and organizational borders.  
 
A practice based approach to risk management revealed severe shortcomings in the instrumental view of 
risk management currently paradigmatic in IS reseach on risk. A checklist approach builds on the idea that 
risk categoriy lists can be generated in advance and adopted to the particularities of a situation. Risk 
mitigation plans can then be designed by the use of tools and techniques. Risks, however, are situated, 
sometime conflicting and quite seldom clear cut and commonly agreed upon. Futhermore, environmental 
constraints and lack of communication, collaboration and control hampers the possibilities or risk 



mitigation. Recognizing the situated character of risk management thus requires re-thinking the checklist 
approach.  
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