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Abstract

The project had two intended goals. One was to create a prototype for
the proxy component of the Secure Webservice Platform system that
can function on the GNU/Linux operating system. The other goal was
to evaluate a number of different SOAP security methods in order to
determine if any could function as a alternative to the Specifikation för
Säker Elektronisk Kommunikation (SSEK) standard.

In order to achieve the second goal, an evaluation was performed on
the SOAP security methods Transport Layer Security, XML Signature,
XML Encryption, Web Service Security, and Web Service Secure Con-
versation using a set of predefined criteria. In order to be able to evaluate
if any of the methods could function as an alternative to SSEK, an eval-
uation of SSEK using the predefined criteria was also performed. In
order to achieve the first goal, a prototype was constructed and SSEK
security was implemented using a combination of node.js, libxmljs and
xmlsec.

The conclusions drawn from the results obtained is that none of the eval-
uated methods could work as an alternative to SSEK security, although
some could come close when combined with others. It was also con-
cluded that while node.js could be used to construct a prototype, due
to the limited amount of support for SOAP web service standards pro-
vided by node.js as well as the amount of adjustments that needed to be
done on libxmljs in order to implement the security, careful considera-
tion should be taken before selecting node.js as a platform for similar
projects.
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1 Introduction

1.1 Background

Secure Webservice Platform (SWP)1 is a system developed by Acino2. It is designed to al-
low for secure exchange of data between different organizations using the SSEK3 standard,
which defines how information can be exchanged securely between organizations using the
SOAP protocol. SWP is currently written for the Windows operating system using the
dot-net platform and consists of a proxy, a gateway, and a tracker component. The proxy
component is responsible for the security of SWP. The tracker component is responsible for
monitoring message flow as well as logging errors and the gateway component is responsi-
ble for implementing the message flow dictated by the SSEK standard as well as performing
logging, validation and product specific tasks.

This project is about porting one of the components of SWP, the proxy, to the GNU/Linux
platform as well as examining if any existing standards for SOAP security can work as an
alternative security solution to SSEK.

1.2 Aim

This project has two intended goals. One is to construct a prototype of the SWP proxy
component that can function on the GNU/Linux operating system. The second goal of this
project is to examine which different security methods that exist for SOAP communication
based on a set of criteria4. The aim is to evaluate if any of the methods found can provide
equivalent or better security compared to the security provided by the SSEK standard.

1http://ssek.se/
2http://www.acino.se/
3http://www.ssek.org/docs/SSEK%202.0.pdf
4See section 2.2.

http://ssek.se/
http://www.acino.se/
http://www.ssek.org/docs/SSEK%202.0.pdf
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2 Problem Description

2.1 Proxy

The proxy component of SWP is responsible for providing security when data has to be
passed over insecure networks such as the internet, and by doing so abstracting away the
need for the other components of SWP to concern themselves with security. The practical
part of this project will aim to create a prototype for a GNU/Linux version of the proxy
using the node.js platform with the XML library libxml2. The implementation will be done
under the assumptions that all messages that are sent will contain an SSEK header, all com-
munication between the proxy and the remote endpoint will be done synchronously, and full
SSEK security is used. Given the last assumption, this means that the proxy implementation
will besides providing full message security as defined by the SSEK standard also utilize
two-way SSL during communication with the remote endpoint.

2.2 Security Methods

SOAP is a practical way of communicating various data in a structured manner between
different computers. SOAP does however not provide any form of security, which has
resulted in that various different standards have been developed to cover for this weakness.
The theoretical part of this project will cover an examination into which security methods
there are and what benefits and drawbacks there are to each method based on security,
performance and ease of implementation. These methods will then be evaluated against
SSEK to see if any of the methods found can function as an alternative security solution to
SSEK.

The evaluation of each method will be based on the following set of criteria:

• What form of encryption is offered by the method?

• What form of authentication is offered by the method?

• What other security does the method offer?

• What performance impact does the method have relative to the security it offers?

• How easy is the method to implement in a system?

It should be noted that evaluations will be done based on available documentation and per-
formance information. Due to time constraint all the methods cannot be implemented for
testing, although some testing may be performed on some of the simpler methods.
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3 Proxy prototype

Below is a general description of how the implementation part of the project work was
executed. This part should be considered an attempt at giving an overview of how the
implementation part of the project was done as well as an attempt of explaining some of the
design choices with regards to the implementation of the prototype.

3.1 Terminology

A term that surfaces in the following Sections, and which may need some further explana-
tion is the term “canonicalization”. Canonicalization or XML normalization is a method
described by a W3C standard5 that allows for the comparison of two sets of XML. Due to
the fact that the XML standard allows for a degree of flexibility in how the physical rep-
resentation of an XML document is constructed, comparison of two logically equivalent
document may not be possible. Canonicalization applies a certain set of rules to an XML
document in order to create an equivalent physical representation for logically equivalent
XML documents, thus allowing for comparison.

Another term that surfaces in the following Sections is the term “exclusive canonicaliza-
tion”6. This form of canonicalization is similar to regular canonicalization, but includes an
additional step in which a canonicalized block of XML is made as independent as possi-
ble from the context of the remaining XML document by for example including inherited
namespaces.

3.2 Background information

The prototype implementation described in this document was developed without any knowl-
edge of any design choices made in the original implementation due to lack of access to the
original implementation. Attempts have been made to design the implementation so that it
is as stable and reliable as possible given the time constraints in place, but due to the lack
of access to the previous implementation, beneficial design choices may have been over-
looked. Had access to the previous implementation been given, some design choices may
have been made differently.

3.3 XML Library

libxmljs7 was selected as the XML parser to be used in the prototype due to it providing
bindings to libxml28, something which was crucial due to libxml2 being a requirement set
by Acino. libxmljs was also selected due to the fact that it in a fairly easy manner could
be modified to accommodate support for C14N (canonicalization), something which the
prototype required for the security implementation.

Originally, libxmljs-easy9 was selected as the XML parser to be used in the prototype due
to it relying on libxmljs as a supporting library, thus having access to libxml2. libxmljs-easy

5http://www.w3.org/TR/xml-c14n
6http://www.w3.org/TR/xml-exc-c14n/
7https://github.com/polotek/libxmljs
8http://www.xmlsoft.org/
9https://github.com/vgrichina/libxmljs-easy

http://www.w3.org/TR/xml-c14n
http://www.w3.org/TR/xml-exc-c14n/
https://github.com/polotek/libxmljs
http://www.xmlsoft.org/
https://github.com/vgrichina/libxmljs-easy
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was also selected due to its ability to convert XML into javascript objects, allowing for a
possibly easier way of working with XML. This choice was later however due to the lack of
C14N (canonicalization) support in libxmljs10, which would have meant that libxmljs-easy
as well as libxmljs would have had to be modified in order to obtain C14N support.

Due to the lack of support for the libxml2 C14N module11 in libxmljs, the underlying C++
binding code was modified to accommodate support for performing exclusive canonicaliza-
tion on a parsed XML document. These bindings were intended to be used in combination
with the crypto module provided by node.js in order to create the XML signature mandated
by the SSEK standard.

Later in the project though, the added bindings had to be abandoned due to mismatches
between the digital signature value calculated by the test-server provided by Acino and the
digital signature that was generated from the canonicalized version of the signature XML
element.

Due to time constraints, it was not possible to examine if the problem was created by the
node.js crypto module, some missed part in the implementation of the libxmljs bindings
that were created, or if it was caused by some third party factor. Examining the cause of
this may be a future task.

As a result of there being mismatches between the generated XML signature and the signa-
ture calculated by Acino’s test-server, the choice was made to introduce another dependency
into the project in the form of the XML security library xmlsec12. Bindings were created in
libxmljs against xmlsec in a similar manner to the bindings previously created against the
libxml2 C14N module in order to allow for xmlsec to work in combination with the existing
libxmljs code.

As a result of the introduction of xmlsec, some parts of the signature generating code and
most of the signature validating code was moved to the libxmljs C++ bindings from the
proxy application code.

3.4 Configuration support

A requirement set by Acino was that the proxy prototype may not use static paths for the
signing and SSL certificates, which meant that some sort of configuration functionality had
to be introduced in the project. After examining a few configuration modules available for
node.js, the choice fell on the node-config13 module due to the language flexibility it offers
as well as its capability to support different runtime environments.

3.5 System Architecture

The architecture of the proxy consists of a number of different parts. As can be seen in
Figure 1, the proxy provides four different distinct layers which consists of a client layer, a
security layer, a request layer and a validation layer.

Functionality-wise, the client layer accepts connections from clients and makes some rudi-

10https://github.com/polotek/libxmljs
11http://xmlsoft.org/html/libxml-c14n.html
12http://www.aleksey.com/xmlsec/
13https://github.com/lorenwest/node-config

https://github.com/polotek/libxmljs
http://xmlsoft.org/html/libxml-c14n.html
http://www.aleksey.com/xmlsec/
https://github.com/lorenwest/node-config
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mentary validations of the input data in order to verify that data sent to the proxy is XML.
Once a request has passed through the client layer, it is passed on to the security layer
where further validation is performed on the XML. On the condition that the XML passes
the validation checks in the security layer, the XML is then decorated with SSEK security.
Once security has been added to the XML, it is then passed on to the request layer where
a connection to the remote web service is established using the host information present in
the XML message. Assuming that the request to the remote host is completed successfully,
the proxy then proceeds to pass the response XML to the validation layer in order to verify
that the response has proper security. Should the response pass this layer, it is then returned
to the client layer, from which the message is returned back to the requesting client.

Figure 1: Illustration of the proxy architecture and communication flow. The architecture
consists of the four distinct layers called client layer, security layer, request layer
and validation layer that are present in the center of the image. The arrows
represent the flow of messages from the client through the different layers to the
remote web service and back again.
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4 SOAP security methods

SOAP, or Simple Object Access Protocol, is a way to easily send various forms of data
between different entities in a structured manner. SOAP does however not in itself provide
any form of security or message integrity mechanisms, making it unsuitable for transmitting
sensitive business information or personal information that for various reasons must not be
read by unauthorized entities or tampered with. In order to overcome this problem various
standards have been developed. The standards discussed here are some of the standards that
exist and that provide some sort of message security or message integrity mechanism. It
should be noted however that these are by no means all available security methods and that
there may very well be others that provide security in other forms.

The methods that will be discussed in this document are Transport Layer Security (TLS),
XML Signature (XMLDsig), XML Encryption (XML-Enc), Web Service Security (WS-
Security) and Web Services Secure Conversation (WS-SecureConversation). These meth-
ods were selected from the methods listed in Chapter 7.6 of Service-Oriented Architecture:
Concepts, Technology, and Design [5] based on the criteria that the method must provide
some sort of security, encryption, or integrity capability.

4.1 Terminology

A few common terms surface when talking about SOAP security. When discussing what
grade of security coverage a specific security solution provides, the terms point-to-point se-
curity and end-to-end security are commonly used. Point-to-point security means that the
security applies between the sender and the first recipient of a particular message, while
end-to-end security means that the security used will apply regardless of the number of
intermediaries between the sender and the intended receiver. In a similar manner, when
discussing whether the security applies to the message itself or to the transportation mech-
anism, the terms message security and transport security are commonly used.

A few other terms that also surfaces in the following Sections are the terms “reference
element” and “non-repudiation”. Reference element refers to an XML element14 used by
XMLDisg that represents a reference to a signed data such as another part of an XML
document. Non-repudiation means that a sender of a message cannot deny that they are the
sender of the message.

4.2 Evaluation of Transport Layer Security

Transport Layer Security (TLS) is a cryptographic protocol that operates on the transport
level of the network stack. The protocol makes use of a combination of asymmetric and
symmetric cryptography together with protocol message authentication codes to provide a
secure communication path between two nodes over an insecure network.

Based on the criteria that are to be examined, examining [1] reveals that TLS provides for a
rather rudimentary way to secure SOAP communication. Due to the fact that TLS operates
on a lower level than SOAP, TLS itself provides only point-to-point protection. As such,
TLS provides no means for any form of message security or integrity verification, making
it less suitable for transmission of sensitive data. TLS does however provide two types of

14http://www.w3.org/TR/xmldsig-core/#sec-Reference

http://www.w3.org/TR/xmldsig-core/#sec-Reference
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security for SOAP in the shape of point-to-point authentication and transport security. In
regular setup TLS provides a 1-way form of authentication in which only one side is known
and can be authenticated through its public certificate, which may be acceptable in some
scenarios, but which may not always be desired. TLS does however also provide a form of
mutual authentication in which the sender and receiver exchange certificates which provides
for a stronger form of authentication where both sides can be authenticated through their
respective certificates. This may be of use when transmission of less sensitive business data
is desired while ensuring that the data is transmitted to the intended receiver.

Performance-wise it should be noted that the performance of SOAP communication using
TLS has a certain degree of degradation compared to that of pure SOAP communication.
Though, as can been seen from the benchmarking results presented in Table 1 of [8], TLS
provides by far less performance degradation compared to WS-SecureConversation as well
as WS-Security using the x.509 profile. It should however also be kept in mind that the per-
formance degradation seen is fairly large for the amount of security offered by this method.

Implementation-wise, TLS falls under the simpler security options available for SOAP,
given that most platforms to some degree support HTTPS communication. In the case that
two-way TLS (mutual TLS or Client-authenticated TLS) is used, some more complexity is
introduced to the implementation as both client and server are required to provide certifi-
cates, resulting in added complexity for creating, distributing and revoking the certificates.

4.3 Evaluation of XML Signature

XML Signature (XMLDsig, XML-DSig or XML-Sig) is a standard by the W3C (World
Wide Web Consortium) that defines a method for inclusion of digital signatures in XML
documents. The standard relies on common hash algorithms as well as common crypto-
graphic algorithms in order to provide integrity validation for selected parts of an XML
document. XMLDsig defines the available choices for algorithms as SHA-1 for hash and
DSA as well as RSA for signature. There are however other algorithms available for usage
with XMLDsig as defined in [2].

Examining [4] based on the earlier defined criteria reveals that XMLDsig similarly to TLS
provides a rather limited amount of security for SOAP communication. Due to the fact that
XMLDsig operates on SOAP message level, it provides end-to-end security, making it an
more interesting option security-wise compared to TLS. XMLDsig does however similarly
to TLS only provide a certain form of security, and not multiple different forms.

Security-wise, XMLDsig offers no form of encryption nor any direct form of transport se-
curity. It does however as is mentioned in [3] offer integrity verification of SOAP messages,
allowing for critical data to be sent while ensuring that no tampering has been performed on
the data in question, as well as offering identification of the sender of the SOAP message.
The later benefit though, is only available in the case that a signature method based on pub-
lic/private keys are used to generate the signature. Due to the fact that XMLDsig relies on
reference elements for indicating what data is being signed, it allows for integrity validation
of external elements besides the XML contained in the SOAP message on condition that the
external element is reachable by URL, making it an interesting option in

the case that some data must be transmitted to another party, but for some reason cannot be
attached to a SOAP message.
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Performance-wise, XMLDsig is dependant on the size and number of the elements involved.
The performance is also dependant on the choice of hash algorithm15 as well as the choice of
signature method, making the selection of these properties fairly important considerations
when using this security method. When comparing the performance of XMLDsig to the
performance of pure SOAP messages as well as other security methods, the result shown in
Figure 3 of [9]16 in combination with the benchmark results of Table 1 from [8] suggests that
while there is a certain overhead of XMLDsig compared to pure SOAP, the performance lost
from the security gained may be worth it, as the results from the benchmarks hint at that pure
XMLDsig may lie somewhere closer to WS-SecureConversation or TLS in performance
rather than WS-Security.

Implementation-wise, XMLDsig is fairly simple to implement due to it relying heavily
on common algorithms which most platforms support, making it a fairly good security
option for inclusion in existing system seen from an implementation point of view. But
implementations should take into consideration the problems mentioned in [10] to avoid
security problems, given that naive or incorrect security policies can result in the integrity
verification provided by XMLDsig being bypassed by an attacker.

4.4 Evaluation of XML Encryption

XML Encryption (XML-Enc), is a standard by the W3 Consortium that defines a method for
encryption of data and inclusion of the encrypted result in XML documents. The standard
relies on common encryption algorithms in order to provide confidentiality for selected parts
of an XML document. In order to do this, XML-Enc offers a number of different types of
algorithms for usage with the encryption including block encryption algorithms and key
transport algorithms.

Based on the criteria that is to be examined, examining [7] reveals that XML-Enc, simi-
larly to XMLDsig, offers a limited amount of security, making it a potentially less attractive
security option. The standard offers no transport security, nor any integrity verification.
XML-Enc does not either offer any message security besides that of encryption. The stan-
dard does however provide message confidentiality under the assumption that the decryption
key is not included in the message, making it an interesting option from a security aspect
in the case that there are multiple points between sender and recipient of a SOAP message.
It should be noted that XML-Enc does not offer any guarantees in regards to the integrity
of the message, making a combination of XML-Enc with XMLDsig an attractive option for
ensuring that any encrypted data reaches it’s destination without tampering.

Performance-wise, XML-Enc fairs a bit better than XMLDsig as can been seen in Figure 3
of [9]16, making it a rather attractive security option from a performance point in considera-
tion of the protection offered. Due to the fact that XML-Enc relies quite heavily on common
encryption algorithms, the choice of algorithms will most likely have a quite large impact
on the overall performance, making it a point of consideration. It should also be taken into

15A comparison of the performance difference between MD5, SHA1 and SHA512 can be seen at http:
//msdn.microsoft.com/en-us/library/ms978415.aspx. A Table of the performance of a number of com-
mon cryptographic algorithms can be seen at http://www.cryptopp.com/benchmarks.html.

16It should be noted that Figure 3 in [9] depicts the performance measurements of WS-Security using signa-
ture, encryption and a combination of the both. However, since the signature and encryption protections offered
by WS-Security build on XMLDsig and XML-Enc to a fairly large degree, the conclusions drawn should be
fairly accurate.

http://msdn.microsoft.com/en-us/library/ms978415.aspx
http://msdn.microsoft.com/en-us/library/ms978415.aspx
http://www.cryptopp.com/benchmarks.html
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consideration that since XML-Enc does not provide any form of integrity protection, a more
realistic view would be that the performance of documents using XML-Enc as security in
most cases will end up being the same as that of documents making use of XML-Enc +
XMLDsig as security, making the performance point of XML-Enc much less attractive for
the security offered.

Implementation-wise, XML-Enc is similarly to XMLDsig fairly simple to implement in
an existing system due to it relying heavily on common algorithms in combination with
a set of new XML elements. The algorithms used may not be supported by all platforms
natively, and may as such require external libraries for usage. This requirement means that
the implementation of XML-Enc most likely will be somewhat more complicated than the
implementation of XMLDsig and TLS.

4.5 Evaluation of Web Service Security

Web Service Security (WS-Security, WSS) is a flexible SOAP security standard published
by OASIS that defines how SOAP messages can be secured. The standard builds on XMLD-
sig as well as XML-Enc in order to provide security, and furthermore also defines a method
for inclusion of security tokens in order to provide the ability to identify the sender of a
message. By utilizing XMLDsig as well as XML-Enc, WS-Security provides support for
a number of different algorithms, including RSA for signature and block encryption algo-
rithms for encryption allowing for great flexibility in customizing the security according
to the needs of the system. The standard also defines a number of different profiles aimed
at describing how various token security models such as X.509 certificates can be used in
combination with WS-Security.

Evaluating [12] based on the previously specified criteria reveals that WS-Security unlike
XMLDsig and XML-Enc provides multiple forms of security, making it a more attractive
option from a security point of view. The standard offers end-to-end security and pro-
vides message integrity verification and encryption as well as sender authentication, where
the authentication is provided by an attached security token. WS-Security also provides a
definition of how a timestamp that contains message creation and expiration times can be
attached to a message, allowing a receiver to determine if the security attached to a message
is “fresh” or not, and as such determine if a particular message should be ignored. The
standard does however not provide any form of transport security meaning that a secondary
security mechanism such as TLS must be used in combination with WS-Security should
transport security be desired. It should be noted that the standard is very flexible and al-
lows for independent or combined usage of the provided security mechanisms depending
on what type of scenario it is to be used in. This allows for scenarios such as one where
integrity and sender identification is desired, but encryption is not, making it suitable for a
wide range of different application areas. It should also be noted that WS-Security provides
a number of different profiles describing how various different security frameworks such
as SAML17 can be used in combination with WS-Security, allowing for utilization of the
security benefits that the supported frameworks provide.

Performance-wise, WS-Security is highly dependant on the selection of security measures
as well as the selection of algorithms and security token profile. Due to the fact that WS-
Security builds on XMLDsig and XML-Enc, the choice of algorithms for signature and

17http://www.oasis-open.org/standards#samlv2.0

http://www.oasis-open.org/standards#samlv2.0
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encryption is equally important to the choices made for pure XMLDsig as well as pure
XML-Enc, making them fairly important for performance. The choice of token profile also
has a fairly large impact as can been seen in [11], making this something to take into consid-
eration. To give a concrete example of the performance of WS-Security as compared to the
performance of pure SOAP, we can see in Table 1 of [8] that WS-Security utilizing signa-
ture and encryption in combination with the x509 profile has by far the worst performance
in the Table, and as such, a fairly large performance penalty of 94%18 performance loss
compared to pure SOAP. This should however be weighed against the fact that WS-Security
provides a fair amount of security for the performance lost, possibly making it a reasonable
tradeoff, and a fairly good choice of security performance-wise. It should however also be
taken into consideration that due to the poor performance of WS-Security compared to pure
SOAP, WS-Security may be an unsuitable choice from a performance point of view should
transport security be needed, as the performance impact of transport security itself would
further deteriorate the performance.

Implementation-wise, WS-Security can be either fairly simple or rather difficult to imple-
ment in an existing system depending on the choices made for which security mechanisms
are to be used as well as which profile, if any, is to be used. Given that the choice of
profile heavily impacts the need to implement other security mechanisms such as Kerberos
authentication system for the Kerberos profile, the choice of WS-Security profile should
be carefully evaluated based on the system needs as well as existing security frameworks
before committing to a particular profile.

4.6 Evaluation of WS-SecureConversation

Web Services Secure Conversation (WS-SecureConversation, WS-SC) is a flexible SOAP
security standard published by OASIS that builds on the WS-Security, WS-Trust and WS-
Policy standards, and which defines how a security context can be established such that
multiple SOAP messages can be exchanged in a session-like manner allowing for a re-
duced performance overhead. Due to the fact that the security context defined by WS-
SecureConversation provides or implies a shared secret, WS-SecureConversation can, un-
like WS-Security, provide for key derivation using the shared secret indicated by the security
context. By providing for key derivation WS-SecureConversation allows for regeneration
of signing and encryption keys using an indicated key derivation method, allowing for a
higher degree of security.

Examining [13] based on the criteria previously specified, WS-SecureConversation defines
two forms of security: message authentication through security context and key deriva-
tion. The latter allows for regeneration of signature and encryption keys, thus limiting the
amount of information an attacker can collect. It should however be noted that the key
regeneration ability of WS-SecureConversation comes at a cost [8], as it removes the pos-
sibility of non-repudiation that WS-Security provides when using asymmetric keys such as
x509 based ones. It should be noted that due to the fact that WS-SecureConversation builds
on WS-Security, it provides encryption and digital signature support in the same manner
as specified by WS-Security, allowing for integrity and confidentiality of SOAP messages.
WS-SecureConversation does similarly to WS-Security also not provide any form of trans-
port security, resulting in that any such security must be provided by a different means,
should such be desired.

18Calculated from Table 1 of [8]
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Performance-wise, WS-SecureConversation utilizing signature and encryption fairs a bit
better when compared to WS-Security, as can be seen in Table 1 of [8], making it a more
attractive security option when taking into account that WS-SecureConversation offers sim-
ilar security to WS-Security. It should be noted that WS-SecureConversation does intro-
duce a fairly severe performance loss of 85%19 when compared to pure SOAP, making
the performance a point to keep in mind. It should also be noted that the performance
of WS-SecureConversation will in a similar manner to WS-Security be affected by the
choices made in regards to what security mechanisms are to be used as well as what al-
gorithms are to be used with said mechanisms. Overall, the performance penalty introduced
by WS-SecureConversation while being fairly severe is a fair improvement over the per-
formance of WS-Security, making the performance offered a fair tradeoff considering that
WS-SecureConversation offers a similar manner of security as WS-Security.

Implementation-wise, the standard suffers from the fact that it depends on the WS-Trust and
similar standards due to the fact that this introduces further implementation requirements,
making the implementation of WS-SecureConversation more complex in an existing system
than other standards such as WS-Security or XMLDsig. Due to the added complexity, a fair
amount of time should be used to evaluate if the performance and security benefits are worth
the added complexity.

4.7 Evaluation of SSEK

Specifikation för Säker Elektronisk Kommunikation (SSEK) is a standard by SFM (Svenska
försäkringsförmedlares förening, Swedish insurance agents association) that defines how
business communication can be exchanged between organizations in a secure manner. The
standard relies on digital signatures as defined in WS-Security with a number of exceptions
as well as two-way SSL in order to provide message integrity, authentication and transport
security. The standard also relies on the method defined in the WS-Security standard for
attaching binary security tokens in order to include a X.509 certificate for signature verifi-
cation purposes.

Evaluating [6] based on the previously specified criteria reveals that SSEK similarly to
WS-Security and WS-SecureConversation offers more than a single form of security. The
standard provides end-to-end security as well as point-to-point security and provides mes-
sage integrity verification, authentication, transport security and non-repudiation, where
authentication is provided on the condition that two-way SSL is used, and non-repudiation
is provided by a combination of a special SOAP header element and the signing certificate
used. The standard does however not provide any means for end-to-end message confiden-
tiality, although point-to-point confidentiality is provided, making SSEK a less attractive
option should end-to-end confidentiality be required.

Performance-wise, the performance of SSEK is fairly similar to the performance of XMLD-
sig, as can be seen in the results shown in Table 1. It should be noted that SSEK has a certain
mean performance degradation of 12% when compared to XMLDsig, which most likely can
be attributed to the usage of two-way SSL in SSEK. It should also be noted that SSEK re-
quires the usage of the “RSA-SHA1” signature method, which means that SSEK unlike
XMLDsig does not suffer from a performance that is dependant on the choice of signature
method. When comparing the performance of SSEK to that of pure SOAP communication,

19Calculated from Table 1 of [8]
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it can be seen in Table 1 that SSEK introduces a fairly large mean performance penalty
of 83%. This should however be weighed against the fact that SSEK offers a fair amount
of security for the performance lost, possibly making SSEK a fairly good option from a
performance point of view.

Implementation-wise, SSEK is similarly to XMLDsig and XML-Enc fairly simple to im-
plement in an existing system. This due to the fact that the standard is relying on the digital
signature method and timestamp element defined in WS-Security in combination with two-
way SSL and a few new elements. It should be noted that due to the fact that WS-Security
somewhat restricts the specifications provided by WS-Security, the implementation of those
parts should be somewhat easier when compared to WS-Security due to the lack of choice
required for certain details.
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5 Comparison and evaluation of methods as alternative to SSEK

In order to evaluate the methods we evaluated in Section 4 as alternatives to SSEK, we
must first establish what security properties SSEK provides. From Section 4.7, we can see
that SSEK provides transport security, authentication, message integrity verification and
non-repudiation. Purely looking at the security provided by the methods evaluated, none
provides the same form of security. It is nevertheless possible to obtain almost the same or
better security with a few of the methods evaluated if we accept that we must combine at
least two methods and may not obtain non-repudiation of messages.

Looking at the methods evaluated, we can see that a combination of WS-Security and TLS
may be a candidate as an alternative due to the fact that this combination offers in a similar
manner to SSEK both transport and message security, as well as integrity verification and
authentication. It should be noted that this combination does not offer non-repudiation, but
in return it offers confidentiality, making this combination an attractive alternative on the
condition that non-repudiation is not required.

In a similar manner to TLS + WS-Security, TLS + WS-SecureConversation may be an
interesting alternative to SSEK on the condition that non-repudiation is not a vital. If per-
formance is key, this alternative may be more attractive than the TLS + WS-Security combi-
nation, as the performance penalty introduced by WS-SecureConversation in combination
with TLS will most likely be fair bit less.

It should however be taken into consideration that the alternatives suggested above may
suffer from worse performance than SSEK, making it worth considering if the benefits
gained from using one of the alternatives is worth the potential increase in performance
penalty.
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6 Experiments

6.1 Performance testing of various security methods

In order to gain an assessment of the performance of some of the security methods evaluated,
an experiment was performed using node.js. The experiment was performed using three
computers connected through a local gigabit network, where one acted as a client, one as a
reverse proxy and the third as a web service.

The reverse proxy machine hosted a set of node.js proxy applications consisting of an SSEK
proxy, an SSL proxy, an XMLDsig proxy and a message forwarding proxy. Each proxy
received 6000 SOAP messages previously having had security applied to them. For each
message sent to it, a proxy would evaluate the security of the message and then forward the
message to the web service. The web service would then reply with a static SOAP message
having had no security applied to it. The proxy would then finally apply security to the
message and send it back as response to the client.

The timing of the message processing was done in the client application with the help of the
node-microtime module. The timing for each specific case was done such that the start time
was recorded before the request loop, and the stop time was recorded after the ’end’ event
was fired by the last HTTP request. This was done in order to measure the time it took in
seconds for a particular proxy to process all messages sent to it.

The number of messages sent was then divided by the time measured in order to calculate
the number of requests per second for each particular security method. Each such measure-
ment was performed 4 times and the mean value of the measurements was calculated in
order to gain a fairly representative performance value for each method tested.

Table 1 Mean requests per second calculated for each security method as well as the perfor-
mance lost compared to pure SOAP. The pure SOAP calculation is included for reference.

Security methods Requests/second (mean) Performance loss %
SSEK (two-way SSL + signature) 194 83
XMLDsig using X509 certificate 334 71
SSL 912 21
Pure SOAP 1154 0

The results obtained from the test mentioned above are shown in Table 1. What we can see
from the mean results displayed is that SSEK has a fairly similar performance to XMLD-
sig, although the usage of two-way SSL adds a certain mean performance penalty of 12%
compared to XMLDsig.

It should be noted that while the results shown in Table 1 are the mean values calculated
from the results of the 4 measurement rounds, the results from each measurement round
deviated in worst case only a minor amount from the values shown, making them fairly
accurate. In particular, the values obtained for the SSEK test deviated nothing from the
mean performance loss, indicating that the mean performance loss shown should be fairly
close to the true performance loss caused by SSEK.

It should also be noted that while attempts were made to include results for XML-Enc, prob-
lems encountered with the software used for testing in combination with time constraints
resulted in that these had to be excluded.
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6.2 Performance testing of proxy prototype

In order to gain a glimpse at how the performance of the proxy prototype is affected as
the load factor on it increases, an experiment was performed using two different types of
SOAP messages. One type of message used contained a bare minimum message expected
by the proxy with a single childnode in the Body element. The other type contained a more
complex message where the Body node contained 20 child nodes. Each of the childnodes
used in the complex message contained in turn 3 childnodes, of which one contained two
child nodes. These different messages were then used to obtain time measurements for the
proxy processing time (request+response) of 1000, 2000, 4000 and 8000 messages.

The web service constructed for this test accepted all messages sent to it without performing
any validation and responded with a static message previously having been decorated with
SSEK security. This was done in order to ensure that the measurements focused on the
performance of the proxy prototype.

The timing data gathered in the experiment was obtained by letting the client application
record a timestamp before the request loop began, and then another timestamp after the last
request had fired its ’end’ event. This was repeated for all size increments and message
types.

Figure 2: Graph over the time used by the proxy prototype as the number of messages
increases. Points marked with a star indicate the measurements that were done.
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Table 2 Time in seconds used by the proxy prototype for each message type and amount.

Number of messages Time used for simple message Time used for complex message
1000 7.883568 10.864469
2000 15.071899 21.963802
4000 30.773734 44.059169
8000 62.721436 88.269543

The result of the experiment described above can be seen in Figure 2 and Table 2. What can
be seen from the results is that the prototype has a fairly consistent increase in processing
time as the number of messages increases. What can also be seen from the results is that the
proxy uses a large amount of time for the processing of the complex message. This increase
in time used is most likely the result of the increased processing time needed by the digital
signature part of the security.
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7 Conclusions

7.1 Evaluation of SOAP security methods

Based on the evaluations performed, none of the evaluated methods could on their own
function as an alternative to the SSEK standard. This is primarily due to the the fact that
none of the evaluated security methods provide the same form of security that the SSEK
standard provides.

The report does however suggest that two alternative approaches are to combine either TLS
and WS-Security or TLS and WS-SecureConversation. These solutions could be used as
alternatives to SSEK on the condition that non-repudiation is not a requirement for the
security needed. For projects that have non-repudiation as a requirement and can accept the
limitations introduced by SSEK, the standard makes for a viable choice. If these restrictions
are not acceptable, explorations of security methods not covered by the evaluation done in
this report may be worth consideration.

The report also gives a minor glimpse in Section 6.1 at the effects the SSEK standard in-
troduces on the performance of SOAP communication in comparison to pure SOAP. From
the experiments performed there, we can see that SSEK introduces a fairly large perfor-
mance overhead over pure SOAP and a minor performance overhead over XMLDsig. The
results from this experiment may be of use for an interested party in determining whether
the performance lost from using the SSEK standard is worth the security gained.

7.2 Proxy prototype

What can be learned from the implementation of the proxy prototype is that node.js can
indeed be used as a platform for SOAP security proxies. It is nevertheless worth noting
that careful consideration should be done before selecting node.js as the platform of choice
for similar projects. This due to the fact that node.js in its current state has a fairly limited
support for SOAP web service standards, making it highly likely that any such components
must be implemented either from the ground up, or rely on creating bindings to external
libraries, something which may be unexpectedly problematic.

7.3 Limitations in the prototype

The prototype in its current state has a few limitations. The prototype can currently not
handle wsu:id declarations, which means that an id declared for a particular XML node
through wsu:id will not be registered with libxml2. This causes somewhat of a problem as
these id:s are used in order to sign and validate XML nodes. While the prototype offers a
workaround for this problem for nodes that are known to be signed, any nodes not known
to the systems present in the signature will result in an error being thrown by libxml2, thus
limiting the capabilities to expand on the nodes signed without modifying the system.

The proxy prototype also has a limitation in regards to the transformations used in the
signing process. In its current shape, the prototype does not allow for easy modification
of the XML transformations used during the signing process. While it is not expected that
the need for changing the currently used transformation will arise anytime soon, the work
needed to introduce a new transformation or change the transformations currently used is
non-trivial.
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7.4 Future work

Due to the fact that no standard was found that could work as an alternative to SSEK, a
potential future work could be to explore the possibility of creating an alternative standard,
possibly one which derives from WS-SecureConversation in order to gain the performance
benefits it offers.

Another possible future work could be to create proper bindings for xmlsec to node.js sim-
ilarly to how libxmljs provides bindings for libxml. This due to the fact that node.js in its
current form has virtually no support for any form of SOAP security, making the develop-
ment of bindings to xmlsec an interesting alternative in order to obtain support for this.
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