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CONCLUSION AND RECOMMENDATIONS 

CBRNEmap was a pre-study to the upcoming CBRNE technology demonstrator. 
Accordingly, considerable efforts were used to describe the feasibility and to sort 
out a number of basic requirements of the contemplated demonstrator object. 
This report deals with two areas deemed important when constructing a civilian 
CBRNE system of systems, its limitations and some suggested specifications: 
 

A useful CBRNE system of systems will improve and connect 
important societal functions vital before, during and after a CBRNE 
accident and/or attack. CBRNEmap identifies three clusters of 
activities as the most important when making our society resilient to 
CBRNE. These are, the cluster of activities making up the response 
function, the cluster of activities defining the function to protect 
identified targets and the cluster of societal investments enabling 
Europe to become more resilient.  

 
As examples and as a source of inspiration the three societal 
functions described above (response, protect and enabling) were used 
to discuss the CBRNE technology demonstrator. The demonstrator 
objects were populated by technologies and thereafter discussed 
with respect to choice of scenarios, choice of parameters to be used 
for its validation and with respect to its market value.  

 
Based on its conclusions, its working process and its interaction with external 
partners CBRNEmap recommends that: 
 

The use of Integrated Project Teams will be given priority when 
evaluating the upcoming demonstrator objects. 
 
The European Commission does everything possible to ensure that 
the results of previous “EU project” get integrated into the 
upcoming demonstrator object.  
 
Appropriate limitations and projections are made to the CBRNE 
system of systems perspective, in order to produce a CBRNE 
demonstrator serving the societal functions responsible or 
operational active. 
 
Considerable efforts are given to validating the improvements 
and/or added value of the demonstrator object. 
 
The cluster of societal investment we refer to as the enabler is 
further investigated in a future SSA.  
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INTRODUCTION 

Task 

Giving priority to research relevant to the needs of European industry, the FP7 
Security was aiming for a demonstration project on CBRNE counterterrorism. The 
scope was and still is the demonstration of some system of systems for optimal 
counter measures for CBRNE. The call for this demonstration project has recently 
been issued. In a preparatory effort, EU assigned two consortia to develop a 
roadmap, a pre-study, providing some background information and guidance to 
the upcoming demonstrator object. One of these pre-studies, CBRNEmap, was led 
by the European CBRNE Centre at Umeå University, Sweden, and the other, 
DECOTESSC1, was led by TNO, the Netherlands. 
 
The societal organisation of CBRNE counter terrorism is very complex. 
CBRNEmap, therefore, initially addressed this issue discussing the 
multidimensional problem of CBRNE counter terrorism activities. During this 
discussion temporal events (before, during and after) were contrasted against 
societal sectors directly involved (such as law enforcement, rescue and health) 
and societal functions possibly targeted (mass transport, mass gatherings and 
political infrastructure). Consideration was also given to the fact that each of the 
letters ‘CBRNE’, may have its own aspects of vulnerabilities, priorities and possible 
solutions.  
 
As result, CBRNEmap suggests that the most important societal system of 
systems to prevent and handle CBRNE terrorism are the function to protect 
vital activities of our society, the function to respond to CBRNE events and the 
process of enabling our societal capability building (Figure 1).  
 

 
 
Figure 1. Illustrating the relative orthogonality of the three clustered functionalities. 
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From a system technology perspective, the demonstrator should implement and 
demonstrate the ability to cope with CBRNE events in a coordinated way. The key 
is a successful and smart connection between the sub-systems, in order to provide 
optimal service for the public and/or the event organizers, in coordination with 
first responders. 
CBRNEmap generated examples of Technology Demonstrators for future 
improvements of each system of systems. The generic needs of each societal 
system or function were matched with advanced technological solutions, 
scenarios for their validation were suggested and market aspects as well as 
possible criteria for their validation were discussed. 

Capabilities 

The European Commission 2004 launched a Preparatory Action for Security 
Research (PASR), to facilitate for European industry and to contribute to the 
improved security of the European citizens. A European Security Research 
Programme aimed at boosting the competitiveness of the European security 
industries and stimulating the development of the (public and private) market 
for security products and systems was established within the FP7 2007.   
 
Both these security research initiatives have so far produced a number of 
capabilities and systems directed towards counter terrorism. Figure 2 illustrates 
in which phase (preparatory, protective, response, recovery and/or training) of a 
CBRNE event these investments are directed. Obviously, so far more capabilities 
than systems are invested in. Furthermore, preparation for and protection 
against CBRNE events, have been given higher priority than response to and 
recovery from CBRNE. Surprisingly few initiatives are concerned with training.  
 



 

Page 7 FINAL REPORT OF CBRNEMAP 
 

 
 
Figure 2. Research initiatives, hitherto, taken by PASR and FP7 security sorted in 
different categories. 

Important initiatives 

European efforts to build a resilient society towards CBRNE attacks and incidents 
have become an issue of priority, following the events of 11th of September. 
Responsible Directorates of the European Commission like DG Sanco, DG Eco, DG 
Home Affairs and other, have prioritised efforts responding to an anticipated 
CBRNE threat. Examples of this are the CBRN Action plan and the E Action plan of 
DG Home Affairs. In addition, several consolidated efforts to optimize military – 
civilian collaboration by EDA and the Commission have been launched.  
 
The recent establishment of a potent security research program within FP7 by 
DG Enterprise has called for recurring overviews of the threat and analysis of 
remaining important capability gaps. Most significant may be the recent ESRIF 
report.  
 
The CBRNE threat as discussed by ESRIF and the Actions plans was analysed with 
respect to present gaps and improvements and thereafter turned into 
recommendations. Some of these recommendations are dealing with the 
assessment and perception of threat or with the handling and proliferation of 
dangerous goods and may not be relevant for the here suggested demonstrator 
objects.  
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Our first cluster of functionalities concerns the response to a CBRNE event. 
Observations and recommendations from the ESRIF report and the Action Plans 
relevant to the response function are:  
 

• Promote a full system-of-systems approach to CBRN(E) counter 
terrorism.  

! Shared situational awareness.  
! Robust interoperable first response.  
! Integration into other hazard areas. 
! Tools for balanced decision making on countermeasures  

 
Our second cluster of functionalities concerns the protection of identified targets. 
Observations and recommendations from the ESRIF report and from the Action 
Plans relevant to the protection of mass gatherings, mass transport nodes and/or 
political infrastructures are:  
 

• Promote a full system-of-systems approach to counter terrorism.  
! Shared situational awareness.  
! Robust interoperable first response.  
! Integration into other hazard areas. 
! Tools for balanced decision making on countermeasures. 
! Fast and reliable detection and control systems concerning 

explosives at vulnerable locations, buildings and events.  
! Deployable protective solutions. 

Not surprisingly, many of the suggestions apply to both clusters of functionalities. 
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The third cluster deals with processes and activities of particular importance for 
making our society resilient. Observations and recommendations from the ESRIF 
report and from the Action Plans relevant to this enabling process are: 
 

• Sustain a security industrial policy for adaptive and modular 
solutions dealing with consequences of rare events. 

• Development of an extended European platform for Explosives. 
• Arrangement of mutual use of validated facilities. 

 
Indeed, more and more gaps are identified pointing towards procedures for and 
management of already existing capabilities as important bottle necks of today’s 
efforts. A vital and integrated European CBRN domain with a true societal 
perspective is important as the growing ground and driver for cutting-edge and 
beyond-the edge research, for fostering of in-depth experts and for a vital 
innovation process.   

 

Methodological Considerations 

Integrated Project Teams and Gap Analysis 
The CBRNEmap study has been carried out by an integrated project team. This 
means that end users, industrialists and members of the S&T community have 
been working together already from the planning of the project. The creation of 
a functional integrated project team took some effort and time, but in the end 
became a cost effective working method. It is understood that the active 
exchange of perspectives between user, inventor and producer, will cross-fertilize 
the process, increase the creativity and shorten the time to trials of the upcoming 
demonstrator project and is therefore recommended. 
 
The CBRNE technology demonstrators were suggested following the gathering of 
background information on CBRNE threats, technologies and capabilities (WP 3 
and 4). In a parallel background study (WP 2) critical functional requirements for 
first responders were generated. (All background material has been delivered 
and is available on request.) In addition interviews were performed on the 
requirement to protect rail and metro systems and high profile mass gatherings. 
Collected information was used for the subsequent gap analysis of needs and 
technologies. The gap analyses were, thereafter, used as a starting point to 
suggest a system of systems architecture and improvements to the constituting 
capabilities.  The iterative character of the over-all working process is 
summarised below.   
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Figure 3. Over-all working process behind the generation of the demonstrator objects. 
The red dotted line represents the final demonstrator objects. 
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CHOICE OF DEMONSTRATOR AREAS 

In contrast to the defence sector, the civilian society suffers from an inability to 
develop a systems view on the CBRNE issue. This inability is best understood in 
the terms that CBRNE is not a societal function, like border control, mass 
transport etc. CBRNE is rather a problem to these functions (a threat or a 
dangerous working environment). Suggesting a technology demonstration of a 
civilian CBRNE system of systems, therefore, becomes problematic. The table 
below suggests that the management of a potential CBRNE incident may be split 
into four temporal phases, prevention, preparation, response and recovery. 
Each of these phases encompasses a number of functions (Table 1). This table 
also contains an indication of who may be responsible for CBRNE 
countermeasures. 
 
Table 1. Mapping functions and responses of CBRNE countermeasures. 
 

 Prevention Preparation Response Recovery 

Functions 

Non-
Proliferation 
Lawmaking 

Safe 
transport 

Safe storage 
Safe 

production 

“Hardening 
targets” 

 
Pre-planning 

response 

Rescue 
Medical 

Law 
Enforcement 

 

Medical 
Treatment 

Decontamination 
Repair 

Restoration 

Responsible 

Intelligence 
Customs 

Lawmakers 
Agents 

handling 
CBRNE 

material 

Owners of 
“targeted” 
functions 
private or 

public 
Lawmakers 

First 
Responders 

Health Care 
Rescue 

Owner of 
“targeted” 

function private 
or public 

 
In the outset of this project all phases of the management of a CBRNE event 
(Prevention, Preparation, Response and Recovery) were potential candidates for 
application of a systems view and for a subsequent investment in state-of-the-
art technologies optimising the performance of that system. Considering 
dependence, responsibility and need for state-of-the-art-technologies the 
CBRNEmap study suggested that meaningful technology demonstrator may be 
constructed for the Preparatory and Response phases and less so for the 
Preventive and Recovery phases (See table below). The different functions of a 
time-phase have been evaluated for their dependence. For example, for the 
preventive phase we asked the questions: “How dependent is intelligence on 
customs, lawmakers and agents responsible for safe handling of dangerous 
goods?” “How dependent are they on timing of interaction?” “How dependent 
are they on capabilities from the others?”  The dependence was ranked from 1 – 
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5 as illustrated in table 2. In the same table are each time-phase ranked for its 
need for and use for advanced technology to fulfil its functions.   
 
 Table 2. Ranking of dependencies. 
 
 Prevention Preparation Response Recovery 

Time 
dependence * **(*) ***** **** 
Capability 

dependence * **** ***** ** 
Use of CBRNE 
technologies ** ***** **** *** 

 
As illustrated in the table above it is particularly the high degree of dependence 
and the usefulness of technologies that makes the preparatory and response 
phases attractive for technology demonstrations of the value of the systems 
view. 

THE DEMONSTRATOR OBJECTS AND THEIR INTENDED USER 

Respond to CBRNE. Demonstrator 1 - First Responders 
The participating first responder community had a well articulated appreciation 
of threats, of missions and of the desired effects of these missions. The desired 
high level effects (prevent, save lives) were detailed for more than 50 different 
scenarios involved in this study. The detailed desired effects were, thereafter, 
transferred to technological and procedural needs, i.e. capabilities. The Gap 
Analysis behind Demonstrator Object 1 was performed matching identified 
needs with available or not available capabilities.  
 
Protect function. Demonstrator 2 - Functional Responsible 
The second Demonstrator Object was confined to threatened societal functions 
(mass transport nodes, mass gatherings and political infrastructure). The 
CBRNEmap consortium had no partner representing these functionalities. 
Dealing with a community much less involved in issues of CBRNE threat and 
protection, we were unable to use an approach structured similarly to the one 
above. Instead interviews were performed with representatives of mass 
transport (DG Mobility and Transport) and of high profile mass gatherings 
(London Olympics). These interviews were subsequently used to detail the needs 
and to match anticipated needs to available and/or missing capabilities in the 
following gap analysis. For reference, material developed within the NATO 
context and used to discuss improved crisis management, was also used.  
 
Enabler. Demonstrator 3 – The CBRNE stakeholders  
The need for the third Demonstrator Object was identified as a consequence of 
our own discussions within the CBRNEmap project. This included a cluster of 
activities (a system of systems) needed to optimise the processes developing 
European CBRNE counterterrorism capabilities. The partners to the CBRNEmap 
consortium served as the stakeholders that together identified the needs in this 
area. 



 

Page 13 FINAL REPORT OF CBRNEMAP 
 

 

 

VALIDATION THROUGH TECHNOLOGY DEMONSTRATION 

The demonstrator objects suggested by CBRNEmap were motivated and 
developed using a gap analysis modality matching end-user requirements and 
comprehensive reviews of available CBRNE S&T investments. Phase two of the 
CBRNE Demonstrator project will illustrate the usefulness of the system of 
systems approach, when countering CBRNE terrorism. New demonstrator objects 
may be developed and their usefulness validated in a set of realistic scenarios 
where vital parameters such as successful denial of access, delay of effect, 
shortened time for evacuation, shortened response time, more effective health 
care and more, could be observed and quantified. Following the identification of 
demonstrator objects matching scenarios useful for validation, accordingly also 
have to be detailed. 

Demonstrator objects 1 and 2 are two clearly delineated functionalities of our 
society with more or less a well defined “owner”. Moreover, each of the two 
demonstrator objects in itself contains multiple interconnectivity between its 
constituting sub-systems. Demonstrator objects 1 and 2 are, accordingly, classical 
systems of systems and have been developed using common working practice of 
system engineering.  

Demonstrator object 3 is at present a cluster of loosely connected functions and 
processes aimed at making Europe resilient towards CBRNE terror activities. 
Advanced integrative system designs should be used to model and define the 
impact of and dependence between these functions and processes. Accordingly, 
modern simulation technology will bring this cluster into a system of systems to 
be explored in detail and optimised.  
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DEMONSTRATOR OBJECT 1 

Function to respond  

 

 
 
Figure 4. Sub-systems suggested to be included in demonstrator object 1.   

 

Demonstration description 

The aim of this demonstrator is to significantly reduce the response time for 
handling a complex and demanding CBRNE event. The intent is to develop a 
prototype of a system of systems and its included functionalities that dynamically 
can adapt to and handle demanding CBRNE operations from the very disaster to 
the much smaller emergency operations.  
 
By setting common standards, methods, doctrines and providing dedicated 
symbolics, this system will increase the efficiency and precision in communication 
and decision-making. It will reduce misunderstandings, increase the situation 
awareness and allow for a better interaction between different sub-groups or 
different countries in complex situation i.e. in order to respond more effectively 
and recover quicker.  
 
The main expected result is a significant reduction in total response time. 
Starting with the identification of a suspected or actual event, continuing 
through the decision on measures to be taken, the response will have a higher 
precision and a shorter duration. This will save lives and other critical values and 
allow for a quicker return to ‘normality’. Accordingly, this demonstrator is a 
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system of systems that will facilitate faster decisions and will result in better 
exploitation of resources and a significant reduction of response time. 
 
High level scenarios with major impact on critical values like casualties, 
infrastructure and financial stability, were used as starting point in the 
subsequent gap analysis.  
 
Based on identified capability gaps and the scenarios developed by the end user 
(the first responder community), a number of vulnerabilities were identified and 
prioritised. The following functionalities or systems were deemed necessary to 
compensate these vulnerabilities: 
 

• A universal communication system, with messages in languages relevant 
for the user countries. It is important that the language is clear and concise 
to facilitate communication also between agencies of different cultures. 

• There should also be a standardised universal symbology that can be easily 
understood and communicated between actors having different 
professions and native tongues.  

• An extended information system should exist and should be accessible 
upon request. This will consist of scientific information on the individual 
threats incorporating similar events that have occurred in the past. 

• A decision support system which includes task generation and task 
management functionality fully integrated across all first responder 
organisations, data management system to improve critical decision 
making and a fully integrated information mapping system should also be 
included. 

• Advanced system for situation awareness. A GIS-based information system 
for integration of meteorology, dispersion modelling, sensor data and 
victim and rescue worker tracking systems. 

• A system for prepared interactions with the public. Particularly in case of a 
major CBRNE disaster correct interaction with the public could be of vital 
importance. Tasks may include balanced information about the progress of 
the rescue event or needed instructions about shutting ventilation or 
upcoming evacuations. 
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Is there a need for this demonstration object? 

What happened in London on 7 July 2005 could happen in any country, 
in any city, at any time. Ordinary people, going about their everyday 
lives, were suddenly swept up in a maelstrom of extraordinary events 
over which they had no control. (Richard Barnes AM, Chairman of Committee 
into review of 7/7 Bombings.) 
 
A terrorist attack is intended to destabilise our society through panic and fear. 
The impact on our society of an insult is of course the result of the damage 
caused, but also of the time needed for our society to return to normality. The 
response operation and its efficiency are, accordingly, extremely critical elements 
in our societies’ attempt becoming more resilient. Robust emergency response 
plans which are regularly reviewed and tested are paramount, but also the 
continuous development of tools and systems increasing the performance of 
response operations. Particularly vulnerable are complex multi agency or cross 
country borders response operations.  
 

What is the outcome? 

It is crucial to recognise the chaos that occurred following the multiple 
bombings. The immediate aftermath of the bombings on 7 July led to a 
situation where information relating to the number of dead and injured, 
the nature of the bombs, how they were initiated, whether there were 
more to follow, the motivation of the bombers, was all unclear at the 
time. It is with that context that the response was conducted. (London 
Assembly Review 2006) 
 
From experience we know that it takes between 1 – 2 hours before the 
appropriate response to a major complex insult, like a CBRNE terror event, has 
been mobilised. The trigger event is the moment at which the first responders 
are aware of that something has taken place. From this trigger the responders 
need to activate organisational plans and procedures in parallel with the growing 
awareness of what has actually taken place and what resources are to be 
needed.  

The suggested demonstrator will through the use of common standards, 
methods, doctrines, symbolics and better situation awareness improve the 
quality (the efficiency and the precision) of communication and secondarily, 
therefore, also of command, decision making, and control. This will be true during 
the build up phase where resources are mobilised, but also in the “working” 
phase, at the scene, where the mobilised resources are used. The total response 
time (build up phase and working phase) will be significantly shortened. Such 
improvement of the response mechanism will save lives, prevent some secondary 
effects like spread of contamination and allow for a quicker return to ‘normality’. 
Our society would stand out as more resilient.  
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EU added value 

In addition to improving the performance of any regional or national rescue 
operation, this demonstrator object will address some key areas benefiting the 
EU concept, i.e. contributing with an EU added value. Some of these areas are: 
 

• A demonstrator object will by itself be a norm for future European 
standards and will be likely to influence the forthcoming European 
discussion on requirements, developments, priorities, standards and more. 
In the long run this may lead to the formulation of a European way of 
planning for and performing major rescue operations.  

 
• The demonstrator will inspire and stimulate European industry. It will 

contain concepts and prototype products that may result in competitive 
advantages for European industries. This demonstrator could, thus, serve 
as the inspiring spark for future innovations. 

 
• The demonstrator contains an effective and comprehensive knowledge 

management capability. This will not only contribute to better decisions 
but will also contribute to educate future rescue workers and bring about 
a European perspective on CBRNE knowledge, threat and needs. 

 

Sub-systems 

The gaps and needs for first responders in this demonstration object are focused 
on information dissemination, information sharing, information flow, 
communication and a common understanding and meaning of the information 
present in the system of systems built on some identified principles, like: 
 

• Standardized information formats and to some extent also contents – to 
allow for interoperability for information sharing. 

• Service oriented architecture – to allow for new services to be 
incorporated and utilized in a flexible way. 

• Plug and play – self configuring and domain negotiating systems on 
communication and information system level, to allow for new systems to 
be adopted on a very short notice. 

• Self-test capability, inter-calibration, etc.  

Initially the focus will be on selected functionalities implemented throughout the 
full communication and information chain. The focus will be on understandability 
– starting with symbology that is understandable for all involved, regardless of 
their respective role in the specific case, their native language, and their 
profession, background and competence areas. Below some of the contributing 
sub-systems or functionalities are discussed. 
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Information sharing: 
The First Responders deal with many types of events and need to quickly get the 
right information, in such a way that the information can be clearly understood 
and the alternative actions and their consequences foreseen. Therefore, the 
information gap between the involved actors, from scientists to the first 
responders and across organisations, needs to be closed. Efficiency and precision 
will be achieved by minimising misunderstandings. Since these events are non-
predictable, dealing with situations that have yet to be prevented, the 
information sharing concept needs to be flexible in a way that what information 
is required does not have to be known beforehand. One way of meeting such 
requirements is through service oriented architecture, allowing for a shared 
information network. Security mechanisms will be included from the beginning, 
to create a stable and predictable legal and procedural framework that will 
protect sensitive information. 
 

 
 
Figure 5.  Information sharing concept 

 
The demonstrator will, therefore, implement and demonstrate an information 
network that can be shared between different actors in different countries. The 
aim is to speed up the information exchange, while still keeping the existing 
information flow when it is aligning with organisational boundaries and 
responsibilities. 
 
Communication systems: 
This functionality is intended to cover the need for tactical communication on 
site, and is focused within a country supporting communication across agencies. 
The communication between the different actors is not the main focus of this 
demonstrator.  However, the system of system approach is foreseen will allow 
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for integration of any device used in any country. Also, the devices should use 
open and standardized information format with open and standardized 
interfaces, thus the devices will be able to co-operate and interconnect. Finally, a 
service oriented approach is suggested, and to get full benefits of this service 
oriented architecture it is beneficial to have the services separated from the 
communications and from the actual information. 
 
Knowledge management: 
Situational awareness means that available information is understood and made 
useful to the situation at hand. To formulate assessments at the scene based on 
the fragmented and scarce traces of information available is a true challenge. 
External support such as databases or experts may become critical. Efficient 
management of knowledge is about two different and distinct needs: 
 

• Finding the expertise on a specific issue 

• Formulating the questions 

 A common “metaphoric language” comprising symbols that can be easily 
understood and communicated between persons with different professions and 
native tongue would be very valuable. The symbols should provide information 
that is intuitively understood and valued, to guide the First Responders in their 
tasks as well as scientists giving reach-back support or medical staff giving 
advanced care in hospitals. The symbology for the CBRNE area should be 
developed in co-operation between scientists, industry and First responders to 
bring immediate value.  
 
The suggested information thread could be based on the human reaction to an 
exposure. The final knowledge management system should allow for search of 
information and expertise throughout Europe. The progress and outcome of the 
EU project PRACTICE should be closely followed.   
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Situation awareness 
The information and communication system should receive information specific 
to the scene and vital to better understand the development and severity of the 
event. Such input data could be: 

• Meteorology 
• GIS 
• Detectors 
• Victim and rescue worker tracking system 
• Symptomology 
• Causalties 
• Damage 

 
Decision support: 
Existing Decision Support systems should be strengthened, to allow for searching 
information, getting current status, visualizing ongoing activities, simulate and 
model consequences of decisions before they are carried out. The purpose should 
be not only to support decision-making, but also to re-evaluate and reinforce 
already made decisions. The decision support system should demonstrate how to 
give relevant support throughout all phases of a CBRNE event, showing the 
history, the current, as well as simulating consequences based on suggested 
actions. 

 
Interaction with the public (worried well and not affected) 
The consequences of a major CBRNE disaster will spread from the immediate 
scene to the neighbouring public. Information and its appropriate delivery are 
critical to maintain stability and trust among the public. Prepared information 
strategies will become important. Also, major disasters may require activities on 
a mass scale. Evacuation and control of ventilation are examples of such 
activities. 
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DEMONSTRATOR OBJECT 2 

Protect function 
 
 

 

 
 
Figure 6. Illustrates the systems and methods included for protection of high risk 
targets during different phases and aspects of the protection, ranging from entrance 
control to recovery of function. 
 

Demonstration description 

Preventing a CBRNE terror event, some targets may be deemed more likely than 
others. The purpose of this demonstrator object is to systemise concepts and 
technologies that will decrease the vulnerability of those targets. This means 
that for example targets like mass transport nodes, concerts or sport events, 
political meetings, and more should be studied and prepared for and hardened 
towards future challenges. The full cycle of events shall be considered, ranging 
from preparedness, to protection, response and recovery. The focus is on making 
the target withstand the event and to increase the security and safety of the 
European citizen. 
 
This means the demonstrator will focus on capabilities to prevent a CBRNE attack 
from happening or minimize the consequences of an attack if it anyhow happens. 
The demonstrator consists of a range of functionalities or sub-systems. These are 
for example systems that can find/identify/delay perpetrators that intend to use 
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CBRNE substances or system that also will be able to mitigate effects after an 
attack. In addition, the final system should be dynamic (multi-layered). 
Depending on the perceived threat, different prevent, protect, response and 
recovery modes will be activated.  
 
Some of the areas considered for improvement in this demonstrator object are 
(see Figure 6): 

• Identification and analysis of impact factors 
• Technologies to improve the design and construction of the location and its 

infrastructure 
• Systems dealing with access control, covering particularly access of people 

and CBRNE material 
• Systems to prepare for and handle the response and recovery, following 

an event. These include: 
o Early response; communication with first responders, neutralisation, 

protection of people at place, alert of health care institutions and 
access prevention; 

o Late response; evacuation; 
o Recovery; decontamination, repair and reconstruction. 

 

Is there a need for this demonstration object? 

There are few comprehensive initiatives to deal with the risks and consequences 
of CBRNE terror towards a civilian target and the measures available to counter 
those risks and consequences. A demonstrator object high-lighting the safety of 
these targets will, therefore, serve several purposes:  

• It will increase the security and safety level and possibly deter potential 
attackers.  

• It will create a discussion on the minimum requirement of protection for a 
given object within Europe. 

• If an attempt is made anyway, it will prepare for the arrival of and 
interaction with first responders for an optimal rescue operation. 

• It will provide tools and directives that allow for a prompt returning to 
normality, ensuring that the Recovery phase proceeds as fast as possible. 

 

What is the outcome? 

The level of preparedness of potential CBRNE targets differs considerably; in 
general, however, the level of awareness and preparedness is low. A 
demonstrator in this area should take a systematic view on the relative need for 
preparedness. It could generate commonly useful state-of-the-art solutions for 
optimal effect, going through the full “CBRNE cycle”, prevention, protection, 
response and recovery. Yet, it could be of value if the final outcome will maintain 
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a flexibility to make it useful also in bits and pieces or as mobile resources. (See 
also the EU project IMSK). 
 
From a system technology perspective, the demonstrator should implement and 
demonstrate the ability to cope with CBRNE events in a coordinated way. The key 
is a successful and smart connection between the sub-systems, in order to provide 
optimal service for the public and/or the event organizers, in coordination with 
first responders. 
 
The functionalities involved are: 
 

• Risk and threat analysis. 
• Infrastructure hardening: Methods and technologies to harden the 

infrastructure and the event organisations to better withstand attacks. 
• Networks of detectors and sensors: Systems and networks of detectors 

and sensors for data capture, and data fusion.  
• Decision support and handling systems to aid in understanding the threat 

and the threat level, and information fusion for a correct situation 
awareness, allowing for real time overview and high-lightening any 
occurring anomaly. 

• Information sharing, between the stakeholders (target, first responders, 
health organisations and public) including public warning system and dialog 
tools with functionality in line with social networks (e.g. Twitter and 
Facebook). 

• Late response methods and technologies for events infrastructure and 
organisations to ease late response, including evacuating and recovering in 
a controlled and organised manner. 

 
The overall goal is to provide a safer environment for mass gatherings and other 
likely targets. The achieved effect could possibly be measured in the following 
terms: Infrastructure hardening, speed and accurate of rescue operation, speed 
of anticipated evacuation, and so on. The development of a dedicated metrics for 
these parameters would better describe risks and improvements and 
considerably improve the risk management for mass gathering events. 
 

EU added value 

This demonstrator object will contribute to structure the protective measures to 
be undertaken with most targets. In addition to giving support to regional or 
national efforts for dealing with identified targets, this demonstrator object will 
benefit the EU concept, i.e. contribute with an EU added value. Some of these 
values are: 
 

• A demonstrator object will by itself be a norm for future European 
standards and will be likely to influence the forthcoming European 
discussion on requirements, developments, priorities, standards and more. 
In the long run this may lead to the formulation of a European way of 
planning for and protecting CBRNE terror targets that may be identified 
beforehand. 
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• The demonstrator will inspire and stimulate European industry. It will 

contain concepts and prototype products that may result in competitive 
advantages for European industries. This demonstrator could, thus, serve 
as the inspiring spark for future innovations. 

 

Sub-systems  

A demonstrator object will be assembled from a number of sub-systems and or 
functionalities. Some of these are described below:  
 
Dedicated blast - and dispersion models 
Each target will have its own physical shape and its own specificity when comes to 
parameters determining the outcome of a CBRNE event. Blasts are propagated 
or absorbed differently and harmful material is dispersed differently, depending 
on building designs, constructions, ventilations and more. This means that every 
high risk target should have its own models for CBRNE effects developed. Such 
models could thereafter be used for risk assessments, for design or redesign 
purposes. Such dedicated models will also be very useful tools providing a better 
situation awareness and better decision support. 
 
Infrastructure hardening 
Security measures can be integrated already from the planning and construction 
or reconstruction of a facility. Appropriate measures could prevent an attack or 
mitigate the consequences of such an attack, in other words, to strengthen the 
security by design. The building may for example be designed to reduce the 
possibility of bomb attacks or to reduce the effect of a bomb, vehicles may be 
denied access or blast absorbing designs or materials may be chosen.  
 
Other design features should be looked into: Choice of material for optimal 
decontamination, evacuation roads and evacuation triggers, premeditated 
rescue and decontamination operations and more. 
 
Networks of detectors and sensors 
It is vital to identify what kind of sensors to use for different purposes and 
situations in order to feed the Decision Support Systems with the most suitable 
data Networks of sensors and combination of different types of sensors can 
increase the detection accuracy of the system. In order to get the most 
advantage out of the sensor, or the system as a whole, it must have accurate and 
timely knowledge of the current “normal mode” and “background noise“. 
Primary data could be masked and fused for optimal use in situation awareness. 
Another important aspect is storage of sensor data for future identification or 
tracing of an event which may be secondary to the source. This is especially 
important for events that are evolving slowly.  
 
For detection, depending on the technologies and the intrusiveness, it is 
important to assess its impact on the public perception and acceptance. This 
means that the existing legal framework for identification and storing of 
information about the public also must be taken into account.  
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Decision support systems  

• Decision support includes threat assessment, consequence prognosis, and 
event handling.  

• The “plug in and play” concept could be included, since this allows for use 
of aggregated (old) data as well as data produced with the new system. 

• Aggregation and decision supporting tools should be optimized for better 
and adaptable user interactions. 

 
Information system 
Information sharing between event organisers, first responders, and health 
organisations, and information to the public could be divided into several areas, 
where different methods and communication tools will be used. 

• For communication between different stakeholders in support of their 
tasks, responsibility, and phase in the event. For instance, information 
regarding building structure will at some point of time need to be 
communicated between several actors. That communication must be 
made in a controlled fashion, to ensure that the information does not 
reach unintended recipients. High considerations must also be given to 
collection of data and information from the sensors and detectors, to 
ensure the information security. The information shall have a clear and 
unambiguous identity, be un-tampered with, be received in a timely and 
secure way, etc. 

• Communication with the public, both in information spreading such as 
public warning, as well as in dialogue tools with functionality in line with 
social networks (i.e., Twitter and Facebook). 

• Sharing of selected aggregated information on a need to know basis. 
• Technologies to support development and use of information strategies 

for sharing of information. 
 
Late response and recovery system 

• The late response will mainly include evacuation and recovery, in the 
perspective of the “event owner”. It should concern the interaction 
between the public present at the target and the owner. Likewise, 
recovery here refers to the return to normality of that facility. 
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DEMONSTRATOR OBJECT 3 

The Enabler 
 
 

 
 
Figure 7. Schematic picture of societal processes implementing political goals 

Demonstration description 

The Enabler is a demonstrator that will facilitate important processes defined as 
procedural bottlenecks when trying to make the society resilient towards CBRNE 
threats (see Figure 7). In order to implement the Enabler there is a need for a 
common EU vision among the member states with regards to CBRNE, as well as 
the need for an improved articulation of EU policies in this field. The Enabler 
should include a simulation tool developed for complex networks where the 
effect of any given initiative can be evaluated. The simulation tool will allow for 
simultaneous and optimal investments in the sub-systems (Development of 
Technologies, Development of Methods and Procedures and Management of 
Knowledge). Instead of non-optimal studies and improvements of the sub-system 
in isolation, the sub-processes of the enabler may be simulated and optimally 
developed as a whole.  
 
Overall this demonstrator should provide instruments and opportunities for 
evaluating societal investments in CBRNE counter measures. This could mean to 
find a better focus on the civilian perspective and in a more clear way define the 
difference in priorities (threat, resource allocation and operations) between the 
civilian and military needs. It should also integrate and standardise European 
efforts in development of capabilities and knowledge management. The 
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demonstrator, therefore, must contains an advanced simulation tool to estimate 
the consequence of a given investment (technologies, methods or knowledge), 
i.e. to simulate a cost-benefit analysis. 
 
We have defined three main sub-processes in the Enabler: 
 

• The Development of Technologies. 

• The Development of Methods. 

• The Management of Knowledge. 

We have defined three main sub-processes in the Enabler: 
 

• The Development of Technologies. 

• The Development of Methods. 

• The Management of Knowledge. 

Each of these sub-processes may be defined as a system involving methods, 
procedures and technologies. We will, accordingly, refer to the Enabler as a 
system of systems useful for all involved stakeholders (research, industry and end 
user). Each sub-process or system or sub-system defined above is a cluster of 
activities and assets that may help and catalyse the development of a society 
becoming more resilient towards CBRNE.   

Is there a need for this demonstration object? 

Total societal investments in CBRNE counter measure are enormous. There are, 
however, few recipes or rôle models for how these investments should be made. 
Different from a long standing history of CBRNE defence investments, civilian 
CBRNE countermeasure investments have a very short history. Demonstrator 
objects 1 and 2 are essentially technology demonstrators. The Enabler, on the 
other hand, will high-light the value of several of the supporting processes (the 
development of technologies, the development of methods and the 
management of knowledge) and allow for a comparison of cost-benefit between 
the various investments in technologies and/or supporting processes. This will give 
an overview over possible investments and their values but also allow for in 
depth analysis of the value and organisation of any given sub-system. The 
Enabler could for example evaluate: 

• The importance of getting a political and social legitimacy for the market; 

• The importance of promoting market growth by removing known hinders 
related to regulations, procurement, risks and others 
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• Standardisation / harmonisation of the operational / technological 
requirements 

• Synergies between security and defence/military technologies (dual-use) 
and markets  

What is the outcome? 

The Enabler could shed light on support process and their value. Using complex 
network simulation technology the Enabler may improve the civilian focus of the 
process aimed at improving the resilience of our society.  It will do so by 
improving the market mechanism as a driver of technological development and 
by coordination of European goals, efforts and use of recourses to reach the 
desired capabilities.  

EU added value 

The Enabler will contribute to structure investments and efforts in civilian CBRNE 
countermeasures. This will, obviously, benefit planning and investments at local 
and at national levels. More importantly, the Enabler will benefit the EU concept, 
i.e. contribute with EU added values: 
 

• The Enabler will illustrate and simulate investments and efforts in CBRNE 
counter measures that are pan-European and of true importance for the 
EU concept. EU planning for CBRNE terror counter measures may be 
evaluated in a cost-benefit analysis using the Enabler. 

 
• The Enabler will promote the European perspective on the supporting 

processes, i.e. on development of technologies, development of methods 
and management of knowledge and stimulate collaborative and resource 
sharing initiatives. 

 
• The Enabler will by itself initiate discussions on norms and harmonisations 

for the future Europe and will be likely to influence the forthcoming 
European discussion on requirements, developments, priorities, standards 
and more. In the long run this may lead to the formulation of a European 
way of planning for and protecting CBRNE terror targets that may be 
identified beforehand. 

 

Sub-systems 

Below some components of each system are listed:  
 
(Sub-) System Development of technologies  
 

• Investment in long-term high risk research  

• Increase stakeholder influence 
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• Development of multi sensing devices (food, water and air) 

• Securing a market  

o Procurement of innovations  

o Coordination of standards 

o Coordinated procurement 

o Coordinated use of and investment in test beds 

(Sub-) System Development of methods and procedures 
 

• Continues revision of relevant legal framework 

• Coordinated efforts to develop best practice 

• Better coordinated utilisation of available laboratories 

• More effective and improved lessons learned methodology 

(Sub-) System Management of knowledge  
 

• Better coordination for use of and investment in available training 
facilities 

• Knowledge transfer and more civil-military co-operations 

• Certification of experts 

• Databases of available expertise 

• University programs in Security (CBRNE) 
 
Some of those components can be more specifically described by the following 
activities: 
 
Simulation tools 
Integrative system designs are instruments useful to gain the “ecological 
perspective” of relevant interactions in socio-economic-technological systems, 
such as the “security system”. Fully developed these design will be able to run all 
potentially relevant scenarios, identify causality chains, explore feedback and 
cascading effects for a number of model variants, and determine the reliability 
of their implications to make complex interdependencies understandable to 
scientists, decision-makers, and the general public.  
 
Test-beds 
The Test bed is a virtual interconnection of test facilities and laboratories to 
support testing, exploration, and validation of new technologies as well as 
integrated solutions. The Test bed also enables users from different backgrounds 
to come together, explore potential solutions, share, and discuss organization 
insight across organizational and jurisdictional boundaries to enhance the 



 

Page 30 FINAL REPORT OF CBRNEMAP 
 

development of a common information framework, and assist in the 
development of suitable standards.  

The goal of the Test bed is to provide full-time connectivity and infrastructure to 
enable government agencies and their partners to explore, collaborate, and test 
CBRNE technologies and information systems and assist in the development of 
practical processes. A specific goal is to enable exploration of an information 
sharing concept of operations for common situational awareness and 
management of a CBRNE event. The focus is on widespread education and 
facilitation of interoperability efforts through the use of existing standards, 
tools, and architectures to allow all participants to improve interoperability 
without requiring new, proprietary, or costly additions to existing infrastructure. 

The Test bed is not intended to promote any specific vendor tool or capability, 
nor is it intended to "test" individual tools or capabilities. The focus is on the 
interconnections between tools and capabilities. From an interoperability 
perspective, members of multi-jurisdictional government agencies and 
organizations should be able to use their own chosen tools, vendors, and 
information standard formats to share CBRNE information easily and rapidly and 
collaborate for effective event prevention, detection, and response. 

Training Education-Centres 
There is a widespread diversity inside the European community about rules of 
engagement, procedures, training methods and education levels. Learning and 
knowledge-sharing on a common basis will be the foundation of future cross-
border- operations. The achieved level of training should also be possible to 
certify. There is a true European value to agree on a common basis of 
trained/educated/certificated people that have learned common operational 
scenarios and requirements at different professional levels.  
 
e-learning  
There is an apparent lack of efficient national and trans-border cooperation 
between the diverse organisations and services involved in emergency response. 
One solution for a de-centralised, distributed crisis/emergency management 
planning and training system which reduces the need for costly live exercises 
would be to utilise a virtual environment, which: 

• enables cooperation of organisations and nations involved through the 
Internet 

• assures efficient information sharing and decision support for crisis 
management 

• enables collaborative simulation based training with a number of 
emergency scenarios  

Such a virtual training environment will take into consideration how crisis 
managers and staff will be exposed to the most realistic conditions in virtual 
environments so that response actions could be trained without the risk of harm 
to the participating individuals. 
 
The Enabler may indeed be the cluster of processes and activities that has the 
largest influence on making our society resilient towards CBRNE. Yet the Enabler 
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concept is too immature to be a candidate for demonstrator objects. CBRNEmap, 
therefore, recommends that the European Commission calls for supporting 
activities to further develop this concept and possibly the simulation tool 
necessary for optimal allocation of societal investments.  
 

CHOICE OF SCENARIOS FOR CBRNE TECHNOLOGY DEMONSTRATION  

Eventually the technology demonstrator should be validated. Scenarios 
appropriate for validation of the different demonstrator objects, here 
suggested, have been discussed and chosen. Scenarios should illustrate some key 
achievements of the demonstrator objects. These are: the demonstrator should 
give an EU added value, it should adhere to generic principles, it should result 
in an increased efficiency (quicker, save more lives and more) and it should 
generate concepts, products and spin-offs important for the market. The 
scenarios should also serve as a component of the Concept Development & 
Experimentation (CD&E) approach to possibly be applied in the phase two study.  
 
 
Demonstrator object 1 – Function to respond  
 
A system of systems for improving the command, control and coordination of the 
first responders will considerably improve the efficiency of rescue operations, 
especially of complex rescue operations, such as a terror incident involving CE or 
RE and affecting more than one country.  
 
The scenario could be an explosion of a train with chlorine, where one car holds 
60 metric tones. With the appropriate winds and location of the explosion, this 
incident will require massive resources from different organisations and 
depending on location from different nations (Figure 8). 
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Figure 8. Chlorine release from a cargo train following the explosion. 
 
 
 
 
Demonstrator object 2 – Function to protect 
 
A system of systems for “hardening” and preparing a number of high risk 
targets will considerably reduce the access to the target and the consequences of 
a successful attempt towards the target. Similar concept and technologies should 
serve most targets, like mass transportation hubs, buildings for mass gatherings 
and/or the political infrastructures, buildings, events or persons.  
 
The scenarios could be open air or confined space. Open air scenarios could 
contain explosions with secondary effects of shrapnel or radioactivity or could 
involve very effective dispersion of toxic gas or active biological compound (Figure 
9). Confined space scenarios could be purely explosive, “dirty” bomb or a less 
effective dispersion device for toxic gas or active biological compound (Figure 10).  
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Figure 9. An open air scenario using a commercial transport of liquefied gas in a 
football stadium with devastating consequences. 
 
 

 
 
Figure 10. A 
confined space 
scenario using 
highly toxic 
substances in an 
underground 
station is 
another 
possible 
scenario.   
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Demonstrator object 3 - The Enabler 
 
The enabler will be a system of systems for optimising societal investments in 
CBRNE counter measures. Investments in technological development, methods 
and procedures development and knowledge management will be weighed 
against each other in a simulated cost benefit analysis. The demonstration will be 
the use of a simulation tool incorporating vital parameters for the development 
of secure Europe and by which the effect of different sorts of investments may 
be compared.  
 
 

MARKET ASPECTS FOR INDUSTRY 

The Homeland Security market, i.e. the marketing of terror countermeasures, 
differs in several aspects from more typical industrial markets. The Homeland 
Security market for example is not driven by a consistent or predictable demand. 
Typically, this market went through a dramatic change following the events of 
September 2001, when vast amounts of money were infused and significant 
investments in procurement and development of countermeasures were rapidly 
initiated. Although this market is young, some of its signatures may be 
characterised as follows: 
 

• The security market is driven by manifested threats. The investors, i.e. 
national or local governments have to be reminded of the presence of the 
threat in order to further prioritise investments in this market in relation 
to other public spending.  

 
• The market is dominated by some few industrial players. These are the 

ones that early on grabbed the opportunities following the 2001.  
 

 
The poor predictability of the security market taken together with the trend 
that most business today aim for a very fast, low risk, return of their 
investments, the sad and obvious conclusion is that the Homeland Security 
market today is at best lukewarm. Unfortunately, a lukewarm market is not the 
best inspiration for innovations. 
 
What could be done to boost the Homeland Security market? 
 
A number of activities may be undertaken to stimulate the market and its 
associated innovation process. Initiatives could be intended to secure the 
demand, or to popularise the products.  
 
Examples of initiatives that would secure the demand are:  

• Innovation procurement. 
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• Legislation of minimum standards of risk assessment associated 
countermeasures. 

• Long term contracts for procurement. 
• Coordinated procurement. 

 
Examples of initiatives that would popularise the products are: 

• Very flexible system designs and system of system approaches. 
• Systems with higher long term value for the end-users. 
• Interoperable products. 
• Systems with broader usage e.g. for military, civil, private sectors. 
• Easy usage and operational requirements. 
• Higher trust ability, i.e. proven technologies based on national and 

inter-national requirements. 
 

How interesting will the suggested demonstrator object (Demo 1-3) be 
for the Homeland Security market? 
 
Demonstrator object 1 - Function to respond 
This demonstrator will significantly reduce the response time for handling a 
CBRNE event and is mainly for use of the first responder community. The “core 
technologies” are communication, knowledge management, decision support 
and task managements, given qualified input data.  
 
The focus will be on understandability, high-lighting the development of 
symbology that is understandable for all involved, regardless of their respective 
role in the specific case, their native language, and their profession, background 
and competence areas. 
 
This demonstrator object focuses on communication in difficult and complex 
rescue operations and could also be used for training of such operations. Demo 1 
should, therefore, be of interest also outside the “CBRNE community” and also 
outside the “first responder community”. Given flexibility trough a modular 
approach, Demo 1 should become a useful product, maybe even more so in a 
defence version.  
 
Demo 1 could also be used to set a standard for the national, regional or local 
capability to deal with CBRNE terror attacks. Making a system of systems for 
response a product motivated by legal requirements, would of course ensure the 
existence of a market.   
 
Demonstrator object 2 - Function to protect 
The overall goal of this demonstrator object is to provide a safer environment for 
pre-defined targets. A wide variety of technologies, designs and procedures could 
considerably harden the target. Demo 2 also covers measures to improve rescue 
and recovery operations and help to bring “target” back to normality. 
 
Demo 2 will be based on highly valuable sets of proven and reliable sensor 
technologies, configured into new procedures and concepts. Although, these 
technologies may be complemented by some new state-of-the-art technologies, 
the main portion of the development and investment has already been paid for. 
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The demonstrator object will, accordingly, help illustrating new or better 
applications of already made investments and may, therefore, become very 
interesting for industry, it could lead to results in a very cost effectively and a 
better market access.  
 
As for Demo 1, Demo 2 could be used to set a baseline for obligatory 
countermeasures to be undertaken for high risk targets. The necessary 
investments in protective design, technologies and procedures could be forced 
onto the “owner” by the customer/user or by legal requirements.   
 
Demonstrator object 3 - The Enabler 
The third demo project, the Enabler, should help and guide future investments 
into CBRNE countermeasures, filling the gaps between present needs and 
available processes and resources. The Enabler will also catalyze a better 
communication between member states. In a broader picture herein, CBRNE 
issues must also be expanded to human health, agriculture, environment, 
chemical/nuclear/biotech industries, and should deliver a clear differentiation 
between military and civilian perspective and needs. 
 
A successful Enabler will give critical guidance also for industrial efforts. Its value 
to industry as an instrument for evaluation of investments and risk should be 
high. Industries involved in the CBRNE domain in a greater European framework 
may use the Enabler to find a potential market. In addition it may assist 
industries to find the optimal partnerships, investments and engagements. It 
may lend support of existing standardisation, testing, training and simulation 
programs’ and facilities at a greater European Marketplace. 
 

EVALUATION 

All proposed demonstrator objects should generate significant values and 
respond to important requirements. In an attempt to visualise the merits of the 
three demonstrator objects CBRNEmap produced as examples, these were 
compared and the outcome summarised in table 3.  
 
In this table the over-all effects or influence of each demonstrator has been 
ranked. We foresee that each demonstrator object will influence: the 
effectiveness whereby resources are utilised, how useful it could be in other 
applications (dual use), how widely it may be applied (generic) and how it may 
influence the view on preferable standards (normative).  
 
Next, the influence on the vulnerability of our society for a CBRNE terror event 
has been evaluated. Also, various parameters describing the efficiency of the 
response and recovery process have been evaluated and ranked.  
 
Finally, influence of or contribution to a market was ranked and evaluated. The 
size of the market as reflected in the size of upcoming investments were judged, 
the foreseen spin-offs as products were estimated and the likelihood of an 
upcoming or increased demand judged. 
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The estimated value of the demonstrator objects may differ with respect to 
important effects or influence and their likelihood of stimulating the Homeland 
Security market.  
 
 
Table 3.  Evaluating Matrix  
 
 

Achievements 
DEMO 1 

Function to 
respond 

DEMO 2 
Function to 

protect 

DEMO 3 
Enabler 

Better use of 
resources *** ** *** 

Dual-use *** * *** 
Generic *** * ** 

Over all 
effects  
and/or 

influence 
Normative *** *** *** 

Increased  
CBRNE 

resilience 

Decrement  
of 

vulnerability  
* *** *** 

Response time *** * ** 
Track victims *** * * 

Saving life *** *** *** 
Improvemen

ts of  
Response  Improve 

responders’ 
safety 

*** * ** 

Improvemen
ts of  

Recovery 
Recovery time ** * ** 

Investments ** *** ** 
Products ** *** * 

Effect  
on 

Market  Demand ** *** *** 
 
In the end the technology demonstrations has to measure and validate the 
improved performance the societal system of systems it is concerned with. This is 
not an easy task.  
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End of Final Report 
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