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Abstract  

The mobile market is growing. More and more business units, (BUs) at the 

multinational company ABB start considering utilizing mobility to create 

business value, by offering product/system enhancement and by offering 

new services. However, at present, there is no standard way to realize this 

and they struggle with the security challenges for their solution. This 

thesis work will focus on investigating the Mobile Device Management 

(MDM) market and analyze how the existing technologies address all 

security requirements of a mobility solution. The main goal is to 

investigate how multi criteria methods can be applied to facilitate the 

choice of the most adequate MDM tool. It needs to provide a secure 

common architecture and integrate with existing backend infrastructures. 

The benefits include: (1) enabling the employees to use their own mobile 

devices in a secure way for working with the enterprise, (2) reliably 

integrating a backend system for new services in enterprise mobility, and 

(3)  providing a (proven) secure solution to control and manage mobility 

on MDM technology. 
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Chapter 1 

1 Introduction 

1.1 Background 

ABB (www.abb.com) companies that are located in around 100 countries with more than 145,000 

employees, are one of the main provider of technologies in power and automation for industrial customers 

who want to improve their utility performance while lowering environmental impact. ABB provides five 

main services: power products, power systems, discrete automation and motion, low voltage products and 

process automation[1]. 

ABB corporate research is located in seven countries: China, Germany, India, Poland, Sweden, 

Switzerland and the United States. The main focus is accomplishing novel technological achievements 

that will help strengthen the five ABB service divisions. One of the ABB Corporate Research Centers 

(CRC) is located in Vasteras, with the main focus on Software Architecture and Processes, Automation 

control and optimization, Robotics, etc. This thesis project is conducted in the software architecture and 

usability group. 

The mobile market is growing and most mobile applications create business value when connected to the 

product. More and more Business Units (BUs) at ABB are starting to consider utilizing mobility to create 

business value by offering product/system enhancement and by offering new services. However, at 

present, there is no standard way to realize this. For a better understanding of the problem, ABB CRC has 

initiated the Common Mobile Infrastructure Solution (COMMONS) project. The purpose of this project 

was to investigate the problem of developing mobile applications for ABB’s software products. 

After the big investigation in the mobile market and collecting information through interviews with BUs, 

the challenge of integration and security of enterprise mobility was identified as the subject of this thesis 

work. 

This thesis is started by interviews and information collecting from ABB BUs and the mobile security 

market as well as integration requirements. After understanding the problem space, the main goal is to 

map the requirements with the best known mobile security providers, investigate their capabilities to 

recommend security providers for ABB BUs based on their requirements, and analyze an integration 

model with the backend system to provide the real time data synchronization for the BUs mobility 

solution. 

1.2 Research Motivation 

Enterprises are adopting mobile solutions to provide an environment for their employees in order to work 

more efficiently; employees should not have to sit in front of their computer at their work place to control 

and work with enterprise’s program - they should be allow to move around or work while outside, even 

from other countries via his cell phone or tablet. As long as the wireless connectivity is available for the 

http://www.abb.com/
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device, with permission to access such services, the employee is able to work remotely by their own 

device or in some cases with a company’s device.  

Mobile enterprise is a general term for these companies who decide to use wireless mobile devices in 

order to support critical business functions and provide business applications for their employees. In a 

mobile enterprise, employees use mobile devices for work purposes such as checking work email or 

project status, documents and meeting schedules, accounting and job “to do” lists. These are the most 

usual examples with a working purpose that an employee might use. However, there are many other 

mobile applications that a company might develop.  Each enterprise might have a different purpose for 

mobility usage that may be unique, depending on their business 

ABB Company has started to think about mobile solutions for their BUs as well; this thesis work started 

first with COMMONS (Common Mobile Infrastructure Solution), which is one of the ABB Corporate 

Research group projects. During this project, we were working on implementing a solution that will be 

able to address BUs’ mobility requirements.  

The diversity in mobile platforms, and mobile operating systems made it very difficult to find a single 

solution.  According to mobile market analysis, there is no stable platform usage rank even there is a 

chance for upcoming players. Based on the mobile market analysis Android, iOS, Windows phone and 

RIM platforms are the most popular mobile platforms that caused us to find a multiplatform solution. 

The work started by investigating Cross Mobile Platform Development Tools that were able to address 

different platforms. But at the beginning of COMMONS project, security and integration issues were 

discovered as some of the high priority requirements from BUs’ perspective.  Most of the cross-platform 

technologies were not adequate with respect to security and integration. 

Usage of mobile solutions for enterprises had some drawbacks like the risk of confidential data being 

leaked, or whether the device would be misused or even lost. All the risks of using mobile solutions in the 

enterprise are not clear yet, and in order to understand the requirements, the risks should be investigated.  

As business information leakage continued to rise, the mobile market fragmentation made it difficult for 

the enterprises to control their privacy on their own. The benefits provided by the mobile solutions were 

outweighed by the security risks. They found out it is not only about security, based on their policy there 

are different risks and threats[2] that they should protect and control. Therefore, enterprises started 

considering the adaptation of Mobile Device Management (MDM) systems in order to not only secure 

their content but also manage their employee activities and mobile hardware. 

The process of choosing the best MDM system for companies in need of protecting their confidential data 

is getting more and more difficult.  Most MDM providers in the market claim to provide the best services 

that are needed by customers. There are some methods introduced as “multi decision criteria” methods to 

aid the decision maker’s choice in determining the best between different alternatives with different 

capabilities. Hence, the related methods are investigated by this thesis work that should be used to make 

the selection between the MDM alternatives. As there is no proven method on which of the MDM 

methods is the best, the problem will be evaluated by more than one method in order to see the difference 

in the result. 
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All of the mobile solutions need a reliable connection with the backend system and a secure way to 

transfer data to/from it, which is called integration. Factors to be considered with integration include 

reliable data transfer, and how sensitive the data is.  With ABB BU’s, data sensitivity, and real time 

synchronization is crucial. Therefore, the solution has to provide the real time integration with the 

backend system that should be secured and reliable. The other main focus of this thesis is to investigate 

all the integration models for a given mobility solution. 

1.3 Objective and scope 

This thesis focuses on two important requirements in the enterprise mobility solution for ABB Bus: 

Security and Integration that are collected from mobility enterprise solution requirements, and interviews 

of ABB BUs[3]. 

Part of this project focuses on gathering and categorizing all the security requirements. After 

understanding the problem space, the Mobile Device Management (MDM) market is investigated, and the 

most popular MDM vendors of today’s market are investigated and evaluated to see at which level they 

are able to address security and management criteria of a mobility solution. The goal of this part is to find 

MDM providers that could address the requirements at the highest level. 

For evaluating the MDM market, the decision making methods should be used, and research is done in 

order to understand the evaluation methods for making decisions in a multi criteria problem space, hence 

the popular evaluation method will be introduced. The MDM market will be evaluated based on some of 

these methods and the results and the challenges will be described. The entire process of selecting MDM 

technology is shown in the following figure: 
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Figure 1 , The Evaluation Procedure 

 

In the other part of the project, analysis of integration models for a mobility solution for providing a 

secured and reliable connection to the backend systems and real time data synchronization is done. 

1.4 Outline 

Chapter 1: Introduction (This chapter), describes the brief background and motivation about this project 

as well as the scope and abbreviation. 

Chapter 2: Mobile Device management describes the cross mobile platform development tools (CPT) and 

MDM and their relation. Then the quality attributes, advantages and disadvantages of MDM. Also in this 

chapter, 36 MDM providers in today’s market will be introduced.     

Chapter 3: Evaluation Methods, describes the recent studies about evaluation methods (MCDM) for 

evaluating the MDM market.  

Chapter 4: Evaluation Requirement, Process of gathering criteria and categorized requirements will be 

introduced. Then it describes how weights and ranks made in this thesis from investigation 36 alternatives 

based on each criteria as well as customer survey analysis. 

Chapter 5: MCDM to MDM, in this chapter first the problem space will be reduced from 36 to 9 

alternatives, in the next step remain technologies will be evaluated based on the selection criteria and the 

relative weights. Three evaluation methods will be used: Analytical Hierarchy Process, Weighted 
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Average Method and forces view point approach as well as challenges based on AHP process. At the end 

a new model is proposed for evaluation. 

Chapter 6: Integration describes the integration definition and introduced 6 integration models that can be 

developed with their drawback and positive effects, as well as results.  

Chapter 7: Conclusion and future work, the result and future work will be explained based on this thesis 

work. 

1.5 Abbreviations 

MDM - Mobile Device Management 

MCDM - Multi Criteria Decision Making 

CPT - Cross Platform Development Tools 

BUs - Business Units 

COMMONS - Common Mobile Infrastructure Solution 

CRC - Corporate research Center 

BYOD - Bring Your Own Device 

AHP - Analytic Hierarchy Process 

WA - Weighted Average   
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Chapter 2 

2 Mobile Device Management 

2.1 Cross Mobile Platform Development Tool  

The purpose of this thesis work called COMMONS was to find the common mobile infrastructure for a 

mobility solution for the BUs of ABB. Thirty-seven cross platform technologies were investigated to see 

if they are able to develop a mobile program that can run on different device platforms, such as iPad, 

Android devices and Windows Phone. (The thirty-seven cross-platform tools investigated can be found in 

Appendix A- Table 1). 

There are multiple benefits provided by cross-platform tools (CPT): low incremental costs and high levels 

of code reuse, short time-to-market, increased overall application quality. Using CPTs lets the developers 

address multiple platforms. The developers in IT departments can collaborate together just with one tool, 

and use the same development language. 

No development tool is perfect, and therefore a few potential drawbacks of using CPTs exist. CPTs are 

one or two steps behind new API updates, and research has shown that most of the CPT users complained 

about immaturity and limited access to device hardware and APIs. Moreover CPT applications are 

reported as poor performance and poor user interfaces. Nevertheless, CPT applications are expected to 

grow in every aspect and become more and more mature as a tool to be considered when developing 

mobile applications. 

Among the existing CPTs, a Gartner report[4] summarizes three major architecture styles: “ web-browser 

approach”, “native applications” and “hybrid applications”. Web apps are actually Web Pages deployed 

on the server, and a customized web kit is installed on the client side. Customers use the app just like a 

website. Native apps are those apps developed by platform SDK, like XCode and Android SDK. With 

hybrid apps – like those created with PhoneGap, the UI is based on a web page like web apps, but they 

use native code for the logical and functional parts. Hybrid apps can combine the best of both worlds, 

they can use web languages, can be distributed through app stores and can provide deeper experiences 

than web-only apps.  

After investigating all CPTs, we prototyped a simple scenario and compared user experiences and 

performance in our results made by the three cross platform technologies for three different platforms:  

android, iOS and windows. These three technologies were chosen based on our requirements. Based on 

our criteria and the thirty-seven CPTs’ capabilities, it was realized that CPTs are not mature enough to 

cover our requirements not only in security and compliance, but also in user interface and performance. It 

was found that most of the CPTs are not strong with respect to security, compliance and device 

management as: 

1. Device Usage Monitoring: The mobile platform should support the monitoring of the usage of the 

devices. For example, battery status, online time, network bandwidth usage etc. 
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2. Application usage monitoring/diagnostics: The mobile platform should be able to monitor the usage 

of applications and provide diagnostics support in the case of failures. 

3. Remote Device Management: The mobile platform should allow the remote management of devices 

in the field. For example, change the configuration of a device or the provisioned set applications for 

a user. 

4. Security: The platform should support identification/authentication and access rights (log in, access to 

certain functions), including encryption support, i.e., encrypt messages between server and mobile 

application and encrypt any data stored on device. 

 

The other high priority criteria were integration categories: 

5. Integration/Interoperation :  

1. It should be possible to integrate with “companion” back-end systems. Non-intrusive integration 

to the back-end systems, and meanwhile, the changes in the back-end systems should be 

imperceptible to the mobile applications to ensure uninterrupted operations, and integration with 

Microsoft technology. 

2. It should be possible to interface with other applications on the device or elsewhere. 

3. It is required to have access to device features such as camera, GPS, map, etc. and obtain data via 

other input methods such as barcode, RFID, and voice recognition.  

4. The mobility platform should facilitate rapid deployment of mobile applications without requiring 

intrusive changes to the back-end systems, and meanwhile, the changes in the back-end systems 

should be imperceptible to the mobile applications to ensure uninterrupted operations. 

It caused us to think about another solution to cover these requirements; therefore MDM tools were 

discovered that could address the high performance security and mobile management across multiple 

platforms. More investigation and studies in this concept can be found in the other chapters. 

2.2 MDM and Cross Platform Development 

In the enterprise mobility and mobile solution space, the two distinct concept markets, MDM and Cross 

platform development are discovered, that are related to each other. In Figure 2, the two concepts are and 

the insights into why they are developing into distinct markets are shown. 

On the top left side of Figure 2 the source code of two different mobile applications is depicted as mobile 

application code. Below these two is the cross-platform development platform visualized which besides 

providing general application functionality (e.g. logging, data structures, UI toolkit, backend integration 

etc.) transforms the mobile application code into mobile OS specific binaries, i.e. a package that could be 

executed on a specific mobile operating system. The Mobile Device Management (MDM) software 

(lower middle part of Figure 2) offers these binaries in a company specific app store. Besides this 

functionality another key feature is that MDM software can act as a VPN endpoint or mobile application 

endpoint, providing a secure and authenticated connection between the Mobile Application on the Client 

(i.e. a mobile device) and the Mobile application specific backend on the Server side. It is important to 

note that most MDM technologies also deploy a MDM agent on the Client, which interacts with the 
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mobile operating system to create a policy area around the Mobile Application. Some MDMs also offer 

an API that the MDM agent can expose to a Mobile application.  

 

 

Figure 2, The relationship between MDM and Cross-platform development technology[31]1 

2.3 MDM  

Organizations that decide to use a mobile solution in their enterprises are faced with security challenges 

for their privacy and data management. This section describes why there is a need to manage multi-

platform mobile device and data security as well as what kind of risks organizations face from letting 

mobility solutions in their workplace. 

RAPID GROWTH IN THE MOBILE DEVICE MARKET 

The mobile phone market has had a tremendous growth of 87% in Q4/2011 compared to Q4/2010, with 

101 million smartphones being shipped in Q4/2011 [24]. Estimates from Infinite research [25] put the 

number of “connected (cellular and/or Wi-Fi) consumer” devices being shipped in 2015 to 712 million 

and In-stat [26]estimates that the number of smartphones to be at around 850 million in 2015. Compared 

to personal computers which has had a growth of 3%[24]it shows that the mobile device market is 

growing a lot faster than the traditional personal computer market. 

                                                      
1
 This photo is used by permission of ABB CRC in Vasteras 
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GROWING USE OF PERSONAL DEVICES IN THE WORKPLACE 

According to a study conducted by Osterman Research in 2010 [28], they found that 42% of the 

workforce in mid- and large-organizations in North America use some kind of mobile messaging device 

at their workplace; this number is steadily increasing each year. Many employees are expected to use their 

own personal mobile phone for work purposes since many companies cannot afford to buy all their 

employees mobile phones.  

 

As the number of mobile devices in use is increasing, the mobile device is becoming the primary device 

used by many employees, replacing both the desktop and laptop. Mobile devices are replacing the iconic 

desktop phone as the main communication tool for employees within the office environment [29]. 

 

WRESTLING WITH CORPORATE/PERSONAL DEVICE USE 

Buying each employee their own smartphone is a very expensive investment and could be seen as a waste 

of money if the employee already has one that is more than capable of handling the task required by the 

job. It would save businesses a significant amount of money but at the same time it could cause some 

problems. 

 Smartphones can contain significant amounts of corporate data that could be sensitive and 

damaging if compromised. 

 Devices that can access corporate resources, such as email servers, databases, repositories and 

other network based resources can become infected with malicious software causing damage to 

the corporation network, since most users do not employ any sort of defense on their mobile 

device. 

 Some firms might require that communication with smartphones is monitored and archived.  

 Personal owned phones might be difficult to wipe remotely if lost, misplaced or stolen since they 

are not directly controlled by the company IT department. 

 

MANAGING MOBILE DEVICES IS DIFFICULT AND RISKY 

As the platform growth will continue over time, mobile device management cannot be considered as an 

easy task that can be done by each organization. Change in platforms and operating systems forces IT 

groups to put more effort and time into discovering mobile management solutions, resulting in less time 

available for other initiatives.  

The risk that organizations face because of rapid change in mobile markets includes: 

 Physical loss of devices causes sensitive data loss. 

 Lack of archiving for mobile content creates e-discovery, regulatory compliance and overall 

employee productivity problems. 

 Discovering what data is available in mobile devices, and content management. Accessing to 

corporate network by untreatable connections increases the likelihood of malware entering 

the corporate network. This can result in data loss, financial loss and other negative 

consequences.    
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The Need to Use Policy Management  

After a short period of using enterprise mobility, organizations discovered they need to manage their 

policy strategy to apply different policies for different users, platforms or data type because of: 

 The different information, data type, and level of data privacy. 

 Different roles and access to corporate data. 

 Different platforms and different security levels based on their capabilities. 

 

2.4 MDM Quality Attribute 

Every enterprise mobile strategy needs a mobile device management solution that can provide security 

and privacy from both the employee and company perspectives. The MDM should be able to control the 

management and security policies for both corporate-liable and employee-owned devices. These days, 

mobile users choose their cell phone between various mobile brands that cause complexity and difficulty 

for mobile application developers. In MDM enterprises it is the same - it causes us to look for cross 

mobile platform MDM technologies that can support multiple mobile platforms. 

Mobile Device Management (MDM) has considered as a feature, a slave mobile device that can be 

monitored, and controlled. The controller agent in the device is managed by an administration system that 

can restrict policies and control or change the properties of the slave device. MDM technology provides 

functionality and restricts the policies that are defined in the administration console. The policies are 

controlled and managed in the device without awareness of the existence of the MDM solution.   

MDM in the traditional sense is used a tool to provide telecom expense management, connectivity 

management, device management and application management [30]. From other definitions, the MDM 

system includes a method to monitor, manage and edit the device and its events. It should have access to 

the device hardware and software (such as camera and device lock, memory and data), the operation 

system and applications, and the ability to modify policies for controlling them. 

After analyzing all the functionality of MDM technology in this thesis work, the three distinct qualities 

that an MDM technology helps to improve in an enterprise are: 

Security: MDM technologies control the environment in which mobile applications execute and 

communicate. For example, to create a secure execution environment, an MDM takes care of data 

encryption, authentication of the user (using pin-codes and active directory authentication), restricting 

applications, and functionality through white/blacklists, and sometimes employing containerizing tactics 

(e.g. virtual machines) that isolate the mobile applications from each other. On the communications side, 

typically VPN connections are supported and sometimes application specific tunnels. 

Deploy Ability: Most MDM technologies provide a rich functionality for dealing with the issues 

surrounding deployment of mobile applications and updating them during their life cycle. Typically, this 

includes users self-provisioning capabilities, e.g. the system sends an e-mail to the user, with a link that 
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he/she can use together with their active directory account to utilize a company app store on their mobile 

device. 

Costs: MDM technologies aim to mostly reduce operational costs by providing various management, 

reporting, and follow-up functionality. For example, some MDMs offer insight into the costs users incur 

when using certain mobile data and voice plans, offering the ability to optimize plans. Another example is 

the ability to manage and set policies for large groups of mobile users and their devices, thereby 

significantly bringing IT-managed costs down. 

The three aforementioned quality attributes are mostly delivered by MDM technology from an IT-

management perspective, which is distinctly different from the development perspective often taken in 

R&D. Hence, when looking at requirements to evaluate these technologies both perspectives have to be 

taken into account. 

2.5 Pros and Cons of Using MDM 

Mobile Device Management provides a way to control and manage devices in a secure way that is mostly 

in demand for companies even with small to medium sized number of employees. Most of the companies 

with even small security considerations are interested to use MDM technologies to control their fleet of 

mobile devices and their mobile workers. Companies can get the advantages of MDM and allow 

employees to access corporate email, critical business application and data, thus allowing the company’s 

workers to be more productive and efficient. 

Devices can be controlled from anywhere, while a user is accessing information with a secured line. 

Organizations are no longer in danger, and users should not be worried about the data and security of 

applications that they downloaded on their device, even if the mobile device gets lost. 

MDM features help organizations to have reports on devices with different filters. All the applications and 

hardware access could be managed and controlled by the manager. Both company and employees should 

no longer worry about the latest versions of the applications as the MDM will take care of the application 

versions. 

One of the best benefits of the MDM is that they can be implemented for multiple platforms. Cross 

mobile platform MDM tools are able to manage common platforms in the market that are mostly used by 

the users and employees.  Therefore, the company need not worry about the mobile platforms of the 

employees. 

Using MDM tools not only secures devices, it also lets the employees work anytime from anywhere – 

thus providing lots of advantages for the companies. It brings higher workplace productivity and 

employee satisfaction. Also, letting the employees use their own devices brings the companies a cost 

benefit; they do not need to buy mobile devices for every employee anymore. 

There are many drawbacks for employees using MDM on their mobile device; they are not as free as 

before to download any application, and in some ways controlling their own device is not in their hands 

anymore. These drawbacks pertain to the organizations that allow the employee to bring their own 
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devices; some companies do not let employees use their own devices for work purposes. Most users don’t 

like to be monitored and controlled. 

Another complaint from employees is that they are available everywhere .e.g. when they are in a 

restaurant for lunch or having coffee, their cell phone notifies them of a new work order. 

All functions of enterprise mobility are dependent on the internet, so in any environment without an 

internet connection, the employee is not able to connect to corporate data and work. 

Another drawback of MDM tools is the dependency of a company to the 3
rd

 party, the company business 

will be dependent on the MDM tool vendor. 

2.6 MDM Technologies 

All the MDM suppliers are not able to support all criteria in this concept. After investigating the MDM 

market; the most popular suppliers were selected for further investigation. In this process large numbers 

of MDM providers were discovered. This project focused on 36 of them that are more capable in today’s 

market.  

In this section 36 MDM suppliers are introduced in Table 1, which will be analyzed in the next chapter 

after understanding the requirements and capabilities that differentiates them. 

 

Table 1 MDM Providers and URLs 

MDM solution Name WebSite 

Fancyfon www.fancyfon.com/  

McAfee http://www.mcafee.com/us/campaigns/mobile-security/index.html  

BoxTone http://boxtone.com/  

Mobile Active Defense http://www.mobileactivedefense.com/  

Zenprise http://www.zenprise.com/  

Sybase http://www.sybase.com/  

MobileIron http://www.mobileiron.com/  

Fiberlink http://www.maas360.com/  

AirWatch www.air-watch.com/  

Excitor http://www.excitor.com/  

Good Technology http://www1.good.com/  

Symantec http://www.symantec.com  

http://www.fancyfon.com/
http://www.mcafee.com/us/campaigns/mobile-security/index.html
http://boxtone.com/
http://www.mobileactivedefense.com/
http://www.zenprise.com/
http://www.sybase.com/
http://www.mobileiron.com/
http://www.maas360.com/
http://www.air-watch.com/
http://www.excitor.com/
http://www1.good.com/
http://www.symantec.com/
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MDM solution Name WebSite 

Tangoe http://www.tangoe.com/  

Absolute Manage http://www.absolute.com 

Amtel MDM http://www.amtelnet.com 

APPBlade http://www.appblade.com 

Apple Profile Manager http://www.apple.com/support/lionserver/profilemanager/  

Casper Suite http://www.jamfsoftware.com/solutions/mobile-device-management  

Centrify DirectControl for Mobile http://www.centrify.com/mobile  

DIALOGS smartMan Device Management http://www.dialogs.de/en_US/produkte/smartman.html  

FileWave http://www.filewave.com  

IBM Endpoint Manager for Mobile Devices http://www-142.ibm.com/software/products/us/en/ibmendpmanaformobidevi  

LANDesk Mobility Manager http://www.landesk.com  

Meraki System Manager http://www.meraki.com/products/systems-manager/  

Mformation Enterprise Manager http://www.mformation.com/enterprise-solutions 

MobileNX enterprise Suite http://www.mobiquant.com/  

Notify Technology-NotifyMDM http://www.notifycorp.com/notifymdm/mdm_home/index.html  

nuVizz enterprise MDM http://www.nuvizz.com/mdm  

Odyssey Software http://www.odysseysoftware.com/  

PUSHMANAGER http://www.pushmanager.com  

Robot Cloud http://robotcloud.net  

Sophos Mobile Control http://www.sophos.com/en-us/products/mobile/sophos-mobile-control.aspx 

SOTI MobileControl http://www.soti.net/Mobicontrol/  

TARMAC http://www.equinux.com/us/products/tarmac/  

OpenPeak http://www.openpeak.com  

kaseya http://www.kaseya.com/features/mobile-device-management.aspx 

  

http://www.tangoe.com/
http://www.absolute.com/
http://www.amtelnet.com/
http://www.appblade.com/
http://www.apple.com/support/lionserver/profilemanager/
http://www.jamfsoftware.com/solutions/mobile-device-management
http://www.centrify.com/mobile
http://www.dialogs.de/en_US/produkte/smartman.html
http://www.filewave.com/
http://www-142.ibm.com/software/products/us/en/ibmendpmanaformobidevi
http://www.landesk.com/
http://www.meraki.com/products/systems-manager/
http://www.mformation.com/enterprise-solutions
http://www.mobiquant.com/
http://www.notifycorp.com/notifymdm/mdm_home/index.html
http://www.nuvizz.com/mdm
http://www.odysseysoftware.com/
http://www.pushmanager.com/
http://robotcloud.net/
http://www.sophos.com/en-us/products/mobile/sophos-mobile-control.aspx
http://www.soti.net/Mobicontrol/
http://www.equinux.com/us/products/tarmac/
http://www.openpeak.com/
http://www.kaseya.com/features/mobile-device-management.aspx
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Chapter 3 

3 Evaluation Methods 

Whether in our daily life or in a professional setting there are always different choices to make, some of 

the decisions are easy to make but some of them are a tradeoff among different criteria with different 

effects on our life. Some of the effects are easy to deal with, while some of them can be prevented. 

Multiple conflicting criteria make the decision making process more complicated. 

There are always some alternatives to choose from, with multiple criteria as choosing an MDM tool 

between 36 providers.  In this process regarding to large number of alternatives and importance of the 

MDM role for enterprises, an evaluation method should be chosen.  

After experiences that enterprises had with wrong decision making, they understand it is better to invest 

money and time for the right decision making process rather than dealing with the consequences of a 

wrong decision, as it is very costly and might have negative influences on other enterprise goals.  

 As the main focus of this thesis work is to analyze the MDM tools and evaluate them, in this chapter the 

evaluation methods for software and technology evaluation will be introduced. 

3.1 TechSuRe 

TechSuRe [5]  is based on determining possibility of the new technology for three distinct perspectives: 

time, risk, cost and benefit while it comes to a new organization and used in old centralized system. This 

method is used to understand the challenges after choosing a technologies and most of the time is good 

while cost and benefits of using alternatives is important or time and risk has to be estimated for the 

organization to adopt with the new technology. 

3.2 Multi-criteria decision analysis methods 

According to[7], there are several Multi-Criteria-Decision-Analysis methods (MCDM) :”Non-

Compensatory Methods as Dominance, Maxmin, and Mazmax methods”, “ Scoring Methods as Weighted 

Average and Weighed Products Method”, “Comparative Methods as AHP and ELECTRE” and “Ranking 

Methods as TOPSIS and Lexicographic” . In each category there are at least two well-known methods 

that some of the most popular methods will be explained later[8]. 

All of these methods are used to solve a problem that consist of finite alternatives that each of them has 

some abilities or inabilities with different performance. Most of the problems contain more than one 

criterion that makes them more complicated and is the main reason to use a method for making decision. 

The general assumption in MCDM is to assume that the criteria are independent[19] [37] . 

These methods use the advantages of mathematical algorithms to prioritize the alternatives based on the 

rank and their performance in providing the criteria. Ranking tables and mathematics help the decision 

makers to choose the best alternative or numbers of them based on their criteria.  
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To avoid lengthy description and comparison of these methods (Which is also out of scope of this thesis), 

only several well-known methods is chosen to explain: 

3.2.1 Maxmin 

Maxmin[9][10] is one of the non-compensatory methods. A method based on selecting the alternative 

whose lowest score on the criteria is maximal which is considered as simple method using the logic: a 

chain is only as strong as its weakest link [11]. For example, a student takes university entry examination. 

His weakest score of all the subjects will affect his final ranking over all the participants. [12] This 

method's main advantages are the use of a pessimist attitude (less risky) and the inclusion of very simple 

calculations. Its three main disadvantages are: not to allow judgments among criteria; not to provide 

compensatory behavior between criteria; and to choose an alternative solely based on satisfaction of one 

single criterion. 

3.2.2 Weighted Average (Weight Sum) 

Weighted Average (WA) or weight sum model[9] [10] [13] helps the decision makers to calculate rank 

for each alternatives based on weight that shows how much it support the criteria times rate of relative 

criteria. The final decision is based on the alternatives with higher ranks, and the highest rank shows the 

best choice based on importance of criteria. This method is easy to use and the calculation is not 

complicated. The only problem with this method is that it does not provide “pairwise comparison” or 

“logical consistency checking” and same as most of the method no dependencies or relationship can be 

represented between the criteria[12]. 

3.2.3 TOPSIS 

TOPSIS (Technique for Order Preference by Similar to Ideal Solution) [9] [10] determine alternatives 

order by their distance to a goal or situation. The best solution to choose is the one with minimum 

distance from positive-ideal solution and maximum distance to the negative-ideal solution as the solutions 

are shown with negative or positive. This context-dependent method is easy to understand and to use but 

needs more calculation and defining two parameters as positive and negative ideal solution that is not 

easy. The other problem is to ensure about the two ideal solution and tradeoff among attributes that is 

compensatory. 

3.2.4 AHP (Analytic Hierarchy Process) 

According to saaty [14] “Decisions involve many intangibles that need to be traded off ”, Analytic 

Hierarchy Process (AHP) [12] is one of the most used methods that is based on mathematical algorithms 

and psychological judgments . This method is using pari wose comparison between alternatives based on 

individual criteria. AHP applications are available based on this group decision making process to make 

the calculation easier[14].  

In this method goal or ideal level is divided to definite numbers of criteria that should be prioritized based 

on pairwise comparison as well as each alternatives compare to the others based on relative criteria. 

Pairwise comparison in this method makes numbers of matrix that shows how many times each 

alternative is better than the others and decision makers can determine priority by calculating right matrix 

eigenvector.     
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As this method is based on pairwise comparison both between alternatives based on each criterion and 

between criteria as well, the number of comparison rises dramatically if  increase number of 

alternatives[12].  

Rank reversal is the most discussed criticism toward AHP that is the consistency of alternatives rank if 

another alternative entered to the system. If the new alternative that is not better than the best one changes 

the best solution then it is rank reversal. For example if the results is A, B then C, if we entered new 

alternative as D that is not better than B then A should remain as the best[15]. 

There are some steps to make the result by this method: after understanding the problem space and the 

goal, the requirements and criteria should be clearly illustrated and based on them the alternatives should 

be compared, the pairwise comparison make matrix for each criteria that the priority vector should be 

calculated. It gives the relative priority of the criteria measured on a ratio scale. 

In next step alternative weight is calculated as sum of the weight from each vector multiplied priority of 

the relative criteria from criteria ratio .Then the alternative with the highest weight means the best 

selection.   

3.2.5 ANP  

Analytic network process (ANP) [19] method is very similar to AHP, but it will be used in the cases that 

we have interdependency among the items and the alternatives. This method is based on the alternatives 

dependency and feedback that is determined by group of individual judgments. The result of judgments 

and feedbacks are shown on super matrix that was introduced by Saaty [20].  

The criteria are shown in clusters and the dependencies as links between them; each dependency has one 

origin and one destination that show the impact of origin on the destination criteria. The model is more 

like a network of sources and sinks. A sink is a destination of link that is influenced by the source.  

 

There are some challenges within this method that some of them are same as ANP: first of all alternatives 

prioritization is not easy and more difficult than AHP method because it is used in a complex system with 

dependency, second finding the alternatives and criteria that cannot be possible by one or two decision 

maker(s), third the result validation. As this method is influenced by the dependency between the criteria, 

determining the dependency and clarify all criteria is very difficult, hence with a very small modification 

like add new link or criteria, the complexity increase exponentially[22]. 

3.2.6 AHEAD  

Attribute hierarchy-based evaluation of architectural designs (AHEAD) [17] used two methods to 

evaluate software technologies: Attribute-Driven-Design (ADD) and AHP method. This method uses 

ADD [18] to refine and verify requirements, elicit candidate technologies, preliminarily determine 

discerning criteria and implement the prototype before implementing AHP.  

Completing ADD with AHP [17] provides more precise priorities and ranking from stockholders’ 

perspective that leads to more accurate result. The big drawback of this method is absence of evaluated 
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method for determining cost and benefits and the need to prototype the before implementing so it could 

be very costly both in money and time before using AHP. 

 

 

Figure 3 AHEAD Method[17]2 

 
 

3.2.7 Hybrid Assessment Method 

Hybrid assessment method for software engineering decisions (HAM) [12] is a simple method that uses  

one single pairwise comparison matrix for criteria weight and another for alternatives comparison. The 

method can be divided into two phases. The first phase consists of three steps: the first is determining 

criteria and alternatives, the second is the pairwise comparison for criteria, third the priority comparison 

based on matrix vector and consistency calculation. The second phase is eliciting alternatives contribution 

based on each criteria weighted average matrix and then calculating final rates provided by weighted 

average method and obtained weights from step 3.   

                                                      
2
 This photo is used by permission of ABB CRC in Vasteras 
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Average Weighted method helps this method to avoid consistency problem as well as rank reversal that 

caused to efficiency and flexibility compare to AHP. They also state that HAM has some drawbacks: like 

any other MCDM method, judgments need to be made by experts; it doesn’t support group decision 

making: consensus about contribution values for each criterion must be done outside the method and the 

decision cannot reflect different stakeholder’s point of view.  

3.2.8 Study of Architecture Decision Management 

A new study is Architecture Decision management [23] that evaluates technologies or frameworks from 

different perspectives. This model proposed four viewpoints for architecture decisions: “Decision Detail 

Viewpoint”,” Decision Relationship Viewpoint”, “Decision Chronology Viewpoint” and “Decision 

Stakeholder Involvement viewpoint”. The viewpoints are used to offer a frame for distinct decision 

consideration .In this method the decision table should be made based on criteria ranks from stockholders’ 

survey and alternatives rank on providing criteria. The forces show how strong is and criteria or how 

strong an alternative is based on that criteria. 
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Chapter 4 

4 Evaluation Requirement 

To be sure about the decision process there should be enough information about both alternatives and 

criteria that affect the systems. Sometimes all the information are not useful, but sometimes small details 

may change the result of the selection. Apparently the better understanding this intricacy the better 

prognostications or decisions will be [38]. According to [39], A scientific decision making process should 

contain these steps: 

1. Identifying the problem 

2. Gathering data, 

3. Making analysis using appropriate scientific models,  

4. Organizing the alternatives to present [40]. 

According to Saaty [22], decision making involves ranking the alternatives based on many criteria and 

sub criteria. We need to create priorities not only for the alternatives based on each criteria as well as sub 

criteria also the criteria should to be prioritized with respect to each other in terms of higher goal or if 

they depends on alternatives, then in terms of alternatives. 

In process of understanding MDM market 36 MDM providers were investigated. For evaluating 36 MDM 

technologies there should be criteria to make difference in term of their capabilities, quality and 

performance. To have a complete list of requirements a survey were distributed to customers that the 

result was combined with MDM analysis and literature research.  

In mobile security and management concept ten main requirements categorizes were discovered that 

includes: (1) Supported platforms; (2) Delivery Model; (3) Policy Enforcement; (4) Inventory 

Management; (5) Security and Compliance; (6) Software Distribution; (7) IT Service Management; (8) 

Containerization; (9) Administration and Reporting; and (10) Network Service Management. 

In this chapter all the criteria will be described and based on them 36 MDM tools will be evaluated. The 

ability or inability of the technologies will be take action when the priority of each requirement is 

weighted. To make this prioritization again a survey was distributed to the customers; the result was the 

prioritized requirements based on the level of their importance for each customer.  

Average and the rank of each criteria priority and the score for each technology help us to make the 

weight table to use the MCDM evaluation  method. 

4.1 Critical Capabilities Definition 

According to Gartner[32], defines MDM as a range of products and services that provides services for the 

enterprises or organizations to support corporate applications to mobile devices, such as smartphones and 

tablet, that might be used as a personal devices. These services let the organization to enforce policies and 

maintaining the desired level of IT control across multiple platforms. 
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The area of functionalities and capabilities of this market are categorized in ten categories that in this 

section each of them will described with their sub categories. This result is based on the MDM market 

definition and popular researches reports [29][32][33] , and the requirements survey from customers and 

interviews. 

1. Device Diversity: range of supported OS platform (Android, iOS and windows 7, etc.) 

2. Policy Enforcement:  

2.1. Enforce Policies on eligible devices (Detect OS platforms and versions, installed applications, 

and manipulated data./ Detect iOS jail-broken devices and rooted Android devices/Filter 

(restrict) access from noncompliant devices to corporate servers (e.g., email).) 

2.2. Enforce application policies(Restrict downloadable applications through whitelists and 

blacklists./ Monitor access to app stores and application downloads, and put prohibited 

applications on quarantine and/or send alerts to IT/managers/users about policy violations./ 

Monitor access to Web services, social networks and app stores, and send alerts to 

IT/managers/users about policy violations and/or cut off access.) 

2.3. Enforce mobile communications expense policies (Monitor roaming usage. /detect policy 

violations (e.g., international roaming) and, if needed, take action (e.g., disabling access to 

servers and/or send alerts to IT/managers/users about policy violations).) 

2.4. Enforce separation of personal versus corporate content. ( Manage corporate apps on personal 

devices, and personal apps on corporate devices./ Tag content as personal or corporate through 

flags./ Detect violations of separation and, if needed, send alerts to IT/managers/users./ If a 

container is in use, prohibit exporting data outside the container (e.g., when opening an email 

attachment), and regulate interaction between different enterprise containers.) 

2.5. Restrict or prohibit access to corporate servers (e.g., to email server or email account) in case of 

policy violation. 

3. Security and Compliance(a set of mechanisms to protect corporate data on a device, corporate back-

end systems and preserve compliance with regulations: 

3.1. Password 

3.2. Device Lock 

3.3. Remote wipe, selective remote wipe; total remote wipe 

3.4. Local data encryption 

3.5. Certificate-based authentication 

3.6. Monitoring device and data manipulation on device 

3.7. Rogue app protection 

3.8. Firewall 

3.9. Antivirus 

3.10. Mobile VPN 

3.11. Message archiving and retrieval; record historical event from audit trail and reporting 

4. Containerization( a set of mechanisms to separate corporate from private content (data, applications) 

on a device and apply a range of action to control the corporate footprint ) 

4.1. Local data encryption 

4.2. On-the-fly decryption 

4.3. Selective remote wipe 
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4.4. No data export to other containers (data leakage prevention) 

4.5. Controlled communication among containers 

4.6. Application containerization (beyond email) 

4.7. Containerization based on virtualization technology (e.g., Open Kernal Labs [OK Labs] OKL4, 

VMware MVP, ARM TrustZone) 

5. Inventory Management(a set of mechanisms to provision, control and track devices connected to 

corporate applications and data) 

5.1. Asset management and inventory 

5.2. Device configuration and imaging 

5.3. Device activation and deactivation 

5.4. Provisioning (OTA): 

5.4.1. Distribution (push) 

5.4.2. Configuration (push) 

5.4.2.1. Device configuration 

5.4.2.2. iPhone Profiles 

5.5. Lockdown hardware features (e.g., enable/disable hardware, camera, removable media card, 

infrared [IR] port, Bluetooth, Wi-Fi) 

5.6. Monitoring: 

5.6.1. Performance 

5.6.2. Battery Life 

5.6.3. Memory 

5.7. Lost-phone recovery  

5.7.1. Locate and map 

5.7.2. Restore and migrate 

6. Software Distributing(a set of mechanisms to distribute applications and software upgrades to mobile 

users OTA, avoiding tethering to a PC) 

6.1. Application discovery (e.g., through private app stores) 

6.2. Software updates, for applications or Oss 

6.3. Patches/fixes 

6.4. Backup/restore 

6.5. Background synchronization 

6.6. File distribution 

7. Administration and reporting (capabilities for IT administrators to manage mobile deployments and 

users. This includes) 

7.1. Single console 

7.2. Web-based console 

7.3. OTA provisioning 

7.4. Role-based access 

7.5. Group-based actions 

7.6. Remote control (real-time or permission-based) 

7.7. Enterprise platform integration (e.g., Exchange Active Sync; LDAP; BlackBerry Enterprise 

Server [BES]; certificate authority; trouble ticketing and help desk, such as Remedy; and 

network management, such as IBM Tivoli)  
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7.8. Business intelligence 

7.9. Reporting 

8. IT service management 

8.1. Help desk 

8.2. User support with levels 

8.3. User self-service (administration, etc.) 

8.4. End-to-end real-time monitoring 

8.5. Troubleshooting 

8.6. Alerting 

9. Network Service Management(specific capabilities to monitor and optimize mobility costs) 

9.1. Contract management 

9.2. Expense management 

9.3. Service usage management 

10. Delivery Model (ways to deliver MDM capabilities to customers (e.g., on-premises, hosted, cloud). 

Complete cloud offerings are rated higher, because they allow organizations to acquire MDM 

capabilities without upfront investments. Pricing policies per users (as opposed to per device) are 

rated higher) 

4.2 Ranks and weights 

To calculate the ranks for each technology in the market and calculate the weights there should be a good 

understanding of the problem space and technology capabilities.  

4.2.1 Technologies Overviews 

As described in Chapter 2, 36 MDM suppliers were introduced (Table 1) that was selected for more 

investigation. In this section they will be analyzed according to the requirements and criteria. In each 

section in the following text, the result of the investigation will be described, and for more details for each 

research the related appendix is introduced.  

4.2.1.1 Supported Platforms 

According to our requirements one of the important criteria aspects is ability to provide services and 

support high degree of diversity in mobile devices and operation systems. We investigate all providers 

based on different platforms that are most popular in today’s market. 

According to Appendix B, Table 1 - Supported platforms by each technology, first rate of supported 

platforms we have Fancyfon, Zenprise, MobileIron, Fiberlink, AirWatch, Excitor, Amtel, Mformation 

technologies that can support almost all of the most popular platforms in today’s market. At the second 

level we have BoxTone, Tangoe, Notify,PUSHMANAGER, SOTI technologies, good technology, 

appblade and odyssey. 

4.2.1.2 Delivery Model 

MDM technologies providers offer different ways to deliver their capabilities to customers, for example 

on-premises, hosted and could. In this section all the MDM technologies with their delivery model will be 

shown. 
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According to Appendix B, Table 2 - MDM Supported Delivery Models, there are many technologies that 

can support both cloud and on-premises delivery model for example Airwatch, fancyfon, BoxTone, 

Mobile Active Defense, Zenprise, Sybase, Excitor, Tangoe, DIALOGS, Sophos and SOTI. 

4.2.1.3 Policy Enforcement 

In this Part MDM technologies are investigated based on their capabilities to enforce customers’ policies 

on their enterprise mobility. Policy enforcement can be investigated from different perspectives (e.g. 

enforcement on eligible devices, enforcement on applications, and enforcement on communication 

expenses, Audit/Compliance Analysis and personal versus corporate content). 

According to Appendix B, Table 3 - MDM Policy Enforcement Capabilities, Boxtone, Excitor, Airwatch, 

MobileIron, Zenprise, Sybase, Tangoe, MobileActiveDefense, Mobile NX and nuVizz are the 

technologies that can provide more policy enforcement capabilities that are required by our customers. 

4.2.1.4 MDM Inventory Management Capabilities 

MDM technologies support different aspects of inventory management, set of mechanisms to provision, 

control and track devices connected to corporate application [32]. In  

Appendix B, Table 4 - MDM Inventory Management Abilities, we show how different MDM 

technologies support inventory management for their customers. 

The technologies that can provide higher rate of inventory management requirements are Airwatch, 

BoxTone, FancyFon, Fiberlink, MobileActiveDefense , MobileIron, Symantec, tangoe, Zenprise,SOTI, 

Sophos,Kaseya, Tarmac, Sohos, Nuvizz, and Notify. 

4.2.1.5 MDM Technologies Security and Compliance  

MDM providers has to support security and protect corporate data on a device, with this purpose we 

investigate security abilities of MDM technologies.  

In security and compliance concept that is in the higher priority for the MDM providers to consider in 

their solution and also act an important role by customers in their evaluation process for selecting a 

technology. 

According to Appendix B, Table 5- MDM Security and Compliance Abilities (Part1)and Appendix B, 

Table 6- MDM Security and Compliance Abilities (Part2), the best providers that can meet the security 

requirement are: Boxtone, MobileActiveDefese, Good Technology, Symantec, Amtel,IBM, Zenprise, 

Fancyfon, LANDesk Mobility Manager, Mformation Enterprise Manager, PushManger,  Sophos Mobile 

Control. 

4.2.1.6 Software Distribution  

One of the important criteria is providing set of mechanism for the mobility enterprises to distribute 

application and software upgrades to mobile users OTA that is shown in Appendix B, Table 7 - MDM 

Software Distribution Capabilities, for the 36 MDM technologies. 

The most powerful providers in software distribution concepts are BoxTone, Fancyfone, Sybase, 

TARMAC, SOTI, and kaseya. 
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4.2.1.7 MDM IT Service Management  

Abilities to grant mobile service levels to mobile users such as help desk, user support with levels, user 

self-service alerting and troubleshooting are investigated in this section for 36 MDM technologies. 

According to Appendix B, Table  8- MDM IT Service Management , BoxTone, Fiberlink, Zenprise, SOTI 

are in the higher rate of providing IT service management requirements. 

4.2.1.8 MDM Containerization  

Abilities of MDM technologies will be discussed in this part that includes separate corporate from private 

content on a device and actions to control corporate footprint. As it can be seen in  

Appendix B, Table 9 - MDM Containerization, not most of the MDM technologies are able to support 

containerization criteria but goodTechnology, Excitor, Sybase and Sybase are in the higher rate. 

4.2.1.9 MDM Administration and Reporting 

One of the criteria in MDM concept is providing services for the IT administrators to manage mobile 

policies and deploy security in the devices (e.g. Single Console, Web-based console, OTA provisioning, 

Role-Based access, Remote Control and etc.). In this part capabilities of the MDM technologies for 36 

providers will be shown. 

According to Appendix B, Table 10 - MDM Administration and reporting, the technologies that are able 

to provide better Administrating and reporting capabilities are: Airwatch, Boxtone, Fiberlink, 

MobileIRon, Subase, Tangoe, and Zenprise. 

4.2.1.10 Network Service Management  

MDM technologies will be investigated in the following table based on the specific capabilities to 

monitor and optimize mobility costs such as: contract management, expense management and service 

usage management. 

According to Appendix B, Table 11- Network Service Management, technologies that can provide most 

of the requirements in network service management criteria are Tangoe, Excitor, MobileActiveDefese, 

MobileIron, and Sybase. 

4.2.2 Requirements Prioritization   

As described in the section 4.1, there are variant capabilities that a MDM technology is expected to 

provide, to make a reliable selection of MDM enterprise providers the requirements should be prioritized.  

In order to decide which requirement should be prioritized in selection process, the survey was distributed 

to the customers; the goal of the MDM customer survey was to get our customers’ IT-management 

perspective on mobile applications, primarily to know how they value the various aspects of MDM 

technologies. As a basis for the questionnaire the criteria that were mentioned in section 4.1 were used. 

4.2.2.1 Customer Survey 

For each category, multiple sub-statements were defined, which we asked the customer to prioritize on a 1 

(low priority)-7 (highest priority) scale. Beside these categories, we also asked three open questions: 
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 Is there any device management solution for mobile devices at your company? If so,  

o What is the used MDM software? 

o How does the current infrastructure look like?  

o Is there a need to have a MDM software for desktops, laptops, tablets and phones, or 

a separate tool for tablets and phones 

 What is the preferred delivery model of MDM capabilities, and why? 

 Are you going to use company-owned devices or bring your own (i.e., employee-owned) 

devices? 

At the end the questionnaire, customers were asked to distribute 100 points among the 16 aspects in order 

to give us an understanding of their relative priorities of the requirements. 

The aforementioned questions and their categories were created in several iterations. Most of the 

iterations were used to ensure the survey wasn’t too big, as to encourage our customers to respond. The 

survey questions [34] were entered into a web based survey tool. The survey was sent out to 12 

customers’ IT organizations that are currently using a mobile solution from one BU. In Figure 4, one page 

of survey that is about software distribution requirements can be seen. 
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Figure 4, MDM Survey 
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4.2.2.2 Survey Result 

4.2.2.2.1 Device Diversity 

From the 12 surveys sent out to customers we received 5 responses. Of these five responses one did not 

answer our detailed questions to device diversity. Hence, for this category there are only 4 responses. 

Figure 5 represents the results of these 4 responses. 

 

Figure 5 Relative importance of operating system and form factor from a customer perspective 

As mentioned before, we asked the customers to divide 100 points among the different platforms and 

form factors with giving more points to the more important platforms the result is shown in Figure 6 . 

Some surprising results are presented here: 

 Firstly, the Blackberry tablet is the highest scoring device, although this device is completely 

failing in the market place. One explanation might be the bias in our survey population, as 

most customers are based in North-America. This is a region were Blackberry traditionally 

has had a strong enterprise presence.  

 Secondly, the relative low score of the iOS phone is quite striking. Together with the low 

variance of this score, i.e. the survey respondents mostly agree here among each other. Two 

reasons for this (surprising) low score might be: (1) the phone is regarded to be too expensive 

(2) it is (wrongly) perceived as a consumer device with weak enterprise support.  

 Thirdly, the low score of the “other” category indicates we have captured all of the devices 

our customers have on their minds. 

 Fourthly, besides the Blackberry tablet and the iOS phone our customers attach very different 

priorities to the different platform, as can be judged from the high variances. Hence, a MDM 

should support a wide range of mobile operating systems, i.e. Android, Blackberry, iOS, and 

Windows. 

 Fifthly, the need for tablets to be supported is higher than mobile phones. With a noticeable 

exception for Windows. This is most likely due to the lack of any suitable windows tablet on 

the market. Something that we expect to change when windows 8 is released later this year. 

Average Variance

Android phone 6 10,66667

Android tablet 5,75 4,916667

Blackberry phone 5,5 9,666667

Blackberry tablet 7,5 3

iOS phone 3,25 0,25

iOS tablet 6,25 4,916667

Windows laptop 3,25 4,916667

Windows phone 5,5 11,66667

Windows tablet 4,25 10,91667

Other 0,25 0,25

Requirement

Devise Diversity
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Criteria Category Customer 1 Customer 2 Customer 3 Customer 4 Customer 5 

Device Diversity 10 25 20 20 5 

Security 15 40 30 20 25 

Inventory 
management 

20 10 5 20 25 

Policy management 25 10 25 20 25 

Software distribution 30 15 20 20 20 

Sum 100 100 100 100 100 

Figure 6, Criteria Priority from Survey Result 

4.2.2.2.2 Existing MDM Solutions and Expectations at Customers 

Besides the requirement categories mentioned in section 4.1, we asked the customers some open 

questions. Four out of the five respondents answered that they already use a MDM solution. The open 

question “What does the current infrastructure look like?” was only answered by one respondent, stating 

that they use a reverse proxy to Afaria, which is SAP/Sybase Mobile Device Management tool. On the 

other two questions, no answers were received. Hence, from the open questions we can conclude that 

most of the mobile customers already have a MDM solution and they use many different ones. 

Related to these questions we included a requirements prioritization. The results of this are presented in 

Figure 7. 

 

Figure 7 Importance of the type of MDM solution customers are expecting (average, variance) 

With respect to the delivery model, we see that the customers want an on-premises solution and are not 

even thinking about having a cloud based solution. The result whether the customers want to have one 

single management solution (i.e. single MDM) for laptops, mobile phones, and tablets has a more mixed 

response. Based on these responses, we could say that they prefer a single solution, but would most likely 

accept a separate MDM solution as well. Lastly, when it comes to company owned devices vs. Bring 

Your Own Devices (BYOD), support for company owned devices are an absolute must. The opinion 

differs a lot on whether BYOD should be supported as well. Hence, a MDM that could be used in both 

scenarios is preferable, but not mandatory. 

On-Premises 7 0

Cloud 0 0

Single 4,2 14,7

Separate 2,8 14,7

Company Owned 7 0

BYOD 2,8 14,7

Both 2,8 14,7

Delivery Model

Single MDM

company-owned devices 

or / BYOD
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4.2.2.2.3 Software Distribution, Policy Management, Inventory Management, Security 

The results for the categories software distribution, policy management, inventory management, and 

security are presented in Figure 8 , the last two columns show the average and the variance of 

responds. 

 

Figure 8 Importance of the requirements of four categories (average variance) 

 

 Application downloader 5,25 4,25

 Operating system update support 5,25 2,25

Background synchronization 4,6 4,3

Application patches/fixes/updates 5,6 4,3

Content/Document Management 5,8 3,2

 detect OS /application Vr. &install
5,8 4,7

detect jail-broken devices
5 3

 fi lter or restrict access 5,8 4,7

whitelists and blacklists
6 5

monitor access 5,6 4,3
Policy enforcement on communication 

expenses 4 2,5
Separation of personal versus 

corporate content 5,8 1,2

Battery life and memory monitoring 4,5 3

Lost-phone recovery 5,4 0,3

 Lockdown hardware 6,4 0,3

 Administration and reporting
6,2 0,7

 Setting  password policy 6 0,5

 Remote lock at usage inactivity
5,2 1,2

Device wipe 6 1

Audit trail/logging 5,2 0,2

 Protection Mechanisms 5,6 0,3
Secure Distribution of Patches, 

Updates and Upgrades 6,4 0,3

 Access Rights 5,8 1,2

Data Leakage Protection 5,75 0,25

 Application Whitelisting 6,6 0,3

MDM Security Features 6,4 0,3

Security

Policy management

Software Distribution

Inventory Management
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From Figure 8, we can draw several conclusions: 

 The results seem to confirm that emphasis is placed on security, which can be inferred from the 

relative high importance of the security requirements and relative low variance.   

 Application whitelisting is regarded the key security feature of a MDM solution. 

 Secondary security requirements of priority are deemed to be secure distribution of patches, 

updates, and upgrades, being able to lockdown hardware, and the security model of the MDM 

itself, i.e. MDM Security Features. 

 Background synchronization, battery life and memory monitoring, and policy enforcement of 

communication expenses are deemed the features that are least important. 

 Analyzing the results it is not surprising that an emphasis is made on features supporting IT-

management (e.g. Administration and reporting, Lockdown hardware), but not the end-user (e.g. 

Lost phone recovery, background synchronization). 

4.2.2.2.4 Relative Prioritization among Requirements Categories 

The last results of the survey, was a 100 points spread prioritization exercise among the five requirement 

categories (i.e. device diversity, software distribution, policy management, inventory management, and 

security) giving the most points to the most important category. The results are displayed in Figure 9. 

 

 

Figure 9 Requirement category relative importance (higher = more important) 

 

The results confirm the aforementioned conclusions of security being the most important aspect of MDM. 

Policy management and software distribution are tied for the second place of place. The need for device 

diversity and inventory management are a distanced fourth. 
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Chapter 5 

5 MCDM to MDM 

Too much information is bad as little information; therefore the problem space should be reduced in order 

to use an evaluation method. 

5.1 Technology Exclusion Criteria 

According to survey result (Figure 9) the most important criteria were identified: security. Based on the 

main category criteria and their average priority, in this section each technology will be investigated and 

the technology with very low level of providing requirement will eliminate from the list. The main 

categories are: 

 Software distribution, i.e. whether the MDM should be able to manage and support mobile 

application including deployment, installation, updating, deleting or blocking applications. 

 Policy management, i.e. the MDM should be able to enforce strong IT controls in terms of 

development, control and operations. For this purpose, a well-defined mobile policy needs to be 

in place. 

 Inventory management, i.e. the MDM should include mechanisms to provision, control and track 

devices connected to corporate data and applications. 

 Security, i.e. The MDM should support device security, authentication and encryption to protect 

corporate data on a device and corporate with back-end systems. 

 Device diversity, i.e. the MDM should be able to deal with a high degree of diversity in mobile 

devices (including ruggedized device) and mobile operating systems. 

5.2 Solution Space Reduction 

Based on the elicitation criteria and level of providing them by each technologies (section 4.2.1) number 

of technologies out of 36, will be eliminates in order to reducing problem space. 

For all categories except device diversity, technologies were categorized in three groups: Poor/fair, good, 

excellent.  

 Excellent: technologies that meets almost all of the sub requirements with good performance. 

 Good: technologies that meet almost most of the sub requirements. 

 Poor/fair: includes technologies that were poor in achieving all or most of the requirements in the 

sub criteria. 

Based on this classification 36 technologies investigated and the result is shown in Table 2. Excellent are 

shown with green color (10), Good level with yellow (5) and poor in providing the criteria with red (0). -1 

in the table considered as not enough information for ranking the capability of technology. 
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Table 2, Technology investigation based on 4 categories 

 
Security 

Policy 
Enforcement 

Software 
Distribution 

Inventory 
Management 

AirWatch 5 5 5 10 

fancyfon 10 5 10 10 

mcAfee 5 5 5 5 

BoxTone 10 10 10 10 

Mobile Active Defense 5 10 5 10 

Zenprise 10 10 5 10 

Sybase 5 10 10 5 

MobileIron 5 10 5 10 

Fiberlink 0 5 5 10 

Excitor 5 10 5 5 

Good Technology 10 5 5 5 

Symantec 10 5 5 10 

Tangoe 5 10 5 10 

Absolute Manage 5 5 5 5 

Amtel MDM 10 5 5 5 

APPBlade 5 0 5 -1 

Apple Profile Manager 0 5 5 -1 

Casper Suite 5 5 5 5 

Centrify DirectControl for Mobile 5 5 0 5 

DIALOGS smartMan Device 
Management 

5 5 5 5 

FileWave 5 5 5 5 

IBM Endpoint Manager for Mobile 
Devices 

10 5 5 5 

LANDesk Mobility Manager 10 5 5 5 

Meraki System Manager 5 5 0 5 

Mformation Enterprise Manager 10 5 5 5 

MobileNX enterprise Suite 5 10 0 5 

Notify Technology-NotifyMDM 5 5 0 10 

nuVizz enterprise MDM 5 10 5 10 

Odyssey Software 5 5 0 5 

PUSHMANAGER 10 -1 0 5 

Robot Cloud 0 5 5 5 

Sophos Mobile Control 5 -1 5 10 

SOTI MobileControl 5 5 10 10 

TARMAC 5 5 10 10 

OpenPeak 0 -1 0 -1 

Kaseya 5 5 10 10 
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5.2.1 Security 

Based on this requirement and according to Table 2 the technology with poor level of addressing security 

criteria should be eliminated as follow: 

 Fiberlink: It doesn’t support rouge application support, No antivirus or firewall support, whitelist 

or backlist features is only provided for iOS and android.  

 Apple Profile Manager: Local Data Encryption, Remote lock at usage inactivity, firewall, and 

antivirus and access right is not provided. 

 Robot Cloud: No firewall and antivirus, No application whitelist/ blacklist and No logging 

features are supported. 

 OpenPeak : Doesn’t provide good security features for example: No information about VPN or 

firewall support /encryption /application whitelisting and blacklisting  

 Kaseya : No information about firewall and encryption support , blacklisting and whitlisting and 

access right. 

5.2.2 Policy enforcement  

Based on policy enforcement capabilities the following technologies that are very poor in providing the 

requirements will be excluded: 

 APPBlade: No information about providing enforcement on eligible device, communication 

expenses and separate personal versus corporate data. 

 Pushmanager: Not enough information  

 OpenPeak: provides not enough information about this requirement. 

 Sophos Mobile Control: Not enough information in Policy Enforcement. 

5.2.3 Software Distribution  

In concept of software distribution the following technology are not very good in providing sub criteria, 

so they should be exclude: 

 Centrify DirectControl for Mobile:Not application and OS updates for all supported platform , 

No application downloader support yet. 

 Meraki System Manager: Not OS upgrade and application downloader and not information 

about application updates and synchronization  

 MobileNX enterprise Suite: No operation system updates support and application downloader. 

No fixes and updates. 

 Notify Technology-NotifyMDM : No application / OS/fixes and patches features supports. 

 Odyssey: Not good enforcement on application download and app distribution, No OS updates 

and fixes and patches. 

 PUSHMANAGER: No operation system updates, no strict application updates support and fixes 

/ patches 

 Openpeak: Not support background synchronization, OS update. 
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5.2.4 Inventory management  

As inventory management is also one of the main criteria and in the third position of priority for the 

product managers, the following technology did not provide any information about this feature: 

 Appblade: No information about inventory management.  

 Apple Profile Manager: No information about details of Inventory manager features. 

 OpenPeak: Doesn’t provide sub criteria information about this requirement.  

5.2.5 Device Diversity 

Based on the customer demands on four platforms (Android,iOS ,RIM and Windows Mobile), we decided 

to exclude technologies that could not support at least three of them:  

mcAfee,Sybase, Apple Profile Manager, Casper Suite, Centrify Direct Control for Mobile, 

FileWave, LANDesk Mobility Manager, Meraki System Manager, nuVizz enterprise MDM, Robot 

Cloud, TARMAC,OpenPeak, Kaseya 

5.2.6 Delivery Model 

So far we deleted the technologies that could not support five main criteria in desired level. The rest of the 

technology that still left from this level can be seen in the following table. In this table delivery model 

criteria based on each technology and 4 different references is shown as well. 

In vendor site sometimes there is not clear information about the delivery model of product so, the other 

three references [35][32][36] were used to complete the table, and as it can be seen for some of the 

technologies there is mismatch information that could not be trusted. P means On-premises delivery 

model and C means cloud model. 

Table 3, Delivery Model of MDM providers based on different sources 
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AirWatch P/C C P/C P/C   

fancyfon P/C   P/C     

BoxTone P/C P P/C     

Mobile Active Defense P/C         

Zenprise P/C C P/C     

Sybase P/C P P/C     

MobileIron P/C C C C   

Good Technology P P P/C     

Excitor P/C   P/C     

Symantec P P       

Tangoe P P P/C  P/C   

Absolute Manage     P     
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Amtel MDM     P/C C   

DIALOGS smartMan      P/C     

IBM Endpoint      P     

Mformation Enterprise      C C   

SOTI MobileControl   C P/C P/C   

 

Still 16 technologies left for evaluation method that should be reduced. In this level we decide to use 

delivery model criteria to exclude technologies, although the survey results showed the customers’ 

demand is on-premises model, but because of the high possibility of moving to cloud in future and not 

received all of the survey result, we excluded the technologies that could not provide both model, Cloud 

and On-Premises: 

MobileIron, Good Technology, Symantec, Absolute Manage, Amtel MDM, IBM Endpoint Manager 

for Mobile Devices, Mformation Enterprise Manager. 

Therefore result of elimination alternatives are 9 left technologies that are listed in Table 4. 

Table 4, Remain MDM Providers 
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AirWatch 5 5 5 10         

fancyfon 10 5 10 10         

BoxTone 10 10 10 10         

Mobile Active Defense 5 10 5 10         

Zenprise 10 10 5 10         

Sybase 5 10 10 5         

Excitor 5 10 5 5         

Tangoe 5 10 5 10         

DIALOGS smartMan  5 5 5 5     
 

  

 

5.3 MDM and Force Viewpoint 

In section 5.2 the 36 technologies were reduced to 9, still we have to reduce them to less number of 

technologies to recommand for ABB BUs. In order to have reliable selection from these ten technologies 

in this section the Decision Forces Viewpoint [23]evaluation method is used based on customer priority 

for each categories and requirments : Figure 10. In the last two column we have th avarage of the priority 
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and varuiance that show the importance and stachholders’ consensus. Survey result from section 4.2.2.2 is 

used to make this table. 

 

Figure 10 Stakeholders Requirement Priority View Point 
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The Decision Forces viewpoint is based on the forces that effects decision makers’ mind to choose 

between different options. In this context, a force is any aspect of incoordination that pulls the alternatives 

to elimination points more than the others or make them more stronger based on the requirements towards 

one or the other possible options [23]. 

For making decision in Figure 11, the 9 selected technologies are investigated based on the requirements 

in section 4.1 . A recent study about forces decisions is done in[23]: each alternatives should be evaluated 

in context of forces, a force can have a positive, negative, currently unknown, or neutral impact on the 

architect with respect to a decision; it either attracts the decision maker towards a specific decision 

alternative, or it repels the decision maker from an alternative, or it has no effect. Digits and symbols to 

represent the influences relationship between decision forces are: 

 R: A force requires a specific option to be chosen. 

 X: A technology option is excluded by a force.  

 0: A force does not have an influence on a technology option. 

 1 - 3: A force supports a technology option, the larger the number, the stronger the force is 

supported. 

 -3 - -1: A force opposes a technology option, the smaller the number, the stronger the force is 

opposed. 

 ? / Blank: Reliable information about these criteria is not available. 
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Figure 11 , MDM Requirement Viewpoint 

5.3.1 Force Viewpoint Analysis   

First of all as it can be seen in the table there are some criteria that have the same force for all alternative 

technologies such as: 

 Android Phone and tablet: all of the alternatives support this platform 

 iOS ohone and tablet: all of the alternatives support this platform 

 windows laptop: all of the alternatives doesn’t support laptop management 
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 Delivery Model : As in the previous steps we exclude technologies that could not support both 

platforms 

 Single  MDM : all the alternatives support only Mobile device management , so this criteria does 

not affect our  decision 

 Company owned or BYOD: all of the forces are same , and all technologies support both criteria 

 Application downloader that is a sub criteriion for soft ware distribution requirement, and all of 

the alternatives support it. 

 detect OS /application Vr. &install : all of the forces is same (3)  

 Battery life and memory monitoring: all of them support this feature. 

 Lost-phone recovery: all of them support this feature. 

 Lockdown hardware: all of them support this feature. 

 Setting password policy: all of them support this feature. 

 Remote lock at usage inactivity: all of them support this feature. 

 Device wipe: all of them support this feature. 

 MDM Security Features: all of them support this feature. 

In the next hand these technologies can be excluded because the most negative forces in some points and 

not enough information if the support sub criteria with high priority: 

 Mobile Active Defense: 

o It doesn’t support RIM platform 

o It doesn’t provide  Operating system update support  

o Not a good force in whitelisting /blacklisting 

o No support for Policy enforcement on communication expenses 

o Bad force on reporting and administration  

o No information about background synchronization/ filter or restrict access/monitor 

access/Audit trail/logging/Secure Distribution of Patches, Updates and Upgrades/Data 

Leakage Protection 

 DIALOGS smartMan Device Management 

o No  Operating system update support 

o Not a good force on Application patches/fixes/updates 

o Not good support on  Administration and reporting 

o Not a good  Protection Mechanisms 

o Not enough information is provided about if it is able to support : Background 

synchronization/Content/Document Management/monitor access/Secure Distribution of 

Patches, Updates and Upgrades/ Access Rights/Data Leakage Protection 

Now in the rest of the table we can see same result for blackberry platform and MDM Security Features, 

so we can delete these criteria. Result of the table after this exclusion and deleting same forces 

requirements is shown here (Figure 12 Abstract  Force view point): 
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Figure 12 Abstract  Force view point 

In this step if we want to consider lack of information as no support for those criteria then we have to 

exclude: 
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 Sybase: No support For OS update, enforcement on communication expenses and data leakage 

protection. No information about background synchronization, content management, jail broken 

and rooted devices, monitor access, logging, secure distribution and access right. 

 Excitor: Bad forces on : administrator and reporting, doesn’t support all protection mechanisms, not 

good monitor access  and no information about providing background synchronization, Content 

management, jail broken and rooted devices, access right and data leakage protection. 

 Tangoe: No good support for whitelisting and blacklisting policy, reporting and administration 

protection mechanism and not information about: background synchronization, content 

management, and separation of personal versus corporate information, secure distribution and data 

leakage. 

So the rest of the technologies based on their positive forces are: 

1. Airwatch 

2. fancyfon 

3. Boxtone 

4. Zenprise 

5.4 MDM and Weighted Average Method 

The problem also tested by weighted average method to check the result of the selection with another 

MCDM method, more description of this test is in: Appendix C: Weighted Average Method to MDM 

technologies. 

In this method alternative rank multiplied criteria priority from survey result is used for comparison. The 

6 scale ranking numbers from -3 to +3 is used for weighting the capabilities of alternatives based on each 

sub criteria. Result of the WA calculation based on each category is shown in Figure 13. 
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Figure 13 WA Calculation Result based on 5 criteria categories Numbers in the charts 

are representing: 1)Airwatch, 2)fancyfon, 3) BoxTone, 4) Mobile Active Defense, 5) 

Zenprise, 6) Sybase, 7) Excitor, 8) Tangoe, 9) DIALOGS smartMan  

 

Result is shown in Figure 14 and the 4 first result based on this method is the following technologies: 

1. BoxTone 

2. Airwatch 

3. Fancyfon 

4. Zenprise 



54 

 

 

Figure 14, WA method Result 

5.5 MDM and AHP 

There are few studies that show the advantages of AHP and ANP methods over other MCDM methods as 

Sarkis and Surrandaj [40][41]. Some of the advantages on these methods are explained here: 

 Improve management understanding 

 Clearness of the modeling technique 

 Including quantitive and qualitive factors into a decision 

 Mixing the methods in other MCDM  

 Using hierarchical structure that is well-known model for comparison models  

 Judgment elicitation steps help decision making errors 

 Popular method and used by several studies and several examples are exist using these models  

 As several stackholders involved in criteria ranking , the result can be acceptable by them 

According to L.Saaty [22] for make a selection with AHP method , there are some steps to follow that 

some of them already completed as : 1) Understanding the problem and the goal. 2)  Define criteria 3) 

Determine alternatives 4) Clarify alternatives abilities based on criteria  

And some steps should be done as: 5) Pairwise comparison between the alternatives with respect to each 

criterion 6) Comparison matrix.7) Calculate priorities . Continue comparison and rank determination for 

elements based on each criteria. Then the rank sum for individual alternative should be calculated based 

on its rank for all criteria that is affected by criteria priority. 

To use this comparison the number definition should be defined, to illustrate how many times an 

alternative is better than the other one. 9 scale ranking system is used in this model (Table 5) [37]. 
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Table 5, the fundamental scale of absolute numbers 

Intensity of 

Importance 

Definition Explanation 

1 Equal Importance Two activities contribute equally to the objective 

3 Moderate importance Experience and judgment slightly favor   

one activity over another 

5 Strong importance Experience and judgment strongly favor   

one activity over another 

7 Very strong or  

demonstrated importance 

An activity is favored very strongly over  

another; its dominance demonstrated in practice 

9 Extreme importance The evidence favoring one activity over another  

is of the highest possible order of affirmation 

2,4,6,8 Intermediate values 

between the two adjacent 

judgments  

 

 

Based on AHP process we have to start the pairwise comparison between the alternatives based on each 

criterion (Device Diversity, Software Distribution, Policy Enforcement, Inventory Management, and 

Security) and 9 remain technologies are used for this test ,these were selected from the last section after 

exclusion alternatives. Because 36 alternatives made lots of pairwise comparison hence more uncertainly 

of the result, as there is no solid number of rank between each two alternatives. 

 The full MDM evaluation  with AHP method can be found in Appendix D: AHP Method to MDM. 

The result of the pair-wise comparison after calculating the priority can be seen in Table 6. 

Table 6, AHP Result 

Technology  Device D Software policy Inventory Security Sum 

AirWatch 0.0192 0.138437 0.108365 0.147773 0.098119 0.511894 

fancyfon 0.0192 0.223092 0.10909 0.0740222 0.164968 0.590372 

BoxTone 0.0192 0.211792 0.180366 0.146417 0.127746 0.685521 
Active 

Defense 0.0064 0.0772065 0.091634 0.0658382 0.200404 0.441483 

Zenprise 0.0192 0.0803643 0.135829 0.216046 0.163247 0.614686 

Excitor 0.0192 0.0965302 0.102724 0.0513904 0.0732248 0.343069 

Tangoe 0.0192 0.0685396 0.116175 0.100246 0.0533122 0.357473 
DIALOGS 
smartMan  0.0192 0.0394706 0.108399 0.0884632 0.0316542 0.287187 

Sybase 0.0192 0.0645682 0.047417 0.109805 0.0873241 0.328315 
 

The result by this experiment is this selection that sorted from the 6 best ranks to the less rank: 

1. Boxtone 

2. Zenprise 

3. Fancyfon 
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4. Airwatch 

5. ActiveDefense 

6. Excitor  

5.5.1 Challenges 

Based on the problems with the decision making methods there is an interesting experiment that is done 

by E. Triantaphyllou and S.H. Mann [46], they introduced the problem of finding a good method of 

MCDM as a “decision Making Paradox” .They used two criteria: 1) Check method accuracy when an 

correct multi-dimensional situation remain same in a single-dimensional case. 2)  Find out method 

stability in the result while a new average ranked alternative is replaced with a worse one.   

The results illustrate paradox: to find the best method, there is a need to use the best method to evaluate 

the alternatives. 

AHP is a very popular method, as it is easy to use and to understand and it always shows the result with 

logic and numbers, but there are some challenges as well. First evaluations 36 MDM technologies are 

complicated as determining a set of evaluation criteria. Second there should be a method for elicitation 

and prioritization the requirements. Third find reliable priority and weight for each technology based on 

each criterion. The customer survey alone is not a strong reference to make the whole analysis base on 

that, in other hand human judgment is easily influenced by knowledge or technology information. 

Another problem is to be sure there is no dependency between the criteria and any redundancy between 

the criteria [38] . 

5.5.1.1 Uncertainty 

As this method is very depends on the ranks that obtained by survey or numbers based on alternatives 

information and the result accuracy is based on this numbers, two important questions should be asked 

while putting rank by each person:  which of the alternatives is stronger and how many times more?  

Most of the time if we ask different persons with different knowledge the result will be different. The 

reason is the personal knowledge that is different for each person. The main question is which of them is 

the right answer? 

Consistency 

Consistency problem that is known as rank reversal and explained by consistency of alternatives score 

after importing a non-optimal alternative and run the method again [44] . Another way to check this 

problem is: copy one alternative (The best or the worst) and add it again to the calculation with exact 

same ranking to check if the result of the calculation is same or replacing alternatives [45]. 

Another way is to check if the rating is numerically consistent with calculating consistency index. This 

number illustrates uncertainly in ranks obtained by decision maker(s) judgments. 

 

 



57 

 

Aggregation Method 

Some times because of the comparison between the good rank on some criteria and bad ranks on other 

criteria detail information can be lost. Density of comparison might leads to losing important details[47] . 

Number of Comparison  

There are some argues about number of the comparison, in fisrt case with increasing number of 

alternatives number of comparison is increased exponentially. In the other hand for the system that 

contains several sub systems the method should be run individually to obtain withes and ranks, and the 

number of comparison that should be done in each sub system can be very large. [48] . 

Limitation on scale 

There are some argues as Belton and Gear [44], that within 9 scale comparison it is not possible to 

determine an alternatives is 1.5 time better than the other one or 60 times more. 

5.5.1.2 Fuzzy AHP 

The problem of generating priority in an uncertain pair-to pair comparison environment is called the 

fuzzy AHP problem that was presented first on 1980 by Grann [42]. 

Son Yu [43] shows fuzzy problem in 5 different formulate for a set of objects that used the fuzzy number 

for pairwise ranking in comparison matrix . The goal is to calculate the most realistic priority vector based 

from comparison matrix.  

5.6 Proposed Model 

In the requirement categories each requirement had some sub criteria (Appendix B: MDM Technologies 

Overview) and it is described in which level each technology provides it. In the previous methods we 

used the comparison from each category out of five criteria without considering the details. So it is very 

clear that in the ranking there might be some uncertainly.  

From result of using evaluation methods so far, it is realized that: 

1. The result is different from each method that confused us that which of them has the right result, 

but it should be mentioned that the ranking numbers is not same in those method. 

2.  The AHP method as describes before was not consistent and it had ranking problem. 

3. Our multi criteria problem property: each criterion is containing different criteria with different 

weight. 

Hence it leads to think about a combination of two methods to get more reliable result, Weighted Average 

method with Analytical Hierarchy Process. We implemented a multi layer comparison on alternatives and 

criteria with respect to the sub criteria based on two methods. In this model the WA method is running for 

the sub criteria for each single category as it is suggested by some articles: if criteria have some sub level 

it is better to run the method for the lower level[47]. But AHP method did not used for the lower level as 

number of comparison would be problem[48] and the inconsistency will be more in result. 
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WA method in the lower level computes weight of each alternative for the upper level. Then alternatives 

weight for the relative criteria is consistent. So with using the WA method for each criterion the 

consistency problem of AHP ranking is solved.  

Nine same alternatives after exclusion level are used in this test as well as the other models: 

1)Airwatch, 2)Fancyfon, 3) BoxTone, 4) Mobile Active Defense, 5) Zenprise, 6) Sybase, 7) 

Excitor, 8) Tangoe, 9) DIALOGS smartMan Device Management 

In Figure 15, WA Calculation can be seen that in the first column there are the five criteria categories and 

in the second column sub criteria of each category are listed. In the third column the average of the 

priority for each sub criteria based on customers’ survey are shown. Result is computed based on WA 

method from alternatives ranks (Figure 26) multiplied criteria priority.  

 

Figure 15, WA Calculation 

 

The WA method result for each sub criteria based on five criteria categories is shown in Figure 13. 
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In this step we can use the WA result from each criteria category for fill the pair wise matrix of AHP 

method. After filling the ranking numbers in the matrix pair wise comparison the result is as shown in 

Figure 16. It should be noted that the ranking scale in this example is not same as Saaty model: Pair wise 

rank is the ratio of their results in WA for same criteria so the scale is not same as Saaty but the maximum 

should be consider for this ratio that is 9. 

 

Figure 16, Pairwise comparison matrix based on five criteria categories for 9 alternatives 

The criteria priority is calculated same as before based on customers’ survey result (Appendix D: AHP 

Method to MDM). Based on the calculating right eigenvector result for each matrix that is priority of 

alternatives can be calculated based on AHP formula (Figure 17).   
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Figure 17, Result of the right eigenvector from ranking matrix and Result of the AHP 

calculation 

Therefore first four technologies are: 

1) Airwatch 

2) BoxTone  

3) Fancyfon 

4) Zenprise 

Alternatives’ rank based on combination of AHP and WA method is shown in Figure 18. 

 

Figure 18, AHP - WA result 
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Chapter 6 

6 Integration 

One of the high priority requirements from customers’ perspective is integration; it contains stable and 

non-intrusive integration with backend system, integration with device hardware and features such as 

camera, map, GPS, RFID and uninterrupted integration with backend system and independent 

implementation. 

Process of making application includes different steps that one of them after design and build in the 

integration as it is shown in Figure 19. 

 

Figure 19 Process iof making application 

 

After designing and building the applications, there should be a way to connect to the data and update 

information in mobile device. This connection depends on the backend system implementation and 

security level that should be considered. Most of the mobile applications need secured with backend 

systems or web data to integrate data in the device and update data in base system. 

Depend to the application purpose; there might be a need for real-time data integration that it makes it 

harder to control it. There are different ways of connection and implement this integration that they will 

be discussed on the next section. 

 

Integration/Interoperation:  

1. It should be possible to integrate with “companion” back-end system. Non-intrusive 

integration to the back-end systems, and meanwhile, the changes in the back-end systems 

should be imperceptible to the mobile applications to ensure uninterrupted operations), 

and integration with Microsoft technology 

2. It should be possible to interface with other applications on device or elsewhere,. 

3. It is required to have access to device features such as camera, GPS, map, etc. and obtain 

data via other input methods such as barcode, RFID, voice recognition.  

4. The mobility platform should facilitate rapid deployment of mobile applications without 

requiring intrusive changes to the back-end systems, and meanwhile, the changes in the 

back-end systems should be imperceptible to the mobile applications to ensure 

uninterrupted operations 
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6.1 Integration Models 

Based on the integration requirements for this project and the scenarios that defined for the prototyping, 

for the integration implementation we considered this context: 

 A backend system that was built for integration in a fully redundant, reliable environment.  

 A Cross Mobile Platform Server(X). 

 The scenario is to connect with the back end system in the first step and then transfer data from/to 

backend system. In the last step is implementing real-time connection and provide independent 

and real-time connection. 

  

6 models of integration with backend system are identified in this case; all the models will be introduced 

and then will be discussed from negative and positive perspectives. 

Model 1: In this model .Net proxy can be used in the Backend server system that can connect to the com 

object and read and write data, it also has the connection to the java adapter in CPT(X) server. The 

connection between two servers can be implemented by one of these ways: RETS, Web Services, Sockets 

or JSON. 

 The advantages of using this model is: 1) the solution can be used for other project as the data can 

be reached from the .Net proxy connection in Backend System. 2) As there is connection directly 

to com object in Backend system, there is access to everything. 3) There is no 3
rd

 party in this 

solution. 4) The solution is independent to X and Backend system. 

 There is also some drawback with his model as: 1) scalability might be an issue in COM/.Net 

integration. 2) A Protocol should be implemented in CPT server that might be challenging. 

 

Figure 20, Integration Model 1 
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Model 2: In this model we have the CPT(X) integration Bus in the same machine as Backend, and the 

Jacob Library that is aJAVA-COM Bridge is implemented to connect to the COM object. It provides all 

the information from COM object available, by making interfaces from all classes and data.  

 One of the advantages of this model is that all the information can be available by this interfaces 

that Jacob Lib can make for us, so everything is available. Second, it is easy to implement 

because there is no problem anymore with COM object and third the performance is very good.  

 

 There are some drawbacks as both systems are in the same machine, in the other hand as it was 

experienced with CPT, it is non-production on windows servers. Finally in this implementation 

the solution is depending on 3
rd

 party in integration library. 

 

 

Figure 21, Integration Model 2 

 

Model 3: In this model a Kepware ServerEx that is communication technology and OPC Server, is used 

to connect with the OPC Client Driver in the same server that we have CPT Integration Bus.  

 The advantage of using this communication model is the good connection security; it provides an 

ideal OPC Tunneling solution and allowing data to be transferred securely and reliably. This 

model also hides the complexity, and there is good documentation that can be used to control 

system more naturally.  

 

 The disadvantage is the cost and limited functionality as well as dependency to the 3
rd

 party.   
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Figure 22, Integration model 3 

 

Model 4: In this model the .Net Backend system lib is used to connect to backend server and it can be 

used with .net 2.0- 3.5 and then a java adapter can be implemented in the CPT server to connect with .net 

library. 

 The advantage is using .net that can hides the complexity and easier to work with. 

 The difficulties are the limited access to functionality.  

 

Figure 23, Integration Model 4 

  

Model 5: In this model we can have a backend client with the com object in the other machin and then 

start to connect and implemetation with this cleint machin instead of the serve. 

 The problem is the OPC configutration and difficulty with the data exposed . 
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Figure 24, Integration Model 5 

 

Model 6: Implement an OPC Library in the CPT server that is connected to backend server, the problems 

is the OPC programming required complicated code, too many code lines should be written that are not 

reliable to achieve a simple goal.  

 

Figure 25, Integration Model 6 

6.2 Result 

After analyzing each integration model, model 2 was selected for development. The Jacob library were 

used in that model  which works as a bridge between the java and COM object that allowed  us to call 

COM Automation components from Java. It provides all interfaces needed in java from COM Object. 

After finding the related COM Object, translate them to the java interfaces and events with Jacob library, 

the connection to the COM object was available. We could have access to the root COM data, which were 

aspects and objects; each Object has list of aspects and each aspect had list of object. Different properties’ 

value determined differentiates.  

After putting time and effort into getting result within this model, we realized that it needs more time than 

the project has and better documentation about the COM object structure that should be done in future 

work.   
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Chapter 7 

7 Conclusion and Future Work 

7.1 Conclusion 

Mobility enterprise solutions are in demand for most of the companies but the only drawback that they 

hesitate to use this is the privacy and security problems. The solution for full management of enterprise 

mobility and provide security criteria is using one of the MDM technologies that could address the 

enterprise requirements. 

Primarily the MDM technologies evaluation proved that there is a large number of MDM provider in 

today’s market with a good capabilities that compete very closely with each other and with a very small 

difference in services can motivate different customers. 

Secondly the main prioritized requirement in enterprise mobility is security aspect, which is in demand 

and would be addressed.  

Thirdly, the mobility enterprise should provide services for wide range of mobile platforms such as 

Android, iOS, Windows and RIM. If the mobility enterprise wants to cover all employees’ mobile 

platform, the MDM providers should support them as well. 

Fourthly, the Blackberry tablet is the highest scoring device. One explanation might be the bias in our 

survey population, as most customers are based in North-America, where Blackberry traditionally has had 

a strong enterprise presence. 

After investigating and analysis of 36 MDM providers, the results of the technology evaluated 

were four technologies based on Force viewpoint approach: 
1. Airwatch 

2. Fancyfon 

3. Boxtone 

4. Zenprise 

Based on WA method the first 4 method are: 

1. BoxTone 

2. Airwatch 

3. Fancyfon 

4. Zenprise 

The first 4 selected technologies based on the AHP method are as the following: 

 

1. Boxtone 

2. Zenprise 
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3. Fancyfon 

4. Airwatch 

As it can be seen the selected tools from each method is different from another, one reason is the 

technique itself that with different formulate the result will be different, also the 9 scale comparison that 

should be used in the pairwise comparison matrix in AHP that made the comparison in each criteria 

category not based on the sub categories. 

Another reason is the pariwise comparison that is done in AHP approach is based on two different 

resources: one of them is a Gartner [32] research and the other one is the result of the research during this 

thesis work , that sometimes it was different from the Gartner, The pair-wise comparison in based on this 

two result is computed based on different perspective so in the WA method technology A might be better 

that technology B while in AHP method they could be equal. The consistency problem can be seen in the 

ranking as well.  

The proposed model that is the combination of WA and AHP method solved the consistency problem 

with WA method in sub criteria level. As sub criteria had different priority based on survey, ranking of 

the alternatives could not be based on simple comparison. The WA method was a good solution running 

in sub level. Another positive change in this model is changing the scale of Saaty and use the real ratio 

from WA result for the matrix then in the comparison alternative A can be 1.5 times better than the other 

one , that was one of the AHP problem based on Belton and Gear [44].  

Based on this model the result is:  

1. Airwatch 

2. BoxTone  

3. Fancyfon 

4. Zenprise 

Comparing the results of the 4 methods shows that the AHP result is less similar than the others. That can 

be consistency problem of AHP method as in other models, result is more similar. 

Between the 4 MDM chosen technologies, Zenprise was tested to see if it addresses the requirements, in 

Appendix E: Zenprise Investigation, full investigation of this MDM tool based on requirements is 

described.  

Mobility solution does not worth anything for the companies without a secure and reliable integration 

with their backend system that could transfer data for the work purpose services. The integration with 

backend system in this thesis work was analyzed and models were described for future work. 
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7.2 Future work 

MDM technologies could be investigated more for the future work and based on another evaluation 

method find which technology can be focused for ABB BUs if they want a single product to use. 

Another suggestion after choosing the best evaluation method is to use the method based on each 

customer’s survey to find the most adequate MDM to them. 

Keep on tracking the additional survey respondents for a complete coverage of domains in assets 

management and process automation. Continue the investigation based on more survey result that could 

change the survey average for each requirement and might change the technology recommendation. 

Based on MCDM investigation there are different method of evaluation to make decision between 

different alternatives that in this thesis 3 of them were tested with MDM technologies, as the result is 

different with respect to the different ranks, one of the future work is to test the AHP method with same 

inputs as the other technique to check the result. 

Another future work respect to the fuzzy AHP can be done as using the Fuzzy formulate with consistency 

index calculation.  

In integration section, model 2(Jacob library) was used with backend system, more work can be done in 

this part if more documentation be available from COM data structure. For the future works it is 

suggested to get explanation about COM object from backend data structure experts that might to better 

understanding the structure. If it is possible the better documentation should be provided that will be 

essential for the full integration implementation. Another suggestion is trying other models that were 

introduced before in chapter 5. 
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Appendix 3 

Appendix A: CPT technologies 

In the following table all CPTs are shown with their URLs: 

Appendix A- Table 1, CPTs and their URL 

Technology name Developer Website 

AMPchroma(Antenna) Antenna Software, Inc.  http://info.antennasoftware.com/ampchroma  

Appmobi appMobi http://www.appmobi.com/  

Bedrock 
Metismo(Aquired by 

Software AG) 
http://www.metismo.com/bedrock.html  

Corona Ansca http://www.anscamobile.com/corona/  

Dragonrad Seregon Solutions Inc. http://dragonrad.com/  

DynamicX DHTMLX LTD. http://dhtmlx.com/touch/  

expanzPLATFORM Expanz http://www.expanz.com/  

FeedHenry FeedHenry  http://feedhenry.com/  

Flex Adobe   

iFactr itr-mobility http://itr-mobility.com/  

Ipfaces Edhouse http://www.ipfaces.org/  

Jmango Jmango http://jmango.net/  

jQTouch 

David Kaneda, creative 

director at Sencha and  

maintained by Jonathan 

Stark 

http://www.jqtouch.com/  

Jquery mobile The jQuery Project http://jquerymobile.com/  

Kony Kony http://www.kony.com  

Marmalade Ideaworks3D http://www.madewithmarmalade.com/  

Mincom mobile platform   http://www.ventyx.com/  

Monocross itr-mobility http://www.monocross.net/  

Monotouch Xamarin http://xamarin.com/monotouch  

Mosync MoSync AB http://www.mosync.com/  

Netbiscuits Netbiscuits http://www.netbiscuits.com/  

Openplug ellipse studio Alcatel-Lucent http://www.openplug.com 

Phonegap – Nitobi Adobe http://phonegap.com/  

Pyxis Mobile(Verivo Software) Verivo Software, Inc http://www.verivo.com 

Ramp 
Virtual Mobile 

Technologies 
http://ramp.virtualmobiletech.com/  

Rhodes Rhomobile Inc (Motorola) http://www.rhomobile.com 

Runrev RunRev http://www.runrev.com/  

SAP-Sybase 
Sybase Inc. (An SAP 

company) 
http://www.sybase.com/mobileservices  

Sencha Touch Sencha Inc http://www.sencha.com/  

Sproutcore Strobe Inc. http://sproutcore.com/  

Strobe Strobe Inc. http://www.strobecorp.com/  

Syclo Syclo http://www.syclo.com/  

                                                      
3
 There is no guarantee that the information in this section is accurate or up to date. They were gathered from 

different internet sources to give an overview. 

http://info.antennasoftware.com/ampchroma
http://www.appmobi.com/
http://www.metismo.com/bedrock.html
http://www.anscamobile.com/corona/
http://dragonrad.com/
http://dhtmlx.com/touch/
http://www.expanz.com/
http://feedhenry.com/
http://itr-mobility.com/
http://www.ipfaces.org/
http://jmango.net/
http://www.jqtouch.com/
http://jquerymobile.com/
http://www.kony.com/
http://www.madewithmarmalade.com/
http://www.ventyx.com/
http://www.monocross.net/
http://xamarin.com/monotouch
http://www.mosync.com/
http://www.netbiscuits.com/
http://www.openplug.com/
http://phonegap.com/
http://www.verivo.com/
http://ramp.virtualmobiletech.com/
http://www.rhomobile.com/
http://www.runrev.com/
http://www.sybase.com/mobileservices
http://www.sencha.com/
http://sproutcore.com/
http://www.strobecorp.com/
http://www.syclo.com/


75 

 

Syncfusion onebase Syncfusion http://www.syncfusion.com 

Titanium Appcelerator Inc http://www.appcelerator.com  

Unify/unity Unity Technologies http://unity3d.com/unity/  

Unreal Epic Games Inc. http://www.unrealengine.com/  

Worklight Worklight Inc.(IBM) http://www.worklight.com/  

Appendix B: MDM Technologies Overview 

Note: All the information in the following tables is compiled by different sources based on internet 

research mostly taken from each technologies official website. Places that are blank mean that there was 

not enough information available online. 

There is no guarantee that the information in these tables is accurate or up to date. They were gathered 

from different internet sources to give an overview. 

Appendix B, Table 1 - Supported platforms by each technology 

Technology Name  iOS Android 
Windows 

Phone 7 
RIM WebOS Symbian 

fancyfon             

mcAfee             

BoxTone             

Mobile Active Defense             

Zenprise             

Sybase       Partial     

MobileIron             

Fiberlink     Limited       

AirWatch             

Excitor             

Good Technology             

Symantec             

Tangoe             

Absolute Manage             

Amtel MDM             

APPBlade     Not Yet       

Apple Profile Manager             

Casper Suite             

Centrify DirectControl for Mobile             

DIALOGS smartMan Device 

Management 
    Not Yet       

FileWave             

IBM Endpoint Manager for Mobile 

Devices 
      

Not 

Yet 
    

LANDesk Mobility Manager             

Meraki System Manager             

Mformation Enterprise Manager             

MobileNX enterprise Suite             

Notify Technology-NotifyMDM       
No 

tablet  
    

nuVizz enterprise MDM     Not Yet       

http://www.syncfusion.com/
http://www.appcelerator.com/
http://unity3d.com/unity/
http://www.unrealengine.com/
http://www.worklight.com/
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Odyssey Software             

PUSHMANAGER             

Robot Cloud             

Sophos Mobile Control     Not Yet       

SOTI MobileControl             

TARMAC             

OpenPeak             

Kaseya             

 

MDM Supported Delivery Models: 

Appendix B, Table 2 - MDM Supported Delivery Models 

Technology Name 

Delivery model 

On-premises/Hosted/Cloud 

fancyfon On-premises 

mcAfee On-premises-based software only. 

BoxTone 
Mostly sold as on-premises, but managed and cloud services are 

also available. 

Mobile Active Defense On-premises managed and cloud services. 

Zenprise Primarily on-premises-based software. Cloud  

Sybase On-premises managed and cloud services. 

MobileIron 
On-premises and hosted (by partners) in production. SaaS service 

(MobileIron Connected Cloud). 

Fiberlink Saas 

AirWatch Model Available on-premises, as a software appliance or SaaS. 

Excitor On-premises managed and cloud services. 

Good Technology On-premises and managed. 

Symantec On-premises-based software. 

Tangoe On-premises-based software and managed services 

Absolute Manage On Premise 

Amtel MDM Private could , 

APPBlade on premises or as a cloud service 
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Apple Profile Manager on premises 

Casper Suite  on-premise and cloud 

Centrify DirectControl for Mobile cloud /on premises 

DIALOGS smartMan Device 

Management 
SaaS and on-premises 

FileWave on premises 

IBM Endpoint Manager for Mobile 

Devices 
on premises 

LANDesk Mobility Manager on premise  

Meraki System Manager Cloud 

Mformation Enterprise Manager cloud 

MobileNX enterprise Suite OTA 

Notify Technology-NotifyMDM cloud/On premise 

nuVizz enterprise MDM cloud 

Odyssey Software On premise/SAAS 

PUSHMANAGER OTA, cloud 

Robot Cloud cloud 

Sophos Mobile Control on-premises/cloud /saas 
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MDM Policy Enforcement Capabilities: 

Appendix B, Table 3 - MDM Policy Enforcement Capabilities 
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MDM Inventory Management Abilities 

Appendix B, Table 4 - MDM Inventory Management Abilities 
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MDM Security and Compliance Abilities (Part1) 

Appendix B, Table 5- MDM Security and Compliance Abilities (Part1) 
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In the following table the other security abilities like: mobile VPN, secure distribution of patches and 

updates, access rights and etc. of MDM are investigated. 

Appendix B, Table 6- MDM Security and Compliance Abilities (Part2) 
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 MDM Software Distribution Capabilities 

Appendix B, Table 7 - MDM Software Distribution Capabilities 
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MDM IT Service Management 

Appendix B, Table  8- MDM IT Service Management 

` 
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MDM Containerization 

Appendix B, Table 9 - MDM Containerization 

 



95 

 

MDM Administration and reporting 

Appendix B, Table 10 - MDM Administration and reporting 
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Network Service Management 

 

Appendix B, Table 11- Network Service Management 
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Appendix C: Weighted Average Method to MDM technologies  

In this section the weighted Average method is used to show the best technologies selection between the 

alternatives. Weighted Average (WA) 
i
calculates the final score by summing the weighted score times the 

rating value of each criterion. This method is used because it is easy to implement, can be calculated 

through a spreadsheet. It also provides a way to have trade-off among each criterion and in the other hand 

there is no dependency between our criteria. 

For the AW method weight on each criterion for each technology is needed that describes the level of 

addressing the criteria by that technology. To provide this the minimum weight -3 and the maximum 

weigh +3 were used.  

 -3 to +3 are the level of providing the criteria from very bad to excellent level: +3 for the 

technology that can address the criteria in a very good level and -3 for the one that could not 

support any of the sub requirements and only supports a few of them.  

In the other hand for WA method the average from the customers’ survey is needed that is available from 

chapter 4, as the scale for Device diversity is from 1 to 10, that it should be same as the other criteria 1 to 

7, so we changed the average to 1-7 in Figure 27. Now we have value for each table cells as shown in this 

figure (Figure 26). 
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Figure 26 , Alternative Ranks for WA method 

 

 

In this step we calculate sum of the weight multiply average priority based on each technology for each 

criteria. The result is shown in the following figure (Figure 27):  
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Figure 27 WA table result 

 

In the Sum row we can see the sum of the result of calculation for each technology, based on this result 

Mobile Active Defense, Sybase, DIALOGS, Tangoe and Excitor MDM providers excluded because of 

their low result.The rest of the technologies with the highest rank of supporting requirements based on the 

calculation result with WA method and sorted from highest result to lowest are: 

1. BoxTone 

2. Airwatch 

3. Fancyfon 

4. Zenprise 
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Appendix D: AHP Method to MDM 

 

This case of study describes the use of AHP in choosing a MDM technology between 9 chosen 

technologies. Number of the alternatives is 9 and the number of the criteria is 5. 

Note: The numbers in the tables of comparison are not reliable; they are based on the result of the 

research in this thesis and the other research such as Gartner. The goal is not find the best MDM; the 

purpose is to use AHP method in this thesis method, as there is no trusted ranking.  

 In the first step the pairwise comparison is shown in the following figures for the alternatives based on 

each criterion.  

Appendix D, figure 1 pairwise comparison based on Security criteria. 

 

Appendix D, figure 2 Pairwise comparison based on Inventory Management criteria 
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Appendix D, figure 3 Pairwise comparison based on Software Distribution criteria 

 

Appendix D, figure 4 Pairwise comparison based on Device Diversity criteria 
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Appendix D, figure 5 Pairwise comparison based on Policy Enforcement criteria 

 

After the pair-wise comparison, priority is calculated for each matrix that will be used in next step to 

synthesizing final priority. Priority of the criteria is already available from customers’ survey. Therefore 

we can calculate: Sum of the priority for each criteria multiplied priority of each alternative based on 

related criteria. That is shown in the following figure.  

At the top criteria is shown for each calculation, then in the next rows priority of the alternatives and then 

criteria priority. Last column is the result computed from multiplied criteria priority to alternative priority.   
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Appendix D, figure 6 Calculation of priorities to Synthesizing final result 

 

The result of the calculation is shown in the following figure that is sum of the result base on each 

alternative from last column. The sum is shown in (Appendix D, figure 8 Result of AHP Method to 

MDM), to make the decision. 
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Appendix D, figure 7 Sum of the Result for making decision 

 

 

Appendix D, figure 8 Result of AHP Method to MDM 

 

The first three technologies based on AHP method are: Boxtone, Zenprise and fancyfon.   
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Appendix E: Zenprise Investigation 

Zenprise MDMprise MDM 

This section summarizes the mobile device management requirements and maps them to one of the 

mobile device management technology. 

Zenprise started since 2003 with technology expertise dedicated to enterprise mobility located in 

Redwood City, California. According to Gartner report
ii
, Zenprise’s Mobile Manager is one of the most 

innovative platforms available. It has a clear interface and solid reporting capability with focus on MDM. 

It is also in the first position based on the product capabilities evaluation between 13 MDM vendors in 

Gartner report. 

ZDM workflow 

For controlling and managing devices from Zenprise administration console there are some steps that 

should be taken .The administration operating workflow in ZDM is included: 

 Define resources to push to the devices. 

 Define users that can be users that their devices are controlled by the ZDM, users of ZDM that 

control and use reports or change the policies of MDM with different access. 

 Create deployment packages contains policies for different users and devices or group of devices.  

 Define devices that should be managed by ZDM 

 Download Zenprise client agent, install on the device and enroll it with the Zenprise 

administration console. 

Device Diversity 

Four platforms are supported by ZDM. Platform that is defined by administration console can be one of 

these defined platforms: 

 Apple handheld devices (iPhone, iPad) using iOS 4.0 or higher. 

 Android handheld devices using 1.5 or higher. 

 BlackBerry handheld devices using BlackBerry OS versions 5.x, 6.x, and 7.x. 

 Microsoft Windows Mobile and its derivatives, including Smartphone and PocketPC. 

o Windows Mobile 5.x or 6.x (PocketPC or Smartphone Edition). 

o Pocket PC 2003. 

o Windows CE 4.x, 5.x or 6.x. 

Note: Windows Phone 7 support is not available in Device Manager 6.0. 
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Delivery Model 

Zenprise support both cloud and on-premises delivery model for its customers. 

Policy management 

 In the Zenprise administration device manager console there is a policy tab that contains all policy 

configuration information that can be pushed or made available to devices. It provides an environment to 

define new policies and control them, for easier deployment it is also possible to make packages of 

policies for different strategies. 

1) Policy enforcement on eligible devices: 

Zenprise agent on client device is able to detect system information like OS platform version, jail-broken, 

and application installed on device. All device information can be listed in device tab in ZDM.  

ZDM device information contains non-compliant devices that restrict user access to the information in 

device management, use email and connect to server. It is possible to have an overview on numbers of 

non-compliance devices in ZDM.A device is considered as Non-Compliant if at least one of the following 

conditions accrued on it: 

 Devices that installed applications that are defined as blacklisted application in policy 

configuration. 

 If devices have been jailbroken/rooted. 

 If the user disabled location services on the device and it sets to be active on ZDM. 

 

ZDM software is able to backup App data, console messages and client setting but it cannot log call and 

SMS. Backup process can be disabled, while user tries to uninstall MDM to prevent allowing the user to 

back up a specified app either on their computer (via iTunes) or through iCloud.  Device Manager Client 

settings can be stored on the removable memory card in the mobile device. If a mobile device has to be 

hard reset, it will automatically retrieve the settings required to reconstruct the configuration (i.e., Device 

Manager Agent, registry keys, Device Manager-related security certificates, network configuration). For 

devices with more than one memory card, it is possible to configure a backup to a specific card.  

2) Policy enforcement on applications 

For different access level requirements, ZDM let admin to define devices, group of devices, policies and 

package of policies. Admin can assign packages to different device groups with special platform. 

In policy section, it is possible to define Apps and prevent running them in devices only for devices with 

windows OS), also delete some application that already installed in device. But ZDM is not able to 

restrict downloadable applications. If admin wants to control this, it can be done after downloading the 

application and installing it. The unsecured apps can be listed as blacklisted in ZDM that existence of 

them in device makes the device non-compliant.  

Requirements: monitor access to app stores, web services, social networks, and send alerts in case of 

policy violation is not available in ZDM. 



108 

 

 

3) Policy enforcement on communication expenses 

ZDM is able to restrict data roaming usage, these settings will generate the appropriate registry keys for a 

better control of the wireless communications costs while travelling abroad and using other mobile 

operator networks than the default mobile operator (i.e. the name of the mobile operator stored on the 

SIM card of the mobile device). In roaming situations, when the device has a cellular connectivity setup, 

it will connect to the Device Manager Server according to the following rules/options: Use on demand 

connection only, block all cellular connection except the ones managed by device manager, block all 

cellular connections managed by Device manager and block all cellular connections to the device 

manager server. 

4) Policy Audit/Compliance Analysis 

ZDM provides good features for analysis of the devices and reporting; all the applications installed and 

configuration setting can be listed. There are predefined reports that can sort devices based on different 

configuration or make new reports based on different device properties.  

5) Separation of personal versus corporate content 

ZDM enables auto-tagging from asset or configuration management databases to differentiate between 

employee-owned versus company-issued data (and establish policies for each).To enable data tagging 

there is a need to download a Microsoft PHP, add device IDs to a CSV file, and execute the given 

Zenprise scripts that will automate the device tagging process. After setting up the device tagging, the 

script should be scheduled as a repeating Windows Task to run every minute. But according to 

Gartner[32]: Zenprise supports a lightweight management approach, with mobile agents and server-side 

platforms. 

Inventory management 

 ZDM is very strong from provisioning perspective; all the devices connected to Zenprise manager 

systems are monitored and checked on each connection based on the defined deployment schedule; in 

each connection all the application and system information like battery life, and memory will be updated 

in ZDM system.  

ZDM allows performing many GPS related tasks with devices, such as locating devices, tracking iOS 

devices, creating a Geo-fence around iOS devices. These features can be used in lost phone recovery.  

One of the inventory management requirements is lockdown hardware; camera, Bluetooth, and Wi-Fi. 

ZDM enables remote lock for devices from administration console. It remotely locks the device with 

random password that user needs for unlocking the device. A device can be unlocked remotely without 

password in the case that there is no more unsecure situation for the device. Bluetooth, camera and Wi-Fi 

is only provided for Samsung and Windows Mobile 6.1 or later, for iOS only camera disable option is 

available.  
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Administration and Reporting 

Some of the good administration and reporting features that are provided by this technology included: 

 The administration environment is available as web base console. 

 Remote application software for remote device control, remote support application is available 

for administration sever host, if the remote support policy configured for special end-user.  

 OTA provisioning by predefined scheduling for each connection. 

 Group-based action is possible by organizing groups in user section of administrator console that 

match the configuration deployments. 

 Enterprise platform integration like LDAP (Lightweight Directory Access Protocol), defining 

certificate authority, CalDAV (Calendaring Extensions to WebDAV), calendar subscription 

configuration, CardDAV (Contacts Extensions to WebDAV) is possible for ZDM administration. 

 Zenprise Device Manager (ZDM) can be customized via web services such as device policies or 

scheduling. Web services are the interchange of XML-based queries and responses between 

clients and servers over the Internet or an intranet via standard protocols such as HTTP, HTTPS, 

or SMTP. 

 Role-based access to the administration console. Four role is defined in this system that all of 

them are allowed to use a mobile device: Administrator with full access , support role is allowed 

to use remote application, provisioning role is allowed to use device provisioning application and 

user role. 

 

 Multi-Tenant deployment, it is possible to use the Zenprise Secure Mobile Gateway (SMG) 

Multi-Tenant Utility to configure access control of HTTP ActiveSync requests for each ZDM 

instance in deployment. The new ZDM instance should be defined in config Provider tab of SMG 

configuring Utility.  

 Reporting is provided in ADM administration by predefined reports based on devices properties 

(e.g. users, tunnel, hardware inventory, etc.) or service details (e.g.  roaming, location, telecom 

expense and service, and user inactivity; disable voice and data roaming) and also user defined 

report that should be made in crystal report format  (file with a .rdp extension) and then should be 

added to the report file in administration host.( WEB-INF/classes/external-reports.xml) 

 

Security 

In this section all the security sub-criteria will be investigated for Zenprise technology. 

1) Setting password policy: 

The password configuration window in administration console let admin to define policies for device 

password to protect corporate data on device. It contains password format, minimum and maximum 
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length, history, maximum failed attempts, minimum number of letters, lowercase letter, numerical digits 

or symbols required, numerical digits, etc.  

2) Remote lock at usage inactivity: 

Maximum time to lock the device is possible to define in password policy configuration. 

3) Devices wipe : 

It is possible to select a device or group of devices for remotely wipe or selectively wipe device and auto-

wipe device after failed login attempts. 

4) Audit trail/logging : 

In ZDM admin can define trigger that can be activated based on a property or configuration change in 

device or application run or events. This feature can be used to alter administrator or user or run an event 

like wipe device or mark it as non-compliant device. 

Some of the historical events such as attempt to login into the device, device wipe, device lock, 

deployment history and some specific properties of device are logged in administrative host after each 

connection. But it is not possible to see data manipulation on device. 

5) Firewall:  

To provide firewall ability on ZDM it should be configured while installing Zenprise Service manager 

(ZSM). When an Exchange Server 2003/2000 server running as a Front-End server is deployed in a 

perimeter network, some firewall ports must be opened for Zenprise.  

6) Antivirus : 

ZDM does not have antivirus application on the device. 

7) Mobile virtual private network (VPN) : 

ZDM software provides VPN support. Enterprise Connection arrangement allows integrating Zenprise 

with directory servers, external PKI services, and other service components that are located within the 

customer's network environment. Zencloud Enterprise Connection is enabled by establishing a VPN 

connection between the Zencloud instance to the Active Directory and other corporate network services. 

Through Enterprise connectivity, you will be able to integrate with the following capabilities: 

1. Active Directory/LDAP services – associate devices with users without the need to pre-register 

user information. 

2. External CA (PKI) servers – allows for use of customer-provided certificate authority (CA) 

servers; e.g. Microsoft CA server, to issue device certificates for authentication. 
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3. Active Synch/BES servers – provides visibility on ‘unmanaged’ devices accessing corporate 

email via Active Synch/MS Exchange, as well as Blackberry devices by integrating with Mobile 

Service Provider (MSP) component on customer premises.  

4. Application Tunnels – allows customers to access to corporate resources through a secure 

application tunnel based on the port of the application; e.g., contains blacklisted apps, 

unregistered apps, etc. 

The Zencloud solution has been tested to comply with the following vendor VPN solutions: 

1. Cisco ASA,1800 and  PIX 

2. Juniper JunOS 

3. Fortigate 

4. Watchguard Firebox 

5. Sonicwall TZ 170  

 

8) Secure Distribution of Patches, Updates and Upgrades: 

In ZDM xml configuration file that is available for each platform in administration or in files and 

application section, it is possible to define application or patches that should be updated or pushed to the 

device But it is not clear how Zenprise checks and proves the identity of the sender and provides evidence 

that the data was not modified while being transferred. 

9) Access Rights:  

It is not possible to define multiple users per device connected to the device manager system. 

10) Application Whitelisting: 

According to this requirement, MDM should be able to manage and configure the whitelisted application 

on the device that can be possible for ZDM because after each connection all the whitelisted and 

blacklisted applications will be checked while inventory management runs on the device, triggers also can 

be defined to check application status on device.  

11) Hardening:  

ZDM is able to change application version by deleting old version of application and run application or 

files need to be run, and control version of application on the device by controlling application policy. 

 

12) MDM Security Features:  

ZDM console is protected by secure host and it uses role-based user authentication mechanisms. All the 

historical events and reports are stored in the host. To increase service continuity and data transfer 

reliability for the device Application Tunnels is used to: define “proxy” parameters, overcome inherent 

network issues such as latency or network hoping, and provide checkpoint restart capabilities. The tunnel 

channel is dedicated to each mobile application and makes it able for the device manager program to 

control and monitor all the data streams transition in a separate tunnel. 

Features based on device diversity  
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So far all the requirements were listed based on Zenprise capabilities, but due to platform restrictions or 

security features, not all features are supported on all platforms. For example the following features are 

not available for all platforms:  

Security jailbreak detection and File Transfer for BlackBerry and Symbian  

Software Inventory, software download and install, Device remote Control, reports and device inventory, 

and Local device data encryption for Symbian 

Application Tunneling- VPN and Roaming Management for iOS and Symbian 

Other Zenprise Capabilities 

Zenprise capabilities related to each requirement were discussed so far, but it has more positive 

capabilities that will be discussed in this section. 

 Easy to install and deploy. 

 Serve Collection let us to add/edit/delete server to the Device manager deployment that can 

be used as backup server or different access point to the device management system. After 

the installation by default the first server will be made by ZDM. 

 Send Notification to a device or group of selected devices using SMTP(email), SMS , or 

Agent Push. 

 Support engineers may choose from an array of interactions with the controlled device on 

remote control software including: 

 Remote control over the mobile device’s screen, including control with colors, in either the 

main window, or in a separate, floating window 

 Establishment of a Voice-over-IP session (VoIP) between the helpdesk and the user, and 

configuration of settings 

 Establishment of a chat session between the helpdesk and the user 

 Access to the task manager of the device, including memory and CPU usage, and running 

applications 

 Remote exploration of the mobile device’s local directories and file transfer 

 Remote editing of the device’s registry 

 Display of the mobile device’s system information 

 Software install 

 Update of the mobile device’s connection status with the Device Manager server 



113 

 

 Controlling multiple devices 

 Transfer file 

 Remote Registry Editor 

 Software installer 

 Using voice-Over-IP / shared whiteboard /chat 

Conclusion 

Zenprise device manager fulfill most of our requirements in MDM concept for COMMONS project as 

described in this document, but some of the features are not available for all platforms in the same level 

that it depends on different structure of each platforms. Here some of the requirements that are not 

supported in a desired level are mentioned: 

 Prevent to run application installed on device or prevent to download  

 Log SMS, calls and user files. 

 Monitor access to app stores, web services, social networks, and send alerts in case of policy 

violations. 

 Android hardware control (except Samsung) like camera, Bluetooth and Wi-Fi 

 It is not possible to define multiple users per device connected to the device manager system. 
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