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Abstract

Cloud computing is a computing model that allows better management, higher utilization and reduced operating costs for datacenters while providing on demand resource
provisioning for different customers. Data centers are often enormous in size and
complexity. In order to fully realize the cloud computing model, efficient cloud management software systems that can deal with the datacenter size and complexity need
to be designed and built.
This thesis studies automated cloud elasticity management, one of the main and
crucial datacenter management capabilities. Elasticity can be defined as the ability
of cloud infrastructures to rapidly change the amount of resources allocated to an
application in the cloud according to its demand. This work introduces algorithms,
techniques and tools that a cloud provider can use to automate dynamic resource provisioning allowing the provider to better manage the datacenter resources. We design
two automated elasticity algorithms for cloud infrastructures that predict the future
load for an application running on the cloud. It is assumed that a request is either serviced or dropped after one time unit, that all requests are homogeneous and that it takes
one time unit to add or remove resources. We discuss the different design approaches
for elasticity controllers and evaluate our algorithms using real workload traces. We
compare the performance of our algorithms with a state-of-the-art controller. We extend on the design of the best performing controller out of our two controllers and
drop the assumptions made during the first design. The controller is evaluated with a
set of different real workloads.
All controllers are designed using certain assumptions on the underlying system
model and operating conditions. This limits a controller’s performance if the model
or operating conditions change. With this as a starting point, we design a workload
analysis and classification tool that assigns a workload to its most suitable elasticity
controller out of a set of implemented controllers. The tool has two main components,
an analyzer and a classifier. The analyzer analyzes a workload and feeds the analysis
results to the classifier. The classifier assigns a workload to the most suitable elasticity
controller based on the workload characteristics and a set of predefined business level
objectives. The tool is evaluated with a set of collected real workloads and a set of
generated synthetic workloads. Our evaluation results shows that the tool can help a
cloud provider to improve the QoS provided to the customers.
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Chapter 1

Introduction
The idea of having computing power organized as a utility dates back to the
1960s. In a speech in 1961, John McCarthy predicted that “computation may
someday be organized as a public utility” just like electricity and water [20].
His idea did not gain popularity until the late 1990s when research on Grid
computing started. The term Grid computing was used to describe technologies
that enable on demand usage of computing power [20]. Grid computing has
been used mainly for scientific applications within the scientific community and
did not gain widespread support outside that community.
Driven originally by economic needs, cloud computing can be considered
as an evolution of Grid computing that gained popularity during the last a
few years. The cloud computing model aims for the efficient use of datacenter
resources by increasing resource utilization and reducing the operating costs
while providing on demand computing resources. In contrast to Grid computing, cloud computing has mainly been used for commercial systems with some
interest from the scientific community [58]. Most grid systems are used mainly
for batch jobs which are very common for scientific applications. Clouds on
the other hand support the deployment of more application types including
webservers, data-processing applications and batch systems.
There is no agreement on how to define cloud computing [9, 13, 20]. The
definition used in this thesis is aligned with the NIST definition [31] which
describes cloud computing as a resource utilization model that enables ubiquitous, convenient, on-demand network access to a shared pool of configurable
computing resources. The computing resources can be rapidly provisioned and
released with minimal management effort or service provider interaction.
There are many technologies that contributed directly to the possibility of
building cloud systems. Advances in virtualization technologies [1, 10], advances in server power management techniques [17] and increased network
bandwidth are the main enabling technologies for cloud computing.
Customers lease resources from a cloud service provider to run their applications, services, computations or store their data on the leased resources.
1

Often, the resources are used to deploy a web-based service accessible by other
entities, e.g, Reddit runs a social news and entertainment service on Amazon [37]. For the rest of this work, we interchangeably use the terms ’service’
and ’application’ to describe the customer’s use of cloud resources.

1.1

Cloud computing characteristics

There are five essential characteristics of cloud computing identified by NIST [31].
These five characteristics can be summarized as follow:
1. On demand provisioning of resources requiring no human interaction with
the service provider.
2. Broad network access able to handle users of different network clients
such as, mobile phones and workstations.
3. Resource pooling between multiple customers having different resource requirements. The cloud is abstract to the costumers generally. Customers
have no control or knowledge over the exact location of their resources
except at a higher level of abstraction.
4. Rapid elasticity which is the ability to vary allocated capacity depending on the load, sometimes automatically. The resources available for
provisioning often appear unlimited for the service user.
5. Transparent resource usage monitoring where running applications are
actively monitored. Usage and performance reports should be reported
transparently.
We add to the previous list two more characteristics that we believe are essential
for the cloud service model.
1. Fault tolerance is important for cloud platforms since cloud platforms
are built using commodity hardware [11]. The cloud provider should
provide transparent fault tolerance mechanisms that mask failures from
the customers.
2. The cloud provider has to provide Quality-of-Service (QoS) guarantees
for the customers. The QoS guarantees should be at least similar to the
guarantees
Although these two characteristics are not unique to clouds, they are essential
for the realization of the cloud computing model. Full realization of the cloud
model is still far from reality [36, 18, 54]. Limitations in the current cloud
offerings require more research in order to fill the gaps between the cloud model
and the reality. This thesis contributes to better management of cloud systems,
thus it contributes to filling this gap.
2

1.2

Cloud Computing models

Cloud systems can be categorized based on their service models or deployment models. Service models describe the type of service offered by the cloud
provider. Deployment models describe the way a service running on the cloud
is deployed on the actual infrastructure.

1.2.1

Cloud Computing service models

Cloud computing systems are often classified into three main service models,
namely:
1. The Infrastructure-as-a-Service (IaaS) model, where the service provider
leases raw computing resources. These resources can be either physical
(sometimes referred to as Hardware-as-a-Service) or virtual [39]. This
model enables the cloud service user to specify the needs of an application
in terms of raw computing resources. The cloud user is responsible for
deploying and configuring the operating systems, the applications and
any required software packages to run on the infrastructure. The user
does not control the cloud infrastructure, e.g., the user has no control
over where the assigned resources are in a datacenter. Amazon EC2 [39]
and RackSpace [45] are two examples of IaaS platforms.
2. The Platform-as-a-Service (PaaS) model, where the service provider offers a platform that supports certain programming languages, libraries,
services, and tools. The cloud service user can use the platform to develop
and/or deploy applications using the provided tools and/or environments.
The user does not manage the operating system, the underlying hardware
or the software packages supported by the PaaS provider. Google’s App
Engine [42] and Windows Azure [43] are two examples of PaaS platforms.
3. The Software-as-a-Service (SaaS) model, where the service provider offers
an application running on a cloud infrastructure to the customers. The
application is used by the cloud service user as is. Oracle Cloud [44] and
Salesforce [47] are two examples of SaaS providers.
These models are not mutually exclusive. They can coexist in the same datacenter. Some IaaS providers host Paas and SaaS Clouds in an IaaS cloud [38].

1.2.2

Cloud Computing deployment models

Cloud deployment models describe how and where services running in a cloud
are deployed. It also describes who can access the resources of a cloud. The
deployment models identified by NIST are:
1. Private clouds: Owned, managed and used by a single organization. Access to the cloud is restricted to entities within the organization. This
3

model provides higher security for the organization since all sensitive
data is kept internal. The National Security Agency in the USA recently
revealed that they are operating a private cloud [12].
2. Community clouds: shared between multiple organizations having common interests. Access to the cloud is restricted to entities within the
organizations. The G-Cloud project in the UK started as a community
cloud [41].
3. Public clouds are infrastructures that lease computing resources to the
public. They are typically operated and managed by business or academic organizations. The cloud resources are shared between the customers. Amazon’s EC2, RackSpace and Salesforce are all examples of
public clouds.
4. Hybrid clouds describes distinct cloud systems (public, private or community) that have mutual agreements and technologies enabling data and
application portability. The model allows one cloud entity to extend its
capacity by using resources from another cloud entity. In addition, the
model allows load balancing between the partner clouds. The recently
announced hybrid cloud between Netapp, Equinix and Amazon [40] is an
example of this deployment model.

1.3

Cloud Middlewares

Cloud middlewares are software systems used to manage cloud computing systems. These middlewares should be designed to provide the essential characteristics of the cloud computing model. Cloud middlewares should provide
APIs and abstraction layers through which the customer can submit requests
for resources and monitor resource usage. The middlewares need to manage
admission control, resource pooling, fault tolerance, on demand provisioning,
resource placement, and possibly automatic elasticity. In addition, there should
be enough hardware resources to enable efficient resource pooling and rapid
elasticity. The middleware is also responsible for enforcing all QoS guarantees.
The service and deployment models supported by the cloud also affects the
middleware design.
Current cloud datacenters are huge in size. For example, Rackspace has
more than 94000 servers hosted in 9 datacenters serving more than 200000 customers. Typically, a server has between 4 cores and 128 cores. Management
of such huge and complex systems requires some automation in the management software. On demand provisioning and resource pooling requires the
middleware to be able to handle the provisioning demands for the customer
and allocate the resources required by the service autonomically and transparently [24]. Fault tolerance should be transparent to the user and the applications with minimal effect on the QoS of the service. Resource usage monitoring
4

should be done frequently and transparently. The main focus of this thesis is
the design of algorithms that enable the automation of cloud middlewares with
an emphasis on algorithms for automated rapid elasticity.

5
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Chapter 2

Rapid Elasticity: Cloud
Capacity Auto-Scaling
NIST describes rapid elasticity as a cloud essential characteristic that enables
capabilities to be elastically provisioned and released, to scale rapidly according to applications’ demand. To the cloud user, the resources available often
appear unlimited. The NIST definition does not require elasticity to be automated although it can be automated in some cases [31]. Elasticity control can
be divided in to two classes, namely, horizontal elasticity and vertical elasticity.
Horizontal elasticity is the ability of the cloud to rapidly vary the number of
VMs allocated to a service according to demand [4]. Vertical elasticity is the
ability of the cloud to rapidly change configurations of virtual resources allocated to a service to vary with demand, e.g., adding more CPU power, memory
or disk space to already running VMs [57]. This thesis focuses on automated
horizontal elasticity or resource auto-scaling and the challenges associated with
the automation.

2.1

Elasticity Controller Requirements

Considered by some as the game-changing characteristic of cloud computing [34], elasticity has gained considerable research interest [7, 28, 32, 50, 55].
Most of the research on cloud elasticity has focused on the design of automated elasticity controllers. We believe there are essential characteristics for
automated elasticity [3] controllers to be useful, namely,
1. Scalability: It has been estimated recently that Amazon’s EC2 operates
around half a million servers [30]. One single service can have up to a few
thousand machines [15]. Some services run on the cloud for a short period
of time while others services can run for years entirely on the cloud, e.g.,
reddit has been running on EC2 entirely since 2009 [37]. Algorithms used
7

for automated elasticity must be scalable with respect to the amount of
resources running, the monitoring data analyzed and the time for which
the algorithm has been running.
2. Adaptiveness: Workloads of Internet and cloud applications are dynamic [23,
5]. An automated elasticity controller should be able to adapt to the
changing workload dynamics or changes in the system models, e.g., new
resources added or removed from the system.
3. Rapid: An automated elasticity algorithm should compute the required
capacity rapidly enough to preserve the QoS requirements. Sub-optimal
decisions that preserves the QoS requirements are better than optimal
decisions that might take longer to process than can be tolerated. Limited
lookahead control is a very accurate technique for the estimation of the
required resources but according to one study, it requires almost half an
hour to come up with an accurate solution for 15 physical machines each
hosting 4 Virtual Machines (VMs) [26].
4. Robustness: The changing load dynamics might lead to a change in the
controller behavior [33]. A robust controller should prevent oscillations
in resource allocation. While adaptiveness describes the ability of the
controller to adapt to changing workloads, robustness describes the behavior of the controller with respect to its stability. A controller might be
able to adapt to the workload but with oscillations in resource allocation
that results in system instability. Another controller might not be able
to adapt to the changing workload, but is stable with changing workload
or system dynamics.
5. QoS and Cost awareness: The automated elasticity algorithm should be
able to vary the capacity allocated to a service according to demand while
enforcing the QoS requirements. If the algorithm provisions resources less
than required, then QoS may deteriorate leading to possible losses. When
the algorithm provisions extra capacity that is not needed by the service,
then there is a waste of resources. In addition, the costs of the extra
unneeded capacity increases the costs of running a service in the cloud.
We note that adaptivity and scalability were also identified by Padala et. al. [35]
as design goals for their controller design.

2.2

Cloud Middlewares and Elasticity Aspects

Cloud middlewares typically have different components managing different functionalities such as elasticity, resource and data placement, security, monitoring,
admission control, accounting and billing. We discuss the effect of having an
automated elasticity component on different middleware components.

8

2.2.1

Monitoring

Monitoring is an integral part of datacenter management. Almost all components of a cloud middleware are dependent on the presence of reliable monitoring data. Monitoring of cloud services has been identified as a significant
challenge to cloud systems adoption [20].
Elasticity algorithms are dependent on the available monitoring data since
the data is used to calculate and predict the current and future load based on
the monitored demand. There are significant challenges when the automated
elasticity component is managed by the cloud provider. Different services have
different measures of performance, e.g., response time, CPU utilization, memory utilization, network bandwidth utilization, request arrival rates or any specific metric for that particular service. The monitoring component should have
the ability to monitor different metrics, including application specific metrics,
for different services running on the cloud.

2.2.2

Placement

Resource placement and elasticity are two complementary problems that highly
affect each other. The placement problem is concerned with the assignment of
actual hardware in the datacenter to a service, i.e., where the VMs of a service
run [27]. When the required capacity is predicted by an elasticity algorithm and
new VMs are to be deployed, the placement component chooses where should
these VMs run in the datacenter. Similarly, when the decision is to remove
some VMs allocated to a service, the placement component is responsible for
choosing which VMs to remove. Therefore, intelligent placement algorithms are
required to make sure that the QoS does not deteriorate due to bad placement
decisions, e.g., placing a VM on an already overloaded physical machine.

2.2.3

Security

Almost all the security threats to traditional online systems are present for
services running on a cloud. Automatic elasticity adds a new dimensionality
to Denial-of-Service attacks (DoS). DoS attacks are usually performed by saturating the servers of a service by bogus requests. In traditional online systems,
when the servers are saturated, the service responsiveness deteriorates and the
service may crash. In cloud environments having automated elasticity, if such
attacks are not discovered early on, additional resources are added to the service to serve the bogus requests. These resources are paid for while not doing
any actual work resulting in an economical Denial of Service attack [2, 25, 51].

2.2.4

Admission Control

Admission control is the process concerned with accepting new customer services. Admission control mechanisms aim to keep the cloud infrastructure
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highly utilized while avoiding overloading that may results in QoS deterioration. Admission control can be easily done when all the deployed services are
static and no changes occur in the amount of resources allocated to any of the
services. On the other hand, for elastic applications, admission control becomes
more complex since the admission control mechanism has to take into account
the current and predicted future load for all services running on the cloud [56].
Careful resource overbooking can increase the profit of a cloud provider but it
requires accurate elasticity predictions [52].

2.2.5

Elasticity and Accounting

Since the amount of resources allocated to a service change dynamically, the
accounting component must be designed to handle these volatile resource usages [16]. Current Cloud providers typically charge for resources in billing
cycles of length one hour each [48, 46]. For a public cloud, An automated elasticity algorithm should be aware of the billing cycle length. Removing a VM
before the end of its billing cycle is a waste of resources since the price for that
VM is already paid.

2.3

Thesis Contributions

This research on automated elasticity algorithms extends on the research done
on dynamic resource provisioning that started more than a decade ago [6, 14].
Designing an automated elasticity controller that meets the desired requirements for a wide spectrum of applications and workloads is not an easy task.
Most of the proposed elasticity controllers lack at least one of the identified
properties. Some elasticity controller designs assume a certain model for the
infrastructure and certain operating conditions [8, 28]. These controllers lack
robustness against changes in the infrastructure and changes in workload dynamics. Other controller designs are not scalable with respect to time [21]. Yet
other designs are not scalable with respect to the amount of resources allocated
to a service [26, 49]. Some of the proposed solutions do not take into account
costs associated with dropped requests [29] or neglects overprovisioning costs
by not scaling down the extra resources [53]. Almost all the controllers proposed in the literature we are aware off were evaluated with less than three
real workloads [29], typically one or less [21, 22, 49, 53] sometimes for a period
equivalent to less than a day [21].
The first contribution of this thesis is the design of two automated adaptive
hybrid elasticity controller that uses the slope of a workload to predict its
future values [4, 19]. The controller’s design is further extended and evaluated
with additional workloads of different natures [3]. Since no controller is able
to have good performance on all different workloads, our second contribution
is a workload analysis and classification tool that assigns a workload to the
most suitable controller out of a set of implemented elasticity controllers [5].
10

The assignment is calculated based on the workload characteristics and service
level objectives defined by the cloud customer. Thesis contributions include
scientific publications addressing the design of algorithms for cloud capacity
auto-scaling and the design and implementation of a tool for workload analysis
and classification. In addition, software artifacts using the proposed algorithms
for auto-scaling were developed.

11
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Chapter 3

Paper Summary and
Future Work
As previously stated, the main focus of this thesis is the design and implementation of algorithms that enable the automation of cloud middlewares with an
emphasis on algorithms for auto-scaling. Although all our publications assume
that the middleware is for an IaaS public or private cloud, the algorithms and
techniques developed are suitable for all cloud models.

3.1

Paper I

The first paper in the thesis [4] introduces two proactive elasticity algorithms
that can be used to predict future workload for an application running on the
cloud. Resources are then provisioned according to the controllers’ predictions.
The first algorithm predicts the future load based on the workload’s rate of
change with respect to time. The second algorithm predicts future load based
on the rate of change of the workload with respect to the average provisioned
capacity. The designs of the two algorithms are explained.
The paper also discusses the nine approaches to build hybrid elasticity controllers that have a reactive elasticity component and a proactive component.
The reactive elasticity component is a step controller that reacts to the changes
in the workload after they occur. The proactive component is a controller that
has a prediction mechanism to predict future load based on the load’s history.
The two introduced controllers are used as the proactive component in the nine
approaches discussed. Evaluation is done using webserver traces. The performances of the resulting hybrid controllers are compared and analyzed. Best
practices in designing hybrid controllers are discussed. The performance of
the top performing hybrid controllers is compared to a state-of-the-art hybrid
elasticity controller that uses a different proactive component. In addition, the
effect of the workload size on the performance of the proposed controllers is
13

evaluated. The proposed controller is able to reduce SLA violations by a factor
of 2 to 10 compared to the state-of-the-art controller or a completely reactive
controller.

3.2

Paper II

The design of the algorithms proposed in the first paper include some simplifying assumptions that ignore multiple important aspects of the cloud infrastructure and the workload’s served. Aspects such as VM startup time, workload
heterogeneity, and the changing request service rate of a VM are not considered
in the first paper. In addition, it is assumed that delayed requests are dropped.
Paper II, [3] extends on the first paper by enhancing the cloud model used
for the controller design. The new model uses a G/G/N queuing model, where
N is variable, to model a cloud service provider. The queuing model is used to
design an enhanced hybrid elasticity controller that takes into account the VM
startup time, workload heterogeneity and the changing request service rate of
a VM. The new controller allows the buffering of delayed requests and takes
into account the size of the delayed requests when predicting the amount of
resources required for the future load. The designed controller’s performance
is evaluated using webserver traces and traces from a cloud computing cluster
with long running jobs. The results are compared to a controller that only has
reactive components. The results show that the proposed controller reduces
the cost of underprovisioning compared to the reactive controller at the cost
of using more resources. The proposed controller requires a smaller buffer to
keep all requests if delayed requests are not dropped.

3.3

Paper III

The third paper extends on the first two papers. The performance of the designed controllers in the first two papers varies with different workloads due
to different workload characteristics. Paper III discusses the effect of different
workload characteristics on the performance of different elasticity controllers.
The design and implementation of an automatic workload analysis and classification tool is proposed as a solution to the performance variations. The
tool can be used by cloud providers to assign workloads to elasticity controllers
based on the workloads’ characteristics. The tool has two main components,
the analyzer and the classifier.
The analyzer analyzes a workload and extracts it periodicity and burstiness. Periodicity is measured using the autocorrelation of the workload since
autocorrelation is a standard method to measure the periodicity of a workload.
The use of Sample Entropy (SampEn) as a measure of burstiness is proposed.
SampEn has been used in biomedical systems research for more than a decade
and has proven robust. To the best of our knowledge, this is the first paper
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proposing SampEn usage for characterizing bursts in cloud computing workloads. The classifier component uses a K-Nearest-Neighbors (KNN) algorithm
to assign a workload to the most suitable elasticity controller based on the
results from the analysis. The classifier requires training using training data.
Three different training datasets are used for the training. The first set consists
of 14 real workloads, the second set consists of 55 synthetic workloads and the
third set consists of the previous two sets combined. The analysis results of 14
real workloads are described.
Paper III also proposes a methodology to compare the performance of an
application’s workload on different elasticity controllers based on a set of predefined business level objectives by the application’s owner. The performance
of the training set is the workloads in the training set is discussed using the
proposed method. The paper then describes the training of the classifier component and the classification accuracy and results. The results show that the
tool is able to assign between 92% and 98.3% of the workloads to the best
suitable controller.

3.4

Future Work

There are several directions identified for future work starting from this thesis,
some of which already started while others are planned. The design of more
efficient cloud management systems depends on better understanding of the
workloads running on the cloud systems. The workload analysis and classification component proposed in Paper III has used only two characteristics to
analyze the different workloads. We have currently started investigating what
other additional characteristics can be used for workload analysis. We plan
to use the identified important characteristics to analyze longer workloads to
better understand the evolution of a workload with time. Since the available
real cloud workloads are scarce, the analysis results will be used to improve
the workload generator used in Paper III to generate synthetic traces. requires The algorithms presented in Paper I and Paper II are useful for short
term predictions. The proposed algorithms do not predict long term capacity
requirements. Predictions of long term capacity requirements are important
for different reasons such as admission control of new services and resource
placement. Accurate admission controllers require some knowledge about the
predicted aggregate load on the infrastructure in order to preserve QoS guarantees for the running services. Since resources are typically consolidated in a
cloud, the middleware should consolidate orthogonal loads on the same physical machine in order to preserve the QoS requirements, e.g., computationally
intensive workloads with predicted high peaks in CPU usage should not be
consolidated on the same physical server but rather with memory intensive
workloads. We are currently working on a design of an elasticity controller
that can predict short term and long term capacity requirements with high
accuracy. The workload analysis results will also be taken in to consideration
15

for the new controller’s design. Resource provisioning should be based on a
combination of both the short term and long term predictions.
The workload analysis and classification tool described in Paper III is used
to assign workloads to elasticity algorithms. In principle, the tool can be used
to assign workloads to a group of predefined classes in general, e.g., elasticity
algorithms, placement algorithms or even different computing environments.
We plan to extend and adapt the current tool to cover different use-cases.
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Figure 13: Workload traces of the different Caching Services.
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(a) Workload trace for the DAS workload.

(b) Workload trace for Grid5000 workload.

(c) Workload trace for the LCG workload.

(d) Workload trace for LPC workload.

(e) Workload trace for the NorduGrid workload.

(f) Workload trace for SharcNet workload.

Figure 14: Workload traces of the Grid workloads analyzed.
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(a) Workload trace for the world cup workload.

(b) Workload trace for the Google Cluster workload.

(c) Workload trace for PubMed access traces.

(d) Workload trace for the Wikipedia workload.

Figure 15: Workload traces of web-hosting workloads and the Google cluster
workload analyzed.
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