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        Don’t let my Heart bleed! 

-An event study methodology in 

Heartbleed vulnerability case. 

 

Abstract 

Due to the rapid evolution of technology, IT software has become incredibly complex. 

However the human factor still has a very important role on the application of it, since 

people are responsible to create software. Consequently, software vulnerabilities represent 

inevitable drawbacks, found to cost extremely large amounts of money to the companies. 

“Heartbleed” is a recently discovered vulnerability with no prior investigation that answers 

questions about the impact it has to the companies affected. This paper focuses on the 

impact of it on the market value of the companies who participated in the vulnerability 

disclosure process with the help of an event study methodology. Furthermore our analysis 

investigates if there is a different affection to the value of the company based on the roles 

those companies had in the process. Our results suggest that the market did not punish the 

companies about the existence of vulnerability. However the general negative reaction of 

the market to the incident reflects the importance of a strategic vulnerability disclosure 

plan for such cases. 

 
Keywords: software vulnerability, IT risk management, disclosure policies, event study 
methodology   

 
 

1. Introduction 
 

Vulnerabilities nowadays are a widely existing and challenging topic. The number of 

vulnerability disclosure incidents rising continuously the last years. Only in 2013, 6.787 



 

2 

 

vulnerabilities were disclosed which is the highest number of all the previous years according 

to Internet security threat report (2014). Vulnerability is any bug or error in a network 

application that can be exploited to compromise a system, or cause a security breach 

(Altinkemer, 2008). Attacks on software vulnerabilities can lead to cases where personal 

data will be exposed without permission, to anyone who has the knowledge to acquire them. 

The worst damages can be made if those are malicious attackers whose plan is to use the 

acquired data for harmful purposes. The exploitation of vulnerabilities may lead to 

additional severe security consequences, for example in the form of unauthorized access to 

business data, ultimately threatening the survival of the targeted business. The damage that 

a vulnerability can cause to a vendor is recorded by Telang and Wattal (2007) to be $860 

millions loss in market value of a company, per vulnerability announcement. 

   Despite the raising awareness about software vulnerabilities and the importance of them 

as significant parts in ongoing risk management in organizations, there are still not optimal 

approaches related to how to manage such vulnerabilities diverge. The vivid debate of 

whether a vulnerability should be disclosed or not, has added more confusion on that 

dilemma. While some authors argue that public disclosure represents a way to adequately 

manage security vulnerability (NTBuqtraq, 2013; CERT n.d.; Arora, Krishnan, Nandkumar, 

Telang & Yang, 2004; Scheier, 2007), other claim public disclosure to inflict harm to the 

vendors (Shepherd, 2003; Freeman, 2007). Our case is based on a vulnerability that was 

publicly disclosed thus we focus in the public disclosure process. Researches (Laakso, 

Takanen & Röning, 2001; Frei, 2007) introduce various types of possible disclosures policies 

such as the full disclosure, the responsible disclosure, and the constructive disclosure. Those 

policies are quite different as concepts and sometimes conflict with each other and there is 

not yet a universally accepted one, to be considered as the optimal. That indicates that the 

optimal policy for each case might be different and that many factors can contribute to which 

one is the proper one.  

   One of those factors could be the roles 

the companies have during the vulnerability 

process. To that direction researchers 

(Laakso, Takanen & Röning, 1999; 

Cavusoglu Fershtman & Gandal, 2005) 

separate the actors of the disclosure process 

and the roles they have. However is not clear 

how those roles may affect the value of the 

company after the public disclosure. Another 

factor that may contribute to the 

differentiation of the optimal policy for every 

specific case can be the number of the 

vendors that a software vulnerability affects. 

Cavusoglu et al. (2004, 2005) investigated 

optimal policies in those different cases. 

Similarly, disclosure process can be highly 

influenced from the communication between 

the companies during this process and the 

decisions made concerning the information 

sharing between them. Those decisions 

indicate the strategy the companies have 

related to the disclosure process. Prior researches on this field (Gordon, Loeb & Lucyshyn, 

Figure 1. Heartbleed logo 
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2003; Gal-Or & Ghose, 2005; Nizotsev, 2005) investigate if sharing information among 

companies can contribute to reduce the dangers and costs related to security incidents and 

vulnerabilities.  

  Although the optimal policy to disclose a vulnerability has not been determined yet, and 

it is unclear what factors affect that process, the effect of a security flaw to the value of the 

company have highly attracted the interest of the scientific world. Garg, Curtis and Halper 

(2003) found that security incidents can cost the companies between 17 million and 28 

million U.S. $ per incident. There is extended research about the impact that a security 

breach can have in the stock market and stakeholder’s wealth (Ettredge & Richardson 2003; 

Garg et al. 2003; Campbell, Gordon, Loeb & Zhou, 2003; Hovav & D’Arcy 2003; Cavusoglu 

et al. 2004, Acquisti, Friedman & Telang, 2006; Kannan, Rees &Sridhar, 2007) however, 

only a few are referring to software vulnerabilities. (Laakso et al., 1999; Rescorla 2005; 

Telang & Wattal, 2007). 

The cases we are investigating provide us the opportunity to connect the current research 

and investigate further. It concerns a vulnerability that affected many companies at the same 

and a responsible disclosure that had been attempted. As a result we can identify the specific 

roles organizations played in the disclosure process and the communication interactions they 

had during this process. Our analysis will focus on how those roles may affect the value of the 

company. 

   Heartbleed, which is what that vulnerability has been named, is a unique case. It is a 

recently discovered vulnerability, which affects at the same time more than half a million 

websites (Netcraft, 2014a). This characteristic placed it in the category of vulnerabilities that 

affects multiple vendors at the same time. Since Heartbleed represents a recent yet 

significant vulnerability affecting large number of organizations, it constitutes a relevant and 

interesting case to investigate how companies’ value can be affected by a vulnerability. Since 

it is a newly found flaw, there is not yet any research on how that vulnerability affected the 

value of the companies affected by it. Additionally, in the history of vulnerabilities, it is the 

first one, which is “branded”. It has its own website heartbleed.com created by Codenomicon 

as a FAQ website in the belief that the affected organizations and end users will be informed 

in a more convenient way than from the old-fashioned exploit pages (Biggs, 2014). No matter 

the importance of the vulnerability and the high awareness that tried to be created through 

the website, only 39% of the internet users have changed their passwords or cancelled 

accounts and only 6% believe that their personal information was leaked or stolen (Pew 

Research Center, 2014). 

  With the help of a timeline, we investigate what were the roles of the companies during 

the disclosure process and what kind of process they decided to follow. Afterwards, using an 

event study methodology we collect data on the stock market value of the companies who 

participated in the process of disclosure before the public announcement.  

By viewing the results of the event study methodology based on the role every company 

had from the event, our study contributes to the literature examining the value effects of IT 

security management decisions on vulnerability disclosures. If the market positively receives 

their participation in the process, then the market reaction should be positive. The firms 

expected future cash flows would increase. On the contrary, if the market believes that a 

company had a negative effect on the procedures we will expect, a negative response. In the 

case, the market sees the role on the coordination of the vulnerability disclosure is having 

negligible economic effects, so there will be no market reaction. Based on those assumptions, 

our null hypothesis stated as follows: 
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H1o: There is no stock market reaction to the companies that knew prior to the 

public announcement of vulnerabilities. 

 

Our analysis to the procedures that took place before the announcement lead us to expect 

variation between the market reactions based on their actions and the roles they had on the 

disclosure process. This argument is consistent to the literature regarding the optimal 

vulnerability disclosure. In order to examine the relation between the roles and the market 

reaction we tested based on the secondary data we collected, the following question: 

 

Is there a difference in stock market reaction based on the role the examined 

companies had in the disclosure process? 

 

   Summarizing, our research includes multiple parts from a wide range of related subjects. 

Our main field though, is the combination of vulnerability disclosure process and the effects 

of IT security incidents on the market value of the company. First we will analyze the events 

that took place prior the public disclosure of a vulnerability. The analysis will help us to 

identify the roles that companies played according to vulnerability policies. Afterwards we 

will conduct an event study methodology. The results will help us to figure out if the value of 

the companies in concern is affected. By connecting the result we will try to reflect if the role 

in the disclosure process affects the value of the organization. 

2. Core concepts and definitions 

 
There are many different concepts that are interrelated with each other in the text. The 

understanding of them is necessary for the reader to easier conceptualize the issue we are 

investigating. For this reason we have chosen to provide a list with definitions of the basic 

terms used in this paper.  

 
Vulnerability: a flaw becomes a vulnerability if the exhibited behavior is such that it can 

be exploited to allow unauthorized access, elevation of privileges or denial of service 

(Shepherd, 2003). 

 

Vendor: he person or organization that is responsible for maintaining the vulnerable 

product/ software (Shepherd, 2003). 

 

Disclosure: the act of making something known or the fact that is made known 

(Cambridge university press, 2014). 

 

Public disclosure: a situation in which an organization makes information available by 

publishing it (Cambridge university press, 2014). 

 

Linux distribution: A Linux distribution is a collection of software applications built on 

top of the Linux kernel and operating system. There are many variations between 

distributions, as each strives to provide a unique user experience (Linux foundation, 2012) 

 

Open source: Open source software is software that can be freely used, changed, and 

shared (in modified or unmodified form) by anyone. Open source software is made by many 
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people, and distributed under licenses that comply with the Open Source Definition 

(Opensource.org n.d.). 

 

 

Patch: A patch is a software update comprised code inserted (or patched) into the code of 

an executable program. Typically, a patch is installed into an existing 

 

Return: the gain or loss of a security in a particular period. The return consists of the 

income and the capital gains relative on an investment. It is usually quoted as a percentage 

(Investopedia US, 2014) 

 

Abnormal return: Is the difference between the actual returns and a predicted return. 

For example, if the actual returns of a stock is 10% but is only expected to earn 7% then we 

have positive abnormal return of 3%. If, on the other hand, the actual return is 6%, the 

expected 7% this would generate a negative abnormal return of -1%. (Investopedia US, 2014). 

 

Event: anything that happens, especially something important or unusual (Cambridge 

university press, 2014). 

 

Efficient market hypothesis: 

A market in which prices always “fully reflect” available information is called “efficient” 

(Fama, 1970). 

 

Stock price: The cost of purchasing a security on an exchange. Stock prices can be 

affected by a number of things including volatility in the market, current economic 

conditions, and popularity of the company (Investopedia US, 2014). 

 

Capital asset pricing model: A model that describes the relationship between risk and 

expected return and that is used in the pricing of risky securities. The core elements of CAPM 

are: time value of money and risk (Investopedia US, 2014). 

 

Market index: An aggregate value produced by combining several stocks or other 

investment vehicles together and expressing their total values against a base value from a 

specific date. Market indexes are intended to represent an entire stock market and thus track 

the market's changes over time (Investopedia US, 2014). 

3. Related research 

 
Our work derives from multiple literature streams. In this part we are going to present the 

streams and connect them with each other. The relationship between them has an important 

role in understanding the issue we investigate and how that issue is related to IT 

management. 

3.1 Risk management in IT 
Information technology (IT) has existed for more than half a century as an increasingly 

integral part of business operations in the business world. It has been defined as the use of 

computers and other electronic means to process and distribute information (Law, 2006). 
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The main purpose of IT is to improve and make the business processes and procedures more 

effective. Lientz and Larssen (2006) argue that the use of Information Technology from a 

business perspective, involves a wide variety of managerial, political and cultural challenges 

and issues. Managing those issues as they mention, is an integral part of IT management. By 

doing that effectively, is as if the company moves a step closer to managing the resulting 

risks. Subsequently, effective IT management can lead to less unexpected problems and 

situations for the company, which seems a positive progress for them. 

   For companies to achieve an effective IT management, it is essential that the 

management department understands precisely what risks and challenges exists in the IT 

environment and how they can be reduced or eliminated. This process is called risk 

management. Risk management refers to strategic decisions, methods and business tools to 

identify and control risk to an acceptable level (Bruckner, List & Schiefer, 2001). The process 

of risk management must be cost-effective, and oriented to create value to the overall of the 

organization (Jarvenpaa & Ives, 1991). It is obvious that risk management is a very broad 

area of management therefore we are going to focus on IT risk management which according 

to The Institute of Risk Management (IRM), can be considered as a component of the wider 

system of risk management within a company. IT risk management is the application of risk 

management processes in order to manage potential risks. IT risk management processes can 

be divided in risk assessment, risk mitigation, evaluation and assessment. (Stoneburner, 

Goguen & Feringa, 2002). All these processes include several different activities such as 

identifying potential risks, implementing security policies to avoid or to manage them, and 

other similar activities that target to reduce the danger, which using information technologies 

exposes to the company. According to Kotulic and Clark (2004), firms, which rely heavily on 

IT resources, deal with potentially higher levels of risk than firms less dependent. Confirming 

the advantages that IT risk management can bring to the company, Tohidi (2011) 

demonstrates that the main reasons for organizations to use the risk management process for 

their IT systems, is to minimize risks within the organization and that effective risk 

management is one of the most important parts of the security program of each company. 

Furthermore, Stoneburner et al. (2002) explain that risk management gives the opportunity 

to IT managers to balance the operational and economic costs of protective measures that a 

company can apply within the IT risk management framework. As the information 

technology continuously evolves and becomes more infrastructural (Rönnbäck & Holmström, 

2011; Carr, 2003) the relationship between IT and risk management becomes more 

complicated (Hanseth, 2007) and the conditions for risk management changes. Previously 

has been explained that one of the essential activities of IT risk management is to identify the 

potential risks. Afterwards, the company has to protect its assets and information in order to 

avoid those risks becoming events/incidents. In other words a company must be able to 

secure its assets from potential danger. 

   Based on that part of the risk management process, we are moving forward to what is 

called IT security, which is a subset of IT risk management. Confirming that, in his article 

Blakley, McDermott and Geer (2001) state that information security is a risk management 

discipline, whose job is to manage the cost of information risk to the business. Information 

security is related to the protection of information from unauthorized access, use and 

disclosure. (Straub, Goodman & Baskerville, 2008). When it comes to IT, security can be 

defined as the ability to protect confidentiality and integrity of processed data as well as to be 

able to provide availability of system. (Open Source architecture n.d.) Prior research to the 

field proves the important role of information security policies in managing security risk. 

(Straub 1990; Siponen & Iivari 2006; Siponen 2006). Based on those researches, Wang et al. 
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(2013) point out that except from the design of the policies, it is also very important how they 

publicly communicate the risks of their activities. Which means that communicative patterns 

related to risks and incidents, such as vulnerabilities, has a great significance in relation to 

customer satisfaction and how they perceive the potential danger they are in. 

   Concluding what we have read through in related research, when it comes to 

vulnerabilities IT security management has two phases. The first one has a preventive role 

and it has to do with predicting potential vulnerabilities. The second one has an action-based 

role and it has to do with the optimal way of handle the vulnerability disclosure and patch the 

vulnerability with the least possible loss. In this paper, we are focusing on the second part. 

We examine the vulnerability disclosure process; strategies and the roles companies played, 

and how they affected the market value of the company. “A security vulnerability is a flaw 

within a software system that can cause it to work contrary to its documented design and 

could be exploited to cause the system to violate its documented security policy.” (Guidelines 

for responsible disclosure, 2014). Regardless of the rapid evolution of Information 

Technology and software, the human factor still has a keen role in the creation and 

application of it, and therefore mistakes are frequent. Software vulnerabilities are made 

public on daily bases basically on electronic mailing lists and forums such as Bugtraq. 

Bugtraq is an electronic mailing list where security experts use to inform and discuss about 

vulnerabilities and other IT security issues. (Bugtraq, 2013). The life cycle of vulnerability 

process as has been identified by Laakso et al. (1999) begins when the vulnerability is 

discovered and ends when the flaw is fixed and all the problems concerning it have been 

solved. 

3.2 Software vulnerability disclosure process 
When a vulnerability is discovered, companies assess the risk and decide to fix it or not. They 

also have to face the risks and the potential loss coming from that discovery. In this part we 

cite the research related to what is the optimal way to handle and disclose a vulnerability.  

   Which is the optimal way to handle a vulnerability is a controversial topic and despite 

the extended research on it, there is still a vivid debate about it. To start with, there seems to 

be a disagreement of whether it is optimal to disclose a vulnerability or not. Contributing to 

the supporters of the public disclosure, NTBugtraq suggests that the right policy is the full 

and fast public disclosure. CERT also supports this side however it suggests a less drastic 

option, which gives time to the vendors to fix the problem before it is made public. Arora et al 

(2004) shows that despite the fact that keeping vulnerability information secret may result in 

fewer attacks, instantaneous disclosure increases the probability of vendors fixing and 

patching vulnerabilities faster. In another paper, Arora et al. (2008) reflect the arguments of 

public disclosure supporters. Those are the raise of public awareness and the higher pressure 

of public disclosure to the vendors in order to fix the problem. Scheier B. (2007) who also 

supports public disclosure explains that the public inspection is the only reliable way to 

better security. Secrecy, as he explains further can only make us less secure because people 

don’t have the opportunity to assess their own risks. On the contrary are those who support 

non-disclosure as the optimal way to manage a vulnerability. Non-disclosure policy suggests 

that the ones who discover the vulnerability keep it secret from the public. (Cencini, Yu & 

Chan, 2005). According to Electronic Frontier Foundation, supporters of non-disclosure 

policy believe that revealing vulnerabilities to the public, may give to possible attackers the 

information they need in order to create further damages. Shepherd (2003) explains that 

non-disclosure policy allow vendors to keep the problem secret and fix it. Following this path 

they will avoid negative impact of the press and criticism, which can affect vendor’s 
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reputation and revenue. There is evidence that when it comes to security flaws and 

vulnerabilities vendors are trying not to make it public. As an example, Microsoft revealed 

that they do not disclose the existence of software vulnerabilities that they discover 

internally, because they believe that full-disclosure only serves to aid attackers (Freeman, 

2007). Either they try to patch it, or they avoid wasting resources on it believing that it will 

not be revealed. Havana and Röning (2003) reveal that up to 17.3% of vulnerabilities founded 

are not disclosed.  

   Our case deals with public disclosure, therefore it is important to understand the 

different concepts of public disclosure and cite the prior research related to them. The 

predominant are three, full disclosure, constructive disclosure and responsible disclosure. 

Frei (2007) describe full disclosure as the process, where the details of security 

vulnerabilities are available to everyone. Usually in this case, vendors do not bother to patch 

the vulnerability before the disclosure. It includes the risk of cyber-criminals getting the 

information and attack to the vulnerability before it is fixed. They also describe responsible 

disclosure as a process where the discoverer discloses detailed information only to the vendor 

in order for the later one to take action and patch the vulnerability. The main goal according 

to Shepherd (2003) of that policy is to keep knowledge of vulnerabilities within the smallest 

circle of people until a patch can be developed and made public. Laakso et al (2001) 

introduces the constructive disclosure as an alternative to full disclosure. Constructive 

disclosure is a test-suite release process. Test suites provide material to enable both 

customers and vendors to evaluate software for security-related vulnerabilities. As they note 

and since it’s critical to our research, in cases where vulnerability affects many vendors, the 

first of them who release vulnerabilities details to the public, puts the rest immediately at 

risk. Cavusoglu et al. (2004) analyze the optimal policy for disclosure when vulnerability 

affects only a single vendor. Later they extend their research focusing on cases where the 

same vulnerability affects software of multiple vendors and conclude that there is no 

standard method to disclose vulnerabilities responsibly (Cavusoglu, H., Cavusoglu, H. & 

Raghunathan, 2005). In this paper we have stated that we are looking at a vulnerability that 

affects many vendors at the same time. Managing such a vulnerability is a process that 

involves many different stakeholders and not only an isolated company. Therefore in an 

optimal way, communication and interaction among them is a necessity.  

   During this process the participating stakeholders seems to have different roles given or 

adopted.   

Laakso et al. (1999) describes the vulnerability handling process based on three main 

actors/roles, the originator (i.e., identifier of the vulnerability), the coordinator (i.e., CERT), 

and the repairer (i.e., vendor).  They suggest that an effective vulnerability handling process 

can be achieved with cooperation between the three actors based on a life cycle model they 

proposed. Cavusoglu et al. (2005), categorize the stakeholders involved in the vulnerability 

to: software developer (i.e., vendor), software deplorers (i.e., firms), vulnerability identifier 

(benign user or hacker), and central coordinator (i.e., CERT). In this paper we investigate 

what those roles were in the Heartbleed case and to what extent these roles affected the stock 

market.  

Concerning the communication part between those actors/roles there is related research 

that focuses on whether sharing information can contribute to the process of managing a 

vulnerability. There are groups like Forum of Incident Response and Security Teams 

(FIRST), the Government Forum of Incident Response and Security Teams (GFIRST), and 

the Anti-Phishing Working Group (APWG), which promote sharing among incident response 

teams. Gordon et al. (2003) investigates the sharing of information on computer systems 
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security, demonstrating that when information is shared, each firm reduces the amount 

spent on information security activities. Gal-Or and Ghose (2005) concludes that sharing 

security information is more valuable for larger firms and in larger industries. Nizovtsev 

(2005) argues that disclosure to a coalition, help the malicious hackers to get informed about 

the flaws accumulates faster than in the case of non-disclosure and increases the intensity of 

attacks.  

    Finally, according to Choi et al., (2005) the socially optimal vulnerability disclosure policy 

depends on how the average consumer will be affected by the announcement. Specifically for 

the companies who have the software vulnerabilities, the profit-maximizing disclose policy 

depends on the impact of it on the marginal consumer. In both cases we see that consumer 

plays an important role to the process of disclosure and that the value of the company is 

inextricably connected with the consumers of the company. How consumer will perceive the 

vulnerability affects the reputation of the company. Nowadays the 70% to 80% of market 

value of the companies comes from hard-to-assess intangible assets such as brand equity, 

intellectual capital, and goodwill, organizations are especially vulnerable to anything that 

damages their reputations. (Eccles, Newquist & Schatz, 2007) That indicates that the way 

companies will handle the vulnerability can have a high effect to their market value.  

3.3 Software vulnerabilities and Stock market  
Extended researches have proven a connection between a public disclosure vulnerability 

announcement and the stock market reaction. Garg et al. (2003) mention that security 

incidents in general can cost companies between 17 million dollars and 28 million dollars per 

incident, when vendors loses around 0.6% value in stock market per vulnerability 

announcement (Telang & Wattal, 2005, 2007). 

Swire (2004) provides a systematic way to identify the costs and benefits of disclosure for 

security. There are many studies about security breach reports and how they lead to negative 

market reaction (Ettredge & Richardson 2003; Garg et al. 2003, Cavusoglu et al. 2004, 

Acquisti et al. 2006) and negatively affect shareholder wealth; (Gatzlaff and McCullough, 

2010). Other however, does not find a significant impact. (Campbell et al. 2003; Hovav and 

D’Arcy 2003; Kannan et al. 2007). As it became clear, there are many researches in the field, 

but most of them are examining security breach public announcements. To the best of our 

knowledge, research about security vulnerabilities disclosures and their impact on the value 

of the companies is limited. Laakso et al. (1999) argue that balancing the cost of addressing 

the discovered vulnerabilities against the potential loss may appear to be a complicated 

process and should be based on solid risk management. Rescorla (2005) argues that the cost 

of vulnerabilities disclosure is not worth its benefits. Telang and Wattal (2007) prove that 

public disclosure is costly to vendors; they show that the disclosure of vulnerability 

information lowers the stock prices of software vendors, especially if a patch is not released 

by the time of disclosure.  

   In this paper, within the scope of risk management, we connect two fields of research. 

The one related to how a public vulnerability disclosure should be handled. The other is 

researching the effects of a public vulnerability disclosure on the value of the companies. Our 

research is based on a software vulnerability named “Heartbleed” which was public disclosed 

on April 2014.  
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4. Research design 

In this section we will describe the case of Heartbleed, following we motivate our choice 

to use event study methodology and we explain how it is conducted. In the end of this 

part we present the limitations this study and research design has. 

4.1 What is OpenSSL & Heartbleed? 
OpenSSL is the most popular open source cryptographic library and TLS (transport layer 

security) implementation used to encrypt traffic on the Internet. (Codenomicon, 2014). 

OpenSSL is managed and developed by a group called OpenSSL project. The project is based 

on the volunteer work of the developers. Also the encryption software is provided for free for 

commercial and non-commercial purposes. However the OpenSSL project has received a lot 

of criticism for being hard to read code and for the fact that contributions outside the team 

are rarely accepted (Brodkin, 2014). The existence of the vulnerability we are going to 

examine is a result of the previously described nature of the organization combined with the 

fact that it is underfunded and understaffed. The two most distributed software for web 

servers -Apache and nginx- are using OpenSSL. Combined, they share 66% of the market 

(Netcraft, 2014b). The heartbeat extension was enabled on 17.5% of SSL sites. That 

percentage is translated to more than a half million websites and does not include a wide 

variety of other applications. 

   On 7th of April 2014, OpenSSL Security Advisory announced a vulnerability that affected 

everyone who used OpenSSL for encryption. In other words almost two-thirds of the web was 

exposed by vulnerability with code name CVE-2014-0160 later known as Heartbleed. 

Codenomicon, one of the companies that reported the vulnerability, named the flaw 

Heartbleed due to the leak of memory contents from the heartbeat extension (RFC6520) of 

the TLS. The version that incorporates the vulnerability was introduced two years ago, on 

March 2012. With Heartbleed an attacker can extract 64 kilobytes of secure data in every 

attack; the attack can be repeated without any limitation, and without being detected. 

Furthermore the affected companies or users cannot verify the breach. In other words no one 

knows if there is damage or how big it is (Russel, 2014). The only proposed solution to the 

problem is the change of password after the company updated their software with the 

patched version. 

Codenomicon explains the Heartbleed as: 
 
“The Heartbleed Bug is a serious vulnerability in the popular OpenSSL cryptographic 

software library. This weakness allows stealing the information protected, under normal 
conditions, by the SSL/TLS encryption used to secure the Internet.” 

                                                                                     “www.Heartbleed.com”; 
 
   According to the national vulnerability database (NVD), it is categorized as “medium” 

severity impact but the exploitability subscore is 10/10. Access complexity is “low” and 

authentication is “not required” in order to exploit. 

 

http://www.heartbleed.com/


 

11 

 

 
 

  Figure 2. Common Vulnerability Score for CVE-2014-0160 Heartbleed 

 

   Heartbleed is a high severe vulnerability. Bruce Schneier, chief technology officer of Co3 

Systems and an expert in security and cryptography describes the flaw as "Catastrophic. On 

the scale of 1 to 10, this is an 11.” Schneier B. (2014) 

Further he explains that this might be the most widespread vulnerability in the history of the 

modern web. This point out the significance of the Heartbleed. Additionally, due to the 

technical nature of the problem it is difficult for the end users to protect themselves from it. 

OpenSSL project in collaboration with other vendors can provide a solution. Eight 

organizations have officially confirmed their knowledge of the vulnerability before the public 

announcement; Google (O'Connor, 2014), CloudFlare (Sullivan, 2014), Akamai (Ellis, 2014a, 

Codenomicon (2014), Red Hat (2014), Facebook (MarketWatch, 2014) and OpenSSL project 

(Sullivan, 2014). Later we will try to illustrate the interactions of those companies concerning 

the vulnerability. Creating a timeline will help us understand the roles they had in the public 

disclosure. The roles will be used to interpret the results from the event study methodology.  

4.2 Data collection  
In order to answer our research questions we have to reconstruct the events prior the public 

disclosure and conduct an event study methodology. Secondary data were collected in order 

to provide additional and different knowledge. The companies that participated do not share 

internal information about their policies. Most of them referred us to official announcements 

and publicly accessed data. Furthermore the Event study methodology is based on using data 

from stock exchange markets. 

   For the first part we collected information from the official website of Heartbleed, official 

announcements concerning Heartbleed from the companies of interest, e-mail 

correspondence in public mailing lists between the people involved in the coordination for 

disclosure and volunteers to Linux distributions e.g. oss-security list. The timeline provided 

by Mark J. Cox (2014) -core member of OpenSSL project- in Google+ and the article of the 

Sydney Morning Herald ( Grubb, 2014) helped us to validate our data and construct missing 

parts of what happened. Additional posts on social media (e.g. twitter), electronic articles 

from respectable news websites (e.g. techcrunch.com, verge.com), personal blogs form IT 
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security experts (e.g. schneier.com) and online versions of newspapers (e.g. wall street 

journal) were used to extract additional information and also to verify our data. Before the 

public disclosure eight organizations knew about it. Google and Codenomicon, a Finnish IT 

security company which both discovered the bug separately and the other organizations that 

was informed later. To perform the event study analysis we excluded the ones that do not 

trade in a stock market. Other criteria, consistent with previous event studies were applied. 

Those were, the sufficient returns history -the companies should be traded at least for 200 

days-, the possibility of the other announcements affecting the stock market (announcement 

of new products, revenue announcements, stock splits etc.) and other news related that might 

affect the market value (e.g. rumors for buyout) for the current time window. By imposing all 

of our criteria we ensured that the main reason for the stock market variation was the 

announcement and the information of how they handle the knowing of the vulnerability. In 

other words we minimize the possibility the results to be caused by something else.  From the 

eight organizations we ended up with four organizations.  

1. Google Inc., a search engine but also specialized in Internet-related activities and 

products. (http://www.google.com/about/) 

2. Red Hat Inc. is a software developer company specialized in open-source software 

products for enterprises. (http://www.redhat.com/about/) 

3. Akamai Technologies, Inc., one of the largest Internet content delivery network, 

responsible for serving 30 % of all web traffic (Nygren 2010) 

(http://www.akamai.com/html/about). 

4. Facebook Inc. the most famous online social networking service 

(https://www.facebook.com/facebook). 

All the historical stock market prices were collected by the Yahoo finance service database. 

Is one of the most well known websites related to financial news. It offers historical data for 

stock markets free of charge in a convenient format. (http://finance.yahoo.com/). 

4.3 Event study methodology 
In this part of the analysis the event study methodology will be applied. The event study 

methodology will help us quantify in order to compare the impact of Heartbleed in the value 

of the companies. 

The core idea behind the event study methodology is the estimations of abnormal returns. 

It is the difference between the estimated return -without the effect of the event- and the 

actual return. Return is profit or loss on an investment, in our case on the value of the 

companies based on the stock value. This method is extensively used in the accounting and 

finance literature to study the impact of announcements in a variety of events like CEO 

successions (Davidson, Worrell & Dutia, 1993; Friedman & Singh, 1989), Joint venture 

formation (Koh & Venkatraman, 1991; Mahdawan & Prescott, 1995), acquisitions (Shelton, 

1988), even quality award winning announcements (Hendricks & Singhal, 1996). Campbell et 

al. (1997) in their book, “The Econometrics of Financial Markets”, provided us historical 

information and a summary of the most commonly used event study methods. 

  This method is commonly observed in Information System literature. The first who 

applied this method were Dos Sandos et al. (1993) in order to examine the effect of 

announcement of investments in IT. More recently the method was used to examine various 

events like IT failures (Bharadwaj & Keil, 2001), IT investments (Im, Dow & Grover, 2001) 

etc. Specifically in IT security the effect of security breach announcement has been 

extensively examined. Ettredge and Richardson (2002) investigate the reaction on Denial of 

Service (DoS) attacks, Campbell et al. (2003) concluded that security breaches lead to 

http://finance.yahoo.com/
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negative stock market reaction and that the type of the breach plays a significant role in the 

result, Cavusoglu et.al (2004) found that stock prices will fall by 2,1% after the 

announcement of a security breach. Hovav and D’Arcy (2004; 2005) tried to distinct the 

impact base on the type of the security breach but the results were inconclusive. Goel and 

Shawky (2009) observe negative and statistically significant abnormal returns around 1% 

after the announcement of security breach. Working on vulnerability disclosures on software 

Telang and Wattel (2007) they reported that a vendor losses approximately 0.63% of their 

market value. 

4.4 Statistical methodology  
The event study methodology is based on the efficient market hypothesis. This hypothesis 

supports that the stock market share prices adjust according to the publicly available new 

information almost instantly. Therefore the impact of Heartbleed can be quantified by 

analyzing the changes in the market value of the companies involved caused by the public 

disclosure of the vulnerability. In order to estimate how the stock prices would have been 

without the event we use the capital asset pricing model (CAPM), the most often used model 

in event studies (Dos Santos et al., 1993; Cambell et al., 2003; Park, 2004): 

                                
          

 
            

 

 
 
 

Where       is the return of stock i on day t:                                     ⁄ .        is the 

market return on day t, the average of returns of all firms included in the market index. 

 

Most companies that we are focusing on are technological firms and they are traded in 

NASDAQ although one is traded to New York Stock Exchange (NYSE). Considering being 

consistent we used both indexes, NASDAQ, S&P500, to represent the market selecting the 

most appropriate. The daily returns of the NASDAQ and S&P500 market index and the prices 

of the stock market for the companies were obtained from Yahoo finance services. 

 
   ,    are the intercept and slope parameters respectively for firm i,  

      is a random error term for stock i on day t,  

 
 

As an estimation period we used a period of 200 daily returns that end 4 working days 

before the announcement day of the event. Weekends and other non-trading days are not 

included. Something that is consistent with previous studies (Dos Santos et al., 1993; Im 

et al., 2001, Hovav et al., 2003). With that information we were able to estimate the 

normal returns the days of concern.    

 

We define the abnormal return (prediction error) for firm i on day t of the event window 

as: 

 

            (    ) 
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Where  ̂  ,  ̂   are the ordinary least squares parameter estimates calculated by regressing 

       with       for the 200 days before the event. The event window starts 4 days prior the 

event in order to capture any market reaction caused by information leakage. Additionally, 2 

days after were included in order to have a better image of the reaction of the market. 

 

The cumulated abnormal returns (CAR) -sum of abnormal returns- for the specific time 

frame were calculated as: 
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  t1- t2 is the event window we described earlier. 

 
 

In order to test the first null hypothesis of no market reaction caused by the event of 

Heartbleed, meaning that the abnormal returns are equal to zero after the announcement, we 

used t-test to determine the significance of the abnormal returns and also the cumulated 

abnormal returns for every firm. 
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Concerning the second hypothesis, we examine the results from the event study under the 

scope of the roles every company had in the disclosure process. Combining the information of 

our research will help us answer there is a difference in the stock market based on the roles 

they had. 

4.5 Limitations 
This study and research design had several limitations. Utilizing event study methodology 

was made under the hypothesis that markets are efficient and the investors can be 

characterized as rational. Along this lines event studies as our research deteriorate from the 

fact that markets do not operate always under those assumptions. The market at the time 

suffers by fluctuations and this can bias our results and thus the results should be interpreted 

with caution. Another limitation in the nature of event study is that we can only include 

companies that are publicly traded. It would be more interesting to analyze and compare all 

the companies we mention earlier. Our study included only 1 event and 4 sample companies 

when other studies analyzed more than 200 events. The event of Heartbleed was the only 
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major factor at the event window but other, unknown factors that may affect a firm’s market. 

Furthermore our sample only consisted of firms traded in U.S. something that increases the 

validity of the results but prevents the generalization. Concerning the interactions between 

the organizations we tried to rely on official sources and avoid secondary sources although 

that was not always possible. Regarding the identifications of the roles we must point out that 

most of the theories have different names but they are describing the same actions. We tried 

to focus on the actions that define the roles and not the names. That is something that must 

be taken into account in the comprehension of the results.    

5. Results 

In this section we are going to present the findings from our data. First we present a timeline. 

We try to find how the information about the vulnerability in OpenSSL software was shared, 

and the decisions made, and to identify the roles played by the companies in concern. 

Following the results from the event study will be presented. 

5.1 The chronicle of disclosure 
Our collection of data resulted to the creation of the following timeline. Through this 

timeline, the communication between companies in the attempt to coordinate a responsible 

disclosure is demonstrated. The organizations involved are Google, Codenomicon, 

CloudFlare, Akamai, Red Hat, Facebook and the OpenSSL project.  

 

 

Figure 3. Timeline of events  
 

 

Everything started on 21st of March 2014 when Neel Mehta member of Google security team 

discovered the Heartbleed vulnerability. At 10:23 am (PDT) Google submits a patch for the 

flaw and applied it to Google servers/services across the globe (Moeller & Langley, 2014). 

   Ten days later on 31st of March, CloudFlare, a content distribution network, was notified 

about the bug. CloudFlare seems to have signed a non-disclosure agreement in order to 

receive details about the vulnerability. The informer later was unofficially named as 
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“researchers who discovered the flaw” at Cloudflare’s official blog announcement. (Sullivan, 

2014) 

   On 1st of April, Google notifies the team members of OpenSSL about the flaw that they 

found in OpenSSL. The same day they also informed them that they have informed other 

infrastructure providers under embargo. They however declined to provide more details 

about whom they had informed (Cox, 2014). One day later, on 2d of April, Codenomicon, a 

Finnish IT security testing company discovers the same bug, without previously being 

informed about it. The next day, 3d of April, they notified the National Cyber Security Center 

of Finland (NCSC-FI) about the flaw in OpenSSL (Heartbleed, 2014). Codenomicon also 

refuse to reveal if they have informed others about it. On 4th of April, Akamai, an Internet 

content delivery network, patched its servers (Ellis, 2014a). Apparently, they had also been 

informed about the bug before the public disclosure. They also refused to reveal their 

resource; however Andy Ellis Akamai's Chief Security Officer in their official blog wrote that 

it was an individual from OpenSSL team who revealed it to them (Ellis A., 2014b). 

   Although on 12th of April Mark J. Cox contradicted that the OpenSSL team informed 

Akamai. He claims that Akamai was informed directly by Google or Codenomicon. The same 

day according to the information provided by Grubb (2014) rumors started to spread in open 

source community about a flaw on OpenSSL. The following day, 5th of April, Codenomicon 

purchased the Heartbleed.com domain name. This choice predisposes a future public 

disclosure. 

   The next day, Sunday 6th of April 22:56 (PDT) -one day before the public disclosure-, 

the NCSC-FI asked CERT/CC, Coordination Center of the Computer Emergency Response 

Team in America to be allocated a common vulnerabilities disclosure number (CVE). 

Meanwhile, Mark Cox a member of OpenSSL who was also working for Red Hat, a company 

specialized in open source software, informs Red Hat about the bug. On behalf of OpenSSL 

he authorizes them to inform other Linux operating system distributions. (Cox, 2014) 

 Huzaifa Sidhpurwala, working for Red Hat, added a bug to Red Hat’s bugzilla.  Red Hat 

Bugzilla is the Red Hat bug-tracking system and is used to submit and review defects that 

have been found in Red Hat distributions. (Red Hat bugzilla, 2014). At 23:10 (PDT) he sends 

an email to a private Linux distribution mailing list concerning the existence of an important 

bug. In order to receive further details about it they should request and receive them under 

embargo. Under embargo means that they are not allowed to publish information before a 

specific date. At the same mail he informs them that the issue would be made public on 9th of 

April. 

“After I sent a mail to distros, I was contacted by security engineers from most major 

distributions. I answered most of them as soon as I could with complete details including 

the upstream patch. 

Some of them mailed during my night time. I saw these emails the next day, and it was 

pointless to answer them at that time, since the issue was already public.” 

                                                                                 -Huzaifa Sidhpurwala / Red Hat Security 
Response Team 

(Sidhpurwala, 2014) 

Monday 7th April 08:19 (PDT) the NCSC-FI informs the OpenSSL project members about 

the Heartbleed. Four days had passed since NCSC-FI were informed and the day they 

notified OpenSSL project. An hour later the OpenSSL decides that the risk of more people -

with no good intentions- to find it out is big. 
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“The coincidence of the two finds of the same issue at the same time increases the risk 

while this issue remained unpatched.  OpenSSL therefore released updated packages that 

day.”                    

                                                                                                                    Mark J. Cox (2014) 

The update was uploaded at 10:25 (PDT), and later was made public. According to the 

timeline of Sydney Morning Herald (Grubb, 2014) at 10:27 (PDT) OpenSSL published a 

Heartbleed security advisory and twenty minutes later, forwards the advisory through its 

mailing list. At 11:00 (PDT) CloudFlare post an entry to their blog (Sullivan, 2014) and later 

tweets (CloudFlare, 2014) about the Heartbleed followed also by tweets from Google’s Neel 

Mehta (2014) and Codenomicon (2014) including a link to heartbleed.com. 

 
 

Figure 4. Public announcement of the vulnerability in twitter. 
 
   The same day at night NCSC-FI issues a security advisory on its website in Finnish and 

hours later -early the next day- they issue it in English too. After the public disclosure a 

Facebook spokesman stated “We added protections for Facebook's implementation of 

OpenSSL before this issue was publicly disclosed (MarketWatch, 2014), a different article 

implies that Facebook was informed the same way CloudFlare did. (Brandom, 2014). We 

were not able to specify the date Facebook was notified for the vulnerability and from whom. 

After the public disclosure on 9th of April, a Red Hat technical administrator says in a public 

mailing list that Red Hat and OpenSSL tried to coordinate disclosure. The situation became 

complicated for the OpenSSL team when Codenomicon reported the bug too.  

   By the 10th of April: Google has left some secondary services without a patch (O’Connor, 

2014). Facebook has refused to make further comments but money was donated to Neel 

Mehta via the Internet Bug Bounty program (Grubb, 2014). Akamai did not have an 

additional update since the official announcement. Red Hat continues to provide support to 

Linux distributors. Codenomicon continues to update heartbleed.com providing additional 

information. CloudFlare have not made any other official announcement. 

5.2 Roles and information sharing 
For the purpose of this study we examined further the timeline about the incident of 

Heartbleed. We investigate the process of incidents that happened before the public 

disclosure of the vulnerability. The secondary data we used prove that the companies who 

knew about the vulnerability tried to coordinate a responsible vulnerability disclosure. There 

is evidence confirming that by most of our sources. The CEO of CloudFlare had clearly 

referred to “responsible disclosure”: 
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“If the bug was just with one company, it’s easy to do responsible disclosure, but when it 

affects all those services, it’s really hard” -Matthew Prince, CEO of CloudFlare. (Brandom, 

2014) 

 

   From the timeline we constructed, it is clear that all the participants except the vendor -in 

our case OpenSSL- received detailed information only after they signed non-disclosure 

agreements and had been created secure communication channels. Additionally, the 

interested parts were receiving the information only under embargo, which means that they 

were not allowed to publish anything until a predetermined date. In this case this date was 

set to be 9th of April. Furthermore, emails from electronic mailing lists, among different 

participants of the process, reveals clearly that the intention was to keep the flaw secret 

among specific persons, and reveal it after their services have been patched and updated, but 

it did not work as expected. Yves-Alexis Perez the deputy head of the hardware and software 

security lab at Agence nationale de la sécurité des systèmes d'informations (ANSSI) and 

Debian developer, in his email to the oss-security list writes: 

 

“.. I think we would have managed to handle it properly if the embargo didn’t break”. 

 

Another email to oss-security list from Kurt Seifried, a Red Hat technical administrator for 

cloud security, says: 

 

“The plan was to embargo the flaw until April 9th, giving everyone two more days to deal 

with it. So OpenSSL in conjunction with Red Hat attempted to do a coordinated response 

with the community” 

 

In the Heartbleed case, the vendor was OpenSSL project. OpenSSL project consists of twelve 

volunteers; three of them form the core team. Through the disclosure process they also 

worked as central coordinators. What differentiates Heartbleed from other vulnerabilities is 

that an incredible large amount of vendors were using the OpenSSL software and therefore 

the software deployers are too many in number. That makes a responsible disclosure much 

more difficult to be successful. The more the interested parts of the disclosure, the more 

difficult it gets to keep the information about the vulnerability secret until the default day of 

the public announcement. 

   In order to manage a successful responsible disclosure not all the software deployers are 

required to be notified about the flaw but at least the major companies. In our case, 

informing every participant would expand the process incredibly. However even major 

companies like Yahoo, Amazon and Cisco highly affected by the vulnerability were informed 

by the public announcement. The criteria based on which Google and OpenSSL chose the 

companies that they will reveal the flaw before the public announcement, have not been 

identified. There is no evidence to whether they chose to reveal on “favorite” partners or they 

share the information based on a strategy. Codenomicon informed directly NCSC-FI and kept 

the information under embargo. OpenSSL acting as central coordinator notified only few 

other interested vendors. 

  By the time OpenSSL was informed by Google about the vulnerability, one of the core 

members of OpenSSL team, Mark J. Cox, who also worked for Red Hat, was on holiday as he 

published in Google+. For this reason he mobilize his security response team members at 

Red Hat in order to share the proper information to specific others, mainly Linux operating 

system distributions (Cox, 2014). One of the vulnerability identifiers of Heartbleed was 
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Google, who also notified some other companies like CloudFlare, Akamai and probably 

Facebook about the flaw through encrypted emails and after signing non-disclosure 

agreements. When OpenSSL core team got notified that Codenomicon independently 

discovered the bug, they decided to change the default day and make the public disclosure 

two days earlier on April 7th. OpenSSL team based their assumption, that the risk of others 

to exploit the vulnerability has increased, on the fact that two independent sources discover 

it. However, when the core team of OpenSSL decided to disclose public the vulnerability, they 

did not inform the other partners about the retraction.  

   Summarizing in our case OpenSSL is the company that distributes the software and 

authorized Red Hat to coordinate the responsible disclosure. Red Hat was informed and he 

was actually the one that co-ordinate the disclosure. Codenomicon and Google have the role 

of the identifier of the vulnerability. CloudFlare, Akamai, Facebook and some Linux 

distribution developers were informed prior the public disclosure. Their role is similar to 

vendor but deviates. They were able to patch in on their own systems but they are not 

responsible to coordinate a disclosure. The developers of Linux distributions cannot be 

categorized, as an organization thus is not included further in the analysis. 

5.3 Event study analysis 
In the event study analysis we tried to predict the returns of four companies as if the event of 

Heartbleed never happened. Using 200 previous returns for every company in the sample we 

compute the expected returns. In general during the event window there is a negative trend 

for all the companies in our sample. For half of our companies the cumulated abnormal 

returns were negative for the event window and for the other half positive. In contrast with 

the general results, the day after the disclosure three out of four companies have positive 

abnormal returns and all of them have positive actual returns. Also the actual returns of all 

the firms have turning point between 9th and 10th of April but only three of them have the 

same for the abnormal returns. In the graphs the expected returns are represented as     , 

abnormal returns as      , where   is the name of the firm. 
 

Figure 5. Google Inc. Stock returns  
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In what we were expecting Google and Facebook reacted positively to the event by 1.58% and 

2.20% respectively. We notice that before the event the returns were negative for both 

companies but the tendency changed after the event. 

 
 

 
Akamai and Red Hat reacted negatively to the event, with Akamai suffering the biggest loss 

by -5.58% when Red Hat only lost -2.91%. 

 

Figure 6. Facebook Inc. Stock returns 

Figure 7. Akamai Inc. Stock returns  
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Investigating further, to answer to our first hypothesis (H1o) that there are no abnormal 

returns within the event window, we performed t-test in order to find our results are 

significantly different from zero. Considering that none of the average CARs produce results 

that significantly differ from zero, we also conducted t-tests checking the significance of the 

AR every day for each firm, combined and individually. The majority of the tests for AR 

produce not significant results. Only a small sample produce P-Value > 0.10. An exception 

that must be noted is that Google had a significant positive change in the market the day 

after the announcement (P-Value 0.056377). Concluding, the companies in our sample did 

not produce abnormal returns significantly different from zero in the event window. Thus we 

cannot reject the null hypothesis (H1o). Similar results can be found in a variety of event 

studies concerning the impact of IT-related announcements on the market value of 

companies. Despite the insignificance, the difference between the abnormal returns is 

possible to illustrate the different role they played in the life cycle of the vulnerability.

Figure 8. Red Hat Inc. Stock returns  
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6. Discussion 

In this study we have shown the reaction of the stock market after the public announcement 

of a vulnerability in a universally adopted open source software. We also illustrated the 

interactions between the companies and the acted roles prior the announcement. In the 

attempt for a responsible disclosure we concluded with the roles they enacted. Here we are 

going to discuss our results. First, the results of the event study methodology, then the 

endeavor for a responsible disclosure and finally, we will try to connect them.  

   In general we did not observe a significant impact to the value of the companies informed 

prior the disclosure by the vulnerability known as Heartbleed. We were unable to confirm 

literature that supports significant negative market reaction in IT security related incidents 

(Ettredge & Richardson 2003; Garg et al. 2003, Cavusoglu et al. 2004, Acquisti et al. 2006). 

  The results of our study reflect that it doesn’t matter what companies do prior to public 

announcement. However, even if there is not a significant reaction to confirm the opposite, 

the potential danger the vulnerability can cause is reflected by the general negative reaction. 

Studies that found insignificant results similar to ours also observe a tendency to negative 

market returns (Campbell et al. 2003; Hovav & D’Arcy 2003; Kannan et al. 2007). The 

negative returns in our case started two working days before the disclosure something that 

can be explained by the rumors that started to spread. The effect prior the disclosure date is 

also noticed by Goel and Shawky (2009).  

  With those results we can argue that the stock market does not punish nor significantly 

rewards the few companies that knew before the public disclosure. Worth mentioning is that 

the day after the disclosure three out of four companies have positive abnormal returns and 

all of them have positive actual returns. This can be perceived, as the investors reacted 

positively -but not significantly - in the information that those vendors were prepared before 

the disclosure. We can conclude that although the results are not significant they are 

different for every company. 

  When it comes to software the danger that companies face is interrelated with the danger 

that their customers face. The company has to protect its data and assets and at the same 

time its customers.  But customers must also take action protecting themselves. Companies, 

even today, long after the public announcement are still vulnerable due to the fact that six 

out of ten vulnerable users have not changed their passwords or updated the software (Pew 

Research Center, 2014). Those numbers reveal the unconcern or ignorance of users about 

their security. Users have not perceived the vulnerability as seriously as they should and the 

markets are reacting accordingly due to the fact that is not easy to understand the impact 

that such vulnerabilities may have to their daily life. Under those circumstances those 

numbers can explain at some point the insignificant results. 

   In the related research, we clarified that there is not a specific disclosure policy for handling 

information technology flaws for cases similar to “Heartbleed”. An open source software 

adopted by the majority of Internet companies, which allows unauthorized disclosure of 

information. Since one model for responsible disclosure does not maximize the utility 

considering that every case is unique, guides must be taken into consideration from the 

interested parts before a strategy is deployed. Laakso et al. (1999), Chichonsky, Millar, 

Grance and Scarfone (2012), West-Brown, Stikvoort, Kossakowski, Killcrece and Ruefle 

(2003), suggests that organizations should establish an incident response team and plan 

beforehand the coordination of possible incidents. OpenSSL was not prepared to face an 
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issue like this, since they did not have a security response team to coordinate it. Due to the 

connections Mark J. Cox has in Red Hat was able to utilize their response team. Google and 

the other companies have response teams but it was not their responsibility to coordinate the 

disclosure.  One other important aspect of disclosure policy, as West-Brown et al., (2003) in 

 “Handbook for Computer Security Incident Response Teams (CSIRTs)” suggest, is to define 

an information disclosure policy. On that, the response team can rely on during the 

disclosure process. They also identify three significant factors that determine the extent, and 

how information will be disclosed; Purpose, target and category of information. Those 

policies should be created based on the information disclosure restrictions that already exist. 

   In Heartbleed case the companies participated in the disclosure did share information 

about the vulnerability, but they selectively choose which companies they will share to. That 

let us believe in the existence of a specified purpose and target behind those decisions. 

Additionally, the fact that all the sharing of information has been made under embargo 

shows that companies were following an information sharing policy, something that is 

consistent with the literature.  

    Chichonsky et al. (2012) supports that sharing information and coordinate the process 

with partners’ leads to more quick and efficient results than when an organization is 

handling vulnerabilities alone. It is very important though to coordinate properly who will 

receive detailed information about the vulnerability and under which circumstances. That 

can ensure that all the participants know their role in the progress and that there are very 

well organized communication channels. We can observe that OpenSSL did not prioritize the 

companies that must be informed based on the impact that can be caused by the 

vulnerability. They decided to inform Red Hat and other Linux operating system distribution 

developers but not companies like; The Apache Software Foundation, Akamai, CloudFlare 

and other content delivery network and server services providers. Even though, data losses 

from similar companies would inflict greater damage.  Concerning their use of 

communication channels it seems that OpenSSL in cooperation with Red Hat handle the 

situation successfully since no unintended reveals happened throughout the process. The use 

of sharing agreements and reporting requirements such as non-disclosure agreements is also 

a very important part, in order to keep confidential information protected (Chichonsky et al., 

2012). We must specify that before they decide to publish their information about 

Heartbleed they neglected to inform the security response team members at Red Hat who 

had helped them with the coordination of responsible disclosure. That can be interpreted as 

a rushed move, indicating unorganized handling and panic from the core members of the 

OpenSSL team. Taken into account all the facts mentioned before the attempt for a 

responsible disclosure can be characterized as partially unsuccessful. The coordinating team 

was unprepared and the choice of companies to share information can be criticized, and 

mistakes happened. We observe a delay to the communication with the only exception of 

Codenomicon.  

   Codenomicon was one of the identifiers of the vulnerability -a role that Shepherd, (2014), 

Laakso et al. (1999) and Cavusoglu et al. (2005) mention. Acting according to their policy 

they notified NCSC-FI without a delay.  

   Google, also one of the identifiers, contacted OpenSSL directly, something accepted in 

responsible disclosure (Shepherd, 2014). Google additionally informed other companies 

about the vulnerability expanding the circle of trust. Although this movement can be 

criticized, it ended up securing more vital information. They also provided information about 

the applied patches and the services that were exposed. The company had positive abnormal 

returns. We must point out that the day after the event the company experienced significant 
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positive abnormal returns. We suspect that the market perceived the fact that it was the first 

to discover the vulnerability positively. Even though at the time some less important services 

were still left unprotected. 

   OpenSSL is the vendor of the software and in cooperation with Red Hat fit the description 

(Shepherd, 2014; Laakso et al., 1999; Cavusoglu et al., 2005) of coordinator. Their decisions 

leaded to premature disclosure and exposure of other companies. In our study Red Hat also 

experience losses. A feasible interpretation is that the unsuccessful attempt to inform other 

Linux distributors and developers caused the negative reaction of the market.  

Shepherd (2014) suggests that in cases where we have multiple vendors an organization 

could provide help with the coordination.  In our case NCSC-FI could help OpenSSL with the 

responsible disclosure. 

   Finally, Akamai, Facebook and Cloudflare fit in the description of vendor, but their role is 

more complex. In our case they should be described as au courant, someone who is fully 

aware. Au courant is a term we are using in this paper to describe a role that has not been 

identified by previous researches.  An actor in the role of au courant has received information 

about a vulnerability, is able to develop a fix for their own system, but is not the main vendor 

and is not responsible to coordinate a disclosure. 

In this role Facebook experienced positive cumulative abnormal returns. They stated that 

they knew and the users were not affected. Then they denied making further comments. That 

communication strategy may have contributed to the positive results in the market. 

 On the other hand, Akamai, also at the role of au courant, suffered the biggest loss according 

to cumulative abnormal returns. A possible reason for that might be the claims by the CSO 

that was informed by an OpenSSL member and decided not to share the information to other 

similar companies. To this event, can be added, the refusal of OpenSSL team, that they 

shared the information with them. Comparing Akamai and Facebook-since they have the 

same role- we believe that the difference is based on how the consumers perceived the 

vulnerability. That affects the value according to Eccles et al. (2007). 

   Concluding, combining the results from the event study and the attempt for a responsible 

disclosure we can extract some additional information that could be valuable for further 

research. Indications from our research show how the management and the role of every 

company were reflected to the stock market.  Even if we don’t have significant effects on the 

market value of the companies, we are seeing a negative reaction in total that confirms 

previous literature. We cleared out the roles that companies had during the disclosure 

process and we clarified the differences between them in the reaction of the market.  

  All the results demonstrate that even though the market did not punish significantly the 

companies, they were caught unprepared for such a security incident.  The responsible 

disclosure attempt was partially a failure. They had to make the public announcement earlier 

than expected leaving some companies and customers defenseless to Heartbleed. The way 

companies chose to manage the vulnerability disclosure left the customers unprotected in the 

end of the procedure. Companies patched their software but a high percentage of customers 

are still unaware and that leave them in danger. A potential research on the field could 

contribute on how managers could adjust the already existing disclosure policies to the 

protection of the customers. 

Our research reflects the importance of a well organized IT risk management plan, which will 

include specific policies and strategies on how to face highly important security challenges.  
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7. Conclusion  

In our paper we investigate the effect in the stock market caused by a public vulnerability 

disclosure. We focus on the effect it had to the companies that were informed prior the 

disclosure. Our research is divided in two parts. The first investigates the events before the 

public disclosure and how the organizations communicated with each other during this time. 

That part helped us to identify the roles every organization had. We accomplished that with 

the reconstruction of the timeline. The other part of the research was the event study 

methodology. The event study did not produce significant results for the companies tested. 

Meaning that there is no stock market reaction to the companies that knew prior to the 

public announcement. However, we believe that the roles they had and their actions were 

illustrated in the abnormal returns and the actual returns of the companies.     

   Our analysis on the attempt of a responsible disclosure points out the need for IT security 

risk management to create a disclosure strategy for similar events. How people understand 

the events of the vulnerability, play an important role and must be taken into consideration 

in future policy development. Actions can be taken leading in better response times, better 

communication channels and minimization of the negative consequences. The exposure of 

the organizations to the public in the case of Heartbleed was something that could have been 

avoided. It should be avoided in similar future events. We believe that further research must 

be done into formulating more strict guidelines in disclosure policies. Further research using 

more complex models on event study methodology can provide additional insights in the way 

those policies affects the value of the companies. 
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