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Summary  

Organizations face risks regardless of the type of industry or government. Historically 

risks have been undertaken in various processes and coped with differently by society. 

An appropriate application of risk management is widely acknowledged as one of the 

most critical aspects of undertaking business activities across all sectors in society, public 

and private. In order to carry out this activity as part of the crucial actions the 

organizations implement as part of their culture, many standards have been developed at 

the international level. These standards provide the groundwork for entities to start 

implementing these processes and reduce the risk they face with a standardized set of 

procedures across sectors. Risk assessment faces abundant arguments that lead to doubt 

the credibility of the standards implemented by different organizations, as not a single 

method or definition is agreed upon across cultural and sectorial barriers. Therefore, the 

credibility of the standardized assessment is doubted.  

This study aims to evaluate the credibility of standardized risk assessments with a focus 

on the Information Security Risk Assessment Standards, in particular ISO 27005 and 

NIST 800-30 in collaboration with the Swedish Armed Forces. The research adapts the 

frameworks available in literature to evaluate credibility of risk assessments to the 

international standardized assessment procedure. The standards credibility will be 

evaluated with different criteria divided in five categories considered applicable to the 

standardised risk assessment procedure. Also, input from experts in organizations 

currently employing the standards and academic experts in the field will also be utilized. 

This study utilizes a qualitative case study approach. 

The credibility evaluation performance of each international standard is similar; the only 

category that NIST 800-30 has a significant better performance is the category related to 

the final Risk Assessment Results (Report). The NIST provides a further step in the 

process as well as the guidelines and templates in order to develop different parts of the 

assessment process including the report, which is considered a best practice of a 

standardised risk assessment. The findings of the research contradict four criteria of the 

framework found in the literature, related to with what can be learned from past risk 

assessments, to the wide ranging of the required scope of a risk assessment, the relevance 

of the disclosure of information on the final risk assessment report related to the 

composition of the assessment group and finally the procedure for finding consensus 

among stakeholders. 

The research question “How credible are standardized risk assessments?” provide a 

holistic understanding of the credibility of the standards previously mentioned, 

determining that these provide a solid framework for companies to start assessing the 

risks in a regulated and standardized procedure. These oversee the problems embedded 

in the subjectivity of a risk assessment and the ever-changing (intrinsic and extrinsic) 

aspects of stakeholder behaviour with a lack of a systemic approach to solve these issues, 

which also include the lack of proper handling of risk uncertainty and the lack of 

transparency on the final risk assessment report. The study provides a groundwork which 

can be used in order to develop future research. This study also provides a grounded 

framework which can be used by entities utilizing the standards in order to reflect their 

procedures of their risk assessment activities. 

Keywords: Credibility, risk assessment, risk management, international standards, risk, 

information security, ISO 27005, NIST 800-30.  
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“The task of painting the picture of life, however often poets and philosophers may pose 

it, is nonetheless senseless: even under the hands of the greatest painters-thinkers all that 

has ever eventuated is pictures and miniatures out of one life, namely their own and 

nothing else is even possible.” 

― Friedrich Nietzsche, Human, All Too Human 
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1. Introduction 

Risk assessment is fundamental in several disciplines and in many types of industries. 

Generally, risks arises where there is a possibility of threat that might be received by a 

target (Aven & Zico, 2014, p. 2). The activities seen as risky are conformed by norms or 

regulations; this is in general the actual practice of risk assessment. The risk assessment 

methodology is being criticized to be flawed in both in principle and practice (Aven & 

Zio, 2014; 2011; Manion, 2007; Busby & Hughes, 2006, p. 511; Klinke & Renn, 2002). 

For 40 years, the Risk Assessment has been based on quantitative probabilistic analytic 

assessment of risks. From the 1970s where these began, the basic principles have not 

changed much. The traditional quantitative approach for risk assessment is considered 

limited by several authors. The main reason is that in several applications, risks 

assessments are subjective due to a lack of probability information and knowledge 

availability (Aven & Zio, 2014, p. 1166; 2011, p. 65; Glickman & Xu, 2009 and Miller 

& Engemann 2014). An issue is a lack of proper categorization, representation and 

classification of uncertainty on the actual risk assessment approach (Miller 1992, p. 320; 

Shapiro & Tilman, 1986, p. 215; Klinke & Renn, 2002, p. 1079). In addition, risk 

assessment is often regarded as technocratic activities that do not take into consideration 

public concerns and being possibly influenced by special interests by those involved in 

the process (Manion, 2007, p. 297; Klinke & Renn 2002, p. 1072 and Renn 1998, p. 49). 

The flaws on the traditional risk assessment theory exist because the risk theory is mainly 

based on a positivistic epistemological position, which considers that the notion of risk is 

objective with the result, ignoring the social processing from risk information and the 

public aversion to societal risks (Manion, 2007, p. 297). As a result, companies face 

difficulties in dealing with the assessment of risk and this produces an objective approach 

to risk management and assessment, which avoids the subjectivity knowledge embedded 

in this process. 

International standards tend to implement cross-border expert opinions and concepts that 

are aimed in obtaining a common agreed set of guidelines. The ISO standard is a good 

start to implement practices of risk management and assessment across different 

industries and companies. However, the standard is criticized in different aspects (Wessel 

et al., 2011 p.875; Syalim et al., 2009 p.726; Singh and Lilja 2009 p.28) one of which 

indicates that it lacks practical instructions of implementation consultancy is needed as it 

is a tough job to be implemented in any organization (Wessel et al., 2011, p.869). Lack 

of intrinsic motivation for its implementation, its reliance mainly on a licensing 

motivation (Wessel et al., 2011 p.876) a vagueness of general-purpose guidelines, limited 

to a small range of businesses (Yaraghi and Langhe 2011 p.552) and a lack of analysis 

and judgement to the entire development of the risk assessment (Zhiwei and Zhongyuan 

2012, p.1289), questions the practicality or credibility of standards such as the ISO. 

Although the risk assessment flaws are known, these include both intrinsic and extrinsic 

problems; the latter can be mitigated or even eliminated on actual practice by 

implementing a standardized set of norms within the organization. In that sense, tools to 

test the appropriateness of risk assessments have been developed in order to promote 

reflection of risk assessor and users by evaluating the credibility of the risk assessment 

(Busby & Hughes, 2006, p. 511). 
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Credibility is understood as the capacity to make valid assertions (competence) and 

absence of stakes (trustworthiness).  Different frameworks have been developed with the 

purpose of evaluating the credibility of a risk assessment (Busby & Hughes, 2006, p. 519; 

Wiedemann, et al., 2013, p. 625). Although the necessity to evaluate the credibility of 

standardised risk assessment is clear, the current theory on credibility evaluation of risk 

assessment lacks proper handling of the subject. Wiedemann. et. al. (2013) developed a 

framework focused only on the credibility of the final risk assessment report. Busby & 

Hughes (2006) developed a credibility framework by reducing the concept of credibility 

in validity and reliability, drawing several sub categories and giving examples of norms 

for these sub categories. This produced a non-unique set of subjective categories ignoring 

the risk typology in the field. Although there are critics on the current credibility 

evaluation frameworks, the increase of the credibility and the quality of risk assessment 

and management standards, this can allow managers to have a better picture of the risk 

treatment plan and weight better the potential impact of risk events on the business 

(Bernard 2007, p. 28). 

Therefore, this study aims to evaluate the credibility of standardised risk assessment 

by developing and implementing a framework, which is based on the current tools 

in the literature and by analysing experts’ knowledge in both academically and 

practical perspectives. The developed framework will be tested on the ISO/IEC 27005 

and the NIST 800-30, which focus on the information security risk assessment context. 

The framework output is qualitative and the approach of the research is inductive, having 

the assumptions that the reality of risk assessment is subjective (Shrader-Frechette, 1991, 

p.7) and the environment of risk assessment is too complex (Glickman & XU, 2009; 

Miller & Engemann, 2014). Therefore, there is not just one single correct description of 

risk assessment defined by universal standards. The research is being realized in 

collaboration with the Swedish Armed Forces (SwAF). 

1.1 Research Problem and Question 

The research problem identified in the literature relates to several flaws of risk assessment 

theory and its practice. One suggestion found in literature to overcome these issues is to 

promote the reflection of risk assessors by evaluating the risk assessment credibility. 

However, the current literature on evaluation of risk assessment lacks of a holistic 

credibility evaluation of the risk assessment process. Therefore, the research question 

addressed for this study is as follows: How credible are the standardized risk 

assessments? 

The current theory does not provide a feasible answer for that question. The study will 

address this question by developing a framework to evaluate the standardized risk 

assessment. The research strategy is case study on the risk assessment and management 

standards, while the framework is developed based on the current theory in the field, 

confirmed and improved based on experts’ opinions. The developed framework is tested 

on the context of the security information risk assessment, mainly the international 

standard ISO/IEC 27005 and the NIST 800-30. The second step is to gather practical 

knowledge from the experts through a semi structured interview process. The inputs from 

the experts are used to improve the developed framework to evaluate the credibility of a 

standardised risk assessment. A comparison between the performances of the credibility 

evaluation of the standards is done in order to stimulate the debate on the credibility of 

the international standards risk assessment. 
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The related objectives of the study are: 

- To develop a framework to evaluate the credibility of standardized risk assessment by 

merging two current theoretical credibility frameworks for risk assessment evaluation and 

adapting it for the context of the standardised risk assessment. In addition, to use the 

experts knowledge to confirm and improve the developed framework. 

- To evaluate the credibility of information security risk assessment standards, mainly the 

ISO/IEC 27005 and the NIST 800-30, and compare their performance. In doing so, we 

aim to contribute to the debate on the risk assessment and management theory. 

- To discuss and compare the results of the framework applied to the different standards, 

together with experts’ knowledge in order to reflect aiming to generate insights for the 

debate of the risk assessment and management theory. 

1.2 Architecture of the Study 

 

Chapter 1 Introduction: This chapter cover the introduction of the topic along with the 

research question and the objectives aimed by the authors to be developed as a result of 

this thesis in collaboration with the Swedish Armed Forces.  

 

Chapter 2 Research Methodology: indicates the authors’ methodological stances as well 

as the research approach, design and the authors underlying factors and their various 

procedures in the development of the research. The positive and negative aspects of each 

choices made by the authors are described as long as the reasoning and argumentation, 

which lead to the study limitations and the reliability, replication and validity of this 

study. In addition is discussed the social and ethical implications, the literature search 

method and the research process. 

 

Chapter 3 Theoretical Frame of Reference: describes the authors development of the 

literature revised in the risk assessment and management theory, from the selected 

literature search approach indicated in Chapter Two. This initiates by indicating a 

historical evolution of the risk assessment and management, leading to various 

terminology for the risk assessment and management, which surround the standardization 

of risk assessment procedure in the information security context. The Risk Assessment 

Limitations on theory are then presented to lead to the core of the research, which, 

discussed in this chapter as the standards for ISO 27005 and NIST 800-30 are scrutinized 

at a detailed level with the current available frameworks to assess the credibility of the 

risk assessment standards.  

Chapter 4 Data Collection and Analysis Method: This chapter elaborates on the data 

collection instruments and the selection criteria used in the study in order to allow the 

researchers to develop an investigation covering the aspects of reliability, replication and 

validity indicated on Chapter Two. As well, is described the framework to evaluate the 

credibility of a standard risk assessment, which is the base for the developed data analysis 

method.  

Chapter 5 Application of the Template Analysis: Display of Empirical Results: The 

chosen data analysis method is applied and the empirical results are displayed and 

commented individually. Is used two methods displaying the findings, which allow 

comparisons between different data sources, facilitating the process of checking the 

triangulation of evidence from the different sources.  
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Chapter 6 Results Analysis and Discussion of the Findings: This chapter analyses the 

results from the application of the template analysis to the different sources of data and 

discuss the findings, linking with the theory of risk assessment and management. 

Chapter 7 Conclusion: The research concludes by indicating the results of the research 

and relating it to the initial question in this study. A framework is provided as a 

conclusion, which is the result of a tedious selection and application of the different 

findings from the various data sources in order to provide future research to be developed 

in this subject. The limitations and implications of the research are indicated in order to 

allow the readers to understand the reach of the study.   
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2. Research Methodology 

Business research is shaped by intellectual tradition of social science (Bryman and Bell, 

2011, p. 4). “The philosophical ideas and approaches to social science are based on 

assumptions regarding human nature, ontology, epistemology and methodology”, (Burrel 

& Morgan, 1979).  As in any research, investigators must deal with the sometimes 

conflicting relationship from theory and the developing of research in a real time setting 

(McDonnell et al.2000 p.384); this aspect will be dealt with by indicating the different 

stances of the authors. 

This chapter will appoint the philosophical traditions that influenced the research, how it 

was conducted, the assumptions and its approaches. Before turning to specific stances of 

the research, a review of the terms is done in order to help to clarify the assumptions of 

the study.  In addition is presented and discussed the chosen research design, the data 

gathering instruments, the method for analysing data, the limitations of the chosen 

methodology, the social and ethical aspects, the literature search method and the research 

process. 

2.1 Philosophical Stances 

This section will appoint which philosophical ideas of social science influenced how the 

business research was conducted. The philosophical ideas represent the assumptions 

regarding the world seen by the authors, which is explained by ontological and 

epistemological positions (Bryman & Bell, 2011, p. 4; Saunders et. al., 2003, p. 108). 

2.1.1 Ontological Consideration 

Questions of social ontology are related to the assumptions of the social reality nature, 

whether it is subjective to the creation of the perceptions and actions of social actors, or 

whether is objective, being external and independent of the social actor. These positions 

are referred to as constructivism and objectivism respectively (Bryman & Bell, 2011, p. 

20; Long et. al.; 2000, p. 190). The authors are supporters of the constructivism position; 

we believe that the social reality of risk assessment is subjective as stated by Shrader-

Frechette (1991, p.7). There is not just one single correct description of risk assessment, 

which means that risk evaluation is wholly relative. Sometimes the assessments cannot 

be exact due to lack of information, but approximates using the judgements of the risk 

assessors; these are expressed in qualitative, rather than quantitative terms (Nieto-Morote 

& Ruz-Vila 2011 p.224). The social actors are continuously changing the social 

phenomena and their meaning; they are in constant state of revision (Bryman & Bell, 

2011, p. 22) which in that case applies to the risk assessors.  

This view is opposite to the objectivism ontological position, which implies that social 

phenomena have independent existence of social actors and that these are external factors, 

beyond the researcher reach and influence. The mainstream risk assessment and 

management theory is based on the idea that risks are independent entities that can be 

judged with neutrality and without subjective judgements (Manion, 2007, p. 297). Due to 

this, the common conception is based on the notion of risks as being objective. Authors 

such as Manion (2007), Klinke, & Renn (2002) consider the actual theory of risk 

assessment flawed. Their main reason is that it ignores the social processing for risk 

information and the public aversion to risk. Also, for Renn (1998, p. 49), the concept of 

risks does not exist as an objective entity; it is a concept that is created by humans, as 

potential real losses are represented by the human mind. As a result of these ontological 
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considerations, organisations face difficulties in dealing with the implementation of 

standardised risk assessment. This produces an objective approach to risk management 

and assessment, which avoids the subjective interpretation. 

2.1.2 Epistemological Consideration 

The epistemological question is concerned in what is an acceptable knowledge in business 

research.  The epistemological stances are associated with ontological assumptions, in 

how knowledge can be transferred and what the basis of knowledge is (Long et. al.; 2000, 

p. 191). The different worldviews imply different grounds for knowledge about the social 

world (Bryman & Bell, 2011, p. 15). 

 

The authors have an interpretivist position, due the belief that the world of risk assessment 

is too complex to be defined by universal standards. Authors such as Aven & Zio (2014, 

p. 1166; 2011, p. 65), Glickman & Xu (2009 page) and Miller & Engemann (2014 page) 

consider that the actual approach to risk assessment does not deal properly with the 

environmental complexity, due to the lack of statistical knowledge and proper handling 

of uncertainty in the environment of risk assessment. For the interpretivists, the focus is 

in studying the human behaviour by an interpretive understanding of the social action. 

The interpretivists believe that the researchers are attached with the social phenomena in 

study, due to their own understandings, conceptual orientations and culture phenomena 

(Bryman & Bell, 2011, p. 16). We as authors have our own understanding and 

preconceptions on the active involvement of interpretation. This view is aligned with our 

constructivist ontological position. 

The antagonism epistemological position is the positivist, where the researcher 

understands the knowledge as theoretically accessible to all, being objective and possible 

to apply the methods of natural science to the research (Bryman & Bell, 2011, p. 15). The 

social phenomena is viewed as a concrete structure, the researcher emphasizes the 

importance of studying the constructs of elements that are constituents to the structure, 

emphasis is on empirical analysis of concrete relationships in an external social 

phenomena (Morgan G. & Smircich L., 1980, p. 493). The current risk assessment theory 

is based on the positivistic view, which considers that the notion of risk is objective with 

the result, ignoring the social processing for risk information and the public aversion to 

societal risks (Manion, 2007, p. 297). 

The realism is another epistemological position, which has some characteristics of 

positivism. The realism like the positivism position, has a belief that methods and 

approaches of natural science can be applied to collect data and explain the social 

phenomena. In addition, both positions believe in an external reality that should be studied 

in an objective manner. The major form of realism is the critical realism. Unlike the 

positivism, realists argue that the researchers conceptualization of reality is one way of 

knowing that social phenomena, not excluding other kinds of reality conceptualization 

(Bryman & Bell, 2011, p. 17). The critical realists admit their explanations also arrive 

from subjective knowledge from interpretation and that this is not linked with the 

traditional method of the natural science due to the complex nature of the social world. 

Therefore, realism can consider insights from antagonism philosophies as positivism and 

interpretivism (Bhaskar & Danermark, 2006, p. 295). Shrader-Frechette (1991, p. 9) and 

holds for a middle position between the two antagonistic epistemological views about risk 

management, considering that risks are rational and objective even with subjective 

judgement in some situations, considering that risk has a dual nature. 
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Understanding the risk management process includes understanding the underlying 

factors that are involved in the different risks; the incompleteness of data makes the use 

of classical risk management theory a process that can lead to unsatisfactory results 

(Nieto-Morote & Ruz-Vila 2011 p.229). Thus, this research aims to produces insights to 

the theory of risk assessment by developing and applying a framework to evaluate the 

credibility of standardised risk assessment. The credibility evaluation of the standardised 

risk assessment, also takes into consideration the subjective knowledge of experts in the 

field, both the framework evaluation and the expert knowledge aims to produce insights 

to the theory of risk assessment and management. 

2.2 Research Approach 

Once the authors’ philosophical stances are defined, in terms of ontological and 

epistemological positions, an appropriate research approach that fits with the authors 

philosophical assumptions must be decided. The main research approaches are the 

Inductive and Deductive (Bryman & Bell, 2011, p. 11). It is common for the inductive 

approach to be associated with the interpretivist epistemological position, while the 

deductive view is linked with the positivist position (Saunders et al., 2003). The approach 

that agrees with the authors’ philosophical stances is mainly the inductive approach. The 

risk assessment is a phenomenon that can be analysed by using theoretical frameworks to 

evaluate aspects such as its credibility. The study results aims to bring illuminated 

findings to the risk assessment theory by drawing inference of the observation of the 

social phenomena that can contribute to the debate on the risk assessment and 

management theory. 

On the inductive approach, the theory is the outcome of the research by drawing inference 

out of observation of the social phenomena. As opposed to deductive approach, in which 

theory is the starting point. Some inductive studies generated interesting and illuminating 

contribution and findings, but in that case, the theoretical importance provides empirical 

generalization but not theory development (Bryman & Bell, 2011, p. 13). The clarification 

or supplementation of an existing theory is related to the theory building level. (Colquitt 

and Zapata-Phelan, 2007, p. 1283). This thesis will aim to clarify and supplement existing 

theory in the risk assessment process. 

However, this study also contains deductive elements. The deductive approach is related 

to hypothesis generation, based on the existence that knowledge in a specific field that is 

subjective to empirical test. It means that ideas are tested before being considered 

knowledge. Common methods for this approach are quantitative statistical studies 

(Bryman & Bell, 2011, p. 11; Saunders et al., 2003). Although as this study aims to create 

generalized findings for theory on risk assessment using a qualitative method, there is 

also deductive elements, as the authors rely on theoretical propositions in the existing 

literature. The thesis develops a framework from theory to evaluate the credibility of a 

standardised risk assessment, this is explained on section 4.4.1. The conceptual 

framework is improved after the data collection process. The improvement of a theoretical 

framework based on the empirical data collection is related to the deductive approach. 

Therefore, this study has an inductive approach with deductive elements. 

.  



 

8 | P a g e  
 

2.3 Methodological Stance 

The choice of research approach and philosophical stances influences the choice of the 

methodology. The main methodologies’ stances are the qualitative and the quantitative. 

The quantitative researchers use numerical measurement, while the qualitative 

researchers do not. The quantitative and qualitative methodologies have deep differences; 

they have antagonistic positions related to philosophical stances, regarding the 

ontological and epistemological positions. In addition, they differ in the relation between 

theory and research (Long et. al.; 2000, p. 191; Bryman & Bell, 2011, p. 26).  

Our research does not focus on an analysis of data by using quantitative methodology, 

which usually has a deductive approach to the relation between research and theory. 

Generally, it is about the testing of theories. It incorporates the methods of the natural 

scientific research, having a positivistic epistemological view and a social reality that is 

external to the social actors, which is an objective ontological position (Bryman & Bell, 

2011, p. 27) and is not aligned with the philosophical stances of the authors.  

In contrast, the qualitative research has an emphasis in words; it is mainly a study on the 

interpretation of the social world by individuals, and the main epistemological position 

used in this is the interpretivism. The ontological orientation is the constructivism, which 

means that the social phenomenon is constant changing due to the properties of 

individual’s imagination and creation (Bryman & Bell, 2011, p. 27). The predominant 

research approach is the inductive, and generally, it aims in the generation or contribution 

to theory. 

In conclusion the qualitative stance is in line with our research approach (Inductive) and 

our philosophical stances (Interpretivism),  as this  allows investigators to interpret the 

subjective and socially constructed meanings communicated by the individuals involved 

in the study (Saunders et al. 2012 p.546). This will allow the authors to interpret the 

subjective meaning of the risk assessment phenomena, which is not properly interpreted 

in actual theory of risk assessment and management. This current theory is based on a 

positivistic philosophical stance, which considers the risk phenomena as objective 

(Klinke, & Renn 2002, p. 1072, Manion, 2007, p. 297 and Shrader-Frechette, 1991, p.7). 

In brief, the qualitative research provides understanding of the social phenomena through 

the views of experts in the field as well as analysing the international standards through 

a structured qualitative data analysis method which will be further explained on Section 

2.6.  

2.4 Research Design  

This section will define the design chosen by the authors. This design is the logical 

sequence that shows the development of the chain of evidence, or the data from the 

introduction to the conclusion (Yin 2009 p.20). The research designs represent a 

framework that guides the development of a method and the analysis of the gathered data. 

These vary from experiment design; cross sectional or social survey; longitudinal, 

comparative and case study design (Bryman and Bell, 2011 p.41, 45). The latter research 

strategy is assumed in this study. 

According to Bryman and Bell (2001 p.45) there are five different research designs; these 

include experimental design, cross-sectional longitudinal, comparative and case study 

design. Experimental design involves the experiments, which are conducted by 

manipulating an independent variable to observe how it influences the dependent 



 

9 | P a g e  
 

variable. These experiments can include laboratory or field, which the former is 

developed in a closed setting and the latter occurs in a real-life location. 

Cross-sectional design involves the gathering of data in more than one circumstance; this 

collects vast amounts of data in order to detect patterns (Bryman and Bell, 2011 p.41, 45). 

Longitudinal design is often an extension from social survey, as it uses surveys that are 

used more than once, the collection of the same data aiming at the same variables. The 

main idea is in arising the social change and understanding unintended impacts over a 

certain period (Bryman and Bell, 2011 p57). Comparative design is used to contrast 

relationship between two or more situations or cases. This is usually used in international 

setting, trying to understand the malleability of theories in different cultures (Bryman and 

Bell, 2011 p.63). Case study design involves the detail and rigorous examination of a 

single case, focusing on a single organization, location, person or event (Bryman and Bell, 

2011 p.59). 

As it can be seen with the brief descriptions mentioned above, the case study design fits 

the research to be developed within this thesis, as it does not concur with the alternative 

research design choices described above. The case strategy involves creation of 

theoretical constructions, propositions or midrange theories from one or more cases. It is 

popular and commonly used in business research. This research focuses on “How” 

credible are standardized risk assessments, hence a case study approach is adequate, as 

this addresses the question “how” in a study, which occurs when there is little control on 

the event within a real life context (Yin 2009 p. 9; 2003 p.1; Eisenhardt and Graebner, 

2007, p. 26, Edmondson & McManus, 2007, p. 1158), such as in the case of the study 

developed in this research. 

Although faced with criticisms from the positivistic scholars that work with multiple 

cases which is predominant in a statistical approach to research, case design is 

increasingly becoming used in the areas of management to generate and test theory, as 

the theory can be fit exactly to the context of the particular case (Mariotto et al. 2014 

p.359; Eisenhardt and Graebner 2007 p.30). The process will include theory 

contributions/insights through an inductive, as this will “analyse a case to create 

theoretical constructs from the empirical evidence and data gathered from the case” 

(Mariotto et al 2014 p.361). The research will generalize the findings as defined by 

Mariotto et al. as “the researcher generalizes findings in the case or few cases to theory” 

(2014 p 361). Following the argument put forward by Yin (2009 p.21), a case study must 

include five components: a study’s question (introduced in section 1.1), the proposition 

(introduced in section 1.1 and further discussed on Chapter Three), the units of analysis 

(discussed next), the logic linking the data to the propositions (section 4.5) and the criteria 

for interpreting the findings (section 5). The Unit of analysis relates to the fundamental 

problem of what the case is (Yin 2009 p.23). The phenomenon is the standardized risk 

assessments, which will be tested on two standards ISO 27005 and NIST 800-30. The 

case study design focuses on a single situation (Bryman and Bell 2013 p.60); in this case 

the credibility of the standardised risk assessments, the units of analysis are the risk 

assessment standards, the ISO 27005 and the NIST 800-30. As Yin (2009 p.29) indicates, 

case studies can use the unit of analysis as an event or entity other than a single individual. 

The aim of a case study research  is to provide an investigation of the procedures and 

settings which raise the theoretical issues of the study (Cassell and Symon 2004 p.323) 

and comprehend the multifaceted social phenomena and real life events such as 

organizational and managerial processes (Yin 2009 p.4); two of the core aspects of our 

research.  
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The study will use an embedded design. This implies that there is more than one unit of 

analysis in this case the ISO 27005 and NIST 800-30 standards in question within. The 

study will mitigate some of the critiques such as the failure to return from the subunit 

level to the larger unit of analysis (Yin 2009 p.52). This will be accomplished by 

analysing the individual standards separately with the developed credibility framework 

and then with criteria in the international standard context.  

Theory building (contribution) from cases is considered as the most interesting 

(Eisenhardt and Graebner 2007 p.27) and this will give us insight into the topic being 

researched as we aim to describe the existence of a phenomenon. The case studies are 

based on several data sources to describe particular characteristics of a phenomenon (in 

this case a situation), more likely to be contemporary descriptions of events (Eisenhardt 

& Graebner, 2007, p. 25; Eisenhardt; 1989). The use of a case study is therefore 

appropriate as it can bring important contributions to the development of the theory and 

further adjustments in an understanding of reality (Mariotto et al 2014 p.362). In this case 

study, the data will derive from various sources with the use of the developed framework 

to evaluate the credibility of the standardised risk assessment, along with the insights of 

experts in the field as well as the experts from the academic point. This study will develop 

a framework to evaluate the credibility of standards previously indicated, aiming to bring 

insights to the theory of risk assessment and confirming the framework results with the 

analysis of the experts’ opinion. The next section explores the chosen data collection 

instruments of the research. 

2.5 Sampling 

As it is impossible to collect and analyse data from the entire population, a sampling is 

required in order to reduce the amount of data needed to be collected (Bryman and Bell 

2009 p. 258). In social science sampling is divided into two categories - probability and 

purposive (Teddlie and Yu 2007 p.77).  

Probabilistic sampling is commonly used in quantitative studies, where there is a large 

group of units. This sampling technique aims to achieve an accurate sample that 

represents the population in order to achieve representativeness. (Teddlie and Yu 2007 

p.77; Saunders et al. 2003 p.262). These types of sampling are commonly used in survey 

research strategies (Saunders et al. 2003 p.262). Purposive or non-probabilistic sampling 

is the most common in qualitative studies. This aims to select units specifically associated 

with answering the question in the study (Teddlie and Yu 2007 p.77). The selected sample 

provides rich information which allows the researchers gain theoretical insights on the 

research (Saunders et al. 2003 p.283). 

In this research, in order to confirm or reject our findings from the credibility evaluation 

of the international standards, interviews with experts in both academia and in the field 

are required. These experts were selected using a purposive sampling, as detailed above. 

This method fits the design of the research as being qualitative. According to Teddlie and 

Yu (2007 p.80), this method includes four types which are sampling to achieve 

representativeness or comparability, special or unique cases, sequential and sampling 

using multiple purposive techniques. The type which fits the research is the unique or 

special cases, in particular the theoretical sampling which occurs when the researchers 

examine a particular instance or phenomenon and based on this draws samples and 

institutions Teddlie and Yu (2007 p.82).  
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In our case, the phenomenon is the risk assessment, which leads us to draw inference by 

the observation of the social phenomena. The sources of data are semi structure interviews 

and international standards.  These professionals include risk assessment experts of 

academia that are aware on standards in the field and that are able to assess the credibility 

on these. Also, experts on risk assessment in the context of security management were 

interviewed, in order to confirm or reject the findings on the credibility evaluation of the 

ISO 27005 and NIST 800-30, which are international standards on information security 

risk assessment and management. The next section describes the chosen method to 

analyse the gathered data. 

2.6 Data Analysis Method 
 

There exists five types of analytical procedures for inductive approach to qualitative data. 

These are the following: grounded theory method, template analysis, analytic induction, 

narrative and discourse analysis.  A specific approach that aligns with our inductive 

approach indicated in Chapter 2.2 is the template analysis. This uses a combination of 

both deductive and inductive approach to analyse qualitative data by utilizing codes that 

are pre-established and then adapting them, using the data gathered and analysed 

(Saunders et al. 2012 p.572). Coding is a starting point for the qualitative data analysis; 

it turns data into fragments, portions of the interview transcripts become part of certain 

names, and each name is one code (Bryman and Bell 2013 p. 585). This research study 

presents two levels of codes. These pre-established codes in this case study are based on 

the credibility criteria of the developed framework to evaluate the risk assessment 

credibility, explained in Section 4.4.1(Framework for risk assessment credibility 

evaluation). The template analysis is used to evaluate the international standards and the 

interview transcriptions. Its characteristics and description are presented on Chapter 4.4.2 

(Template Analysis Methods). The application of the template analysis and the display of 

the findings is described in Chapter five. Chapter six discusses the findings. 

2.7 Limitations of Qualitative Methodology and How to Overcome Them 

Qualitative research receives criticism from the research community. It is considered too 

subjective, relying on the researcher’s unsystematic view of the phenomena being 

studied. The research can also be influenced for the close relationship with the people 

being studied. It is almost impossible to be replicated due to not using the standards 

procedures and because the researcher influences what to focus on during the data 

collection (Bryman & Bell, 2011, p. 408). 

This study develops a framework based on current theory in the field, which evaluates 

the credibility of risk assessment. The frameworks are a set of norms and criteria used to 

evaluate the credibility of the assessment. Although is not a complicated procedure, it 

mitigates the issue of replication because the frameworks are a procedure of credibility 

evaluation of risk assessment. In addition, as the criteria and norms to evaluate the 

assessment are cleared defined, the issue of subjectivity is mitigated.   

The lack of transparency is another critic of the qualitative research. Often, the studies 

are not clear on how they arrived to the study’s findings. An example is the lack of 

transparency on the choice of the person to be interviewed. In addition, these are not 

always clear on how the analysis was conducted, how the conclusion was arrived and 

what the research did to arrive to the findings (Bryman & Bell, 2011, p. 408). In order to 

overcome this issue, the research process of the case study is clearly described in the 
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Section 2.8. (Research process). In addition, the interviewees were selected based on their 

experience on risk assessment and management, as well as their experience in information 

security risk assessment. The interviewee’s selection criteria are described in Section 

4.2.2.  

As mentioned earlier, the chosen research design is the case study. The scientific value 

of the research case study is challenged due the issue of generalization. Critics argue that 

the case study results are applicable just for the case study only. Therefore, scientists often 

choose statistical quantitative studies because they are considered capable of producing 

generalizable research results (Lukka & Kasanen, 1995, p. 72). However, both statistical 

and case approach encounter similar problems as far the generalisation is concerned. The 

problem remains that statistical studies have generalizable assumptions of samples to 

population that can be not guaranteed to hold in the future. Both statistical and the case 

studies faces the issue of generalization. However, if conducted correctly both can 

produces valid results that are generalizable to some extent (Lukka & Kasanen, 1995, p. 

78). 

A properly conducted case study produces generalizable results. The objective of case 

studies is to generalize to theory and not make inferences of sample evidence to 

populations (Spicer, 1992, p.12). The qualitative of theoretical inferences from quality 

data is crucial to the generalization (Bryman & Bell, 2011, p. 409). The new theory or 

contributions need to be tested in order to affirm that the same findings should occur in a 

second case (Yin, 1994, p.40). Therefore, the substantial findings of the research case 

study could also hold true for other cases, or at least some kind of structural similarity 

(Lukka & Kasanen, 1995, p. 77). The research case study in question aims to draw 

inferences for the theory of risk management and assessment through the application of 

the developed framework to analyse the credibility of the assessment. In that case, the 

generalization issue can be tested if the developed framework is applied in a similar case 

in information security risk assessment; this is further elaborated on the Future Research 

Section. In this research the framework is applied in two different international standards 

on the information security context. The next section develops on criteria to evaluate the 

research. 

2.8 Reliability and Validity  

Following the argument put forward by Bryman and Bell (2009 p.40), the most important 

criteria for evaluating the research developed in business and management fields are 

reliability and validity. As authors we consider these aspects crucial in developing a valid 

and important research and will implement various methods in order to increase them and 

have a deeper and more valuable contribution to current theory in the field of Risk 

Assessment and Management. As Yin (2009 p.114) indicates, there are three principles 

that can be used in order to deal with the aspects of validity and reliability in the context 

of a case study. These are the use of multiple sources of evidence, the creation of a case 

study database and maintaining a chain of evidence throughout the study. Based on these 

principles, the authors will develop the research considering the aspects of validity and 

reliability of the study.  

 

The first principle is the use of multiple sources of evidence; this is achieved in this study 

by using triangulation. This rationale uses multiple sources of evidence and is one of the 

major strengths of the case studies (Yin 2009 p.114). These sources include documents 

and interview transcriptions, as described in Section 4.1 (Data Collection Instruments). 



 

13 | P a g e  
 

The different individual perspectives, which draw upon different participants, is also seen 

as a form of triangulation (McDonnell et al. 2001, p.387). This is seen as the interviews 

include individuals from the academic and professional sector.  The advantage of using 

multiple sources allows researchers to address a broader aspect of behavioural or 

historical issues (Yin 2009 p.115).  This is achieved by the authors by using documents 

and interviews in the case study.  The research data analysis method is based on 

triangulation in order to confirm the findings of the document analysis by utilizing a 

second source, the interviewees’ analysis, to confirm the findings. 

 

The second principle is the creation of a case study database. Although case study 

research has a shortcoming in this aspect by not becoming an institutionalized practice 

(Yin 2009 p.119), the authors utilize data in the forms of the interview transcriptions and 

documents. Also, the analysis of the documents and the interview transcriptions are 

available and easily retrievable. The analysis of documents is done based on the 

developed credibility framework, described in Chapter 4.2 (Method for analysing the 

qualitative data). 

 

The third principle is maintaining a chain of evidence. This increases the reliability of the 

information by allowing the reader to track the source of evidence from the research (Yin 

2009 p.122). This is achieved by allowing the reader to follow the arguments through the 

development of the research back to the original source, which is attainable from the 

database. This will be seen as the research refers back to the previous evidence in different 

chapters in order to allow the reader to link the ideas thoroughly.  

 

The statements previously discussed in this chapter indicate the actions taken by the 

authors to increase the criteria’s conceived as important to increase the quality of the 

research.  

2.9 Societal and Ethical Aspects 

 

This chapter will cover the societal and ethical aspects on the research conducted. The 

former will cover the aspects on the research development and the latter the aspects that 

the research question has on the societal implications and throughout the development of 

this thesis between researchers and research participants. (Bryman and Bell 2013 p.128). 

2.9.1 Societal Aspects 

 

Working in collaboration with the Swedish Armed Forces gives the thesis a stronger 

emphasis on societal issues it can surround. The SwAF is subject to the laws and 

regulations set by the Swedish Parliament and Swedish Government. These control the 

details of their duties and budget throughout the year, which is roughly around SEK 40 

billion yearly. The role of SwAF is to “protect Sweden and maintain the freedom of the 

nation” (Forsvarsmakten 2014).   The societal aspects of this study embarks a bigger 

aspect by working in collaboration with the Army. As it will be explained in the following 

chapter, the nature of risk assessment and how society copes with risk is divided into four 

branches, which include army and industry standards in particular. By studying the 

credibility of risk assessment standards, which is used by the army as reference, this study 

will not just assess one of the four forms in which society copes with risk. Therefore, the 

impact on a societal aspect can be seen by implementing better practices in the risk 

assessment after using the credibility frameworks on SwAF, which could lead to better 

practices as in the case of inefficiencies in the supply chain risks which can lead to 



 

14 | P a g e  
 

expensive procedures in order to recover efficiency and stability (Sarakinis and Carlsson 

2013 p.1). Public organizations are held responsible for their actions as well as 

stakeholders (higher authorities and taxpayers) demand the proper use of the resources 

(Sarakinis and Carlsson 2013 p.2). Improving risk assessment and increasing credibility 

in it can lead to cost saving techniques and ultimately utilizing the taxpayer’s money in a 

more effective way.  Information services has a focus on maintaining the security and 

privacy of information, thus the impact of the research can be seen in this aspect as well. 

2.9.2 Ethical Aspects 

 

As in the epistemology and ontology, the ethical aspect of research has different stances 

which authors have ranging from a more open and flexible in ethical decision making 

(Anything goes); to a strict perspective in which ethical aspect should never be broken 

(Universalism)(Bryman and Bell 2013 p.124). The stance in this research is universalism. 

The ethical precepts cannot be broken and are not just immoral, but can have a greater 

impact on security in SwAF if they are deceived. The principles applied in the research 

aim to produce transparent outcomes by avoiding harm or deceptions to the contributors 

involved (Flick 2001 p.216). 

 

Although research ethics is not a well-defined area (Vetenskapsrådet 2011 p, 16), the four 

ethical aspects to be covered are the following: harm to participants, lack of informed 

consent, invasion of privacy and if deception is involved (Diener and Crandall 1978 cited 

in Bryman and Bell 2013 p.128). The main purpose behind the research is to be able to 

produce interesting insights to theory while protecting those who helped the research by 

providing the information both in the academic and professional environment. 

2.10 Literature Search 

The main reason for doing a literature review is to gather as much information in the area 

of research, based on a scholarly review to develop the argument relevant to the topic 

chosen (Bryman and Bell 2013 p.92), with a strong emphasis on the related literature the 

research question can address the gap found (Eisenhardt and Graebner 2007 p.26). The 

literature review synthesizes the theories and concepts in the field chosen for the 

development of the research (Flick 2001 p.36), which in this study is Risk Assessment 

and Management. This section will show the reader the structured search developed in 

this study, as this is an essential part of every research project and through a critical 

analytical reading of the literature, which can lead to new insights by revealing formerly 

unrelated ideas (Hart, 2001 p.2). A cross disciplinary search is used in the risk assessment 

management, as this theory covers many disciplines such as medical, environmental, 

construction and others. This type of search helps the research by providing a broader 

understanding of the subject and its methodologies discussed within this thesis (Hart, 

2001 p.21).  

The research utilized mainly The Umeå University and Heriot Watt University, library 

resources in both physical and electronical forms such as EBSCO HOST databases. The 

literature search utilized various combinations of keywords relevant to the topic, these 

include, risk, risk assessment, risk management, Swedish Army Risk, credibility on risk 

assessment, international standard risk assessment and others. The searched aimed at 

attaining documents from valid journals, which included the context of international 

standards and credibility in the risk assessment in order to gain access to literature more 

concrete to the research topic.  
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A more thoroughly search was developed once journals with specific approach such as 

“Journal of Risk Assessment and Management” was found. This search involved 

reviewing all the journals editions and selecting articles relevant to the topic, then 

reviewing the abstract and finally arriving to the articles fit to the research. A broad 

approach in the age of the articles was selected in order to gain access at the evolution of 

the risk assessment process along with the standards and their credibility.  

2.11 Research Process and Summary of Methodology   

 

The following graph provides an overlook at the authors’ stances in the different 

sections of the methodology section described previously. 

 
 

Figure 1 Methodology Summary 

 

With the chosen qualitative research methodology and the sources of data to be gathered 

and analyse, this section explains the research process. 

 

The first phase of the research process is the literature review, which is influenced by the 

authors’ philosophical assumptions and it is carried out through the entire research 

process. The limitations encountered on the risk assessment and management theory are 

discussed in Chapter 3.4 (Risk Assessment Limitations). Based on the limitations, the 

research question was formulated: How credible is the standardized risk assessment? 

Also, in the literature review is identified the need of developing a framework to evaluate 

the credibility of risk assessment and management standards, refer to Section 3.5.3 

(Critics on the actual credibility frameworks). The development of the data analyses the 

method, based on the credibility evaluation framework is described in Chapter 4.4 

(Method for analysing the qualitative data). The research strategy chosen is the case study 

and the data gathered is qualitative: documents and interview transcripts. The analysis of 

the documents is the third step; these are the international standards on risk management 

and assessment (ISO 27005 and the NIST 800-30). The findings of the document analysis 

is used to formulate the research questionnaire delivered to the experts in the field. More 

information about the interview procedure is described in Section 4.3 (Interview 

Procedure and Limitations). The application the template analysis method and the display 

of the findings are done in Chapter five (Data Analysis and Findings: application of the 

template analysis). The discussion and analysis of the findings are done on the chapter 6 

(Discussion of the Findings). The next Chapter Three (Theoretical Frame), is the 
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development of the first step of the research process, which is summarized in the figure 

below.  

 

Figure 2 Research Process 

  

Literature Review: Limitations of risk assessment and management, and on the 
credibility evaluation

Development of  Data 
Analysis Method:

Based on developed 
framework for credibility 
evaluation of risk assessment

Search and Analysis 
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800-300 for analysis 
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knowledge for triangulation 
of evidence from  the 

document analysis
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3. Theoretical Frame of Reference 
 

In this inductive case research study, the Chapter Theoretical frame of reference is 

essential as it creates the identification of issues in the traditional risk assessment and 

management theory that will be further analysed. This chapter will cover the main 

concepts in traditional risk assessment and management theory. 

The evolution of risk is presented and leads in how society copes with risk nowadays, 

mainly through the industrial self-regulation activities. There are many variations in the 

organization and hierarchy of the different terminology in risk assessment and 

management theory, depending on the body of knowledge or standard they derive from. 

In order to make it clear, a definition of hierarchy of the risk process and the terminology 

in risk management will be presented, based on recognized international standards in risk 

assessment and management. Following by the presentation of the main standards in 

information security risk management, where the focus of our study will be.  The thesis 

will there depart to indicate the limitations and issues on the traditional risk assessment 

and management theory, showing the need of tools that evaluates the credibility of an risk 

assessment. The theoretical frameworks for evaluating the credibility of risk assessment 

are presented and followed by critics on these frameworks. This will lead to the necessity 

of developing a framework to evaluate the credibility of a risk assessment, which is 

further explained in the next chapter. 

3.1. Historical Evolution of Risk Assessment and Management 

 

Risk analysis and management can be traced back to Babylonian times 3200BC as the 

Asipu group acting as consultants for risky, uncertain, or difficult decisions (Covello and 

Mumpower 1985 p. 103). Through Christianity and its belief in the existence of the risk 

of life and death and the probability of afterlife, probability theory developed the first 

intellectual tools for the risk assessment in the 17th century (Covello and Mumpower 1985 

p. 104, Large 2013 p.428) with Pascals probability theory in the Arnobious Matrix, which 

indicated the probability of Gods existence. This link between loss and probability is 

viewed as one of the earliest definitions of risk (Large, 2013 p.428). This developed into 

the LaPlace prototype of a modern “quantitative risk assessment-an analysis of the 

probability of death with and without smallpox vaccination‘’ (Covello and Mumpower 

1985 p. 105). Modern risk management can be traced back to World War II and then 

furthered developed with an emphasis on the financial portfolio risk management 

(Dionne, 2013 p.149). Most of the risk management strategies can be traced to four main 

strategies for how society copes with risk: (1) Insurance, (2) common law, (3) government 

and (4) private sector self-regulation. (1) Insurance companies assume the risk from the 

risk bearer for a fee which is estimating by the probability of events among those they 

insured into different risk categories (Large, 2013 p.435), or self-insuring by mitigating 

risks of natural catastrophes and reduce the financial impacts on the company (Dionne, 

2013 p.149). (2) Common law, by recovering ones harms from another’s nuisance, 

negligence, or abnormally dangerous activities. (3) Government, by establishing control 

and emergency response agencies such as police, fire departments,   navies and armies 

(Covello and Mumpower 1985 p.110). (4) Self-regulation includes industrial self-

regulation activities such as privately developed standards and licensure and certification 

in areas such as medicine. Government has also intervened by implementing and 

incorporating agencies to debate and develop better risk assessment guidance, such is the 

case of the Red book, implemented in the United States in the 90’s (Cantor 1996 p. 138). 
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However, risk throughout its history has shifted dramatically, from its views on the nature 

of risk through constant introduction of new risks, the ability to identify and measure 

risks, the increase of quantitative analysis to measure risk, and its increase in public 

interest concern and demands of protection. 

Even though many fields study risks, and it can be said that the chemical industries and 

human health risk can be the fields where studying risk began (Thompson et al. 2005 

p.1334), there is no wrong in unifying the ideas as they all try to “conceptualize that the 

performance of a system or an activity could lead to consequences (outcomes) different 

from those desired and planned, or not in line with stated objectives.” (Aven. 2012 

p.1652). Therefore, these issues raised the need of standards. 

Although there exists a well renowned body of knowledge and International standard, 

there are no globally accepted standard guidelines that can assist organizations with a 

successful implementation of a risk management system (RMS), regardless of the 

industry or sector. (Yaraghi and Langhe 2011 p. 552). The Federation of European Risk 

Management Associations (FERMA) has acknowledged this need - a combined standard 

that agrees on terminology, process, structure and objective (2002). These also include 

PMBOK, ICB, APM Body of Knowledge, ISO, NIST, and others. This research will 

focus on the standards ISO/IEC 27005 and NIST 800-30, described in the sections 3.3.2 

and 3.3.3 respectively. Furthermore, this study evaluates the credibility in these standards, 

and compares their individual performance. The literature search indicated that no study 

has developed this evaluation. 

With over 20 years of worldwide risk evaluation on information systems, the field 

remains extremely complex (Zhiwei and Zhongyuan 2012 p.1289). The technological 

advancement of computers and the internet provides a great opportunity for society, but 

an increase in the attacks related to computer and information crimes have become a 

threat that financially affects all industries, as organizations are becoming more 

dependent on computer systems for daily operations. These impacts can be classified in 

direct, indirect, impacts that go beyond the means of the company and no financial 

impacts; these can have an impact in all industries. Some of these crimes lead to 

staggering amounts of losses that companies and countries face and exceeds the Gross 

Domestic Product (GDP) for many countries. (Wei 2011 p.160; Lee, 2001 p.331; Gui et 

al 2010 p.191; Zhiwei and Zhongyuan 2012 p.1288). The development of security risk 

and risk assessment has been developing along with the environment as well as the role 

of information system within the organization. From managing physical security of 

hardware and facilities to the risk of information, being seen when exchanged on 

transaction, a constant development, and cyclical improvement has been applied in order 

to interact and improve techniques (Zhiwei and Zhongyuan 2012 p.1290). 

The study discussed within will focus on the fourth aspect on how society copes with risk, 

which is the industrial self-regulation activities. From a holistic perspective, this will aim 

at a larger category of how risk has been coped with historically, which is the 

governmental aspect. Working in cooperation with the army, this will have a stronger 

impact as these industrial self-regulatory activities and models (including international 

standards such as ISO and NIST that focus on the risk assessment on information security 

which will be further discussed on the section 3.3 International Standards) will loop back 

into the governmental aspect of society coping with risk as seen in Figure three below. 
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Figure 3 Societal historical aspects of coping with risk 

3.2 Risk Assessment and Management Terminology 

There are many variations in the organization and hierarchy of the different terminology 

in risk assessment and management theory depending on the body of knowledge they 

derive from. In order for the reader to understand the following chapter, the structure 

below has been considered in order to emphasize and clarify where the research subject 

lies. This will begin with a definition of risk and then the definitions on the risk 

assessment process to be discussed. In order to have a congruent dialogue within the thesis 

the definitions used will be described in this section in order to avoid any confusion. This 

will allow the reader to understand the thesis with the definitions used by the authors as 

well as indicating the aspects of each and how the aspects lead to loss of credibility in the 

risk assessment process. This will be followed by the limitations and issues arising in the 

current literature available and the loss of credibility these create. 

 

3.2.1 Risks 

Risk can be defined as the combination of the probability of an event and its consequences 

(ISO/IEC 2013 p.3; Moschandreas and Karuchit 2005, p.168). It can be defined as 

uncertainty that matters (Hillson 2010 cited in Caron 2013), which can be a threat or 

opportunity. Project risk as defined by the PMI is an uncertain event or condition that, if 

it occurs, has a positive or a negative effect or upside or downside on at least one project 

objective.” (PMI, 2013, p. 308). “Risk is a function of the likelihood of a given threat-

sources exercising a particular potential vulnerability, and the resulting impact of that 

adverse event on the organization.” (NIST 2012 p.12) 

 

The risks can be imbedded in different operational processes or activities categories, from 

repetitive to non-repetitive (Projects). The former is a standardized activity with a 

predefined product or process, coordinated by rules or procedures, with an incremental 

improvement of the process and a permanent organization. The latter has a higher 

uncertainty level that needs coordination by direct interaction and progressive elaboration 

with a temporary organization structure. Risk can also be classified as major risks (an 

event that may jeopardize the project if it occurs) and residual risks (risks that must be 
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combined and jointly covered by a contingency) (Caron 2013 p.54). This can be seen in 

Appendix III. 

 

Although risk assessment and management have developed on to scientific disciplines 

with Masters and PhD programs worldwide, a common agreement in terminology is still 

a difficult or impossible task to conclude (Aven. 2012 p.1648). 

 

Risk is largely linked to the decision making process in companies during activities 

(resource), in a theoretical importance perspective, it can also be viewed as a risk 

informed or risk based aspect in the decision making process. Risk is the “Effect of 

uncertainty on objectives” (ISO Guide 73:2009). An effect is a deviation from the 

expected — positive and/or negative. Objectives can have different aspects (such as 

financial, health and safety, information security, and environmental goals) and can apply 

at different levels (such as strategic, organization-wide, project, product and process). 

Uncertainty is the state, even partial, of deficiency of information related to understanding 

or knowledge of an event, its consequence, or likelihood. Information security risk is 

often expressed in terms of a combination of the consequences of an information security 

event and the associated likelihood of occurrence. Risk is often characterized by reference 

to potential events and consequences, or a combination of these.  “Information security 

risk is associated with the potential that threats will exploit vulnerabilities of an 

information asset or group of information assets and thereby cause harm to an 

organization.” (ISO 2013, p 3) 

 

These risks are classified in a general manner, but a deeper classification must be 

described in the information security context. This must differ in prevention from the 

variety of attacks in the type of incident. (Wei 2011 p.160). See Appendix II for 

classification. 

3.2.2 Risk Management 

“Coordinated activities to direct and control an organization with regard to risk. This 

International Standard (ISO) uses the term ‘process’ to describe risk management overall. 

The elements within the risk management process are termed ‘activities” (ISO 2013, p.5). 

It covers not only corporations and public organization, but any activity whether short 

term or long term (FERMA, 2002). This management studies the efficiency of the 

selected strategy and it can be seen as “the process employed by the government and 

businesses to protect their assets” (Moschandreas and Karuchit 2005, p.169). In the 

information security context the risk management main goal is to “protect the ability of 

the enterprise to meet its missions and objectives, not just to protect the information 

technology assets” (Wei 2011 p.160) and to portrait the why, what and how to evaluate 

risks (Zhiwei and Zhongyuan 2012 p.1289). 

The Figure four indicates the hierarchy embarked in the risk assessment process, which 

includes the risk assessment process and its subsequent phases. These will be developed 

in the next sections.  
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Figure 4 Risk Management Process 

3.2.3 Risk Assessment 

A risk assessment can be described as a “tool for obtaining consensus on what are good 

concepts, principles and methods” (Aven. 2012 p.1649). “Although facing some serious 

foundational challenges, risk assessment can be viewed as a scientific field/discipline 

covering the development of concepts, principles, methods, and models to assess risk, 

and the use of these in practical contexts” (Aven. 2012 p.1655). This assessment can also 

have a systematic approach that includes the identification of the information asset, the 

threats and vulnerabilities as a computational model to risk assessment and their 

prioritization (Wei 2011 p.161; Tsohou et al. 2010 p.350; Nieto-Morote & Ruz-Vila 2011 

p.221). This assessment is the overall process of risk identification, risk analysis and risk 

evaluation (ISO 2013, p.4). It provides a list of threats, vulnerabilities, level of risk and 

control determinations. This is usually developed on best practices and experience 

(Syalim et al. 2009 p.727). 

 

The risk assessment is being questioned by several authors (Aven & Zio, 2014, p. 1166; 

2011, p. 65; Glickman & Xu, 2009 and Miller & Engemann, 2014) as being flawed in its 

conception and practice. This study applies developed framework to evaluate the 

credibility of risk assessment on the context of information security risk assessment. In 

addition, opinions of experts in the field are gathered through semi-structured interviews.  

 

Risk Identification 

The purpose of this part of the risk assessment process is what could be the reason in the 

cause of a potential loss. The core of this process is to gain insights into the why, where 

and how the damage could happen. This step should identify the risks that are both within 

and not in the control of the organization, even when the risk source may not be evident 

(ISO 2013 p.13). This includes the identification of the assets, threats, existing controls, 

vulnerabilities and consequences (ISO 2013 p.14, p. 15 & p. 16). 

 

NIST 800-30 spreads the identification process in different phases of the risk assessment 

process. Firstly, in the preparation of the assessment by identifying the: purpose, scope, 

assumptions, sources of information and the risk model and analytical approaches. Then 

during the conduction of the assessment by identifying: threat sources, threat events, 

vulnerabilities and predisposing conditions. (NIST, 2012 p.24). 

 

The internationals standards ISO/IEC 27005 and NIST 800-300 are defined and discussed 

on the sections 3.3.2 and 3.3.3 respectively. 
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Risk Analysis 

 

Risk analysis is a systematic modus operandi explaining the steps and rationale of 

estimating, managing and communicating the risks with all the stakeholders 

(Moschandreas and Karuchit 2005, p.169). It is the process to comprehend the nature of 

risk and to determine the level of risk impact and safeguards needed to mitigate it (Syalim 

et al. 2009 p.726). Risk analysis provides the basis for risk evaluation and decisions about 

risk treatment. Risk analysis includes risk estimation (ISO 2013, p.4). 

Risk Evaluation 

 

This part of the process uses the knowledge of risks previously analysed to make 

decisions of future actions. The output of this evaluation produces a prioritized list of 

risks based on the evaluation criteria and the risk event scenario (ISO 2013, p.20). This 

leads to the risk treatment and the following steps in the risk management process (ISO 

2013, p.20). These steps are indicated in figure 5. 

3.2.4 Risk Communication and Analyst/Assessor 
 

 Risk Communication is as an integrative element of the Risk Management process, as it 

is the action, which not only transmits the information, but also is the action that must 

show the stakeholders the rationale of the selected actions to correct or reduce risk 

(Moschandreas and Karuchit 2005, p.169). The provision of comprehensive 

characterization of risk assessments is a critical communication for risk assessors. The 

CORA framework was developed to support non-risks experts in evaluating risks 

assessments (Wiedemann, et al., 2013, p. 625). The framework is described in Section 

3.5.2. 

 

Risk analyst/assessors are scientists or experts that use the best available scientific data 

to develop the risk assessment; they reach a scientific conclusion, rationalize and deliver 

to the risk managers (Moschandreas and Karuchit 2005, p.169). They are also being 

referred as technocrats for some authors Manion (2007), Klinke & Renn (2002) and Renn 

(1998). Risk analysts often tend to give answers with greater certainty that can be 

justified. (Aven. 2012 p.1652), thus making their credibility on their assessment lack 

trustworthiness. The risk identification, assessment and management process is mainly 

planned as a top down approach taking into consideration mainly the board of directors’ 

perspectives (Dionne, 2013 p.154). The risk assessment is pointed out as being an activity 

restricted to technocrats, ignoring on several occasions the concerns for the public that 

may be affected by the risks. This limitation of the risk assessment and management 

theory is discussed in Section 3.4.2 (Risk Assessment seems only as technocratic 

activities). 

3.2.5 Information Security Risk Management and Assessment   

This study evaluates the credibility of information security risk assessment by using 

theoretical frameworks, throughout discussion of the concepts of risk management and 

assessment (Section 3.2), Risk Management and Assessment International Standards 

(Section 3.3) limitations of risk assessment (Section 3.4), and frameworks for assessing 

the credibility of risk assessments (Section 3.5). This section presents a review of 

information on security risk assessment and management, as well the main international 

risk management and assessment standards in this field. 
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Information security risk assessment aims to guard the ever-evolving need to protect 

entities’ digital information, which has gradually replaced the physical forms of data (Gao 

et al. 2011 p.2159, Shamala et. al 2013 p.46). As technology promotes the movement 

towards e-commerce and e-government, many security threats and risks arise. 

Information security has been maintained as a key aspect in governmental and military 

agencies, as this not only protects it from the risk and threats, but has also become a 

strategic value at a national security level (Gao et al. 2011 p.2159, Shamala et. al 2013 

p.45). The current standards on Information security are NIST SP 800 30, ISO/IEC 27005 

and others such as OCTAVE method, PRA, etc. (Gao et al. 2011 p.2159). Information 

security risks are a result of the probability of security incidents and the monetary loss 

associated with them in the organization’s assets (Gao et al. 2011 p.2160). These assets 

can be separated into physical environmental, hardware, software and management assets 

(Guan et al. 2013 p. 61). As stated by Gao et al. (2011 p.2160). “Information security 

refers to the components, procedures and data of information systems are not destroyed 

altered or leaked, due to accidental or malicious reasons, moreover the system run 

continuously and reliably, the service was not interrupted.” 

 

There are no current methods developed in order to select the most appropriate tool for 

organizations to confront the risk assessment and they are usually left with the daunting 

task of determining the most appropriate approach, which meets their specific needs 

(Shamala et. al 2013 p.46). This study will evaluate the credibility of the most common 

used international standards on the field of information security (ISO and NIST). These 

standards are further selected for their strong acknowledgement in the professional field 

internationally. Table 1 shows the different types of methodologies and organizations 

adapted from Shamala et al. (2013 p.47)  

 

Issue by Example 

National and International 

organizations 

a. ISO/IEC TR 13335, 1998; 

b. NIST SP800-30, 2002; 

c. AS/NZS 4360, 2004; 

d. HB231, 2004; 

e. BSI Standard 100-3, 2005; 

f. ISO/IEC 27005, 2008 

Professional organizations a. CRAMM, 2001; 

b. CORAS, 2003; 

c. OCTAVE, 2005; 

d. Magerit, 2006; 

e. Microsoft, 2006; 

f. Mehari, 2007 
Table 1   Risk Assessment Methodologies and Organizations 

Similarities in standards can be seen as how these calculate threat and affect scores mostly 

on NIST SP 800-30 and ISO/IEC 27005 (Khambhammettu et al 2013 p101). Thus, the 

focus of the research will be on the information security risk assessment and the standards 

developed in order to have more a context specific study, which will produce results that 

can be valuable for the users of these standards, but also for risk assessors in general. The 

two standards chosen in order to be evaluated are the NIST 800-30 and the ISO 27005, 

as these are two of the most commonly known standards in this sector. 
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Information technology and its risk management has become a crucial part for businesses 

worldwide, including effective cost reduction, therefore assessing risk around 

information is becoming the core of organizational risk management (Singh and Lilja 

2009 p.21). Typically, it is not economically viable to develop a QRA (Quantitative Risk 

Assessment) due to the difficulty of obtaining empirical information. . Risk assessments 

vary from quantitative to qualitative, aiming to detect threats that  range in ratings from 

low to high as unauthorized system access and malicious code respectively, in 13 different 

categories (utilizing the NIST SP 800-30 assessment) (Gui et al. 2010  p,191, 192).   

3.3 International Standards 

The following section will highlight the main standards used in the Information Security 

Risk Management and Assessments, including ISO 27005 (with a particularly approach 

to its version 27005:2013) and NIST (with focus on 800-30). Standards aim to promote 

the best practices and the requirements for those products or services must meet world 

markets transparently, as well as establish consensus on terminology, common 

understanding on requirements to ensure compatibility, and strengthening 

interoperability. This ensures the security level with global accepted rules and practices 

(Tsohou et al. 2010 p.350; Singh and Lilja 2009 p.25). Although we do acknowledge 

there exists other standards and methods for the risk analysis process such as: Mehari, 

Magerit, Microsoft Security Management Guide and others. The thesis will focus on the 

ones in the information security focus. These include NIST 800-30 and ISO 27005. 

3.3.1 Selecting the Standard to be Implemented 

Several of the international risk assessments standards overlap in areas as in the risk 

identification, vulnerability identification, risk determination and control 

recommendation (Syalim et al. 2009, p.726). These use different selecting risk assessment 

methodology and techniques. The choice of standard to be used must be agreed within 

the organization implementing the risk assessment. This process must take into account 

the different features and requirements of the organization (Sajko et al. 2010 p., 1215). A 

basic set of characteristics in order to select the appropriate method must be considered 

prior to selection of the standard. These include methodology, data and collection method, 

cost, required knowledge, software solution support, accuracy and objectivity, risk 

matrix, complexity, simplicity and possibility to coordinate the security criteria (Sajko et 

al. 2010 p. 1216). 

3.3.2 ISO 27005 
 

Standardization allows companies promote the use of best practices within them. 

Furthermore ISO aims to provide a guideline in order to allow organizations to benchmark 

themselves and assess whether they are able to measure up to become standardized. 

(Tsohou et al. 2010 p.351). 

 

This standard begins with defining the different terms in order to avoid misinterpretations. 

“The standard contains the information security management (ISMS) process and 

activities” - “Risk assessment quantifies or qualitatively describes the risk and enables 

managers to prioritize risks according to their perceived seriousness or other established 

criteria” (ISO 2013 p.9). “During the whole information security risk management 

process it is important that risks and their treatment are communicated to the appropriate 

managers and operational staff” (ISO 2013 p.9). 
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The Standard provides the difference with its previous editions, indicating changes or 

additions developed. It acknowledges that the risk analysis methodology can be 

quantitative or qualitative or mixed depending on the circumstances. The information risk 

assessment in ISO develops its process as a standard in six different aspects as indicated 

in the figure below. 

 

  
 

Figure 5 Information security risk management (adapt from ISO/IEC 27005:2013) 

1. (Context establishment) This starts by establishing the context in which the 

organization is currently on this considers both internal and external aspects. This context 

establishment involves setting the basic criteria required for, defining the scope and 

boundaries and finally establishing an appropriate organization and responsibilities that 

operates and maintains the information for the risk management process. 

 

2. (Information security risk assessment) Risk is identified “as a combination of 

consequences that would follow from the occurrence of an unwanted event and the 

likelihood of the occurrence of the event” (ISO 2013 p.13). The assessment on this stage 

uses qualitative (utilizing a low, medium and high scale to quantify the impacts and likely 

consequences) approach to obtain general aspects and level of risk as well as identifying 

major risks then proceed with a quantitative analysis on the major risks previously 

identified, as it is less complex and expensive to perform the former than the latter (ISO 

2013 p.17). The assessment involves identifying, analysing and evaluating the risk. 

 

3. (Information security risk treatment) This step develops the further treatment of the 

risk and identifies four options in order to reduce, retain, avoid or share by risk 

modification, retention, avoidance, or sharing it respectively. These options must be 

prioritized and selected based on the economic impact. However, an uneconomic 

judgement can also be used in order to implement and justify other options.   These 

options are not mutually exclusive and can sometimes be combined to reduce costs. An 

important aspect is that when redundancy occurs, this must be carefully treated as 

reducing it might reduce the control and the security in place. 
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4. (Information security risk acceptance) This utilizes the treatment plan selected 

and  makes the decisions which are formally made and recorded after being carefully 

selected and approved by the managers. However, these decisions can be more complex 

than determining whether a certain risks fall in the acceptance threshold. This process 

creates a list of accepted risks with their respective justification. 

 

5. (Information security risk communication and justification) This step exchanges the 

information from the entire risk management process and shares it with the different 

stakeholders, which might have a different perception of the risk. The outcome of the 

process is a cyclical understanding of the information security risk management process 

and its results. 

 

6. (Information security risk monitoring and review) The outcome of all the activities 

described in the previous steps is continually reviewed in order to identify any changes 

from the initial stages and obtain an overview of the process and its changes as risks are 

not static nor constant. This also includes improving it as necessary and overviewing it in 

order to improve the compliance of policies. This improving can modify or add to its 

methodology different tools in order to provide a better approach for the process in 

compliance with the organizations business objective. 

 

One of the valuable efforts to provide international risk management standards and 

guidelines is the ISO/IEC 27005 (Yaraghi and Langhe 2011 p. 552).  This International 

Standard provides guidelines for information security risk management in an 

organization, supporting in particular the requirements of an information security 

management standard (ISMS) according to ISO/IEC 27001. However, this International 

Standard does not provide any specific method for information security risk management. 

It is up to the organization to define their approach to risk management depending on, for 

example, the scope of the ISMS, context of risk management, or industry sector. A 

number of existing methodologies (such as approach and choice of qualitative or 

quantitative methods) can be used under the framework described in this International 

Standard to implement the requirements of ISMS (ISO 2013, p. VI.). This standard is 

jointly published by ISO and IEC, and is intended for all types and sizes of organizations 

(Wessel et al. 2011 p.867). 

 

This International Standard is applicable to all types of organizations (e.g. commercial 

enterprises, government agencies, non-profit organizations) which intend to manage risks 

that could compromise the organization’s information security (ISO 2013, 

p.1).  Khambhammettu et al. (2013 p.100) argue that ISO 27005 has a narrow scope and 

only considers a specific amount of threats (e.g. described on Table 24) that could occur 

in the real world.  

3.3.3 NIST 800-30 

NIST is a well-known Risk Management standard for enterprise systems it identifies, 

assesses and takes steps to reduce risk to acceptable levels. “This publication has been 

developed by NIST to further its statutory responsibilities under the Federal Information 

Security Management Act (FISMA), Public Law (P.L.) 107-347.” (NIST 2012, p.iii) 

With its standard 800-30, NIST provides a foundation for developing an effective risk 

management program in organizations in order to better manage IT (Information 

Technology)-related risks (Khambhammettu 2013 p.87). NIST has revisions of their 
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standards with the latest being in 2012 where there is further development on the “risk 

assessment” component. Neither of these versions provide concrete suggestions that 

estimate threats towards data objects (which is the information the risk assessment and 

management process aims to protect) (Khambhammettu 2013 p.87). Playing a crucial role 

in the development from a new analytical risk analysis of other industries such as nuclear 

power, aviation, weapons and others, NIST aids at forming and defining new concepts in 

the Risk assessment field. These are the following: assets, vulnerabilities, threats, 

likelihoods, impacts, and safeguards (Zhiwei and Zhongyuan 2012 p.1290). NIST 

identifies five categories of human threats: hackers, computer criminals, terrorist, foreign, 

or industrial espionage and insiders (Katsumata et al. 2010 p. 891). 

3.4 Risk Assessment Limitations 

The risk assessment methodology is being criticized to be flawed in both in principle and 

practice. Aven & Zio (2014, p. 1166; 2011, p. 65), Glickman & Xu (2009) and Miller & 

Engemann (2014) argue that the traditional quantitative approach for risk assessment is 

limited. Miller (1992, p. 320), Shapiro & Tilman (1986, p. 215), Klinke & Renn (2002, 

p. 1079) state that uncertainties are essential for risks assessments and there is a lack of 

proper categorization, representation and classification of uncertainty on the actual risk 

assessment methods. For Manion (2007, p. 297), Klinke & Renn (2002, p. 1072) and 

Renn (1998, p. 49), risk assessment is often seemed as technocratic activities that do not 

take into consideration public concerns, being possible to be influenced by special 

interests. Because of the risk assessment limitations, an increase interest in the academia 

is on the evaluation of the risk assessment credibility. Different frameworks were 

developed with this purpose (Busby & Hughes, 2006, p. 519; Wiedemann, et al., 2013, p. 

625). This section will explore the limitations of risk assessment. 

3.4.1 Lack of Probability Data and Knowledge in Risk Assessments 

For 40 years, the Risk Assessment has been the based on quantitative probabilistic 

analytic assessment of risks. Dating back to the 1970s, the basic principles have not 

changed much since then. The principles are the following three: (1) Sequence of events 

that transform the threat into a real damage, (2) the probability of each element of the 

sequence and (3) the consequences of the real damage. The outcome is the risk exposure 

in a list of scenarios quantified in terms of probabilities and consequences. International 

standards such as NIST 800-30 (2012) provide a function of risk assessment as; Risk= 

threat likelihood x impact value. The latter refers to the determination of the level of risk 

impact (Syalim et al. 2009 p.726). One of the issues that is being discussed is the fact that 

a growing number of authors find the quantitative approach to Risk Assessment limited 

(Aven & Zio ,2014, p. 1166; 2011, p. 65; Glickman & Xu, 2009 and Miller & Engemann, 

2014). The main argument is the lack of probability knowledge and data available for the 

risk analysts in several applications. In that case, the probability assessment made by 

analysts is subjective. There is clearly a need for research in the development of 

approaches that can complement the traditional probability risk assessment. New methods 

have been developed recently to better meet the increase complexity of system and to 

respond the introduction of new technological systems. The main alternative categories, 

are mathematical models to deal with uncertainty, these are probability bound and interval 

analysis, imprecise probability, random sets and possibility theory. Examples of methods 

are advanced Monte Carlo simulation, Bayesian Belief Networks, Binary Digits Diagram, 

multi state reliability analysis and Petri Nets (Aven & Zio 2014, p. 1166; 2011, p. 65). 
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The Monte Carlo Simulation is designed to deal with uncertainty in relation of 

quantitative inputs. It is sampling based methodology, which generates random outcomes 

and several scenarios as possible future in the area of interest. The Monte Carlo 

Simulation is the base for the Value at Risk (VaR) tool, a financial risk assessment tool 

that is considered the best practice in the financial sector. The VaR calculates the exposure 

to risk of the investor by sensitive analysis, which is stressing tests of possible variable 

changes on a specific parameter. The criticism of Monte Carlo simulation and VaR is that 

some risks are not quantifiable, for example political risks (Whitehall papers, 2006, p. 

16). 

Glickman & Xu (2009) present an analysis alternative method for Risk Assessment, with 

triangular distributions. This is useful in case of not having knowledge and data available 

for the probabilistic distribution for the specific application. Risk assessment is the 

product of probability of an event and its consequence. Each of those variables is 

independent. In some applications the distribution of probabilities for these variables is 

not practiced due the necessity of huge quantity of data. Therefore, a triangle distribution 

for a matter of practice is proposed, considering for each parameter of the distribution the 

mean value, the minimum and the maximum. The proposed distribution is based only on 

the minimum value, maximum value and the most likely value of each of the two risk 

factors. 

Another alternative for risk assessment is the use of reliability theory combined with 

simulation models. Miller & Engemann (2014) indicate the use of these models in risk 

assessment on business continuity. Current methods of risk assessment rely on 

questionnaires or historical records, as mentioned before. The use of reliability and 

simulations models is illustrated in order to show the benef its of this alternative 

method. 

The Bayesian network approach to risk analysis is another alternative approach and is 

also an advanced mathematics and modelling approach. Khodakarami & Abdi (2014) use 

the technique for project cost risk analysis for modelling dependencies between cost 

items.  It is a proposed a quantitative assessment framework, which integrates the 

traditional probabilistic risk analysis with the Bayesian Networks and is an appropriate 

method for modelling complex relationships in a project, aimed for complex uncertainty 

analysis. 

Therefore, in order to evaluate the credibility of a certain assessment of risks, Busby & 

Hughes, (2006) developed a framework to evaluate the risk assessment credibility and 

their role on the decision making process, taking in consideration the theoretical 

limitation of quantitative risks assessments. Due to the limitations of the actual 

frameworks, this study develops a framework to evaluate the credibility of a standardised 

risk assessment; the description of the developed framework is done in Section 4.4.1. The 

critics on the actual frameworks for risk assessment evaluation is done in Section 3.5.3. 

3.4.2 Risk Assessment Seen Only as a Technocratic Activity 

In respect to risk assessment, some authors argue that just technical risk experts have the 

capability of doing rational judgement of risks. Others argue that just potential victims 

are in the only one position to be truly rational about evaluation of threats. The debate 

over the rationality in Risk Evaluation has an analogous debate in philosophy of science, 

in terms of epistemological and ontological positions. The ones who have positivism 

epistemological position advocate that there are universal and fixed criteria for theory 
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building and this guarantees the rationality of science. They have an objectivism 

ontological position and in that case, the risk identification is objective, neutral and value 

free. This guarantees the rationality of the risk evaluation. The other side has a 

constructionism ontological position, asserting that social actors are continuing changing 

the social phenomena and their meaning; they are in constant state of revision. Therefore, 

in that case there is no correct description of risk assessment, which means that risks 

assessment is wholly relative (Shrader-Frechette, 1991, p. 7). 

The mainstream risk management and assessment theory is based on the positivism view, 

which considers that the notion of risk is objective with the result, ignoring the social 

processing for risk information and the public aversion to societal risks (Manion, 2007, 

p. 297). This issue is associated with the debate in philosophy of science. The debate is if 

risk assessment is the construction of the human mind or they are independent entities 

that can be judged with neutrality and without subjective judgements (Klinke, & Renn 

2002, p. 1072). For Renn (1998, p. 49), the concept of risks does not exist as an objective 

entity it is a concept that is created by humans; it is potential real losses represented by 

human minds. Shrader-Frechette (1991, p. 9) holds for a middle position between the two 

antagonistic epistemological views about risk management, considering that risks are 

rational and objective even with subjective judgement in some situations, considering that 

risk has a dual nature. Manion (2007, p. 297) argues that risk assessors need to be 

accountable for the results of their own work. The fact that the risk is seeing as an 

objective entity, with a specific method to be managed and assessed, when a problem 

happens usually it is related to the management and assessment method and not to the 

risk assessor. The risk assessor should acknowledge their own behaviours and values 

played on the risk assessment process. They have to be aware of the ethical responsibility 

of their work. Experts could try to avoid being accountable for the results of their own 

work in case of mistakes or misunderstanding. 

Risk assessments nowadays are normative, risky activities that are confirmed to 

obligation and norms. The philosophical debate demonstrates that there are some flaws 

in the conceptions and practice of risk assessment. For Shrader-Frechette, (1991, p. 7) the 

human risk perception cannot only see analogues to scientific and technocratic methods. 

The risk assessment should involve people with interest in them and not only by an 

activity dominated by technocrats. As the people are potentially affected by the 

consequences of the risks, it should take into consideration their concerns in terms of level 

of risk to their community (Klinke & Renn, 2002, p. 1073). Therefore, an increased 

interest in the academia is on the evaluation of the risk assessment credibility in terms of 

public concerns and other issues related to limitations on risk assessment. On the 

developed framework, there are criteria aimed to evaluate the accountability of the 

assessment group, as well as to evaluate the conflict resolution and communication 

between the risk assessors and the stakeholders involved on the risk assessment process. 

More details about the developed framework are in Section 4.4.1. 

3.4.3 Appropriate Handling of Uncertainties in Risk Assessments 

Uncertainty is a topic that is often neglected by risks assessors; it is a term that implies 

different aspects. The uncertainty reduces the precision of corporate performance 

forecast. It can arise from the environment, from organizational variables, external impact 

or from unexpected behaviour choices, or from the combination of them. There is no 

agreement between all the possible uncertainty perceptions, which can vary across 

different countries or industries. For example in the finance sector the uncertainty related 
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to variation of foreign exchange, inflation and interest rates, for which insurance and 

hedging tools are developed to deal with those risks. On the international management, 

the focus is on political uncertainty. The classification of types of uncertainty is useful to 

clarify relevant dimensions that are faced by companies. Different responses for each type 

of uncertainty could be necessary (Miller, 1992, p. 320; Shapiro & Tilman, 1986, p. 215). 

The following table summarizes a wide literature review on uncertainty categorization on 

these typologies: (1) Firm Specific, (2) industry, (3) general environmental: 

 
Table 2 Uncertainty categorization. Adapted from (Miller, 1992, p.320) 

In the case of quantitative assessment of uncertainties, the probabilities are just 

approximations of predicting uncertain events. Additional components of uncertainty 

usually are not considered on these probabilities. Therefore, a proper representation and 

classification of uncertainty is essential for risk assessment and analysis. In the context 

of probabilistic risk assessment, Aven & Zio (2011, p. 67) relates the epistemic 

uncertainty to lack of knowledge of the parameters of the risks probability models. The 

aleatory uncertainty is related to the non-predictable variability of the risks parameters, 

which are irreducible. Different from the epistemic uncertainty, that is reducible by 

acquiring more knowledge and information. For Yongqing. et al. (2008), uncertainty can 

be classified in two types. The Randomness uncertainty can be modelled as probabilistic 

distribution related to statistical information and the Fuzziness uncertainty is regarding of 

human lack of knowledge with a vague description. Klinke & Renn (2002, p. 1079) 

consider a more complex view of uncertainty, doing a broad decomposition of the topic 

in five components, not just lack of knowledge and variability. They define other two 

uncertainty components: (1) Indeterminacy, (2) Systematic and random errors. The 

former is about a badly understood and non-linear relationship between cause and effects. 

The latter is about uncertainty of modelling, imperfection measurement and inferences 

from small samples, with all of this expressed through statistical intervals. 

 

The risk assessment approach has to take into consideration the different aspects of 

uncertainty in order to have a proper manner to deal with uncertainty. There exist two 

Uncertainty Typology Types of uncertainty Examples

Political War, Revolution, Coup d'etat, Democratic changes in government, 

Other political turmoil

Government policy Fiscal and monetary reforms, Price controls, Trade restrictions, 

Nationalization, Government regulation, Barriers to earnings 

repatriation and Inadequate provision of public services

Macroeconomic Inflation, Changes in relative prices, Foreign exchange rates, 

Interest rates and Terms of trade

Social  Changing social concerns, Social unrest, Riots, Demonstrations and 

Small-scale terrorist movements

Natural Variations in rainfall, Hurricanes, Earthquakes and Other natural 

disasters

Industry Uncertainties Input market Quality uncertainty, Shifts in market supply, Changes in the 

quantity used by other buyers

Product market  Changes in consumer tastes, Availability of substitute goods and 

Scarcity of complementary goods

Competitive Rivalry among existing competitors, New entrants

Technological Product innovations,  Process innovations

Firm Uncertainties Operating Labor unrest and Employee safety

Input supply Raw materials shortages, Quality changes and Spare parts 

Production Machine failure and Other random production factors

Liability Product liability, Emission of pollutants

R&D uncertainty  Uncertain results from research and development activities

Credit uncertainty Problems with collectibles

Behavioral uncertainty Managerial or employee self-interested behavior

General Environmental 

Uncertainties
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frameworks the first one is developed by Busby & Hughes (2006) and is used to assess 

the credibility of a risk assessment taking into consideration social uncertainties. The tool 

was developed on the idea that the peoples’ concerns that are not being considered by 

technical assessment should be addressed.  The second framework, developed by 

Wiedemann, et al. (2013, p. 628), is entitled Credibility of Risks Assessments (CORA). 

The CORA framework suggests that the uncertainties should be described on the 

conclusions of the risk assessment report, making the reader understand not just the strong 

point, but also the weakness of existing evidence. For Wiedemann al. (2013, p. 629) the 

uncertainty information should be detailed and accompanied with clear description of the 

existing evidence. This study develops a framework to evaluate the credibility of 

standardised risk assessment, based on the two above-mentioned frameworks and on the 

opinion of experts in the field of risk assessment. There are criteria to evaluate the context 

of the risk assessment that deals with the uncertainty categorization described in this 

chapter. More details about the developed framework can be seen in Section 4.4.1 

(Framework for risk assessment credibility evaluation). 

3.5 Credibility of Risk Assessment 

The section before discussed the limitations on the theory of risk assessments. The Risk 

Assessment method seems to not be effective in several applications due to flaws of the 

risk assessment theory. Based on these limitations, a crescent number of authors identify 

the necessity of evaluating the credibility of Risk Assessments (Busby & Hughes, 2006, 

p. 511; Wiedemann. et. al., 2013, p. 628).  This research aims to contribute to the debate 

by developing a framework to evaluate the credibility of standardised risk assessment, 

and applying it to evaluate two international standards of risk assessment and 

management on the context of information security. 

 

Credibility can be understood as a strategy to make decisions more quickly, prudently 

and accurately without having knowledge, expertise or time to judge scientifically based 

on the quality of the assessment (Hovland and Weiss, 1951, p. 650). For Earle et al. 

(2007), credibility can be linked with observed value similarity and with evaluation of 

experience with an actor. For Hovland and Weiss (1951, p. 650), credibility is valued by 

the capacity to make valid assertions (competence) and absence of vested interests 

(trustworthiness). Busby & Hughes (2006, p. 519) suggests a reduction of the concept of 

the credibility, involving several categories and norms to evaluate the credibility of risk 

assessment. This section will present the frameworks for evaluating the credibility of risk 

assessment, as well as the critics on each framework that lead the authors to develop a 

framework in order to evaluate the credibility of the risk assessment based on the 

international standards. 

3.5.1 A Normative Approach to Assess the Credibility in Risk Assessment 

Busby & Hughes (2006, p. 511), developed a framework to access the credibility of risk 

assessment. A set of norms for evaluate the credibility is developed based on the 

limitations and flaws on theory and practice of risk assessment. One of the limitations 

discussed in academia is that risk models are flexible and they can be vested by interests. 

Also, the output can be negotiable and not criteriously well defined. The risk assessment 

is mainly an activity regarded to experts and does not take into consideration public 

concerns. In addition, another limitation appointed is the fact that quantitative risk 

assessment methods turned out to not be efficient in assessing risks in some applications, 

for example applications on international management and on the finance sector (Miller, 



 

32 | P a g e  
 

1992, p. 320). There is a lack of proper handling of uncertainties in risk assessments 

(Busby & Hughes 2006, p. 511). 

 

Therefore, it is essential to assess the credibility of risk assessment models. A framework 

is proposed aiming to contribute to the reflection by the risk assessors and stakeholders. 

The method ground used for developing the framework is that norms are generated from 

the limitations of risk assessment. The limitations were developed into norms and the 

norms were organized in categories (Busby & Hughes 2006, p. 513). 

 

Figure 6 Framework for evaluating the credibility of a risk assessment (adapted from Busby & 

Hughes, 2006) 

Appendix III (Credibility Framework) shows the tables that grouped the norms. The 

norms were divided, reflecting the highest level of grouping of credibility. 

3.5.2 CORA Framework 

Wiedemann, et al. (2013, p. 628) developed a framework entitled credibility of risk 

assessments (CORA). The main motivation for developing the framework is to create a 

tool for non-risk experts to make valuable judgement of the credibility of a risk 

assessment. A number of stakeholders have to access risk assessment reports, but due 

difficulties of knowledge and time make it harder to do this in a proper way. The CORA 

was developed using an electromagnetic field risk assessment case. However, it can be 

applied to other risk assessments regardless of the field of their application. It can be used 

by (1) stakeholders and policy makers, to make an educated judgment about the 

credibility of an assessment and (2) the authors of a risk assessment, to self-evaluate the 

credibility of their assessments. 

The CORA framework consists of 18 criteria, leading to six sections. The first section is 

about the fundamental characteristics of the risk assessment report, the very basic 

features. The second section is about who is accountable for the risk assessment, 

specifically the organizations involved and the funding source of the report. The third 

section is about the expertise and how impartially the information is given. Two issues 

that must be assigned on this section are if the expert has the necessary expertise and if 

he uses it in a proper way. The fourth section is about the faithfulness with scientific 

practices, like control measures that ensures objectivity, reliability and validity of the 

assessment. To get the opinion of several stakeholders is the aim of the fifth section. The 
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last section is about the conclusion of the risk assessment report. The uncertainties should 

be described, making the reader understand not just the strong point, but also the 

weakness of existing evidence of the uncertainties. The table in Appendix I - Credibility 

of risk assessment (CORA) summarizes the six sections and criteria for each section. 

 

3.5.3 Critics on Credibility Frameworks and the Need of a New Framework 

Chapter Three explored the limitations of risk assessment and management theory, which 

leads to the identification of the necessity to evaluate the credibility of risk assessment 

standards, as explored in this chapter. Also, the current theory on credibility evaluation 

of risk assessment lacks of proper handling on the subject. This study criticises the current 

available frameworks for risk assessment credibility evaluation. There are no current 

studies which have analysed the frameworks in this perspective. The CORA framework 

developed by Wiedemann et. al. (2013) is focused on evaluating only the final risk 

assessment report through the perspective of non-experts in the field. Therefore, the 

credibility evaluation of the risk assessment process, methods, the accountability of 

stakeholders involved and their communication process are not taken into consideration. 

 

Busby & Hughes (2006) developed a framework based on a normative approach to risk 

assessment. The norms were constructed based on limitation of risk assessment and 

management theory. The norms are grouped by several sub categories of the credibility 

concept. The explanation for the reduction of credibility concept in several different sub 

categories is not clear. As a result, this produces a non-unique set of subjective categories 

that does not take into consideration the typology in the field, which can be confusing or 

not important for whom is conducting the risk assessment. In addition, there are some 

norms that can be considered repetitive and others contradictory by the authors for the 

international standards credibility evaluation purpose, the list can be found in Appendix 

V.  

 

The need for improvement on the current frameworks and the need for evaluating the risk 

management and assessment standards credibility, motivated the authors to develop a new 

framework that takes into account these issues. The increase of the credibility of a 

standardised risk assessment and management standards, can allow managers to have a 

better picture of the whole risk assessment process and weight better the potential impact 

of risk events on the business (Bernard 2007, p. 28). There are no current studies which 

have developed a credibility framework focused for a standardised risk assessment. 

The framework developed is based on the two frameworks described in this chapter; it 

aims to evaluate the risk assessment process as a whole, using the risk assessment 

terminology of a standard process of a risk assessment. One advantage of developing a 

framework based in theoretical context is that the outcome will directly be embedded in 

an existing body of knowledge in the research field (Yin, 2009, p. 112). The study uses 

the expert’s knowledge to confirm and improve the developed framework, after the data 

collection process. The analytical procedure for analysing the gathered qualitative data is 

based on the developed framework.  How the authors used the current theoretical 

frameworks to develop the new one is described in the section 4.4.1 (Framework for 

Risk Assessment Credibility Evaluation).   

 

 



 

34 | P a g e  
 

4. Data Collection and Analysis Method 

This chapter will indicate the steps taken in order to collect and analyse the data during 

the research, demarcated by the philosophical stances, assumptions, research approach 

and design defined in Chapter two (Research Methodology). Although this can be 

regarded as one of the most difficult tasks in the developing of a case study research (Yin 

2009, p. 127), the chapter will highlight the tools used to have an appropriate approach in 

developing a productive analysis from the data in order to answer the research question 

“How credible are international risk assessment standards?” 
 

This chapter describes the tools used for the qualitative data collection, which include the 

semi-structured interview and the document search. In addition, the chapter will indicate 

the approach and criteria used by the authors in regards to the tools to collect and 

procedure used in order to analyse the qualitative data gathered. The data from the 

interviews was prepared prior to being analysed; the interviews were recorded and 

transcribed and cleaned. The former produces a written document using actual works and 

the latter makes sure that the transcription is error free (Saunders et al. 2003 p.550). 

Although there is no specific standardized approach on how to analyse qualitative data, 

the selection on how to analyse it must be congruent with the research philosophy, 

strategy and type of data collection in order to be justifiable (Saunders et al. 2003 p.556).   

 

The following graph summarizes the approach in the analysis of the qualitative data used 

by the authors. It uses a semi-structured process in the interviews described in this 

chapter. The interpretation is based the template analyses to be explained in the section 

4.4.2 (Template Analysis), to analyse both the documents and the interview 

transcriptions. The research approach is inductive, with deductive elements as indicated 

in Section 2.2. 

 
Figure 7 Qualitative Data Analysis (adapted from Saunders et al. 2012 p.556) 

4.1 Data Collection Instruments 

There are several methods to collect qualitative data in a case study research such as 

observations, documents, interviews and audio or visual material. Between the several 

possibilities of data instruments to collect qualitative data, the authors have chosen the 

following instruments: documents (standards) and interviewing. The choice of one more 

instrument for data collection instrument aims to increase the quality of the study (Yin, 

1994; Yin 2009 p.98).  This section focuses on the data collection methods used on the 

research and on the reasons in choosing it. 
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One characteristic of this study is to evaluate the credibility of the international standards 

on risk management and assessment. The standardised risk assessment is the phenomena 

being studied. The documents analysed on this research are the ISO/IEC 27005 and the 

NIST 800-300. These standards are presented in Section 3.3 (International Standards). 

The developed framework is used to evaluate the credibility of the above-mentioned risk 

assessment standards. More details of the developed framework can be found in Section 

4.2 (Framework for risk assessment credibility evaluation).  

The second data collection instrument is a semi-structured interviewing process. The 

approach in qualitative research tends to be less structured, the emphasis is on the 

interviewees own perspectives to draw generalizable insights. The interest is on the 

interviewee’s point of view, what the interviewee considers important. The quality of the 

interview tends to be flexible, adjusting with emerging situation coming from the 

interviewees (Bryman & Bell, 2011, p. 467). The interviews are done with experts in the 

field, which are experienced on risk assessment and on its standards. The interviews are 

developed on a synchronous form, as indicated by Saunderds et al. (2003 p.405), this real 

time electronic type of interview use the internet in order to gain access to interviewees 

that are geographically dispersed. During the research, the interview is done with expert’s 

opinion who are aware of standards risk assessments that are located in different 

countries. An interview guide was developed; a structured list of question is separated by 

the areas to be covered (see appendix IV). These questions aims to obtain a second source 

of data, which are the expert’s knowledge and opinions on the credibility of risk 

assessment. The research analysis process is described in Section 4.5. The semi structure 

interview allows flexibility in the answer from the participants, allowing them to develop 

on the topic to the extent of their knowledge. (Bryman & Bell, 2011, p. 473).  The 

qualitative data analysis and display is presented in Chapter five. One of the main benefits 

of the case study design is that this implies that the research design can be flexible 

throughout the data-gathering period as well as the instruments used to collect. 

(McDonnell et al. 2000 p.386) This gives the researchers a certain degree of freedom in 

the collection of data. There is a necessity to plan a qualitative research as an 

interconnected process with the collection, analysis and interpretation  (Saunders et al. 

2012 p.544), this will be developed and connected in chapter 4.5 (Research Analysis 

Process).  

4.2 Criteria for Selection of Documents and Interviewers  

This section will indicate the methods and criteria used in selecting both the documents 

and the interviewees in order to gather data that will allow on the development on the 

research. The selection of documents that will allow us to gather the data to be analysed 

is largely driven by the case study design we have chosen, this selects the units of measure 

as the documents (standards) and interviews.  

4.2.1 Selection of Documents  

The standards chosen were influenced by the use of them as reference guidelines in the 

SwAF. These were also chosen as the literature mainly refers as these two as the main 

standards used in the information security context. The standards need to have sufficient 

use and application in current organizations in order to be considered as international 

standards. The selection was also influenced by the impact the researchers want to have 

and the contribution to the practicality of these standards, as the benefits from this study’s 

findings could be applicable to a larger scale of organizations. The literature was as well 
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aimed at critically reviewing these two standards (ISO 27005 and NIST 800-30), which 

gave the researchers the support and critical arguments for assessing the credibility in 

them, as no study has developed on this was found.  

4.2.2 Criteria for Interviewees 

The interviews can help gather reliable and valid data valuable to the objectives and 

research question, as well as helping the researchers refine the ideas not previously 

formulated (Saunders et al 2003 p.373). As in this research the criteria for evaluating the 

credibility of risk assessment standards were not considered as such previously. The 

interviewees were selected after the analysis of the credibility of the risk assessment 

standards by utilizing the developed framework described in Section 4.4, this analysis led 

to a series of criteria which indicated a weakness in credibility in certain aspects. These 

shortcomings were then transformed into questions which were asked to the interviewees 

in order to have a second source of data to confirm or reject the findings, the research 

analysis process is fully described in Section 4.5. The interviewees were selected as they 

needed to have a certain degree of knowledge in the subject topic in order to give insights 

in the matter. These criteria were the following: 

Experts in Academia 

Criterion 1: More than 10 years’ experience in risk assessment and management  

This criterion selected the interviewees which have had access to current academic 

knowledge in the field of risk assessment and management. This criterion includes 

professors of various universities with knowledge of the topic and with profound 

awareness of the issues in the academic fields who were expected to give a rich insight 

on the subject of the study.  

Criterion 2: Language  

This criterion is able to open certain international barriers as the researchers were able to 

gain access to experts in Spain and Brazil. The criterion allows the interviewees to be 

from different countries, these include Spanish, Portuguese and English speaking 

countries.  

Criterion 3: Knowledge of standards  

This is one of the most crucial criteria in the selection of the interviewees, as the 

knowledge in the academic field will allow the researchers to explore different aspects. 

This is gained by professors in this field of risk assessment that would only be obvious 

after years of exploring the topic.  

Experts in the field 

Criterion 1: More than 3 years’ experience in risk assessment and management practice 

This criterion allows the researchers to gain access to data and insights from the experts 

of the risk assessment and management process from professionals that have used the 

standards in practice and are aware of their strengths and weaknesses. This includes 

professionals in the field of information services risk assessment and management.  

Criterion 2: Language 

This criterion was able to open certain international barriers as the researchers were able 

to gain access to experts in Spain and Brazil. The criterions allow the interviewees to be 

from different countries, including Spanish, Portuguese and English speaking countries.  
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Criterion 3: Use of the standards ISO, NIST and other in information security context 

This criterion allows the researchers to confirm or reject and gain access to new criteria 

for assessing these standards that previous frameworks have not developed upon. This 

was the most important criterion from the selection, as the knowledge of the standards 

being tested in this research (ISO and NIST) will allow the researchers to triangulate the 

data and findings from the results of the framework developed. These results will be 

further discussed on Chapter 6. 

4.3 Interview Procedure and Limitations 

This section will explore the development of one of the sources for data. One of the rich 

varieties of sources for case studies are the interviews and it has often become the primary 

source of data (Eisenhardt and Graebner 2007 p.28). The interview and the interaction of 

the respondents are indicated, and then the limitations during the interviews will follow. 
 

4.3.1 Procedure 

Once the interviewees were selected using the selection criteria in Section 4.2.2, the 

interview guide seen in Appendix IV was sent to them. This guide includes a summary 

of the research developed in order for them to understand the context in which this study 

is being pursued. The interview guide’s main objective is to allow the researchers study 

how participants view their social world (Bryman and Bell 2011 p.473). The guide 

including a range of questions from introducing, follow up and structuring to interpreting 

questions. These as indicated by Bryman and Bell (2011 p.478) allows the interviewer to 

actively listen to the interviewee without being intrusive.  

The interview was conducted via Skype (synchronous form as mentioned in Section 4.1), 

although this option allows the use of the webcam and only one interviewee accepted to 

have the interview conducted with this option. Only one interviewee was not able to have 

an interview and responded via email the questions in the interview guide. The interviews 

lasted from 27 to 34 minutes and the recording was initiated once there was a verbal 

permission to start the recording utilizing an audio recording software.  Although the 

interviewees were given the option of speaking in their native language in order to 

accommodate to their preferences and allow the discussion to flow, the interviewees 

indicated that they would prefer to develop it in English. The only exception to the 

interviewees was I4, which preferred to speak in his native language, Portuguese.  

Even though the transcription of the interviews can be time consuming (Bryman and Bell 

2011 p.483), the interviews were then transcribed in order to allow the researchers to code 

and refer to them in the analysis section with a structured argument which utilizes the 

interviews appropriately. The transcription of interviewee I4 was translated to English. 

As it can be seen in Table three below, this includes experts in both academic and industry 

field, with the experienced set by our initial criteria. The standard of reference and the 

role performed in the risk assessment process is included in order to allow the reader to 

link this preference with the research topic as the standards chosen fall under the 

international risk assessment standards unit of analysis.  
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Type 

of 

expert 

Interviewee Organization  

or Company 

Years of 

Experience 

on Risk 

Assessment 

and 

Management 

Role in the 

process 

Preference 

of Standard 

Beliefs 

Standards 

are 

credible 

A
ca

d
em

ia
 

Respondent 

A1 

Heriot-Watt 20 Risk 

Analyst, 

Board 

member 

PRINCE 2  Yes 

Respondent 

A2 

MIP 20 Various  PMI Yes 

  
  

  
 I

n
d

u
st

ry
 o

r 
G

o
v

er
n

m
en

t 
 

Interviewee 

I1 

Company 1 3 ½ Chief 

Information 

Security 

Officer 

ISO No 

Interviewee 

I2 

Company 2 18 Governance OGC MOR No 

Interviewee 

I3 

Government 25 Risk 

assessment 

conduction 

NIST Good 

enough 

Interviewee 

I4* 

Company 4 12 Lead Risk 

Assessment 

teams 

ISO Yes 

Table 3 List of Interviewees 

* The interviewee I4 collaborates with the Brazilian Committee on the elaboration of 

standards in information security risk management, the series 27000, which includes ISO 

/ IEC 27005; and for the ABNT / Committee on Special Studies - 139 Technical 

Committee Fraud countermeasures and controls (ISO / TC 247). 

4.3.2 Limitations 

There are various limitations in the use of qualitative data, in this case the use of 

interviews. The limitations of interviews as source of evidence include bias due to poorly 

articulated questions, response bias and inaccuracies due to poor recall; reflexivity-

interviewee gives what interviewer wants to hear (Yin 2009 p.102). Bias is one often a 

reaction that is faced with the interview data (Eisenhardt and Graebner 2007 p.28; 

Saunders et al. 2003 p.381). There are three types of potential bias to consider: 

Interviewer, interviewee or response and participation bias (Saunders et al. 2013 p.381). 

These biased limitations can be overcome by utilizing various sources of highly 

knowledgeable informants (Eisenhardt and Graebner 2007 p.28). These limitations and 

mainly the interview bias is often seen as an issue raised that prevents findings on 

qualitative research interviews to be generalizable (Saunders et al. 2003 p.382). 

The bias in the interviewees is linked directly to the core of the research, as the study aims 

to evaluate the credibility of the standards. As the research recognizes this factor and the 

subjectivity within the subject, the study aims to overcome this challenge by employing 

various types of experts on information security risk management in different industries, 

including highly knowledgeable experts in academia with specialization in risk 

assessment and management. Furthermore, in order not to rely mainly on the subjective 

responses and bias in the respondents’ answers, the research utilizes the triangulation 

method by utilizing more than one source of data in order to counteract the bias that could 

be received in the responses of the interviews. The triangulation is explained in Section 

2.8. 
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4.4 Method for Analysing the Qualitative Data 

Section 4.1 (Data Collection Instruments) describes the chosen methods for collecting 

data, which is documents and semi-structured interview. The documents collected and 

selected as units of analysis are the international standards on risk assessment and 

management on the context of information security: the ISO 27005 and the NIST 800-30. 

The authors described in this section the development of the framework to evaluate the 

credibility of the risk assessment standards. The criteria developed are the base for the 

analytical procedure of the qualitative data, which is the template analyses, explained in 

this section. 

4.4.1 Framework for Risk Assessment Credibility Evaluation  

The developed framework described in this section is used as base for the analytical 

procedure for the gathered qualitative data on this case study. One of the main objectives 

of the study is to develop a framework to evaluate the credibility of international risk 

assessment and management standards. The main motivation is that the risk management 

and assessment theory presents several limitations (Aven & Zio, 2014; 2011; Manion, 

2007; Busby & Hughes, 2006, p. 511; Klinke & Renn, 2002). The international standard 

is a common practice in organisations, having problems in their implementation and 

usage (Wessel et al. 2011 p.875; Syalim et al. 2009 p.726; Singh and Lilja 2009 p.28). 

Although the necessity to evaluate the credibility of risk assessment standards is clear, 

the current literature on credibility evaluation of risk assessment lacks of proper handling 

of the subject, as explored in Section 3.5.3 (Critics on the actual credibility frameworks). 

In addition, there is a lack of frameworks to evaluate the credibility of risks assessment 

based on international standards. 

The need for improvement on the current frameworks and the need for evaluation of risk 

management and assessment standards motivated the authors to develop a new 

framework that takes into account these issues. The framework developed is aimed to 

evaluate the risk assessment process as a whole, considering the background information 

needed for the assessment, the accountability of stakeholders involved, as well their 

communication, the mechanisms for conflict resolution and the final risk assessment 

report and its contents. The figure below is a standard process of risk assessment. 
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The framework is composed by following the 5 main standard categories of a risk 

assessment: 1. Background information, 2. Accountability of assessment group, 3. Risk 

Assessment Methods, 4. Communication & Conflict Resolution, 5. Results (Report). 

These categories are considered a higher classification of the criteria to evaluate the risk 

assessment standards, and each of these phases has it sub levels of criteria. The 

development of the criteria was based on the works of Busby & Hughes (2006) and 

Wiedemann et. al. (2013).  The latter refers to the Section 3.5.2 (CORA Framework); the 

framework consists of criteria that supports the credibility evaluation of the final report 

of the risk assessment. Therefore, the criteria of the CORA framework are used to 

evaluate the higher phase 5. Results (Report) of the proposed framework. From the 18 

criteria proposed by Wiedemann et al. (2013), the authors choose 13 that were applicable 

to the context of international risk assessment and management standards. The list of the 

discarded criteria and their description can be seen on the Appendix V.  

The criteria for the other four higher categories of the risk assessment process were based 

on the work of Busby & Hughes (2006). The framework was described in Section 3.5.1 

and the critics were explored in Section 3.5.3. One of the main critics is that the sub 

reduction of the credibility concept in several sub division. These sub categories of 

credibility do not take into consideration the typology in the field of risk assessment. 

Creating a set of subjective categories, some of them contradictory and others repetitive. 

The authors excluded the criteria that were repetitive and not applicable to the context of 

international standards in risk assessment and management. The list of these excluded 

criteria can be seen on the Appendix V. The next step was to reclassify this list of criteria 

based on the 5 standards categories defined before’. The classification was based on the 

authors’ interpretations of each of the criterion created by Busby & Hughes (2006) in 

relation to the categories of the proposed framework. The list of all the criteria of the 

proposed framework, its descriptions and the related codes for the gathered data analytical 

procedure can be seen in the table below. Each criterion is further discussed and analysed 

in Chapter six (Discussion of the findings). The next section describes the chosen 

qualitative data analytical procedure, which is based on the described developed 

3. Risk Assessment 
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framework. Table 4 refers to the five categories and related criteria, the first four 

categories are based on the work of Busby & Hughes (2006), the last category is based 

on the work of Wiedemann et al. (2013). 

  

Table 4 Criteria for evaluating the credibility of a standardised risk assessment 

1. Background Information Criteria

1.1 Concerns Incorporating all important elements and concerns from the risk management process

1.2 History Recognising what can be learned from history

1.3 Interactions Dealing with interactions and system as a whole

1.4 Assumptions Stating assumptions, working and results

1.5 Context Directed at the context situation or need in question

1.6 Wide Range Wide-ranging and encompassing within required scope

1.7 Reasanable Using resources that are reasonable given what is at stake

2. Accountability  of the assessment group

2.1 Avaiability Drawing fully on the knowledge avaiable

2.2 Guiding Helping people using the assessment to use it effectively

2.3 Avoid Avoiding cynical or manipulative uses and ends

2.4 Understandable Understandable to people with a stake

2.5 Commitment Having the commitments of the people who can influence risks

3. Methods of the risk assessment

3.1 Substance Taking account of the substance of what is being assessed

3.2 Unbiased Following procedures that avoid bias

3.3 Grounded Grounded in apropriate data and judgement

3.4 Risk Migration Applying the assessment to the system changed by the assessment

3.5 Predetermined Following a process or criteria laid out properly in advance

3.6 Limits Showing clearly were the limits of the analysis lie

3.7 Justification Providing justification for assumptions and methods

3.8 Changing Helping people change systems 

3.9 Timely Producing results soon enough to be acted on

4. Comunication/Conflit Resolution

4.1 Open Being open about problems and humble about achievements

4.2 Consultative Involving stakeholders and taking account of concerns

4.3 Impartial Avoiding bias towards any particular stakeholders

4.4 Disseminated Sent or presented to people who have a reason to know

5. Results (Report)

5.1 Authorship Does the risk report disclose the names and affiliations of the experts who conducted the 

assessment?

5.2 Objectives Is the scope of the risk assessment described?

5.3 Mandate Does the report include information on the mandate of the assessment group?

5.4 Funding Is there information available about the funding of the assessment group?

5.5 Comp. of the 

expert group

Is the composition of the expert group explained, what kind of experts are included and is 

the spectrum of required expertise covered?

5.6 Assurance of 

impartial view

Are the procedures that are applied to get an impartial view, i.e. free of vested interests, 

described?

5.7 Method of quality 

assessment

Does the report indicate which procedures were Used to assure the quality of the 

assessment?

5.8 Consensus 

finding procedure

Is information available about the procedure of finding consensus among the experts?

5.9 Public 

consultation 

Is there information about a procedure applied in order to receive comments and inputs 

from various stakeholders and the general public?

5.10 Two-sided Does the report provide a balanced discussion of the pros and cons for the conclusions? 

Are the strengths and weaknesses of the available evidence indicated?

5.11 Evidence-based Are the conclusions explicitly linked to the evidence discussed in the body of the report?

5.12 Uncertainty Is there information available about the remaining uncertainties of the conclusions?

5.13 Transparent Is there a plain language summary?
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4.4.2 Template Analysis  
 

The choice and description of the Template Analysis method is described in Section 2.6 

(Data Analysis Method). These pre-established codes in this case study are based on the 

credibility criteria presented on the section before, which are the lowest level of the 

framework to evaluate the credibility of the risk assessment standards. The codes were 

used to evaluate the documents (ISO 27005 and NIST 800-30). As explained in Section 

2.8, this research uses the triangulation method to confirm the findings of the document 

analysis by utilizing a second source to confirm the findings. This was achieved by 

formulating the interview question based on the findings. Also, to evaluate the interview 

transcription, the same developed template used to analyse the documents was also used 

to analyse the interviews transcriptions in order to confirm the documents analyses 

findings. The list of criteria and related codes can be seen in the table below. 

 

Table 5 Template Analysis Code 

4.5 Data Analysis Process 

The International Standards in Risk Assessment and Management and the interview 

transcriptions are the documents collected on this case study. As described in Section 2.8 

(Reliability and Validity), this research uses a form of data triangulation, using the 

documents gathered as arguments from different sources (Yin, 2009). The triangulation 

of data is a use of multiple of sources of evidence that increase the validity aspect of the 

case study. The process below represents the analysis process of the research case.  

The first step is to define the template analysis based on the literature review and on the 

developed credibility framework, described in Section 4.2.1. Having defined the analysis 

procedure, the international standards are analysed based on the developed template 

analysis, described in Section 4.2.2. The relevant data transcriptions are coded in order to 

identify in which criteria the standards lacks credibility. Based on the findings of this first 

analysis, a questionnaire is elaborated in order to confirm or reject the findings from the 

Category Codding 4. Comunication/Conflit Resolution Codding

1. Background Information 4.1 Open OPEN

1.1 Concerns CONCE 4.2 Consultative CONS

1.2 History HIST 4.3 Impartial IMPAR

1.3 Interactions INTER 4.4 Disseminated DISSE

1.4 Assumptions ASSUM

1.5 Context CONTEX 5. Results/Report

1.6 Wide Range WIDER 5.1 Authorship AUTHO

1.7 Reasanable REASO 5.2 Objectives & Scope OBJEC

2. Accountability  of the assessment group 5.3 Mandate MAND

2.1 Avaiability AVAIB 5.4 Funding FUND

2.2 Guiding GUIDE 5.5 Composition of the expert gruppe EXPERT

2.3 Avoid AVOID 5.6 Assurance of impartial view IMPAR

2.4 Understandable UNDER 5.7 Method of quality assessment QUALI

2.5 Commitment COMMI 5.8 Consensus finding procedure CONSE

3. Process & Methods of the risk assessment 5.9 Public consultation and stakeholder participation PUBLI

3.1 SUBSTANCE SUBST 5.10 Two-sided DISCUS

3.2 UNBIASED UNBIA 5.11 Evidence-based EVIDE

3.3 GROUNDED GROUN 5.12 Uncertainty UNCEI

3.4 RISK MIGRATION MIGRA 5.13 Transparent TRANS

3.5 PREDETERMINED PREDE

3.6 LIMITS LIMIT

3.7 JUSTIFICATION JUSTI

3.8 CHANGING CHANG

3.9 TIMELY TIME
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credibility evaluation of international standards based on the knowledge of experts, both 

from academic institutions and from practice. In addition, the data gathered from the 

experts’ interviews is analysed in order to adapt the framework in accordance with the 

experts’ opinion. This allows the researchers to develop a framework, which can be seen 

as appropriate to evaluate the credibility of international risk assessment standards.  

 

Figure 9 Data Analysis Process 
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5. Application of the Template Analysis: Display of Empirical Results 

Chapter four explained the research data collection instruments, the criteria for data 

selection, the data analysis method and the data analysis process. In order to extract 

significant evidence to answer the research question, this chapter defines the data analysis 

strategy and displays and discusses the results of the application of the template analysis 

to the international standards in risk assessment and management and to the interview 

transcriptions. In this study, there are two different data sources: the documents and 

interview transcripts. The documents analysed are the international standards ISO 27005 

and NIST 800-30. The interviewees were the experts in the academia and experts in the 

field. Further explanation on the data collection instruments, data analysis method and 

data analysis process are described in Sections 4.1, 4.4 and 4.5, respectively. 

Two methods are chosen to display the results of the application of the Template Analysis. 

The first is a matrix structure that displays the empirical results collected from the 

international standards and from the interview transcripts. Five matrices are developed 

aiming to display the results of the different categories of the framework. Matrices group 

the large amount of information in cells under defined rows and columns, therefore the 

large amount of data is further reduced and summarised. This approach allows a clearer 

arrangement of data and facilitates the subsequent analysis (Miles & Huberman, 1994, p. 

175).  

 

The other method to display the data that fits with this research is the Checklist Matrix. 

The Checklist Matrix is appropriate because it is a simple tool that proportionated the 

comparison of difference source of data (Miles and Huberman, 1994). The tool facilitates 

the revision of triangulation in evidence from the different sources. The use of multiple 

sources of evidence is one of the major strengths of the case studies (Yin 2009 p.114). 

The different individual perspectives, which draw upon different participants, is also seen 

as a form of triangulation (McDonnell et al. 2001, p.387). This is seen as the interviews 

include individuals from the academic and professional sector.  The research data analysis 

method is based on triangulation which, confirms the relevance of the criteria from theory 

on the credibility framework, by utilizing different sources of information these are the 

international standards documents and interviews.  

 

The triangulation analysis method is applied in all criteria, in order to confirm or not the 

relevance of the criteria to the framework to evaluate the credibility of standardised risk 

assessment. There are four possible situations from application of the data triangulation 

method. The first is when there is evidence in the international standards and in the 

experts’ opinions in favour of the criterion. In this case, the criterion is considered 

relevant to the framework to evaluate the credibility of a standardised risk assessment. 

The second case is when there is no evidence in the international standard and neither in 

the experts’ opinions that fully meet the criterion. In this situation, the criterion will be 

discarded from the framework. The third case is when the experts agree that the criterion 

from the theory is relevant to evaluate the credibility of a risk assessment, and there is no 

evidence in the standards that fully met the criterion. In this case the criterion is consider 

in the final framework to evaluate the credibility of a standardised risk assessment, and 

the standards prove not to be credible in this criterion.  This confirms the study 

proposition that there are flaws in the risk assessment practice. The last situation is when 

there is evidence in the international standards that met a specific criterion, however there 

is no agreement in favour of the criterion between the respondents; therefore the criterion 

will be discarded from the framework. The reason is that the criterion will not be 
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applicable for the evaluation of a standardised risk assessment in the information security 

context. Just one criterion out of 38 fits to the fourth situation (1.6 Wide Range). The 

findings for each criterion are discussed individually. Figure 10 illustrates the four 

possible situations from the application of the triangulation method to this study. 

 
Figure 10 Triangulation of Evidence Method 

 

This chapter is divided in six sections. The first section relates to the data analysis strategy 

and its alignment with the interpretivism stances of the authors. The following five 

sections are related to the categories of the theoretical framework, each section displays 

the results and comments on the findings from the analysis techniques to all the criteria 

of this study. The discussion and analysis of the findings are done in Chapter six, relating 

it to the theory in Risk Assessment and Management. 

 

5.1. Data analysis strategy 

The data analysis strategy is shaped by the data analysis process defined on the section 

4.5 (Data Analysis Process), which starts with the template analysis technique 

development described on the section 4.4.2 (Template Analysis), based on the proposed 

theoretical framework introduced on the section 4.4.1 (Framework for Risk Assessment 

Credibility Evaluation). The next step is the application of the template analysis on the 

two international standards and also on the interview transcriptions, which facilitates the 

application of the triangulation analysis method to check whether there is data 

triangulation and convergence from difference data sources in favour of the criteria under 

analysis (Yin, 2009). Defining a strategy for data analyses is important in order to know 

the direction of the analysis and to know what to look for (Yin, 2009, p. 110). 

Three strategies for analysing case study data are defined by Yin (2009, p. 111). These 

are “preparing case descriptions”, “considering rival explanations”, and “leaning on 

theoretical propositions”. The first analytic strategy “preparing case descriptions” is 

directed at case studies, where the research findings may be subject to the influence of 

several factors. The second analytical strategy “considering rival explanations” is used if 

the rival explanations or theoretical propositions approach cannot be applied (Yin, 2009, 
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p. 111). The defined data analysis process is aligned with the definition of the data 

analysis strategy “relying on theoretical proposition”. Within this data analysis strategy it 

is assumed that the answer to the research question is based on theoretical propositions in 

the existing literature. The proposition is that the standardised risk assessment has its 

limitations and its credibility must be revised. This motivates the development of a 

framework from theory to evaluate the credibility of a standardised risk assessment, 

which facilitates the evaluation of the standards, this framework is explained on section 

4.4.1. One advantage of starting the research within a theoretical context is that the 

outcome will directly be embedded in an existing body of knowledge in the research field 

(Yin, 2009, p. 112). 

Saunders et al.’s (2012, p. 556) suggests that a conceptual framework can be developed 

and improved before, during or after the data collection process. In accordance with this, 

the authors check based on the triangulation method whether there is convergence of 

evidence from the different sources of data in favour of the criteria pre-defined on the 

theoretical framework. In case of triangulation of evidence from the difference sources in 

favour of the criterion, it is considered relevant to the credibility evaluation of the 

international standards; otherwise it is discarded from the theoretical framework, this is 

fully explained represented in the Figure 10. 

The data analysis strategy is in accordance with the authors’ interpretivism stances, as the 

data analysis strategy allows the authors to interpret the international standards and the 

experts’ opinions about risk assessment and check whether findings about the phenomena 

converge with the propositions of the theoretical framework. This data analysis strategy 

allows the authors to interpret the subjective and socially constructed meanings 

communicated by the individuals involved in the study and compare it with the actual 

theory of risk assessment and management (Saunders et al. 2012 p.546). This will allow 

the authors to interpret the subjective meaning of the risk assessment phenomena, as the 

risk assessment is too complex to be defined by universal practices and standards. The 

risk assessment phenomena is not properly interpreted in actual theory of risk assessment 

and management, that is based on a positivistic philosophical stance, which considers the 

risk phenomena as objective (Klinke, & Renn 2002, p. 1072, Manion, 2007, p. 297 and 

Shrader-Frechette, 1991, p.7). 

The incompleteness of data makes the use of classical risk management theory a process 

that can lead to unsatisfactory results, due to its strong reliance on a positivist stance that 

considers the objective notion of risks (Manion, 2007, p.  297). Therefore, the 

understanding of the underlying factors that are involved in the different risks is necessary 

(Nieto-Morote & Ruz-Vila 2011 p.229). The chosen data analysis strategy allows the 

authors to interpret the underlining factors of risk assessment by analysing the experts’ 

opinions about the social phenomena. One underlying factor is that the interpretivists 

believe that the researchers and social actors are attached with the social phenomena in 

study, due to their own understandings, conceptual orientations and cultural phenomena 

(Bryman & Bell, 2011, p. 16). We as authors have our own understanding and 

preconceptions on the active involvement of interpretation of the data analysis results.  

The template proposed in Section 4.2. (Method for analysing the qualitative data) is based 

on the five categories of a standardized risk assessment: 1. Background information, 2. 

Accountability of assessment group 3. Risk Assessment Methods 4. Communication & 

Conflict Resolution 5. Results (Report). This chapter displays the empirical results of 

each one of the categories mentioned above, detailing criterion by criterion.  
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5.2 Background Information 

There are seven defined criteria to analyse the background information of a standardized 

risk assessment procedure. A matrix is selected for displaying the template analysis 

results, as discussed before.  

Respondent 

Standard 

Code 

 

ISO 

 

NIST  

 

A1 

 

A2 

 

I1 

 

I2 

 

I3 

 

I4 

Triang. of 

Evidence 

1.1 CONCE Y Y Y  Y    Yes 

1.2 HIST P P  P   N N No 

1.3 INTER Y Y Y  Y Y Y Y Yes 

1.4 ASSUM Y Y      Y Yes 

1.5 CONTEX Y Y   Y Y Y Y Yes 

1.6 WIDER Y Y N N P N   No 

1.7 REASO Y Y  Y  Y   Yes 
                                                           Table 6 Background information Matrix Structure                                      

The empirical results from the application of the template analysis technique are 

represented in the table above. The first row represents the international standards and the 

interviewees with the codes described in Table 3, which lists the selected respondents. 

The rows show the criteria identified in the theoretical framework proposed on the section 

4.4.1. The Y in the cells indicates that the respondents agreed with the content of the 

criterion, or shows that there is evidence in the standards that met the specific criterion. 

The evidences found on the standards are displayed on the checklist matrix in the end of 

each section of this chapter, as well as the direct quotes from the respondents. The P in 

the cells designates that the respondents partially agreed with the criterion, or signifies 

that there is evidence in the standards that partially met the specific criterion. In both 

cases whether the criterion is not fully met, the evidence is displayed at the end of each 

section. The N indicates that the interviewees do not agree with the criterion, or that there 

is no evidence in the standards that met with the specific criterion. Quotation from the 

experts indicating the reasons of the non-agreement are displayed in the end of each 

section. The blank cells indicated that the respondents didn’t mention the certain criterion. 

The last column represents whether there is convergence of evidence between the 

different data source. The description of the table above applies to all the matrix structures 

in this chapter. Table 6 is the matrix structure that displays the results of template analysis 

for the first category of the standardised risk assessment.  

The criterion 1.1 Concern, deals with the incorporation of the risk assessment of important 

elements and concerns from risk management process (Busby & Hughes, 2006, p. 511). 

There is proof in both ISO 27005 and NIST 800-30 that meet the proposition of the 

criterion 1.1 Concern. The Risk Assessment Process is cyclical in ISO in order to 

incorporate the main elements of the risk management process (ISO 2013 p.8).   Figure 5 

illustrates the risk assessment process of ISO and the relation with other elements of the 

risk management process. NIST describes the importance of conducting the risk 

assessment process on different tiers of risk management hierarchy (NIST 2012, p.22).In 

respect to the respondents, there is a convergence of experts opinions, that the risk 

assessment should be linked not only to risk management process, but also to higher 

processes of the organisation, such as portfolio of projects and governance (A1, I1, 

personal communication, December 11, 15, 2014). Therefore, there is a convergence of 

evidence from the different sources, that this criterion is relevant to the credibility 

evaluation of a standardised risk assessment. 
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The criterion 1.2 History is concerned with recognizing that the risk assessment can be 

improved from experiences of risk assessment (Busby & Hughes, 2006, p. 511). Both 

international standards present evidence that the standardized risk assessment met 

partially the criterion. The Risk Assessment process of ISO incorporates a phase that is 

the risk monitoring and review, which considers historical data of the assessment (ISO 

2013 p.9). However it does not indicate whether the data used is from past assessments. 

In NIST, there is a step in the risk assessment that is the communication and sharing, 

which considers the use of historical data (NIST 2012, p.22), however it is not clear 

whether this is from past assessments. Between the respondents, there is no convergence 

between the experts’ opinions in the field. The risk assessment procedure is seen from 

opposite perspectives regarding this aspect. Interviewee A2 partially agrees with the 

proposition of the criterion, he/she considers that the data about the past is a good source 

to correct optimistic bias originated from the subjective information of the actual projects, 

but actual data is always preferable to be used on the assessment (personal 

communication, December 15, 2014). On the contrary, the interviewees I3 and I4 

considers that the risk is dynamic in IT sector, thus the correlation of a problem that 

happened in the past and what could happen today is not the correct way to manage risks. 

In I4’s opinion, “the risk assessor has to study the actual situation and not the past. After 

studying actual state of the process being analysed and the risks, it is necessary to develop 

the future action plan” (personal communication, December 15, 2014). This situation fits 

with the second case of the triangulation method that was previously explained in the 

introduction of this chapter, also represented on the Figure 10.In this case, there is no 

triangulation of evidence, because of lack of agreement between the experts in relation to 

the appropriateness of criterion in question to evaluate the standardised risk assessment, 

also there is no evidence on the standards that fully meets the criterion. The study´s 

context is the information security, which influences the findings of the research. For 

example the criterion 1.2 History could be applicable to evaluate the risk assessment in 

another sector, depending on the context. A deeper discussion about the study limitations, 

theoretical and practical implications are done on the conclusion chapter. Also, a deeper 

discussion is done in the section 6.3.  

The criterion 1.3 Interactions relates to the risk assessment interaction with other systems 

in the organisation (Busby & Hughes, 2006, p. 511). Both standards present evidence 

which suggest that risk assessment should interact with higher processes in the 

organisation. The risk assessment of ISO is coupled with the risk management process 

which has a cyclical interaction between the phases (ISO 2013 p.9). NIST, implies the 

importance of conducting the risk assessment process in the three tiers of risk 

management hierarchy (NIST 2012 p. 22). In respect to the respondents, there is a 

convergence between the opinions of the experts interviewed, that the risk assessment 

should be linked and consider higher processes of the organisation, such as project 

portfolio management, governance and risk management (Interviewee I2, A1, I1, I3, I4, 

personal communication, December, 05, 11, 15, 17, 19 2014). Therefore, there is a 

convergence of evidence in favour for the criterion 1.3 Interactions. 

The criterion 1.4 Assumptions is concerned with the clear definition of the risk 

assessment assumptions and methods of work (Busby & Hughes, 2006, p. 511).  In both 

standards there is evidence indicating that risk assessment should take into account this 

proposition. In ISO 27005 the risk assessment is aligned with the information security 

risk management and overall with the enterprise risk management, which considers the 

risk assumptions and constraints (ISO 2013 p. 6). In NIST 800-30, the risk assessment 

methodology is copped with the risk organisational frame, which considers risk 
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assumptions, constrains, priorities and trade-offs, risk tolerance, uncertainty, delineates 

boundaries (NIST 2012 p. 7). The opinion of the respondent I4 is in line with the content 

of this criterion. In this case, there is a triangulation of evidence from the different sources 

of data, giving support to criterion as being relevant to the credibility evaluation of the 

risk assessment. 

The criterion 1.5 Context is linked with the risk assessment directed to context situation 

needed in question (Busby & Hughes, 2006, p. 511). There is evidence in both 

international standards that a risk assessment should consider this proposition. In ISO 

27005, the risk management process has a phase of context establishment which feeds the 

risk assessment process (ISO 2013, p. 10). For the NIST 800-30, the establishment of the 

context is informed by the step of risk frame, which is part of the risk management process 

(NIST 2012 p. 24). In respect to the interviewees, the majority agree with the criterion 

proposition. As stated by Interviewee I3 in respect to the international standards: “They 

are general and cannot represent the needs of every organisation in detail or specifically. 

Therefore, you do not have to be certified, you can always adjust the risk assessment to 

the current conditions” (personal communication, December 17, 2014). Based on these, 

there is a convergence of evidence from the different sources in favour of this criterion. 

The criterion 1.6 Wide Range relates to the risk assessment encompassing with a wide 

range scope of risks identified. Both of the standards present proof that a risk assessment 

should have a wide range approach and take into consideration different types of risks. In 

ISO 27005 the risk assessment is broad to the context of the information security, having 

a list of hazards on the theme (ISO 2013 p. 13).  In NIST 800-30 the risk assessment is 

copped with the broad organisational risk frame which defines the risk assessment 

methodology for a wide scope of risks (NIST 2012 p. 7). However, the experts’ opinions 

differ in relation to this issue. Interviewee I1 partially agrees with the criterion, “The risk 

assessment needs to be as wide as possible, because there is a lot of ways that risk can 

affect the company, so at least you have to know as much as possible in a wider way, but 

you need to be concentrated on things that are important for your company.” (personal 

communication, December 15, 2014). In contrast, Interviewee A1 and I2 suggest that the 

standardised risk assessment should be focused on a specific and high impact risk, 

according to  I2 "You may be getting more in doing a simple classification, otherwise, 

you probably end up with more risks than what you need, so this goes back to putting too 

much risk. " (personal communication, December 05, 11, 2014). According to A1 "It 

should be more focused on specific risk, I think if you go wider and go for volume you 

will get less detail, on the risks , so if you focus on high impact risk you are going to deal 

with the risk better". There is no agreement between the experts’ opinions. The divergent 

opinions of the experts indicate that there is no triangulation of evidence from the 

different data sources. This situation fits with the fourth case of the triangulation method 

that was previous explained in the introduction of this chapter, also represented on the 

Figure 10. Thus, the criterion in question is not considered in the credibility evaluation of 

a standardised risk assessment. As mentioned before the study context can influence the 

finding of the research, and the criterion 1.6 Wide Range could be applicable to evaluate 

a standard risk assessment in another sector. A deeper discussion about the study 

limitations, theoretical and practical implications are done on the conclusion chapter. 

Also, a deeper discussion is done in the section 6.3.  

The criterion 1.7 Reasonable is about the use of resources to develop the risk assessment 

process (Busby & Hughes, 2006, p. 511). Both standards have evidence that a risk 

assessment should be reasonable with the use of available resources. In ISO 27005, the 
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identification of risks considers the evaluation of the related assets, in order to compare 

with the value of the risks assessment process (ISO 2013 p. 14). In NIST 800-30, the 

conduction of the risk assessment in practice is affected by the availability of resources, 

which may dictate the necessary actions need to accomplish the risk assessment 

objectives (NIST 2012 p. 29). Likewise, the experts interviewed agreed with the 

proposition of this criterion. Interviewee I2 even proposed that companies should 

consider more the effect of an overinflated or underinflated risk assessment to the tender 

price proposed (personal communication, December 05, 2014). This shows that there is 

a convergence in the evidence. 

In summary, just on two criteria there is no triangulation of evidence between the different 

data sources in favour to those criteria. These criteria are the 1.2 HIST and 1.6 WIDER. 

As, there is not a triangulation of evidence concerning these two criteria, these will be not 

considered in the final framework to evaluate the credibility of a standardised risk 

assessment. In the Checklist Matrix below, for each criterion the respective code is 

presented, the proofs encountered in the international standards ISO 27005 and NIST 

800-30 are showed, additionally extracts of experts opinions related to the specific 

criterion are presented. 
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1 Code Converg. of 

evidence

Evidence from ISO 27005 Evidence from NIST 800-30 Evidence from Interview (Extract)

1.1 CONCE Yes In order to incorporate important elements and 

concerns the risk assessment process is cyclical and 

involves the communication and consultation of 

the assessment between the main stakeholders      

(p. 8)

The standard implies the importance of 

conducting the risk assessment process in the 

three tiers of risk management hierarchy 

(organisational, mission/business process and 

information system level). The process also 

includes a ongoing communication and 

information sharing among different 

stakeholders (p. 22).

A1: "In my opinion standards are all pretty much the same 

almost identical, so I do not think there is an issue of that 

standards is that of the issue of being risk awareness." 

1.2 HIST No Going beyond the risk assessment process to the 

risk management process as whole, the latter 

incorporates a phase that is the risk monitoring and 

review, which considers historical data and  feeds 

risk assessment phase (p.9)

The standard provides a step for communicating 

and sharing all the risk related information which 

objective is to ensure that all the stakeholders 

involved across the organization in order to 

inform and guide risk decisions (p. 37)

I4: "The risk is dynamic on IT. Today based on my 

experience, the correlation of a problem that happened on 

the past and what happens today is not reliable, is not the 

correct way to manage. Have to study the actual situation 

and not the past. From today, actual state, to develop the 

future action plan, by analysing the actual state and to create 

an action plan to the desired state, and not take care to much 

with what happened on the past"

1.3 INTER Yes The risk assessment is coupled with the risk 

management process which has a cyclical 

interaction between the phases (p.9). Also, the risk 

management process is considered to be part of the 

security management process.

The risk assessment is part of a holistic 

organisation wide risk management process, 

which involves 4 phases: Frame, Assess, 

Respond and Monitor risks (p. 4)

I2: "For me is governance, the think of governance should 

have control over is that it controls on what your progressing 

on and not progressing on what you are and not spending 

money on and what’s going well and not going well and 

when  you should stop and much governance at the portfolio 

level is not good."                                                                                                                                                                                                                                                                                                                                   

A1: "must be link with risk management. Also depending on 

the level what type of risk you are looking at, there is 

operational and also strategic issues it depends on the risk 

you are discussing"

1.4 ASSUM Yes The assumption is that the information security 

management is aligned with the information 

security risk management and assessment. Also, 

overall with the enterprise risk management. In 

relation the process is explicit in how it should be 

done and what is the output of each phase of the 

risk assessment process (p. 6).

The risk assessment methodology is copped with 

the risk organisational frame, which considers 

risk assumptions, constrains, priorities and trade-

offs, risk tolerance, uncertainty, delineates 

boundaries. Also, general reports are defined for 

different steps and activities of the risk 

assessment. (p. 7)

N/A

Table 7 Checklist Matrix 1 Background Information 
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Table 8 Checklist Matrix 1 Background Information (Continued) 

1. Code Converg. of 

evidence

Evidence from ISO 27005 Evidence from NIST 800-30 Evidence from Interview (Extract)

1.5 CONTEX Yes On the risk management process there is a phase of 

context establishment which feeds the risk 

assessment process. On that phase the necessary 

criteria are settled  for information security risk 

management (p. 10).

The estabilshment of the context is informed by 

the step of risk frame, which is part of the risk 

management process. Which defines for 

example, organisation information regarding 

policies, requirements, risk analysis, constrains, 

assumptions (p. 24).

I2:" I think any risk assessment process is  depends on what 

you’re doing. Let’s take sky scanner for example they 

technology led greenfield, they aspect to risk will be 

different than a healthcare organization, what you need to do 

is set your risk culture depending own funding, buss setting. 

Like in a hospital centre a system fails someone dies, in the 

sky scanner system fails and someone gets stuck in Poland is 

a diff level of risk "                                                                                                          

I3: "Though, there’re general and cannot represent the needs 

of every organisation I detail or specifically. Therefore, if 

you don’t have to be certified, you can always adjust it to the 

current conditions."

1.6 WIDER No Is broad to the context of the information security, 

having a list of hazards on the theme.

The risk assessment provides a wide 

organisational range in compass with the 

required scope. It is copped with the broad 

organisational risk frame which defines the risk 

assessment methodology for different risks, not 

just on information security (p. 7)

 I2: "You may be getting more in doing a simple 

classification, otherwise, you probably end up with more 

risks than what you need, so this goes back to putting too 

much risk. "                                                                                                                                                                                                                                                                        

A1: "It should be more focused on specific risk, I think if you 

go wider and go for volume you will get less detail, on the 

risks , so if you focus on high impact risk you are going to 

deal with the risk better"                                                                                                                                                                                                                                                           

I1: "Talking about security, you need to try to be as wide as 

possible because there is a lot of ways that risk can affect 

you, so at least you need to try to know as much as possible 

in a wider way but you probably need to be concentrated on 

things that are important for your company."

1.7 REASO Yes The identification of risks consider the evaluation 

of the related assets, in order to compare with the 

value of the risks analysis and risks impact 

evaliation (p. 14)

On the conduction of the risk assessment in 

practice the avaiability of resources may dictate 

the necessary actions need to accomplish the 

risk assessment objectivies (p. 29)

I2: "If risks are overinflated and then go into tender you can 

lose the work you will put an overinflate prices, the same if 

you underinflated it’s not going to work so again that area of 

risk in contract"
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5.3 Accountability of the Assessment Group 

In the template analysis there are five criteria, which analyse the accountability of the 

assessment group in the standardised risk assessment. These are: Availability, Guiding, 

Avoid, Understandable and Commitment. The table below is the matrix structure that 

represents the results of the template analysis for the second category of the standardised 

risk assessment. 

Respondent 

Standard 

Code 

 

ISO 

 

NIST  

 

A1 

 

A2 

 

I1 

 

I2 

 

I3 

 

I4 

Triang. 

of 

Evidence. 

2.1 AVAIB Y Y  Y Y    Yes 

2.2 GUIDE P Y Y Y Y Y Y Y Yes 

2.3 AVOID N N Y  Y  Y  Yes 

2.4 UNDER Y Y   Y   Y Yes 

2.5 COMMI Y Y Y Y Y Y Y Y Yes 
Table 9  Accountability of the Assessment Group Matrix Structure 

The 2.1 Availability criterion is defined as drawing fully on the knowledge available 

(Busby & Hughes, 2006, p. 511). In ISO 27005, the risk assessment process takes into 

account the perspective and knowledge of different stakeholders in order to be 

knowledgeable on the available resources (ISO 2013, p. 14) and not just on the 

perspective of just one singular risk assessor. In NIST 800-30, the standard provides a 

step for communicating and sharing all the risk related information which objective to 

ensure that  all the resources and knowledge available are involved across the organization 

(NIST 2012, p. 37). There is evidence in both international standards that the standardised 

risk assessment should use the knowledge of experts in the area of information security. 

Interviewee I1 (personal communication, December 15, 2014), explains an example of 

how risk assessment treats vulnerabilities under the context of information security, 

showing with this example, the importance of the knowledge of experts in the risk 

assessment in the context of the information security. According to I1, “Vulnerability is 

a concept that varies on each application of risk assessment; the scope is to threat the 

vulnerabilities that the hardware and software has in it. Therefore you need the expertise 

and opinion from the experts on the team, as for example an outdated software, patching 

or something needed in hardware is necessary to change in order to reduce the 

vulnerability.” Therefore, for this criterion there is a convergence of the different data 

sources. 

The 2.2 Guiding criterion indicates the use of guidelines to help the risk assessors to use 

the standard effectively (Busby & Hughes, 2006, p. 511). The international standard NIST 

800-30 provides a detailed guidance for the development of the risk assessment tasks and 

for the implementation of the standards practices. The same level of detail and importance 

as a guide for the risk assessors is not found in the standard ISO 27005. Interviewees A1, 

I1, I3 (personal communication, December 11, 15 and 17, 2014) agree with the 

importance of a guideline and formal documentation to help the risk assessors use the 

standards successfully. According to I1, “to have some guideline for  some work for the 

users helps to understand the methodology for the risk assessment and this guidelines 

helps on the identification of a new risk"(personal communication, December  15). This 

is seen as one of the crucial factors of international standards, as Yaraghi and Langhe 

(2011, p. 552) argue that there is a vagueness of a guideline for implementing them. For 

the criterion 2.2 Guiding, there is a convergence of evidence from the different sources. 
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The 2.3 Avoid criterion is about avoiding the manipulative uses of the risk assessment by 

its users (Busby & Hughes, 2006, p. 511). There is no proof in both international standards 

that addresses the avoidance of cynical uses of the standardised risk assessment. 

Interviewees I1 and I3 (personal communication, December 15, and 17, 2014) agree that 

the users should be accountable for their work on the standardised risk assessment 

process, be responsible to explain what they did and also to have documents and formal 

procedures that guarantee traceability, but they do not have to be responsible for the 

occurrence of the risk itself. According to I3, "the risk assessor has to be Accountable to 

give answers and explain why they did as they did”. For this criterion, there is an 

agreement between the experts’ opinions, however there is no evidence in the standards 

that meets the 2.3 Avoid criterion. This situation fits with the third case of the 

triangulation method that were previous explained in the introduction of this chapter, also 

represented on the Figure 10. Thus, this criterion is considered to be implemented in the 

final theoretical framework to evaluate the standardised risk assessment. 

The criterion 2.4 Understandable, relates to the comprehensiveness of the risk assessment 

to all stakeholders, including the ones who are not experts in risk, providing easy ways to 

navigate from conclusions to analysis and assumptions (Busby & Hughes, 2006, p. 511). 

There is evidence in both standards about the importance of the risk assessment being 

understandable for the stakeholders. In ISO 27007, the risk assessment process, 

assumptions and output are clearly defined and described (ISO 2013 p.9). Also, in NIST 

800-30,  the risk assessment methodology is clearly defined in its activities and hierarchy 

(ISO 2012 p. 17) Interviewee I1 (personal communication, December 15, 2014) gives an 

example of how sometimes it is difficult to make the senior managers and the board 

understand the risk assessment process and report when it is too technical. This displays 

that there is a convergence of evidence from the different data sources in favour to this 

criterion. 

The criterion 2.5 Commitment, is concerned with the engagement of the main 

stakeholders that can influence the standardised risk assessment (Busby & Hughes, 2006, 

p. 511). There is evidence in both international standards that considers the importance 

of the commitment of stakeholders. In ISO 27005, the perspective of different 

stakeholders is take into account the different phases of the risk assessment (ISO 2013, p. 

14). In NIST 800-30, different tiers of stakeholders and the description of its inputs to the 

other tiers within the risk assessment process is clearly defined (NIST 2012, p. H-1). 

Interviewees A1, I1 and I3 agree with this vision and affirm that it is the job of 

management to constantly work for the engagement of the main stakeholders. (personal 

communication, December 11, 15 and 17, 2014).  According to A1, “there needs to be a 

person in the project that makes sure that the risks registers are updated controlling all 

the risks”. Therefore, the empirical results indicate that there is convergence of evidence 

from the different data sources in favour of this criterion.  

In relation to Accountability of Assessment Group set of criteria, all of the data sources 

have triangulation of evidence from standards and from the interviews. Therefore, this 

criterion and all the other criteria are considered relevant to the framework to evaluate the 

credibility of a standardised risk assessment. The checklist matrix below displays the 

empirical results for all the criteria of this section.  
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2 Code Converg. of 

evidence

Evidence from ISO 27005 Evidence from NIST 800-30 Evidence from Interview (Extract)

2.1 AVAIB Yes In order to be knowledable the 

risk assessment process takes into 

account  the perspective of 

diferent stakeholders (p. 14) and 

not just on the perspective of just 

one singular risk assessor.

The standard provides a step for 

comunicating and sharing all the risk related 

information which objective is to ensure that 

all the stakeholders are involved across the 

organization in order to inform and guide 

risk decisions (p. 37)

 I1: "Vulnerability is a concept that in a different risk analysis is not 

important or is different.  Also you part with the systems in scope you 

are able to threat the vulnerabilities that the hardware and software has 

in it. So you can show this evidence because it’s something like an 

outdated software kind of need of patching or something needed in 

hardware or maybe you need to change. "

2.2 GUIDE Yes The standard manual has a 

guidance in how to implement the 

risk assessment process. (p. 13)

Through the different steps of risk 

assessment the standard provides a detailed 

guidance for the developing of the tasks. 

Also, it gives a descriptive input 

information,  as well as templates for the 

different methods of communications as 

well the information required in the report.

A1: " I would agree with that it should show how to be canalized across 

all users absolutely, it links to the question whether it should be more 

focused"                                                                                                                                                                                                                                                                                                                             

I1: "So this could be to have some guideline for  some work for this 

users that will help  understand the methodology for the risk analysis 

and maybe be part of that with this guidelines helping you to identify a 

new risk"                                                                                                                                                                                   

2.3 AVOID Yes N/A N/A  I1: "I think if you, as in everything when you work you have to be 

accountable for your work, so if you are really responsible for the risk 

analysis and treatment and your company gives you all the means to do 

that, I think yea you should be accountable."                                                                                                                                                         

I3: "Accountable to give answers and explain why they did as they did"

2.4 UNDER Yes The risk management process, 

assumptions and output are clearly 

defined and described (p.9)

The risk assessment methodology is clearly 

defined in its activities and hierarchy (p. 17)

I3: "It is very difficult to show this to many directives in the board when 

they have no knowledge on risk assessment management and analysis, 

maybe sometimes to show this typical or current analysis we have, 

sometimes this is difficult to make a credible standard. So it is important 

to show in a different way, to make them part of the analysis."

2.5 COMMI Yes The perspective of different 

stakeholders is take into account  

the different phases of the risk 

assessment (p. 14). 

On the standard the different tiers and the 

description of its inputs to the other tiers 

within the risk assessment process is clearly 

defined  (H-1).

A1:"Project manager is ultimatelly responsible, they have to delegate 

that accordingly, to the risk manager. As a project manager you might 

delegate the risk manageable to somebody else and that person is 

responsible, but there needs to be a person in the project that makes 

sure that the risks registers are updated controlling all the risks"                                                                                                                                                                                                                                                                                    

I3:"The one who performs the assessment on behalf of the 

management, interviewing others and deliver the report"

Table 10 Checklist Matrix 2 Accountability of the assessment group 
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5.4 Risk Assessment Methods 

There are nine criteria in the developed template to analyse the Risk Assessment Methods. 

These are: Substance, Unbiased, Grounded, Risk Migration, Predetermined, Limits, 

Justification, Changing, Timely. The table below is the matrix structure that represents 

the results of template analysis for third category of the standardised risk assessment. 

Respondent 

Standard 

Code 

 

ISO 

 

NIST  

 

A1 

 

A2 

 

I1 

 

I2 

 

I3 

 

I4 

Triang. 

of 

Evidence 

3.1 SUBST Y Y    Y Y Y Yes 

3.2 UNBIA Y Y Y Y Y Y   Yes 

3.3 GROUN Y Y Y Y Y    Yes 

3.4 MIGRA P P Y Y Y  P  Yes 

3.5 PREDE Y Y  Y   Y Y Yes 

3.6 LIMIT Y Y    Y   Yes 

3.7 JUST P Y Y Y Y  Y  Yes 

3.8 CHANG Y Y    Y   Yes 

3.9 TIME Y Y     P  Yes 
Table 11 Risk Assessment Methods Matrix Structure 

The criterion 3.1 Substance indicates the consideration of the substance of the risk that is 

being assessed, in order to assess its essence and being possible to predict how the system 

will react depending on the risks (Busby & Hughes, 2006, p. 512). There is evidence in 

both international standards that the main aspects are taken into account during the 

assessment of the risk. In ISO 27005, the risk assessment process involves using internal 

and external information to set the boundaries of the information security risk 

management context, in order to establish the substance of what is being assessed (ISO 

2013, p. 10). In NIST 800-30, one of the phases is the Frame phase, which establishes the 

context of risk, detailing it as full as possible, as well the possible impact, making it 

transparent the risk perceptions in order to establish the substance of what is being 

assessed (NIST 2012 p. 5) Additionally, there is an agreement between the experts in 

relation to this criterion. According to I4 “when, the scope and substance of the relevant 

risks is not well define, the results of the risk management are not always useful and looks 

like a not credible tool”. Thus, indicating there is a triangulation of evidence from the 

different data sources.  

The criterion 3.2 Unbiased is concerned with the procedure that avoids bias related to 

experiences (Busby & Hughes, 2006, p. 512). There is evidence in both standards 

regarding the existence of procedures to avoid past experience bias. In ISO 27005, the 

perspective of different stakeholders is taken into account and is acknowledged that the 

threats are in a continuous state of change, in order to avoid bias in the treat identification 

phase (ISO 2013 p. 14). In  NIST 800-30, the risk assessment phase risk frame determines 

which risks models, assessment types and analysis approaches to use under varying 

circumstances in order to avoid bias related to experience (NIST 2012 p. 16).The majority 

of interviewees agree with the criterion, however, they have different opinions in how to 

address this issue. Interviewee I2 (personal communication, December 05, 2014) advises 

risk training to elude this matter. Interviewee A1 (personal communication, December 

05, 2014) recommends a team assessment, taking into account external risk assessors in 

order to solve this, and Interviewee I1 (personal communication, December 15, 2014) 
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suggests to take into consideration different opinions to avoid bias.  Therefore, for this 

criterion there is a convergence of evidence from the different data sources. 

The criterion 3.3 Grounded indicates the use appropriate data judgement for the 

standardised risk assessment (Busby & Hughes, 2006, p. 512). There is evidence in both 

standards that the criterion in question is met. In ISO 2007, the risk analysis phase 

indicates how to use qualitative risk analysis data in order to describe the scale magnitude 

of the risk's potential consequences and the likelihood that consequences it will occur, in 

order to be grounded in appropriate data judgement. Also, it considers quantitative risk 

analysis for a scale with numerical value on the potential consequences and likelihood of 

the occurrence, using data from variety of sources (ISO 2013, p. 17). In NIST 800-30, 

there is an impact determination that could be caused by the quality data inputs. It 

provides a detailed description on the information and the hierarchical level from which 

they can be taken from and provided to. Therefore, this provides a structured approach in 

how to use information in the risk management process, which makes the assessment 

grounded in appropriate data judgement (NIST 2012 ,p.H-1) The interviewees all agree 

with the criterion, although each one has its own preference in relation to the risk 

assessment methods to achieve appropriate data. Interviewee I3 (personal 

communication, December 17, 2014) prefers qualitative to semi-qualitative methods to 

risk assessment, while Interviewee I1 (personal communication, December 15, 2014) 

prefers qualitative and suggests that usually the senior management prefers quantitative 

methodology. Also, Interviewee A1 (personal communication, December 11, 2014) 

prefers the qualitative methodology as the risk register. In conclusion, there is a 

convergence of evidences between different sources of data for this criterion, although 

there is a variance in preference of the type of methodology used to measure the risk. 

The criterion 3.4 Migration acknowledges the possibility of risk migration after the first 

assessment of the risk (Busby & Hughes, 2006, p. 512). The evidences found in both 

standards partially meet the criterion. Although there is evidence of iterative risk 

assessment in both standards in order to increase the depth and detail of the assessment, 

there is no evidence that both standards consider the migration characteristic of a risk 

after it is assessed and treated. Interviewees I1 and A1 (personal communication, 

December 05, 11, 2014) agree with the criterion and further suggest that the risk 

assessment process has to be continuous. According to A1, "Risk Assessment has to be a 

continuous process, the risk should be assessed on regular basis, the risk assessment 

cannot be done in one point in time." Interviewee I3 (personal communication, December 

17, 2014) partially agrees with the criterion as, he suggests that it “depends on the type 

of the risks” and not all the risks should be managed in the same way. In conclusion, there 

is convergence of evidence between the different sources of data for this criterion. 

The criterion 3.5 Predetermined considers the need of the standardised risk assessment to 

follow a pre-established procedure (Busby & Hughes, 2006, p. 512). In ISO 27005, the 

risk assessment is fed by the context establishment phase, which sets basic criteria and 

procedure for risk assessment, risk evaluation, risks impact and risks acceptance (ISO 

2013 p. 10). In NIST 800-30 the risk frame phase identifies and set guidelines in specific 

methodology to be employed, procedures to risk factors, scope of assessments, rigor of 

analysis, degree of formality and requirements that facilitates consistence across the 

organisation (NIST 2012 p. 24). There is evidence in both international standards that 

indicates the importance of determining procedures in advance. Furthermore, Interviewee 

I3 (personal communication, December 17, 2014) suggests that the risk assessment 
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procedure should have formal documents and formal processes for traceability reasons. 

Therefore, there is a convergence between the evidence for this criterion. 

The criterion 3.6 Limits associates the clear determination of the risk assessment scope, 

where the risk assessment lies (Busby & Hughes, 2006, p. 512). In ISO 27005, the scope 

and boundaries of the information security risk management process are clearly defined 

(ISO 2013 p. 28). In NIST 800-30, the risk assessment is copped with organisation risk 

frame, which determines where the boundaries of the risk analysis lie (NIST 800-30 p.7). 

This indicates that there is evidence in both international standards indicating that the 

scope and boundaries of the information security risk assessment are clearly defined. In 

respect to the interviews, respondent I2 agrees with the proposition of the criterion, by 

implying that standards should show clear boundaries in the development of the process 

(personal communication, December 05, 2014). Therefore, there is a convergence of 

evidence in favour of this criterion.  

The criterion 3.7 Justification indicates the risk assessment methods and its assumptions 

(Busby & Hughes, 2006, p. 512). In NIST 800-30 standard, there is justification for 

organisations in employing a particular risk model or methods, by presenting models in 

different applications (NIST 2012, p. 16). In ISO 27005, the assumptions and methods 

are defined, but not clearly justified (ISO 2013, p.28). The Interviewees A1, A2, I1 and 

I3 (personal communication, December 11, 17, 2014) agree with the criterion, that the 

standardised risk assessment should be clear and consistent in its approach to deal with 

risks. Therefore, there is a convergence of evidence in respect to this specific criterion. 

The criterion 3.8 Changing shows the use of risk assessment to examine conventional 

practices and suppositions (Busby & Hughes, 2006, p. 512). There is evidence in both the 

international standards and from the interviewees that the risk assessment helps the 

stakeholders in changing systems In ISO 27005, the risk assessment is coupled with a 

cyclical process in risk management which takes into account constant monitoring and 

reviewing the risks assessment process (ISO 2013, p.8). In NIST 800-30, the assessment 

supports the ongoing review of the risk management decisions through the risk 

monitoring (NIST 2012, p. 38). Also, the respondent I2 agrees that the criterion is valid 

to the credibility evaluation of the standards, by indicating that the assumptions in practice 

are counteracted by strong guidelines used to implement the process. Therefore, there is 

a convergence of evidence from the different source of data in favour of this criterion. 

The criterion 3.9 Time refers to producing results from the risk assessment soon enough 

to be acted on (Busby & Hughes, 2006, p. 512). In both standards there is evidence that 

time is considered as a constraint to the implementation of the information security risk 

assessment procedure. In ISO 27005, the risk assessment process takes into consideration 

the time as a constraint for implementing security controls and selection solutions and 

priorities (ISO 2013, p.31).  In NIST 800-30, the risk assessment methodology must be 

chosen depending on the time frame for investing or planning (NIST, p.7). The 

respondent I3 agrees that the criterion is valid for the credibility evaluation of a standard. 

However, he/she considers that standards have limitations and obsolete parts. According 

to I3, “any standards has its limitations due some obsolete parts in its content due to the 

time which has passed after it was approved as such” (personal communication, 

December 17, 2014).  Therefore, we conclude that the international standards do not fully 

meet the criterion, even though, there is a convergence of evidence that the criterion is 

relevant to the credibility evaluation of a risk assessment. This situation fits with the third 

case of the triangulation method that was previous explained in the introduction of this 
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chapter and represented on the Figure 10. Thus, this criterion will be considered in the 

final framework.  

In relation to the criteria in 3.Risk Assessment Methods, there is evidence in the 

international standards that met seven of the nine criteria. The exceptions are the criteria 

3.4 MIGRA and 3.7 JUST, where there is evidence in the international standards that 

partially meets the criteria. In relation to the triangulation of evidence, all criteria have 

convergence of evidence from the different sources (international standards and from the 

interviews) as being important for the credibility evaluation of a standardised risk 

assessment. The checklist matrix below displays the empirical results for all the criteria 

of this category.  
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3. Code Converg. of 

evidence

Evidence from ISO 27005 Evidence from NIST 800-30 Evidence from Interview (Extract)

3.1 SUBST Yes In order to establish the substance of what is 

being assessed the standard process involves 

using internal and external information to set 

the boundaries of the information security risk 

management context (p. 10)

The risk assessment process is part of the risk management 

process as a whole. One of the phases is the Frame phase, 

which establishes the context of risk, making it transparent 

the risk perceptions  that org. uses for making decisions and 

investments (p. 5)

I2: "I Partially agree, I think there is an over emphasis on 

process and I think that what we do is gather a lot of info but 

don’t act on it, other places gather a lot of info but doesn’t 

tell you anything"

3.2 UNBIA Yes In order to avoid bias on the treat identification 

phase,  the perspective of different stakeholders 

is take into account (p. 14). Also, is it also 

acknowledged that the threats are in a 

continious state of change. Although there is not 

specific tools recommended to assess the risk in 

its essence

The standard indicates how the organisation culture can 

influence risk assessment and its approaches that could lead 

to bias within the process. Therefore, in order to avoid bias 

the standard issues organisational risk frame which 

determines which risks models, assessment approaches and 

analysis approaches to use under varying circumstances. 

Coming to stablishing a solid foundation for managing risks 

and bounding its risk base decision (p. 16). 

I2:"Training, I do not think we did enough as risk training. 

Many project teams come together probably don’t get risk 

training "                                                                                                           

A1: "it has to be done as a team risk assessment, it could be 

done by an external members or the team can be checked 

externally"                                                                                                

I1:" to take this analysis from different points of view maybe 

you can eliminate some of this subjectivity"                                     

3.3 GROUN Yes In order to be grounded in appropriate 

judgement and data the risk analysis phase 

indicates how to use qualitative risk analysis 

data in order to describe the scale magnitude of 

the risk's potential consequences and the like 

hood that consequences it will occur. Also, its 

consider quantitative risk analysis for a scale 

with numerical value on the potential 

consequences  and like hood of the its 

occurence, using data from variety of sources 

(p. 17)

The standard provides a  impact determination that could be 

caused by the quality data inputs. It provides a detailed 

description on the information and the hierarchical level 

from which they can be take from and provided to. 

Therefore, this provides a structured approach in how to use 

information in the risk management process (p.H-1)

A1: "Risk register is better than quantitative because 

everyone understands, to do risk identification qualitative is 

quicker we all understand. Quantitative is better, however 

when we are identifying risk you also need some qualitative 

inputs on that, but the reports quantitative is fine as long as 

everyone understands it"                                                                                                                                                                                                                                                                                                       

I1: " I prefer qualitative because it’s a lot more information 

taken into account. But maybe quantitative is better for 

senior managers, because you put in ciphers what is the real 

risk in money, to a risk issue or problem, but sometimes you 

lose some factors as reputation that is very important"

3.4 RISK MIGRATIONMIGRA No The risk assessment process is iterative in order 

to increase depth and detail of the assessment at 

each interation (p. 8). However, is not consider 

that the migration characteristic of a risk after it 

is assessed and threated.

The conduction of the assessment is unilateral. However, the 

communication of the results and the maintanance of the 

assessment is iterative during the conduct of the process. 

Also, the standard indicates that in practice iteration 

between the tasks is both necessary and expected (p.23). 

However, is not consider that the migration characteristic of 

a risk after it is assessed and threatened

 A1: "Has to be a continuous process, I think through a 

project you should be assessing the risks on the regular basis, 

weekly, monthly,  depending on the project RM cannot be 

done in one point in time it has to be continuous"                                                                                                                                                                                

I1: "Agree,  sometimes we like to test things to learn to the 

real scope to the real environment. "                                                                                                                                                                    

I3: "Not always. It depends on the type of the risks. You 

shouldn t́ bundle all t one basket"Table 12 Checklist Matrix 3 Risk Assessment Methods 
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Table 13 Checklist Matrix 3 Risk Assessment Methods (Continued) 

3. Code Convergence of 

evidence

Evidence from ISO 27005 Evidence from NIST 800-30 Evidence from Interview (Extract)

3.5 PREDE No The risk assessment is fed by the context 

stablishement phase, which sets basic criteria 

for risks evaluation, risks impact and risks 

acceptance (p. 10)

The step prior to the preparation for the risk assessment is 

the risk frame step of the risk management process. The risk 

frame step identifies and set guidelines in specific 

methodology to be employed, procedures to risk factors, 

scope of assessments, rigor of analysis, degree of formality 

and requirements that facilitates consistence across the 

organisation (p. 24).

I3: "Have formal documents and formal processes for 

traceability reasons."

3.6 LIMIT Yes On the standard  the scope and boundaries of 

the information security risk management 

process are clearly defined (p. 28)

The risk assessment is copped with organisation risk frame 

which determines where the boundaries of the risk analysis 

lie (p.7).

N/A

3.7 JUST Yes Assumptions and methods are defined but not 

clearly justified

The assessment provides a justification for the pre 

disposition organisations may have in employing a particular 

risk model or methods. Giving some examples of models in 

diferent applications (p. 16).

A1:"They should be consistent everyone should be using 

the same process or standards they should have a 

consistent approach to managing risk"                                                                            

I3: "If your risk assessment is, going to be good should be 

justified and clear, you have to take your time to develop 

the direction of the report and have all the information 

taken into account."  

3.8 CHANG Yes The risk assessment is coupled with a cyclical 

process in risk management which takes into 

account constant monitoring and reviewing the 

risks assessment process (p.8)

The assessment supports the ongoing review of the risk 

management decisions through the risk monitoring. 

Monitoring contributes to changes in risk to organisational 

operational and assets, individuals, other organisations or the 

nation (p. 38)

N/A

3.9 TIME Yes The risk management process takes into 

consideration the time as a constrain for 

implementing security controls and selection 

solutions and priorities (p.31)

The risk assessment methodology must be chosen depending 

on the time frame for investing or planning (p.7).

I3: "Any std has its limitations due some obsolete parts in 

its content due to the time which has passed after it was 

approved as such "
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5.5 Communication & Conflict Resolution 

In the template analysis, there are four criteria to analyse the Communication & Conflict 

Resolution procedures of the risk assessment, these are: Open, Consultative, Impartial 

and Disseminated. The matrix structure below indicates the results of template analysis 

for the fourth category of the standardised risk assessment. 

Respondent 

Standard 

Code 

 

ISO 

 

NIST  

 

A1 

 

A2 

 

I1 

 

I2 

 

I3 

 

I4 

Triangulation 

of Evidence 

4.1 OPEN N N  Y    Y Yes 

4.2 CONS Y Y Y Y Y   Y Yes 

4.3 IMPAR Y Y   Y  Y  Yes 

4.4 DISSE Y Y   Y    Yes 
                                            Table 14 Communication and Conflict Resolution Matrix Structure 

The criterion 4.1 Open indicates the capacity of a standardised risk assessment to be open 

and humble about problems and achievements in the risk assessment process (Busby & 

Hughes, 2006, p. 512). There is no evidence in both international standards that fulfils 

this criterion.  The Interviewee A2 suggests that the analyst should be accountable for the 

results. “I can’t punish the analyst because he was not able to identify exactly what has 

happened, but I can give him the responsibility to improve the performance of the risk 

analysis and management process"(personal communication, December 19, 2014). 

According with I4, "be open is important in the cases that the mistake is associated with 

the process analysed and can generate an impact to the organisation”. This shows there 

is a convergence of the experts’ opinions with the content of the criterion, in that case the 

standardised risk assessment should be open and modest about problems in the risk 

assessment process. This situation fits with the third case of the triangulation method that 

was previously explained in the introduction of this chapter, also represented on the 

Figure 10. In this case, even with both standards not fulfilling this criterion, it is 

considered in the final theoretical framework to evaluate a standardised risk assessment. 

The criterion 4.2 Consultative implies the capacity of the standardised risk assessment in 

involving stakeholders and taking into account their concerns (Busby & Hughes, 2006, 

p. 512). In ISO 27005, the risk assessment process is cyclical and involves the 

communication and consultation of the assessment between the main stakeholders (ISO 

2013 p. 8). In NIST 800-30 the risk assessment process includes an ongoing 

communication and information sharing among different stakeholders (NIST 2012 p. 22). 

This shows that there is evidence in both international standards that fulfils this criterion. 

In addition, there is an agreement among the interviewees in relation to this aspect. For 

instance, Interviewee I4 emphasises that, “the understanding of who is realising the risk 

assessment is different from the understanding of the managers and shareholders, so it is 

important to speak with them and discuss their understanding about the process, where 

the risk assessment will be applied" (personal communication, December 19, 2014) 

According to I1, “it is very important that all the stakeholders opinions are taken into 

account and the considerations they have". In conclusion, there is convergence of 

evidence from the different sources of data. 

The criterion 4.3 Impartial is concerned with the risk assessment impartiality and 

avoidance of bias of a particular stakeholder (Busby & Hughes, 2006, p. 512). There is 

evidence in both international standards that fulfils this criterion. In ISO 27005 the 
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perspective of different stakeholders is taken into account in the different phases of the 

risk assessment and it is interactive, as it acknowledges that the threats are in a continuum 

state of change (ISO 2013, p. 14). NIST 800-30, indicates how the organisation culture 

can influence risk assessment and its approaches that could lead to bias within the process. 

Therefore, in order to avoid bias from a particular stakeholder, the standard issues 

organisational risk frame which determines which risks models, assessment approaches 

and analysis approaches to use under varying circumstances. Coming to establishing a 

solid foundation for managing risks and bounding its risk base decision (NIST 2012 p. 

16). Interviewee I1 gives an example in how this is done in his organisation. In order to 

have an agreement and avoid impartiality in the risk assessment: “In our company, we 

have an information security committee. The committee has the final word in this kind of 

problems with the agreement of different tendencies; the minute of the meeting should 

end this problem" (personal communication, December 15, 2014). This shows that there 

is a convergence of evidence from the different sources of data, which indicates the 

relevance of this criterion to the risk assessment credibility evaluation framework. 

The criterion 4.4 Disseminated relates to the communication of the risk assessment results 

to the stakeholders (Busby & Hughes, 2006, p. 512).  There is verification in both 

international standards about the concern in presenting the results to the main 

stakeholders. In ISO 27005, the risk management process is constantly communicated 

and produces an output at each phase for the stakeholders (ISO 2013 p.9). In NIST 800-

30, there is an organised procedure for communication of different inputs provided for 

different tiers of stakeholders (NIST 2012, p. H-1). Regarding the experts opinions for 

instance, interviewee I1 emphasizes the importance of the communication procedure, that 

became more relevant recently, an issue that in the past was not taken seriously, “the 

normative and procedures have changed to make communication effective” (personal 

communication, December 15, 2014). In conclusion, there is a convergence of evidence 

from the different sources of data. 

This category of the proposed framework Communication and Conflict Resolution 

indicates that there is evidence in the international standards that meets three of the four 

criteria. In relation to the triangulation of evidence, there is a convergence of the experts’ 

opinions with all the four criteria in this category. All the criteria are considered relevant 

to the framework to evaluate the credibility of a standardised risk assessment. The 

checklist matrix below displays the empirical results for all the criteria of this category. 
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4. Code Convergence 

of evidence

Evidence from ISO 27005 Evidence from NIST 800-30 Evidence from Interview (Extract)

4.1 OPEN No N/A N/A I4: "Is important on the cases that the mistake is associated to the 

process analysed and can generate a impact to the organisation"                                                                                

A2: "in some way I think the analyst is accountable for the results, but 

it’s very difficult because we are dealing with uncertainty, because we 

can’t expect of people could transform uncertainty into certainty so.   I 

expect that the performance should improve because I can’t punish you 

because you weren’t able to identify exactly what has happened but I 

can give you the responsibility to improve the performance of the risk 

analysis and management process"     

4.2 CONS Yes In order to incorporate important 

elements and concerns, the risk 

assessment process is cyclical and 

involves the communication and 

consultation of the assessment 

between the main stakeholders(p. 8)

The standard implies the importance of the conduction 

of the risk assessment process in the three tiers of risk 

management hierarchy (organisational, mission/business 

process and information system level). The process also 

includes an ongoing communication and information 

sharing among different stakeholders (p. 22).

 A1: "Yes, that could also lead to delays to getting optimal solution so 

you need to have stakeholder engagement but you need to be aware 

that if you do go that way you are going to need people to be involved 

for the risk to be done efficiently in a timely manner so that needs to be 

taken into consideration"                                                                                           

I4: "The understanding of whom is realising the process is different 

from the understanding of the managers and shareholders, have to 

speak with them and discuss their understanding about the process 

where the risk assessment will be applied"                                                                                                                                                            

I1: Is very important all the stakeholders opinions have to take into 

account and the considerations they have" 

4.3 IMPAR Yes In order to avoid bias on the treat 

identification phase, the perspective of 

different stakeholders is taken into 

account (p. 14). Also, it acknowledges 

that the threats are in a continuum 

state of change.

The standard indicates how the organisation culture can 

influence risk assessment and its approaches that could 

lead to bias within the process. Therefore, in order to 

avoid bias the standard issues organisational risk frame 

which determines which risks models, assessment 

approaches and analysis approaches to use under 

varying circumstances. Coming to establishing a solid 

foundation for managing risks and bounding its risk 

base decision (p. 16). 

I1: "Our company we have an information security committee, and 

should be elevated to that to the committee. The committee has the 

final word in this kind of problems with the agreement of different 

tendencies, so the committee has the final word this should be 

presented to the committee and the act of the meeting should end this 

problem."

4.4 DISSE Yes The risk management process is 

constantly communicated and 

produces an output at each phase for 

the stakeholders (p.9)

The risk assessment methodology is clearly defined in 

its activities and hierarchy (p. 17) In addition the 

standard provides a organised procedure for 

communication of different inputs provided for 

different tiers (H-1)

I1: "Comunication procedure is important, in the past we don’t take 

into account seriously, from it in these final years, the people, the 

normative the procedures have changed to make communication 

effective it is very important."

Table 15 Checklist Matrix 4 Communication and Conflict Resolution 
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5.6 Results (Report) 

The last category is the one with the most criteria in the proposed risk assessment 

framework. There are 13 criteria to analyse the category 5. Results (Report). These 

criteria are based on the work of Wiedemann, et al. (2013). These are Authorship, 

Objectives and Scope, Mandate, Funding, Composition Selection of the Expert Group, 

Assurance of Impartial View, Method of Quality Assessment, Consensus Finding 

Procedure, Public Consultation, Two-sided, Evidence–based, Uncertainty and 

Transparent. The table below is the matrix structure that represents the results of template 

analysis for fifth category of the standardised risk assessment. 

Respondent 

Standard 

Code 

 

ISO 

 

NIST  

 

A1 

 

A2 

 

I1 

 

I2 

 

I3 

 

I4 

Triang. 

of 

Evidence 

5.1 AUTHO Y Y Y Y Y  Y Y Yes 

5.2 OBJEC Y Y  Y Y  Y Y Yes 

5.3 MAND P P  Y Y  P Y Yes 

5.4 FUND N N P Y P  Y P Yes 

5.5 SELEC N P N P N   P No 

5.6 IMPAR P P P Y    Y Yes 

5.7 QUALI P P  Y Y   Y Yes 

5.8 CONSE N N N P P  P P No 

5.9 PUBLI N N P Y Y  Y Y Yes 

5.10 DISCUS N Y N Y   Y Y Yes 

5.11 EVIDE N Y P Y   Y Y Yes 

5.12 UNCER N Y P Y   Y Y Yes 

5.13 TRANS N Y  Y   Y Y Yes 
                                                                    Table 16 Results (Report) Matrix Structure 

The criterion 5.1 Authorship evaluates if the risk report discloses the names and 

affiliations of the experts who conducted the assessment (Wiedemann, et al., 2013, p. 

628). There is evidence in both international standards that fulfils this criterion. In ISO 

27005, different stakeholders are taken into account on the different phases of the risk 

assessment and they should be accountable for their work on the assessment (ISO 2013 

p. 14). In NIST 800-30, the risk assessment results can be disclosed or transmitted through 

different means, ranging from briefing to formal risk assessment reports disclosing names 

and affiliations (k1). The interviewees also agree that the names of the experts should be 

in the report (A1, A2, I1, I3 and I4, personal communication, December 11, 19, 15, 17 & 

19, 2014). Therefore, there is a convergence of evidence from the different sources in 

favour of this criterion. 

The criterion 5.2 Objectives & Scope weights if the scope of the risk assessment is 

described in the final report (Wiedemann, et al., 2013, p. 628). In ISO 27005, the standard 

process involves using internal and external information to set the boundaries of the 

information security risk management context, its objectives and scope (ISO 2013 p. 14). 

In NIST 800-30, the objectives and scope are described within the executive summary of 

the risk assessment (NIST 2012 p. k1). This shows there is support in both international 

standards that fulfils this criterion. There is an agreement of the experts’ perspectives; 

they also agree that the scope should be included in the final report. Therefore, there is a 

convergence of evidence from the different sources in favour of this criterion. 
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The criterion 5.3 Mandate evaluates if the information in the mandate of the assessment 

group is described in the final report (Wiedemann, et al., 2013, p. 628). In the international 

standards, it is clear that the mandate and stakeholders should be well defined; however, 

there is no evidence that the mandate should be described in the final report. The majority 

of the interviewees also agree that the mandate should be in the final report. According 

to I1 "the mandate should be described, especially in cases that you lack some expert, the 

report should take that into account." Although Interviewee I4 suggests that it depends 

on the situation, because it could be confidential information and furthermore, is not so 

common in the market nowadays in this sector (personal communication, December 19, 

2014). This indicates that there is a convergence of evidence from the different sources 

in favour of this criterion. 

The criterion 5.4 Funding indicates if there is information available about the funding of 

the assessment group scope in the final risk assessment report (Wiedemann, et al., 2013, 

p. 628). The international standards show no evidence that the funding should be 

described in the report. Likewise, Interviewees share the same viewpoint regarding the 

inclusion of the Funding criterion in the final report. However, Interviewees A1, I1 and 

I4 note that it depends on the situation. The funding can be sensitive information and it is 

not so common on being disclosed in the final risk assessment report. At the same time, 

the indication of funding is essential because it allows the transparency for the report, 

mainly when it is developed for an external client (personal communication, December 

11, 15, 19, 2014). The experts’ opinions are in favour of this criterion, therefore it is 

deemed to be relevant for the framework to consider this criterion, even if there is no 

evidence in favour of this criterion in the standards.  

The criterion 5.5 Composition Selection of the Expert Group questions if the composition 

of the expert group is explained, what kind of experts are involved and if the spectrum of 

required expertise is covered (Wiedemann, et al., 2013, p. 628). In ISO 27005 standard, 

there is no evidence that the composition of the expert group should be described in the 

report. In NIST 800-30 standard it is recommended that the expert group and its 

composition should be included in the appendix of the report (NIST 2012, p. K2) 

However, there is no recommendation regarding the criteria upon which the selection 

should be done, therefore we conclude that the criterion is met partially. Interviewees I4 

and A2, (personal communication, December 17, 19, 2014) partially agree that this 

information is important for the final risk assessment report, as some information on the 

issue is necessary, however this criterion has so many details which may not be necessary 

in all cases. Conversely, Interviewee A1 and I1 suggest that there is a need to have 

transparency on how the risk have been assessed, but it is not necessary to go into so 

much detail (personal communication, December 11, 15, 2014). As most of the 

interviewees agree that this criterion goes into so much into detail to be in a final report, 

also it is not fully supported by any respondent and met by the standards, we conclude 

that there is no triangulation of evidence from the different sources in favour to this 

criterion, thus the criterion is not considered appropriate for the final proposed 

framework. A deeper discussion is done in the section 6.3. 

The criterion 5.6 Assurance of Impartial View evaluates whether the procedures that are 

applied to get an impartial view are applied (Wiedemann, et al.,2013, p. 628). Both 

international standards show procedures to assure impartiality, although there is no 

evidence that the content of the criterion should be described in the final risk assessment 

report. There is an agreement between the interviewees in relation to this criterion; the 

respondents agree with the importance of it. Therefore, there is convergence of evidence 
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from the different sources in relation to the importance of this criterion for the credibility 

evaluation. 

The criterion 5.7 Method of Quality Assessment appraises if the procedures that were 

used to assure the quality of the assessment are described in the final risk assessment 

report (Wiedemann, et al., 2013, p. 628). In both international standards, there are 

procedures to assure the quality of the risk assessment, although there is no evidence that 

this should be described in the final risk assessment report. Interviewee I4 confirms that 

the procedure for quality of the assessment is present in the risk assessment report of the 

company, where he/she works. There is a convergence of evidence from the different 

sources in relation to the importance of this criterion regarding the risk assessment 

credibility evaluation.  

The criterion 5.8 Consensus, explores if there is information regarding the consensus 

among the experts and whether this is described in the report (Wiedemann, et al., 2013, 

p. 628). In both international standards, there are procedures to assure the consensus 

among the stakeholders, although there is no evidence that this should be described in the 

final risk assessment report. There is no agreement between the experts regarding this 

criterion. For respondent A1, "you might not get a consensus the experts are advisors and 

it is up to the stakeholders whether to take that advice. Is not essential this kind of 

information to be fully detailed on the final report.” In contrast, the respondent I1 

partially agrees, “the consensus may reflect on the report depending on the risk 

assessment situation." As there is not a generally agreement that the content of the 

criterion should be fully disclosure on the final risk assessment report, and there is no 

evidence on the report, we conclude that there is no triangulation of evidence from the 

different sources in relation to this criterion, as this indicates that the criterion is vague 

and should not be included in the proposed framework.                                                                                                          

The criterion 5.9 Public Consultation considers if the procedure of receiving feedback 

from various stakeholders and the general public is included in the report (Wiedemann, 

et al., 2013, p. 628). There is no evidence in the international standards that the procedure 

should be described from the various stakeholders in the final risk assessment report.  

Among the interviewees, only Interviewee A1 partially agrees with the importance of this 

criterion, “it depends what the report is doing. It should be sticking to the facts and not 

to subjective view opinion of various stakeholders, so not always the public consultation 

is important" (personal communication, December 11, 2014). As this is a minority of the 

respondents in this case, it can be stated that the criterion is important for the risk 

assessment credibility evaluation.  

The criterion 5.10 Two-Sided evaluates if the report provides a balanced discussion of 

the strengths and weaknesses of the available evidence (Wiedemann, et al., 2013, p. 628). 

There is no evidence in ISO 27005, suggesting that it should be considered in the report. 

In contrast, NIST 800-30 provides a guideline to develop the report which considers the 

identification of assumptions, strengths and constrains of a risk assessment (NIST 2012, 

p. K2). The majority of the respondents are in favour for addressing a balanced discussion 

of strengths and weaknesses in the conclusion of the final risk assessment report. 

According to A2, “the strengths and weaknesses of the available evidence should be 

included in the report". Also, according to I4, "the discussion should be included in the 

report, just to speak about the problem doesn’t work. What works is to speak about the 

solution, showing several options." There is a convergence of evidence in favour of the 
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criterion, from the interviewees’ opinions and from the evidence found in NIST. Thus 

this criterion is essential for the risk assessment credibility evaluation.  

The criterion 5.11 Evidence–Based assesses if the conclusions are explicitly linked to the 

evidence discussed in the body of the report (Wiedemann, et al., 2013, p. 628). There is 

evidence in NIST 800-30, that the report should provide a rational for any risk related 

decision during the risk assessment process (NIST 2012, p. K2). In contrast, there is no 

evidence in ISO 27005 in relation to this criterion. Between the interviewees, just one, 

A1, partially agrees with the importance of this criterion because it can confuse the reader 

of the report (personal communication, December 17, 19, 2014) since the reader can lose 

track of the report while referring it to the other parts. As the opinion of the respondent 

A1 is not in agreement with the expert’s majority opinion in respect to the importance of 

this criterion, this shows that this criterion is essential for the risk assessment credibility 

evaluation. 

The criterion 5.12 Uncertainty questions if there is information available about the 

remaining uncertainties of the risk assessment in the report (Wiedemann, et al., 2013, p. 

628). There is no evidence in ISO 27005 about this criterion. In contrast NIST 800-30 

provides the description of the uncertainties within the process and how those 

uncertainties influence decisions (NIST 2012, p. k1), and additionally there is an 

agreement amongst the interviewees in relation to this specific criterion. As stated by 

Interviewee I4, "The report should be as transparent as possible; even the uncertainty 

should be in the report. This is common in consultancies" (personal communication, 

December 19, 2014). Therefore, there is a convergence of evidence between the different 

sources of data, in favour to this criterion. 

The last criterion 5.13 Transparent evaluates if there is plain language in the risk 

assessment report (Wiedemann, et al., 2013, p. 628). There is no evidence in ISO 27005 

about this criterion, in contrast NIST 800-30, provides a detailed aspect to be considered, 

which requires a summary of the report (NIST 2012, p. k1). There is convergence of the 

different opinions of the interviewees in relation to this specific criterion, thus indicating 

the importance of this criterion. 

In relation to the Results Criteria, two of them do not have convergence of evidence from 

the different data sources. Therefore, the 5.5 Composition Selection of the Expert Group 

criterion and 5.8 Two-Sided criterion are considered not valid to the credibility evaluation 

of the standardised risk assessment. In relation to the performance of the international 

standards, just five out of 13 criteria were met. There is no evidence in both standards 

that met the criterion 5.4 FUND. In relation to the criteria 5.3 MAND, 5.6 IMPAR and 

5.7 QUALI, the evidence found in both international standards only partially met the 

criteria. There is evidence in the standard NIST 800-30 that met the criteria 5.9 to 5.13, 

in contrast to the standard ISO 27005, where there is no evidence that met those criteria. 

The checklist matrices in Table 17-19 below display the empirical results for all the 

criteria of the category 5.  
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5. Code Convergence 

of evidence

Evidence from ISO 27005 Evidence from NIST 800-30 Evidence from Interview (Extract)

5.1 AUTHO Yes Different stakeholders are taking into account on 

the different phases of the risk assessment and 

should be accountable (p. 14).

For the different tiers the risk assessment results 

can be disclosed or transmitted through different 

means, ranging from briefing to formal risk 

assessment reports. Depending on the organisation 

preference. (k1)

A1: "It is important information to display on the report"                                                                                                                                                                                                            

I4:"There are two kinds of reports. The 1st is an executive 

report, that consider more visual issues and relevant to the 

management of the organisation. The other report should 

be more transparent, and has to be transparent and 

detailed"

5.2 OBJEC Yes In order to establish the substance of what is being 

assessed the standard process involves using 

internal and external information to set the 

boundaries of the information security risk 

management context (p. 10)

Yes it described within the executive summary the 

scope of risk assessment (p. k1)

N/A

5.3 MAND Yes The main stakeholders are taken into account on 

the different phases of the risk assessment (p. 14). 

However is not clear who is accountable for each 

activity.

For the different tiers the risk assessment results 

can be disclosed or transmitted through different 

means, ranging from briefing to formal risk 

assessment reports. Depending on the organisation 

preference. However it is not clear whether the 

names should be disclosed (k1).

I1: "I think yes should be, maybe in the case that you lack 

some expert maybe you can do the report to take that into 

account."

5.4 FUND Yes N/A N/A A1: "It depends; funding can be sensitive information, so 

you might not need it. Again It needs on the nature of the 

risk. "                                                                                                      

I1: "Depends, on the for example in our case  that’s not 

very important because we are funded internal department 

but maybe if we are making this risk assessment report for 

a different company  probably yes because probably your 

client needs to know what’s this. "

5.5 EXPERTNo N/A The standard recommends that the criteria upon 

which the selection of the experts should be 

included as an appendix in the report (p. k2). 

Although, there is no recommendation regarding 

the criteria upon which the selection was done.

A1: " There needs to be some transparency, on how the 

risk have been assessed, I don’t think you need to go on so 

many details, is not you’re not doing the assessment on the 

people doing the assessment, should not be that. If the risk 

is specialist if you need a risk that requires an expert but if 

it’s a general risk I don’t think you need it" 

Table 17 Checklist Matrix 5 Results (Report) 
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5. Code Convergence 

of evidence

Evidence from ISO 27005 Evidence from NIST 800-30 Evidence from Interview (Extract)

5.6 IMPAR Yes In order to avoid bias on the treat identification phase, 

the perspective of different stakeholders is taken into 

account (p. 14). Also, is it also acknowledged that the 

threats are in a continuum state of change.

The standard indicates how the organisational culture can 

influence risk assessment and its approaches that could lead to 

bias within the process. Therefore, in order to avoid bias the 

standard issues organisational risk frame which determines 

which risks models, assessment approaches and analysis 

approaches to use under varying circumstances. Coming to 

establish a solid foundation for managing risks and bounding 

its risk base decision (p. 16). 

N/A

5.7 QUALI No In order to be grounded in appropriate judgement and 

data the risk analysis phase indicates how to use 

qualitative risk analysis data in order to describe the scale 

magnitude of the risk's potential consequences and the 

like hood that consequences will occur. Also, it considers 

quantitative risk analysis for a scale with numerical value 

on the potential consequences and like hood of the its 

occurrence, using data from variety of sources (p. 17). 

However, it is not clear whether it should be disclosed on 

the final report.

The standard provides an impact determination that could be 

caused by the quality of data inputs. It provides a detailed 

description on the information and the hierarchical level from 

which they can be taken from and provided to. Therefore, this 

provides a structured approach in how to use information in 

the risk management process (p.  H-1). However, is not clear if 

it should be disclosed on the final report.

I4: "This is the methodology. That makes the support 

to take this information. How we got this results, 

who was involved on the process, will be used as 

bases to this report as well"

5.8 CONSE No N/A N/A A1: "You might not get a consensus, again at the end 

of the day you need to go with the experts, the 

experts are advisors and it is up to the stakeholders 

whether to take that advice or general experts or 

advisors."                                                                                                                                                                                                                 

I1: "It is not very important. In our case depends on 

internal procedures, in case that you have that 

consensus as important per se per the consensus 

maybe you have to reflect it on the report"                                                                                                                                                                                                                    

5.09 PUBLI Yes N/A N/A Interview 2: "I don’t think it is necessary, it depends 

what the report is doing. To me a risk report is 

sticking to the facts so to view opinions view 

subjective opinion of various stakeholders for me it’s 

not important"

Table 18 Checklist Matrix 5 Results (Report) Continued 
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Table 19 Checklist Matrix 5 Results (Report) Continued 

 

 

 

 

5. Code Convergence 

of evidence

Evidence from ISO 

27005

Evidence from NIST 800-30 Evidence from Interview (Extract)

5.10 DISCUSYes N/A The standard provides a criteria to develop the 

report which consider the identification of 

assumptions and constrains (k2)

A2: "Yes, the strengths and weakness of the available evidence should be included."                                                                                                                                                                    

I4: "Yes, just to speak about the problem doesn’t work. What works is to speak about 

the solution. Not just one, and several options."

5.11 EVIDE Yes N/A the report should provide a rational for any risk 

related decision during the risk assessment process 

(p. k2)

A 2: "When you are dealing with risks that have to be specific, so if you have reports 

that have all this stakeholder engagements all this type feedback you are going to miss 

all the point of identification of the risk. So maybe a follow up report if people have 

concerns or are not happy, could be done but the actual risk report needs to be short 

and specific."                                                                                                                                                                                                                                                                   

I4: "Yes. Every evidence that you find as risk. Against evidences you don’t have 

arguments. Should be well written the conclusion and linked with the evidences."   I1: 

"In many cases the evidence is very important, because when you are getting a lead 

from a seller company they are requesting the evidence about that. It is important in 

any case that helps the risk report."            

5.12 UNCEI No N/A Yes the report provides the description of the 

uncertainties within the process and how those 

uncertainties influence decisions (p. k1)

I4: "Yes, the report should be more transparent possible, even the uncertainty should 

be in the report. That is common on the consultancies. They put everything, even the 

uncertainty. Sometimes you have something that block to have the ideal conclusion. 

What is blocking to have the conclusion? Why there are uncertainties"

5.13 TRANS No N/A Is requested as summary to the risk assessment 

report (p. k1)

N/A
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Summary of the Chapter  

The chapter presents and comments in detail the empirical results extracted from the 

application of the Template Analysis technique to the different data sources. For each 

category of the theoretical framework two methods are used to display the empirical data: 

the Matrix Structure and the Checklist Matrix. Furthermore, descriptions and 

commentaries of the results are done for each criterion of the theoretical framework. 

Deeper analysis and discussion are done in chapter 6, relating the findings to the theory 

of Risk Assessment and Management. In addition the presentation of the final framework 

to evaluate the credibility of a standardised risk assessment, and the comparison of the 

performances on the credibility evaluation of both standards are also done in the next 

chapter. 
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6. Results Analysis and Discussion of the Findings 

The chapter five displayed and commented the empirical results from the application of 

the template analysis and from the data triangulation method, the current chapter will 

deeply analyse and discuss the findings of the research, relating and supporting it with 

the theory of Risk Assessment and Management. 

 

This chapter is divided in nine sections. The first section analyses and discusses the 

credibility of a risk assessment, based on the theory and experts opinions. The following 

five sections are related with the categories of the theoretical framework, each section 

analyses and discuss the findings for each category, relating it with the theory of Risk 

Assessment and Management. Also, other findings not related to the framework are 

discussed on the section 6.8. The following section presents the final framework to 

evaluate the credibility of a risk assessment, and the last section makes a comparison 

between the credibility evaluation performances of the two international standards.  

 

The next section starts with analysis and discussion about the credibility of a standardised 

risk assessment, followed by the analysis and discussion of the first category of the 

proposed framework. 

6.1 Credibility of a Standardised Risk Assessment 

 

In literature scholars identify the necessity of evaluating Risk Assessment credibility 

(Busby & Hughes, 2006, p. 511; Wiedemann. et. al., 2013, p. 628), which can be 

understood for the non-risk experts as a strategy to make faster decisions, more carefully 

and precisely without having knowledge, expertise or time to scientifically judge the 

quality of the assessment (Hovland and Weiss, 1951, p. 65). While I2 strongly rejects the 

credibility of risk assessment standards in his experience, I1 finds the question difficult, 

especially “if the people reading the analysis have no knowledge about this 

methodology”. Therefore he suggests to make the people involved part of the analysis. 

Criticism exists regarding different aspects of risk assessment and management standards 

(A2, Wessel et al., 2011 p.875; Syalim et al., 2009 p.726; Singh and Lilja 2009 p.28), one 

of which portrays the absence of detailed practical instructions for implementation. A2 

especially points at the weaknesses of PMI standards, which cover identification of 

response actions but not implementation for instance and other similar considerations. 

Thus, consultancy is required for implementation, as it is a complicated and tedious task 

in any organization (Wessel et al., 2011, p.869). Despite this, PMI is the only reference 

for the people working in the projects (A2). Conversely, I3 considers them to be good 

enough. However, the standards are general and cannot represent the needs of every 

organization in detail and be applicable to a particular business situation, thus they should 

be selected according to the agreement within the organization implementing the risk 

assessment and should be customized and adapted to the context of the work to be 

implemented, taking into account the different and requirements of the organization (I3, 

I4, Sajko et al. 2010 p., 1215).  

 

The first category of the proposed framework to evaluate the credibility of a standardised 

risk assessment deals with the necessary background information for an assessment. The 

next section analyses and discusses the credibility of the first category of the proposed 

framework. 
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6.2 Background Information 

 

The first category of the proposed theoretical framework is the essential risk assessment 

background information. It has to incorporate all elements and concerns from the risk 

management process, as well as to recognise what can be learned from history, taking 

into consideration the interaction of the risk assessment with other systems. It also has to 

state the assumptions and results directed to the context situation in question, having a 

“wide range” approach and being reasonable with the available resources (Busby & 

Hughes, 2006, p. 511). 

In the section 5.1, it was identified that the link between risk assessment and higher 

organization processes is crucial for organizational performance and response in the risk 

assessment process (criterion 1.3). The process must be linked with financial department 

(A1), as risks in information security are caused by the probability of security incidents 

and the monetary loss related to them are in the organizations’ assets (Gao et al. 2011, 

p.2160). In addition, risk assessment process should also be connected at an operational 

and managerial level (A1), as well as it can be implemented in governance (I2 and I1). 

This indicates the need of the process to be overseen by a higher authority. Though risk 

is generally related to the decision making process in companies (ISO Guide 73:2009), 

the structure of the organization can sometimes delimit the link between risk assessment 

and higher organizational processes. Certain organizations have the risk assessment 

processes within the information security or IT department. Others incorporate the risk 

assessment process at a company level, where the risk assessment is developed for IT 

along with other processes at an enterprise risk management level (I4). On the other hand, 

it is important to acknowledge the fact that risk management is related to time, cost and 

performance (A2). Although the link between the organization and the risk management 

is seen as crucial for various departments, the relation between the latters and the 

standards seems to be missing.  

 

In addition, it was identified in the section 5.1 that the criterion 1.6 Wide Range will not 

be considered in the final theoretical framework to evaluate the credibility of a risk 

assessment, because of the opinions from the experts that diverges with the proposition 

of the criterion. There is an agreement among some of the respondents that risk 

assessment should be more focused and concentrated on specific risks (A1, I4, I1), 

because if the focus is on wider approach and more volume, less details will be attained 

on the risks. Furthermore, if the focus is on “high impact risk you are going to deal with 

the risk better” (A1). I4 also discusses the importance of being focused on more detailed 

risk events.  The reason behind this is that companies implement the risk assessment 

process, identify problems but cease to find solutions to them, whether short term, long 

term or medium term.  Though the details should always be managed, the level of details 

should be different depending on the people who will see the report. Maybe it is not 

necessary to put so much focus on details, but it seems important for business side, which 

will help people involved in business understand it better (I1). Though I1 asserts that “it’s 

more useful to be more focused and more concentrated”, on the other hand wider 

approach should not be ignored: “you see the trees but don’t see the forest”. Therefore, 

it can be useful to adapt wider approach with details in separate parts that are really 

important for the business. Especially “talking about security, you need to try to be as 

wider as possible because there are a lot of ways that risk can affect you”, as even with 

more than 20 years of international risk assessment on information security systems, the 

field still shows signs of extreme complexity (I1, Zhiwei and Zhongyuan 2012 p.1289). 
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Moving to more theoretical aspect of the issue A2 buttresses that “in the PMI approach 

risk assessment is just about one risk” with the opportunity to address different risks, 

however each risk is analysed separately. This can be considered a limitation, as it 

excludes the consideration of the relationship between the risks (A2). Though ISO 

indicates that “Risk assessment quantifies or qualitatively describes the risk and enables 

managers to prioritize risks according to their perceived seriousness or other established 

criteria” (ISO 2013, p.9), current literature argues that there is an issue of a lack of proper 

categorization and prioritization on the risk assessment approach (Miller 1992, p. 320; 

Shapiro & Tilman, 1986, p. 215; Klinke & Renn, 2002, p. 1079). However, the 

categorized list of the risks may have opposite effect, as trying “to map it to the project 

you probably end up with more risks than what you need”. Having too many risks in the 

list can prevent from initiation of the activity (I2). In fact, the focus of risk assessment 

whether on detailed risk events or a wider approach depends on the requirements of the 

one, who orders the assessment (I3). Based on these findings the criterion 1.6 Wide Range 

will not be considered on the final theoretical framework to evaluate the credibility of the 

risk assessment. 

 

 

In the section 5.1 it is also indicated that the criterion 1.2 History will not be considered 

in the final theoretical framework to evaluate the credibility of a risk assessment, because 

of the differing opinions from the experts in relation to the proposition of the criterion. 

The risk assessment procedure is considered from different perspectives. The history can 

be seen as an incorrect way to manage risks (I4), as this considers that the future will 

remain constant with experiences. Therefore, in order to develop a future action plan, the 

risk assessment must consider the actual state of the company and its environment (I4). 

This is then used to design an action plan to arrive to the desired state in the future. In 

contrast, it is argued that current methods of risk evaluation rely on questionnaires or 

historical records and unless the inclusion of historical data in risk assessment procedure 

is developed, one can have an optimistic bias (Miller & Engemann, 2014). This occurs 

when the interested parties maintain an optimistic perspective and view of the project or 

organization in order to obtain funds or resources. However, A2, I3 and I4 emphasize, 

that in order to obtain correct knowledge the assessment should be focused on the current 

state of the organization. The rest of the respondents did not stress on the relevance of 

historical aspects (A1, I1 and I2).  The criterion 1.2 History should therefore, not be 

considered for evaluating the standardised risk assessment, because of contradictory 

viewpoints and insufficient emphasis among the experts in relation to the appropriateness 

of criterion in question.  

Conversely the context as part of background information category is included in the 

proposed framework. However, the certification of the standard hinders its adjustment to 

the current condition and context (I3). Furthermore, the importance of the context is 

considered by I2, who brings an example of two different types of industries “Like in a 

hospital centre a system fails someone dies, in the sky scanner, system fails and someone 

gets stuck in Poland”, these are different levels of risk. Although I1 notes that from the 

information securities parties this area is clearer, because dealing with threats and 

vulnerabilities, NIST and ISO consider potential vulnerabilities as a cause to a harm or 

adverse event to the organization (NIST 2012 p.12; ISO 2013, p 3). A further systematic 

approach can include the identification of the information asset, the threats and 

vulnerabilities as a computational model to risk assessment and their prioritization (Wei 

2011 p.161; Tsohou et al. 2010 p.350; Nieto-Morote & Ruz-Vila, 2011 p.221). Further I1 

elaborates that sometimes risk assessment is based on theoretical analysis. Therefore a 
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deeper in test or test over of the assets to demonstrate the problem is needed (I1) and 

regardless what is being done, “any risk assessment process is better than no risk 

process” (I2), particularly, in the information security context, where the main objective 

of risk management is to “protect the ability of the enterprise to meet its missions and 

objectives, not just to protect the information technology assets” (Wei 2011 p.160). 

 

6.3 Accountability of the risk assessment group 
 

The second category of the proposed theoretical framework is the accountability of the 

risk assessment group. The standardised risk assessment should have guidance for the 

standards users, fully draw on the knowledge available, avoid cynical or manipulative 

uses of the assessment, be understandable to stakeholders and depend on the commitment 

of the main stakeholders (Busby & Hughes, 2006, p. 511). The application of the template 

analysis to the different sources of data indicates that all this aspects are relevant for the 

evaluation of the credibility of a standardised risk assessment, as indicated on the chapter 

five. 

 

During the interviews the respondents expressed different perspectives regarding the 

accountability of stakeholders. According to I1, if the means to perform the risk 

assessment are available and the process is not performed, the responsible person should 

be held accountable. Conversely, A2 takes opposite stance towards this matter, 

mentioning that “we can’t expect people to turn uncertainty into certainty”, thus the risk 

assessor or stakeholders developing the process cannot be held accountable (A2, A1, and 

I4). This is due to the nearly impossible task of obtaining an estimation or plan for the 

certain risks, which will occur in the future. However the assessors must be conscious of 

the ethical responsibility of their work and be held accountable for their performance and 

the results of the process itself (A2, Manion, 2007, p. 297), to indicate answers and 

explanations if deemed necessary (I3). Particularly the responsibility of the mitigation of 

the risk must be present in the risk owner, as he/she must mitigate the risk properly (A1).  

 

The opinion of who is the most important actor in the risk assessment process varies 

depending on the organization and its hierarchy (I3), as risks can be rooted in various 

operational procedures or activities of the company or the project (Caron 2013, p.54). 

This can range from the risk analyst, risk owner, project manager or top management. 

Analyst or the performer of the process is important as he/she is the one combining the 

information and delivering the report (I3). The owners’ responsibility is to mitigate the 

risk (A1), project managers’ responsibility is to set the culture (I2). However, the main 

responsibility and the often overseen, is the ones abided by the top management (I1, 

Dione, 2013 p.154), as they are accountable for providing the resources necessary to 

perform and mitigate the risks (I1).  

 

Regardless the existence of an abundance of a body of knowledge and International 

standard in the risk assessment field, there are no universally accepted standard guidelines 

that can provide assistance to organizations for a successful execution of RMS (Yaraghi 

and Langhe 2011 p. 552). However, a guideline for the implementation of the tool is 

deemed necessary by most of the interviewees (A1, A2, I4, and I1). The inclusion of this 

in the risk assessment standard can canalize the information and procedures across users 

(A1). In addition to the agreement of the need, a further good practice of clarification is 

required, which adapts the practice and customizes it to the corporation (I4). The 

guideline is not the sole tool recognized or deemed necessary, but the knowledge from 
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“key users”, which have abundant experience on the field is required in order to analyse, 

identify and communicate the risk properly within the process in the organization (I4).  

6.4 Risk Assessment Methods 

The third category of the proposed theoretical framework is the Risk Assessment Method, 

which has to take into account the substance of what is being assessed, to follow 

procedures to avoid bias, to be grounded in appropriate data and judgement, to take into 

consideration the possibility of risk migration, to follow a process or a criteria laid out in 

advance, to clear show the limits of the analysis, to provide justification for assumptions 

and methods, to help users to change systems and to produce results timely enough 

(Busby & Hughes, 2006, p. 511). 

In the section 5.3 it was identified that a proper definition of risk assessment assumptions 

and methods is essential (criterion 3.7). The clarity of the report and the justification of 

methods used in the development of the thesis are regarded as important by most of the 

respondents (A1, A2, I3, I1). This shows the importance of the clarification aspect, which 

must be considered in the development of the assessment in order to not just be clear, but 

also to increase support from stakeholders. 

Risk assessments aim to detect threads, utilizing methods that vary from quantitative to 

qualitative, (Gui et al. 2010 p, 191,192), which methodological choice differs across 

respondents perspectives. Qualitative method is preferred, as it includes aspects that 

cannot be quantified such as reputation (I1) or political risks (Whitehall papers, 2006, p. 

16). Conversely, quantitative method is preferred for senior managers, as this analyses 

numbers easier than just interpreting words (A1). However, quantitative risk assessment 

methods seemed not be efficient in evaluating risks in certain aspects, as there is a scarcity 

of proper treatment of uncertainties in risk evaluations (Busby & Hughes 2006, p. 511) 

and the use of numbers can exclude aspects, which need to be considered when assessing 

risks. These previous aspects confirm the conception, which considers quantitative 

approach for risk assessment limited (Aven & Zio 2014, p. 1166; 2011, p. 65 Glickman 

& Xu 2009, Miller & Engemann 2014). 

 

On the section 5.3 the possibility of risk migration was acknowledged (criterion 3.4) after 

the first assessment of the risk. I1 demonstrates a clear interpretation of facts and how 

this can change and vary over time.  “There is a part on the risk analysis and assessment 

that is very theoretical; sometimes we like to test things to learn the real scope applied to 

the real environment”. This shows that not only objective approach to risk assessments 

can lead to an inappropriate decision, but that the subjective interpretation of the experts 

involved can help the organization adapt the risk assessment to the environment, which it 

is currently in, as risk assessors frequently are inclined to provide answers with greater 

certainty that can be justified (Aven. 2012 p.1652). This, however, is indicated as an 

aspect that can require a great effort and resources. This aspect should be considered prior 

to implementing this approach. Supporting this argument, A1 and A2 indicate that the 

risk assessment must be a continuous process and that it cannot be done at one point in 

time (A1). However, I3 indicates, that this should not bundle all risks in one basket and 

should consider the type of the risk. 

 

There is a difficulty in the risk assessment procedures, for example based on the 

background of the people making analysis and their different points of view (I1). 

Therefore, one procedure to overcome subjectivity and bias can be to present more data 
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and analyse from different points of view. Using both qualitative and quantitative 

assessment tools can eliminate subjectivity, as the risk presented by both techniques can 

make the risk look “pretty objective” (I1). The reason behind is congruent with the actual 

research on risk assessment and management, which considers that the mainstream theory 

on Risk Assessment and Management relies solely on quantitative method, which can 

still provide subjective probability assessment made by analysts, who lack probability 

knowledge and data in several applications, making the quantitative approach to 

assessment limited (Aven & Zio, 2014, p. 1166; 2011, p. 65; Glickman & Xu, 2009 and 

Miller & Engemann, 2014). Therefore, several authors question the traditional risk 

assessment for inconsistency of its conception and practice (Aven & Zio, 2014, p. 1166; 

2011, p. 65; Glickman & Xu, 2009 and Miller & Engemann, 2014). 

One risk assessment method to overcome bias in risk assessment procedures is to have 

formal documents and formal processes for traceability reasons and make sure the 

assessor has competence and acts independently (I3). However, this “has to be done as a 

team risk assessment, it could be done by an external members or the team can be checked 

externally” (A1), and the subjectivity does not vanish unless the team is brought together 

to follow a certain path. On the other hand, the importance of increased awareness and 

knowledge is emphasized for overcoming bias and subjectivity (A2, I2). For this matter, 

I2 highlights the usefulness of trainings and questions their sufficiency in the field of risk, 

mentioning that probably many project teams come together without getting “risk 

trainings”. Therefore, all the sources of knowledge internal and external should be 

exploited (A2). The relation between knowledge and bias is considered quite an 

interesting topic in terms of how to collect knowledge in order to overcome bias, as 

caution is required and the concept of “subjective probability” should be used more. 

Subjective probability can be defined as “the degree of belief in the occurrence of an 

event, by a given person at a given time and with a given set of information” (Caron 2013, 

p.13) and is “determined by the degree to which it: (i) is similar in essential characteristics 

to its parent population; and (ii) reflects the salient features of the process by which it is 

generated” (Nilsson et al. 2008, p. 201).  

Risk assessment is described as one of the tools to represent and describe uncertainties 

(Aven. 2012 p.1651, I4) and “to help to understand the actual state and to create an 

action plan to get to the desired state” (I4). Though international standards are a common 

practice in organisations, they still have problems and limitations in their implementation 

and usage (Wessel et al. 2011 p.875; Syalim et al. 2009 p.726; Singh and Lilja 2009 p.28), 

because of some obsolete parts in its context and the time, which has passed after its 

approval (I3). Especially the weaknesses of PMI are emphasized regarding the lack of 

information about implementation, which is considered implicitly but should be 

developed as an explicit consideration (A2). Although attempts have been made to 

establish broadly accepted definitions of key terms for the fields of risk assessment and 

risk management (Aven 2012 p.1648), some confusion between risk assessment and risk 

quantification still remains present. In fact, they are two different approaches, two 

different methods, different tools, thus quantitative relationship between assessment and 

quantification should be developed in more detail. The issue of knowledge management 

is highlighted in the project management, as the latter deals with the future and the 

problem lies in the use of the current knowledge available. Therefore, a standard is more 

credible, if the focus of knowledge is more developed, which is the real problem (A2). 

The problem lies not in the standards themselves as “in my opinion by looking at PMI, 

IPM and PRINCE 2 standards are all pretty much the same almost identical”, but in the 

importance of being risk aware (A1). Taking all these into consideration, unfortunately it 
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can be concluded that the risk method fields still lack a proper terminology (Aven 2012, 

p. 1649). 

6.5 Communication and Conflict Resolution 

 

The fourth category of the proposed theoretical framework is regarded to the 

Communication and Conflict Resolution, which considers that the risk assessment has to 

be open about problems and humble about achievements, has to involve stakeholders and 

take into account their concerns, to be impartial and be spread and presented to the main 

stakeholders (Busby & Hughes, 2006, p. 511). The application of the template analysis 

to the different data sources summarizes that all these aspects are important for the 

communication and conflict resolution facet of a risk assessment, as stated in the chapter 

five. 

Risk management as a process indicates the procedures of estimating, managing and 

communicating the risks with all the stakeholders (Moschandreas and Karuchit 2005, 

p.169). The opinion and input of all stakeholders is not just considered as important (A2, 

A1, I3, I1, I4) but each stakeholder should be considered a source of knowledge and if 

these are not involved, all the knowledge that can be gained is missed from being 

exploited (A2).  By not involving the stakeholders, the optimal solution might also be 

missed from being obtained (A1). Stakeholders also allow you to take into account all 

considerations and obtain the context that is specific to the organization (I1). Congruent 

with the actual research on risk assessment and management where the importance and 

use reflexive responsibility can lead to better stakeholder participation (Manion 2007 

p.295), this study also finds the involvement and input of stakeholders in the risk 

assessment crucial and valuable. Even though the importance of the involvement of 

stakeholders is considered significant, the limit to which they are involved must also be 

defined. It is not the scope of the risk assessment to accept all opinions and to provide 

conflict solution, but to utilize the information available to develop the assessment. 

Different parts of the organization are responsible for these types of problems such as the 

information security committee for instance, which handles conflicts from various 

opinions and ultimately arrives at final solution (I1).  

 

6.6 Risk Assessment Results (Report) 

 

The fifth category of the proposed theoretical framework is the final risk assessment 

report. A number of stakeholders have to access the risk assessment reports, but the 

difficulties of knowledge and time make it harder to understand it in a proper way. 

Therefore, the risk assessment report has to be understandable for those non-risk experts 

to make valuable judgement of the credibility of a risk assessment final report 

(Wiedemann, et al., 2013, p. 628). The report should disclosure the names and affiliations 

of the experts who conducted the assessment. It also should reveal the scope of the 

assessment, include information on the mandate of the assessment group, show 

procedures and methods applied to get an impartial view, the procedure to receive inputs 

from various stakeholders and general public, demonstrate that the conclusions are based 

on the evidence discussed on the report and display information about uncertainty and a 

plain language summary (Wiedemann, et al., 2013, p. 625). In the section 5.5 it is 

demonstrated that the final risk assessment report should not include the criteria 5.5 

Composition of the Selection of the Expert Group and 5.8 Consensus Finding, the reasons 

are discussed further in this section.  
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The inclusion of names, affiliations and the role (criterion 5.1) of the experts developing 

the risk is considered important and agreed upon across all the respondents. This indicates 

and implies the importance of the clarity and transparency the report should have by 

indicating the experts, which are involved in the development of the assessment. 

Furthermore, I1 indicates that displaying this information, allows the report and the reader 

to put the assessment into context and it can use opinions from different types of experts, 

who use the best accessible data to develop the risk assessment, arrive at a scientific 

conclusion, rationalize and deliver it to the risk managers (Moschandreas and Karuchit 

2005, p.169). I4 develops the necessity of this, noting that this allows clarity on the expert, 

which has the responsibility in the process. The respondent further indicates that this is 

done in their organization by not only indicating the name, affiliation and role of the 

expert, but also including their resume and the map of the persons developing the 

assessment. This allows the report to show the existing competence in the organization 

that develops the risk assessment process.  

The scope of the report (criterion 5.2) is agreed to be important (A2, I4). I4 indicates that 

there are various types of reports and this should be considered when developing them. 

This implies that the audience of the report should be considered, as they have to access 

and interpret the report differently as they use different methodologies but because of 

difficulties of knowledge and available time complicate the development of the 

assessment in a proper way (I4, Wiedemann, et al. 2013, p. 628). Hence, for supportive 

reasons for non-risk experts CORA has been developed in order to enable them to make 

valuable judgement of the credibility of risk evaluation Wiedemann, et al. (2013, p. 628).  

The funding information (criterion 5.4) related to the assessment group is viewed as a 

need depending on the context and the type of the organization, which the report is from 

and for. I4 and I1 indicate that the inclusion depends on whether the report is funded 

internally within the organization or as a consultancy for an external organization. The 

former is not necessary to be displayed and the latter implies the relevancy of including 

the information in the report, as this can show the budgeting transparency for risk 

assessment report. Furthermore, I1 notes that this can increase the credibility, as this can 

show clearness and transparency in the report. On the contrary, A1 argues that funding 

can be sensitive information, hence it might not be needed depending on the nature of the 

risk.  

Although the majority of the respondents indicate that the composition of the assessment 

group (criterion 5.5) should be included in the report (A2, I3, I4), this is opposed by 

questioning the depth (A1) and the extensiveness (I1) that the report must have. I4 

indicates that this is done in order to show that personnel have responsibility and must 

have the necessary competence and this is also included along the hierarchy of the 

management.  The necessity of this aspect in the report is unarguably acknowledged, but 

the depth and need of a very detailed description is questionable.  

As there is no correct portrayal of risk assessment making it wholly relative (Nieto-

Morote & Ruz-Vila 2011 p.224), there is no a common agreement among the respondents 

regarding the importance of the need of the information of the consensus to be present in 

the report of the risk assessment process (criterion 5.8). The consensus is something that 

might not be achieved (A1), as the risk assessment is considered mainly an experts’ 

activity, disregarding public concerns (Busby & Hughes 2006, p. 511). Hence, the advice 

of technical experts is needed who have the capability of doing rational judgement of 

risks (A1, Shrader-Frechette, 1991, p. 7), but “it is up to the stakeholders whether to take 
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that advice” (A1), who have to access risk assessment reports (Wiedemann, et al. 2013, 

p. 628). According to I3, “the consensus is not an issue but facts and only facts”. 

Although, it could be preferable to achieve a consensus between experts, this is not always 

obtained (I4, A1, I1). Thus, the relevance of this can be considered as not crucial but 

preferable to be obtained at least be explicitly in the report.  

 

ISO (2013 p.9) emphasizes the importance of communication procedure (criterion 5.9) 

during the information security risk management process and how it should be 

“communicated to the appropriate managers and operational staff”. This perspective is 

agreed among most of the interviewees. “Communication procedure is more important 

every day” (I1). However, the report should not be too much in-depth as it can become 

vague and hinder the clarity aspect of it (A1). The credibility of risk assessment in todays’ 

organizations is considered as an aspect, which can be affected by the need of the 

feedback as a path to improvement on the management system of the risk management 

(I4). The view from different stakeholders can lead to subjective  interpretation, which 

can deviate the risk assessment. The need for stakeholders and third party opinions is 

crucial, when they have an interest in the appropriate development of the risk assessment 

process. These can provide important information, which wasn’t available in the 

preparation of the assessment (I1). 

 

The necessity of the strengths and weaknesses (criterion 5.10) of the available evidence 

are agreed to be included in the report by all the respondents but not as a crucial aspect. 

This can be available for those who require to further analyse the evidence (I1) or in order 

to show the possibilities, when talking about the solution to the problem (I4). 

For clarity reasons it is preferable to avoid including too much information in the report, 

which can be confusing and/or be misinterpreted by the reader. At the same time, 

available evidence should be present for a more detailed and technical reader (I1, I3,  I4). 

Most of the interviewees emphasize the need of the linkage between conclusion and 

evidence (criterion 5.11) in the report as an appropriate aspect, which should be included. 

However, the conclusion should be rather short and clear (A1), as the extensiveness can 

cause confusion. 

The remaining uncertainties (criterion 5.12) should be available as a conclusion (I3, A2, 

I4). This is further developed by I4 who indicates, that the report should be as transparent 

as possible, especially in consultancies. In addition, Wiedemann al. (2013, p. 629) 

buttresses that the uncertainty information should be comprehensive, accurate and 

supported with clear explanation of the existing evidence. 

6.7 Other Findings – Selection of Risk Assessment Standard 

 

As the mainstream of literature in the risk assessment and management theory is based 

on a positivistic stance, this strongly argues for the objective notion of risks (Manion, 

2007, p.  297). Few authors have chosen an intermediate position in the epistemological 

views of risk management. Among those scholars is Shrader-Frechette (1991, p. 9)., who 

deems that risk has a dual nature considering that risks are rational and objective even 

with subjective judgement in some situations On the contrary, the subjective nature of 

risk assessment (A1, A2, I1, Shrader-Frechette, 1991, p.7), the complexity of its 

environment (Glickman & XU, 2009; Miller & Engemann, 2014) and the difficulty to 

overcome bias (I1, A2) for several reasons are highlighted. According to I4 the problem 

lies in the inability of professionals to help organizations to identify the business process 
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that needs operational excellence. Organizations do not give value to the risk assessment 

procedure, hence the scope of the relevant process is not well defined, and the identified 

risks are not relevant to the company. Besides, lots of companies implement risk 

assessment procedure, because of the obligatory nature of the regulators, indicating the 

absence of inherent motivation for its implementation and relying mostly on a licensing 

incentive (I4, Wessel et al., 2011 p.876). 

 

Even though risk assessment has become a core objective in organizations (Singh and 

Lilja 2009 p.21), a proper selection method for which risk assessment tool (standard) to 

implement in the organization, still remains absent, leaving the companies to choose the 

most appropriate approach, that meets their specific demands (I2, I3, I4, Shamala et. al 

2013 p.46). Characteristics for the selection of the appropriate method can range from 

methodology, required knowledge to other features (Sajko et al. 2010 p. 1216).  

 

In this study it appeared that most of the respondents do not have experience with 

choosing the standards for several reasons (A1, I1, A2, I2). For A2 PMI is the reference 

as being involved in oil and gas sector. At the same time “in the reality there are two 

basic problems from the cultural point of view” (A2). The first issue regards the type of 

risk being positive or negative. This is in conformity with the definition of risk in PMI, 

where risk “…has a positive or negative effect on one or more project objectives…” 

(2013, p. 310). The second problem refers to the identification of a risk whether an event 

or a consequence (A2, ISO/IEC 2013 p.3; Moschandreas and Karuchit 2005, p.168). 

These are the two basic cultural differences with a lot of consequences occurring in the 

initiation of the standard. The latter is supposed to be quite different “if you write a 

standard avoiding the positive aspect and considering as a risk just the impact” (A2). 

Though A1 mentions that he is not familiar with any organization choosing particular 

standards apart from those that have chosen PRINCE 2, he/she notes that instead risk 

register is used but not any other standards. At the same time, he/she explains that their 

project office has online various templates, which were developed from PRINCE 2 and 

PMI, which he/she considers very similar. As from I2’s experience, working in a young 

organization creates a necessity to seek external help. The trouble with this choice is that 

the organization will sometimes get stuck with the offered service, as the consultants will 

probably use what they are most experienced with. 

According to I4 there is nothing that obliges to use ISO or NIST or any other standard. 

Today the worldwide standard base is ISO. After getting ISO, the applicability on daily 

basis is considered and the creation of work methodology starts. Today there is no 

instruction of what to look for or which norms to choose. Therefore, each company or 

professional will choose and use what they believe is closer to their daily work and meets 

the organization requirements (I4, Sajko et al. 2010, p. 1215). Risk managers of the 

organization work following the instructions from the boards, who make the choice of 

standards and they will choose standards based on their own experience and more 

appropriate for their work on daily basis (I2, I4) The emphasized procedures are in 

accordance with the notion in literature that the risk identification, assessment and 

management process is primarily designed as a top down approach considering mostly 

perspectives from the board of directors (Dionne, 2013 p.154). Therefore, it is already 

pre-set and difficult to change (I2). Likewise, I1 notes that he/she did not choose any 

standard either and had to work with the one chosen already by the company. “It was the 

company decision to make the certification”, because of the pressure coming from 

customers, who demanded some management for security (I2, Wessel et al., 2011 p.876). 
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6.8 The Final Framework for Evaluating the Credibility of a Risk Assessment 

Chapter 6 discussed in details the main findings related to the categories of the credibility 

evaluation framework defined in Section 4.4.1.  In total, 38 criteria were discussed and 4 

criteria were discarded because of the non-triangulation of the evidence from the different 

sources of data. The opinions of the experts were opposite to the propositions of the 

criteria in question: 1.2 History, 1.6 Wide Range, 5.5 Composition selection of the expert 

group and 5.8 Consensus Finding Procedure. Therefore, these four criteria are not 

considered for a credibility evaluation of a standardised risk assessment. These findings 

are in accordance with the proposition made in Section 3.5.3 (Critics on the actual 

credibility frameworks), which indicated that the actual theoretical frameworks lack 

proper handling on the subject. As, there was no convergence of evidence between the 

criteria defined by the theoretical framework and the experts’ opinions, the criteria are 

not considered for the evaluation. The final framework and all the criteria are represented 

in the figure below. Appendix VI shows the final framework for the evaluation of the 

credibility in a standardized risk assessment.  

 

Figure 11 The Framework for Evaluating the Credibility of a Standardised Risk Assessment 

6.9 The Credibility Evaluation Performance of ISO 27005 and NIST 800-30 

In Chapter 6, each criterion is discussed and evidence is gathered from the ISO 27005 

and the NIST 800-30 in order to evaluate whether these meet the criterion partially or 

fully. In total, 38 criteria were discussed and four criteria were discarded as explained in 

the section 6.7, totalizing 34 criteria. The summary of the results can be seen in the table 

below:  
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Table 20 Comparison between the international standards 

In the set of criteria related to the category 1-Background Information, both the 

international standards met all the criteria indicating that the standards are credible in 

respect to first category of the credibility framework. In contrast to the category 2- 

Accountability of the Assessment Group, due the fact that one criterion is not met by both 

international standards. The criterion is the 2.3 AVOID, related to the cynical or 

manipulative uses and ends of a risk assessment. This finding is in accordance with the 

proposition made by Manion (2007), that when a problem occurs, it is usually related to 

the management and assessment method and not to the risk assessor. Manion (2007) 

argues that the risk assessors need to be accountable for the results of their own work. 

The category of criteria 3-Risk Assessment Methods has one criterion that is partially 

met. This is the criterion 3.4 Risk Migration, which is related to the application of the risk 

assessment to the system changed by the first assessment, due the uncertainty of a possible 

risk migration. This finding is in accordance with the proposition made in Section 3.4.3 

(Appropriate Handling of Uncertainties in Risk Assessments), that risk assessors tend to 

neglected uncertainty (Miller, 1992, p. 320; Shapiro & Tilman, 1986, p. 215; Klinke & 

Renn, 2002, p. 1079).  

The category of criteria 4-Comunication and Conflict Resolution has one criterion that is 

not met by both standards. The criterion is the 4.1 Open, which is the capacity of a 

standardised risk assessment to be open and humble about its problems and achievements. 

This finding is also related with the proposition of Manion (2007) that the experts could 

try to avoid being accountable for the results of their own work in case of mistakes or 

misunderstandings. 

The credibility evaluation performance of each international standard is similar; the NIST 

800-30 has a slight better performance. The total of criteria that are met or partially met 

on the NIST 800-30 are 16% higher when compared with the ISO 27005. The only 

category that NIST 800-30 has a significant better performance is the category 5. Results 

(Report), in that specific category NIST 800-30 met or partially met 50% more criteria 

when compared with the ISO 27005. The category 5- Results (Report) is a list of criteria 

that evaluates the credibility of a risk assessment final report. 

The reader should consider that one of the main differences in the standards evaluated is 

the inclusion of a report guidelines and appendixes, which are clearly described in NIST 

800-30 as opposed to the ISO 27005. This aspect can show that the NIST provides a 

further step in the process as well as the guidelines and templates in order to develop 

different parts of the assessment process including the report. This aspect can be clearly 

seen as the NIST covers most of the aspects in this phase of the credibility assessment 

framework developed in this study. The differences in this aspect are evident and show 

the difference in aim that different standards consider as important in their development. 

YES P NOT YES P NO Y/P NOT

1. Background information 5 5 0 0 5 0 0 0% -

2. Accountability  of the assessment group 5 3 1 1 4 0 1 0% 0%

3. Process & Methods of the risk assessment 9 6 3 0 7 2 0 0% -

4. Communication & conflict resolution 4 3 0 1 3 0 1 0% 0%

5. Results/Report 11 2 3 6 7 3 1 -50% 500%

Total 34 19 7 8 26 5 3 -16% 167%

Total of 

criteria

ISO/IEC 27005 NIST 800-30 ISO vs NIST
Criteria per category
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The above clarification indicates the findings that show that there is more evidence on the 

NIST 800-30 that met or partially met these criteria, when compared with the ISO 27005. 

Although, the NIST has a section to the risk assessment report, the standard does partially 

meet three criteria and does not meet one of them. This indicates that the international 

standards have lack of transparency in the risk assessment report on the following issues: 

Funding, Mandate, Assurance of Impartial View and the Methods for a Quality 

Assessment. This analysis is in accordance with the proposition made in Section 3.4.2 

(Risk Assessment seems only as a technocratic activity), that the risk assessments do not 

take into consideration public concerns and being possibly influenced by special interests 

by those involved in the process (Klinke, & Renn 2002, p. 1072; Renn, 1998, p. 49; 

Shrader-Frechette 1991, p. 9; Manion 2007, p. 297). 
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7.   Conclusion 

This section will formulate the conclusion derived from the undertaken research by 

answering the research question, elaborating the practical and theoretical implications, 

study limitations and the future research that can be developed from the contribution of 

this thesis. 

7.1 Conclusion and Answer to Research Question 

Risk assessment and management process from its more basic form, to the different 

approaches in society coping with risk has given a basic set of procedures in which risk 

assessment and management should be developed. This comprises the perspective in 

which this study was embarked, that includes implementing an industry self-regulating 

standards and how these can be implemented in a society coping with risk.  

Different methods and terminology have evolved in various schools of thought in the risk 

assessment approach, which suits better for the industry. Diverse entities worldwide have 

developed standards in order to formulate approaches, which implement various sources 

of knowledge and expertise combining them in a standardized risk assessment such as 

ISO 27005 and NIST 800-30. The limitations in the current risk assessment and 

management theory provided the bases for the research, which offers the researchers with 

a valuable and important gap that could be improved in the theory in current literature. 

Through the data collection and analysis methods selected by the researchers, the study 

allowed the thesis to answer the question of “How credible are standardized risk 

assessments?” 

To answer the question a framework has been developed to evaluate the credibility of a 

standardised risk assessment. The findings of the study confirm the proposition that there 

are flaws in the risk management and assessment theory and practice. Standardized risk 

assessment procedures and guidelines provided by different international entities aim to 

guide the implementation of standardized procedures for the development of information 

technology risk assessments in a broad context. Nonetheless, these fail to assess the 

subjectivity imbedded in the range of risks within the context of the process and its actors. 

The findings indicated that the international standards in risk assessment and management 

fail on the proper handling of risk uncertainties, as proposed in the literature review. The 

analysis of the standards and experts opinions reveals that the standards lack in proper 

management of risk migration, which is the application of the risk assessment on the 

system changed by the first assessment. 

The international standards analysed do not take into account the possible manipulative 

use of risk assessment. The risk assessments can have involvement of people with vested 

interest as indicated by the literature review. Another relevant finding is that the 

international standards fail on their capacity to be open and humble about their problems 

and achievements. One practice derived from the findings to countermeasure these issues 

is to define procedures to the risk assessor to be accountable to give answers and explain 

why they did the risk assessment as they did. Other finding suggests having formal 

processes and documents that provide traceability about the decision and actions taken 

by the main stakeholders during the risk assessment process.   

However, another relevant finding is that the international standards lack proper 

transparency in the final risk assessment report.  Though both standards have a problem 
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regarding the transparency issue, NIST 800-30 has a better credibility evaluation 

performance in the risk assessment report.  When compared with ISO 27005, NIST 800-

30 provides a further step in the process, as well as guidelines and templates in order to 

develop different parts of the assessment process including the report. However, it was 

found that both NIST 800-30 and ISO 27005 lack proper disclosure in the report. To 

countermeasure this issue the reports should include description of issues such as: funding 

of the assessment group, description of the process that assures the impartial view of the 

risk assessment, procedures to assure the quality of the assessment and information about 

the procedure to receive inputs from internal and external stakeholders. 

The various data sources also concluded that a procedure of selection of the appropriate 

standard is rarely implemented as it is mainly selected as a preference to the board 

members. This can also cause implications in the future as the selected standard is faced 

with serious consequences, if it is decided to be changed. A proper selection and constant 

adaptation of the risk assessment procedure and guideline can allow a continuous 

adjustment of the process to the current situation of the organization, which can take into 

account the market, culture and aims of the organization in short and long term 

milestones.  The research also indicates that the standards are seen as a guideline with 

basic steps, which have to be further implemented and developed within the organization. 

Hence, the necessity and clearness of not just a guideline, but also the further required 

adaptation, is crucial for the implementation of the standard in any type of organization. 

There were four criteria that were contradictory to the current available literature. The 

findings in this research oppose the arguments indicated by the academia in the risk 

assessment. These are the following: the broadness of risks, usage of historical data, 

description of composition group and the consensus finding procedure.  

The broadness of the risk assessment indicates that there is an agreement among the 

respondents that risk assessment should be more focused and concentrated on specific 

risks, which contradicts the proposed criterion. Thus, the balance should be maintained 

between wide approach and more concentrated events, considering their importance for 

the given company.  

Furthermore, in the use of historical data the experts’ opinion does not agree with the 

proposition of the criterion. There is an understanding between the experts that the history 

can be seen as an incorrect way to manage risks, which considers that the future will 

remain constant with the past. The contradiction between the different interviewees’ 

responses concludes that there is a lack of a proper handling of historical data provided 

by standards. This perspective as well as the use of past and current information have to 

indicate the proper use and the avoidance of bias that can occur, when interpreting 

estimates from past data.  

In relation to the fifth category Risk Assessment Results (Report), the research findings 

question the Composition of the Expert Group in the current frameworks, in relation to 

the depth and the extensiveness that the report must have. The research findings also 

question the importance of the Consensus Finding Procedure, as there is not a common 

agreement among the respondents regarding the importance of the need of the information 

of the consensus to be present in the report of the risk assessment process. Hence, the 

opinion is a valuable source of knowledge, which could be utilized in order to obtain a 

better assessment. However the conflict, which might arise from various opinions, should 

be handled by a separate committee. This will maintain the scope and the focus of the risk 

assessment process. Although, it could be preferable to achieve a consensus between 
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experts, this is not always obtained and the relevance of this can be considered as not 

crucial to be presented in the report. Therefore, these four criteria were not considered in 

the final framework to evaluate the credibility of a standardised risk assessment.  

The findings related to the risk assessment report indicated that the report and its contents 

should be context specific and developed according to the target audience. This indicates 

the importance of the definitions, length and explanation imbedded in it. Most experts 

agreed that the evidence that supports the report should be available, but the inclusion of 

it in the report is questionable, because if the contents are too broad it could create 

confusion and loss of support in the report. This could cause problems and delays in the 

implementation of treatments or acceptance of the reports across different stakeholders 

involved. Thus, a clear and to the point report, which avoids extensive and unnecessary 

information, is recommended for a credible report. 

In relation to the methods chosen for the risk assessment procedure, the standards lack a 

clear indication of the aim, which each method has. This can produce vagueness and even 

wrong application of the tool. A clear guidance in this approach can facilitate and guide 

the proper use of the current tools and methods available for quantifying or qualifying the 

risks.  

This thesis aims not to change the current standards themselves, but to evaluate their 

credibility, as the researchers acknowledge the fact that the risk assessment procedures in 

the standards are in a constant state of change and development with new editions being 

developed continuously. Thus, the research provides only certain aspects, which affect 

the current credibility in the standards being assessed.   

7.2 Practical Implications 

With regard to the implications from a practical point of view, we believe that regardless 

the conducted research, the model derived from it and the concluding remarks will not 

provide a fully implementable and universal model. This research provides criteria based 

setting reflecting framework that can help risk assessors to improve a risk assessment 

rather than judge it in an objective way, whether the risk assessment is used as a sole 

source for guiding the process developed within the organization or mainly as reference.  

The intention in developing a framework to assess the credibility of a risk assessment is 

not to create a new layer of formalization in how to make a risk assessment. The idea is 

that the developed framework can be used to help the risk assessors reflect how to 

improve the assessment, rather than produce a set of norms to judge how to assess risks 

in an objective way. It can also help the users of the risk assessment, demonstrate what 

matters in relation to credibility of an assessment to other stakeholders. This framework 

provides a guideline, which could help the users of such standards reflect on the 

credibility of the assessment currently being established in the organization by providing 

criteria of evaluation from the background to the report of the risk assessment process. 

Even though standards provide a broad context for application of guidelines in a variety 

of processes, the scope of this research is risk assessment and management standards. 

Organizations utilize them at a cross-cultural level, which combines an application 

uncertainty that it is constantly changing. Organizations implementing these standards 

are urged to consider the applicability of these standards involving constant interaction 

of the stakeholders involved, given the fact that once a standard is chosen it is rarely and 

difficultly changed. 
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The authors recognize that even though these conclusions may not be universally 

applicable, they have to consider the context of information security, as well as the 

subjectivity knowledge and proper inclusion of a governance and/or higher processes 

linked with the risk assessment in order to provide the organizations with a more credible 

assessment process that includes a more effective and dynamic approach.  

7.3 Theoretical Implications 

Although models can be seen as unrealistic portrayals and not sound and solid foundations 

that provide no solid grounds on which managerial actions should be built (Blomquist et 

al 2010 p.5), the developed research provides a theoretical contribution to the areas, where 

little or no research has been developed, as there have been valued efforts. These however 

have failed to provide a globally accepted clear general-purpose guideline standard 

(Busby & Hughes, 2006, p. 509; Yaraghi and Langhe 2011 p.552).  

As Yin (2009, p.112) indicates the development of a framework allows the research to 

contribute directly to the embedded body of knowledge. The lack of a proper framework 

motivated the development of an appropriate framework in order to analyse the 

international risk assessment standards. This considers the aspects avoided by the current 

frameworks and contributes to the current literature by implementing these avoided 

aspects into a solid and complete framework, which implements the holistic process of 

risk assessment. The contribution includes the aspects not considered by a normative and 

traditional objective approach. The interpretivist approach considered in this research aids 

to implement the subjective reality not considered previously. This is done by 

implementing further norms in the theoretical framework of reference that were created 

based on the limitations discovered in the traditional risk assessment approach. These 

further norms are included in the framework developed in the appropriate section. The 

norms all came from theory and were examined against two international standards and 

opinions from risk assessment experts. As a result, four criteria were rejected basically 

because of the non-triangulation of evidence from the different data sources in favour of 

those criteria. The standards analysed came from the information security sector as well 

as the experts interviewed are from the same field. This directly influences the findings 

of the research. 

In the end, the research contributes to the theory by providing a theoretical framework to 

evaluate the credibility of a standardised risk assessment, with 34 criteria grouped by five 

different categories of a standardised risk assessment (Appendix VI). The current 

frameworks available do not consider the different aspects of a standardised risk 

assessment; neither are based on categories of a standardised risk assessment. The 

developed framework is more appropriate for the evaluation of a standardised risk 

assessment.  

Also, this research contributes to the debate on the risk assessment and management 

theory by discussing all the criteria of the developed framework, based on the current 

theory of risk assessment and management. The findings of the research contradict four 

of the criteria found in the literature, which are related in what can be learned and applied 

from past risk assessments, also the wide ranging and encompassing of the required scope 

of a risk assessment, as well the questions of the relevance of the disclosure of information 

in the final risk assessment report related to the composition of the assessment group and 

the procedure for finding consensus among stakeholders. 



 

90 | P a g e  
 

7.4 Limitations and Future Research 

The limitations encountered were the following: access of available information, which 

was out of the reach of the researchers in the aspect of knowledge available because of 

the Swedish-English language barrier. This aspect was encountered when trying to gain 

access to the information and risk management process in the area of risk assessment in 

the SwAF. Although this was a public document available to researchers, the limitation 

encountered was that this was only attainable in the Swedish language. Another limitation 

encountered was the access of data because of the confidentiality and sensible information 

in the SwAF, due to the restrictions within the access of information. This could have 

been possible if a longer period was provided for the researchers, as the access is only 

permitted after passing security procedures.  

The interviewees were also selected from various backgrounds (Experts in professional 

and academic fields), and although we did not encounter a full collaboration from all the 

requested proposals, we are confident that the interviews, which were obtained provided 

deep knowledge in the field as the criteria for selecting them were strict. Given the results 

obtained in this research, future studies can pursue the implementation in practice of the 

criteria found as missing in current standards in the risk assessment and management 

field. The results can also motivate the credibility evaluation with the proposed 

framework of other risk assessment standards in other field, not just in information 

security, in order to validate if the findings of this study are generalizable to larger group 

of standards in risk assessment and management. It is worth noticing that the study is 

done in the context of information security, in other sectors the findings may not be the 

same for these criteria as the experts may not share the same opinion in relation whether 

those criteria are applicable in another field. 

Although standards aim to provide groundwork and not an undisputed guideline for 

implementation of risk assessment and management procedures, future studies can 

develop the importance and criticality of the inclusion of the aspects found in this 

research. This can contribute to mainstream risk assessment and management theory by 

including these reflective criteria to provide a more credible assessment result. This could 

be achieved by utilizing the proposed framework in different contexts (other than 

information security risk assessment).  

The flaws showed in this research could be developed further in order to find how to 

overcome these, such as the manipulative use of risk assessment, proper handling of risk 

uncertainties, and transparency in the final risk assessment report. Future research could 

also consider the aspects developed and the criteria selected as proper to assess the 

credibility of international standards. These studies could investigate the deeper cultural 

awareness that these standards could implement in them in order to increase not only its 

applicability but also its credibility.  A larger sample size for interviewees could be 

utilized in order to increase the generalizability of the results across sectors and countries.   

Studies could develop upon a more specific range of industries, which would increase the 

amount of data available and thus implement a more quantitative approach in order to 

reinforce the research development as well as the theoretical contribution. 
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Appendix I Credibility of risk assessment (CORA) 

The tables below summarize the criteria of the CORA framework. 

 

B
ac

k
g

ro
u

n
d

 

in
fo

rm
at

io
n
 Authorship Does the report disclose the names and affiliations of the experts who 

conducted the assessment? 

Objectives & Scope Is the scope of the risk assessment described? 

A
cc

o
u

n
t

ab
il

it
y

. 

Mandate Does the report include information on the mandate of the assessment 

group? 

Funding Is there information available about the funding of the assessment group? 

C
o

m
p

o
si

ti
o

n
 

o
f 

th
e 

as
se

ss
m

en
t 

g
ro

u
p

 

Criteria for selecting 

experts 

Are the criteria upon which the selection of the experts was based 

disclosed? 

Composition of the 

expert group 

Is the composition of the expert group explained, what kind of experts are 

included and is the spectrum of required expertise covered? 

Assurance of 

impartiality 

Are the procedures that are applied to get an impartial view, i.e. free of 

vested interests, described? 

P
ro

ce
d

u
re

 o
f 

th
e 

ri
sk

 a
ss

es
sm

e
n

t 

Conceptual clarity Does the report have a sound conceptual base? For instance, does it 

distinguish between biological and adverse health effects? 

Method of literature 

Search 

Is information available about the literature search strategy, and was the 

strategy unbiased? 

Method of quality 

Assessment 

Does the report indicate which procedures were used to assure the quality 

of the assessment? 

Procedure for 

Weighing evidence 

Is the process of weighing the various studies explained as well as how 

they are combined for the conclusions of the assessment? 

Consensus finding 

Procedure 

Is information available about the procedure of finding consensus among 

the experts? 

D
is

co
u

rs
e 

an
d

 
co

n
fl

ic
t 

re
so

lu
ti

o
n

. 

Public consultation and 

stakeholder participation 

Is there information about a procedure applied in order to receive 

comments and inputs from various stakeholders and the public? 

Special procedure for 

addressing controversies 

Is there information about a special procedure that addresses scientific 

controversies? 

C
o

n
cl

u
si

o
n

s 

Two-sided 

Argumentation 

Does the report provide a balanced discussion of the pros and cons for the 

conclusions? Are the strengths and weaknesses of the available evidence 

indicated? 

Evidence-based 

Conclusions 

Are the conclusions explicitly linked to the evidence discussed in the body 

of the report? 

Uncertainty 

Reporting 

Is there information available about the remaining uncertainties of the 

conclusions? 

Transparent Summary Is there a plain language summary? 

Table 21 Credibility criteria Wiedemann et al. (2013) 
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Appendix II Risk Classification 

The following tables indicate the types of risks as defined by different authors in the field 

of risk assessment and management. These cover the general risks in the process and are 

indicated in order for the reader to have a background in information on the types of risks 

recognized in the current field.  

Author/ Year Types of risk Definition 

Dionne(2013) Pure Risk insurable or not, and not necessarily exogenous in the presence of 

moral 

hazard 

 Market risk variation in prices of commodities, exchange rates, asset returns 

 Default risk probability of default, recovery rate, exposure at default 

 Operational 

risk 

employee errors, fraud, IT system breakdown 

 Liquidity risk Risk of not possessing sufficient funds to meet short-term financial 

obligations without affecting prices. May degenerate into default risk 

Table 22 Dionne (2013) 

Caron 

(2013) 

By Type Major/Residual 

  Specific/Systematic 

  insurable/ uninsurable 

  controllable / uncontrollable 

  tolerable / intolerable 

By 

Source 

Internal Can be operational, organizational or managerial 

 External POLITICAL (permits, political instability, pervasive corruption, compliance 

with country-specific laws/regulations, etc.) 

  ECONOMIC (price fluctuations, interest /change /inflation rate, tax 

requirements, additional in country import tariffs and quotas, etc. 

  SOCIAL (cultural diversity, availability of skilled/ experienced personnel, 

opposition of local communities, etc.) 

  TECHNOLOGICAL (failures in public utilities, internet connectivity, 

ineffective intellectual property protections, scarcity of raw materials, etc.) 

  LEGAL (local law, local courts, etc.) 

  ENVIRONMENTAL (extreme weather conditions, underground pollution, etc.) 

Table 23 Caron (2013) 
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Guil et al. 

(2010) 

Type Rating (determined by the likelihood and impact 

of risk) 

 Server hang Medium 

 System intrusion Low 

 Unauthorized system access Low 

 Information theft Medium 

 Brute force SSH Low 

 Destruction of information Low 

 System sabotage Low 

 System attack Low 

 Malicious code High 

 Hardware theft Low 

 Poorly trained Low 

 Browsing of unnecessary 

information 

Low 

 Sale of personal information Low 

Table 24 Guil et al. (2010) 
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Appendix III Credibility Framework 

Busby & Hughes (2006) developed a framework based on a normative approach to risk 

assessment. The norms were constructed based on limitation on risk assessment and 

management theory. The norms are grouped by several sub categories of the credibility 

concept, the two main groups (Valid category and Reliable Category) and its related sub 

categories can be seen in the two tables below:  

 

Table 25 Valid Criteria 

Valid

Specific Category Explanation Example Norm

1 Guiding
Helping people using the assessment to use it 

effectively

Show how risk assesment processes raise 

awareness and test assumptions rather than 

provide a definitive outcome

2 Open
Being open about problems and humble 

about achievements

Acknowledge the likely absence of data on causes 

that have only recently emerged as causes

3 Explicit Stating assumptions, working and results
Explain the appropriateness of analysis methods 

carried over from different domains

4 Directed
Directed at the context situation or need in 

question

Use risk assessment to compare options rather 

state absolute risk levels

5 Circumscribed
Showing clearly were the limits of the 

analysis lie

Assess the involvement of constituency 

representatives

6 Justfied
Providing justification for assumptions and 

methods

Justify carefully extrapolating data from systems 

of a different scale

7 Principled
Avoiding cynical or manipulative uses and 

ends

use risk assessment undirectionally as vehicle to 

reduce but not increase risk

8 Consultative
Involving stakeholders and taking account of 

concerns

Draw widely on working level supposedly non 

authoritative sources of knowledge

9 Broad
Wide-ranging and encompassing within 

required scope

Avoid the excessive detail that leads to over 

concentration on well understood risks

10 Impartial
Avoiding bias towards any particular 

stakeholders

test whether an assessments to examine 

convetional assumptions and practices

11 Changing
Helping people change systems or the world 

at large

Use risk assessments to examine conventional 

assumptions and practices

12 Timely Producing results soon enough to be acted on
conduct assessments early enough to influence 

design decisions that are costly to reverse

13 Accessible Understandable to people with a stake
Provide easy ways to navigate from conclusions to 

analysis and assumptions

14 Disseminated
Sent or presented to people who have a 

reason to know

Disseminate risk plans to stimulate wider 

registration in question to act on risk assessments

15 Facilitative Providing a helpful basis for dealing with risks

Test for a culture of willingness in the 

organisation in question to act on risk 

assessments

16 Owned
Having the commitments of the people who 

can influence risks

conduct assessments within the risk creating 

organisation
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Table 26 Reliable Criteria 

 

 

 

 

 

 

 

 

 

Specific Category Explanation Example Norm

1 Substantive
Taking account of the substance of 

what is being assessed

Predict how the system will envolve to 

contain short cuts and potches

2 Unbiased Following procedures that avoid bias

Avoid biases in attributing past outcomes to 

people's dispositions when drawing 

historical experience

3 Complete
Incorporating all important elements 

and concerns

Ensure violations are not omitted because 

they are controversial or unquantifiable

4 Grouded
Grounded in apropriate data and 

judgement

Avoid using statistical data that is not 

differentiated by conditions that are major 

causes of failure

5 Calibrated
Recognising what can be learned from 

history

Put the updating of current risk 

assessments into the procedure for dealing 

with accidents

6 Systemic
Dealing with interactions and system as 

a whole

Analyse sistemic qualities like complecity 

and coupling rather than predict detaled 

event sequences

7 Knowledgeable Drawing fully on the knoledge avaiable

Do not rely on risk assessors who work in 

supplier organisations that are insulated 

from failure knowledge

8 Interative
Applying the assessment to the system 

changed by the assessment

Test for risk migration after planning risk 

reductions

9 Standardised
Following accepted standardised 

approaches

Structure the assessment process with 

gerenalised guideworks or categories

10 Focussed Concentrating on thigs that matter
Concentrate on risk failure arising at 

disciplinary interfaces

11 Integrated
Pulling together the parts into an 

effective whole

Ensure risk assesment integrates 

kwnoledge that is fragmented across many 

parties

12 Predetermined
Following a process or criteria laid out 

properly in advance
Develop risk acceptance criteria in advance

13 Proportionate
Using resources that are reasonable 

given what is at stake

Conduct sensivity analyses to determine 

the value of seeking aditional data
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Appendix IV The Interview Guide 

An interview guide was developed; a structured list of question is separated by the areas 

to be covered. These questions aim to obtain a second source of data, which are the 

expert’s knowledge and opinions on the credibility of risk assessment. The entire guide 

that was sent to the interviewees can be seen below. 

Introduction to the guide 

This document is an interview guide for risk assessors and experts in the field of risk 

assessment and management. The aim is to generate qualitative data to be analysed by 

the authors of the master thesis entitled The Risk Assessment based on international 

standards, a credibility evaluation: A single case applied in standards of Risk 

Assessment and Management in the Information Security context. 

Explanation 

The method chosen is a semi structured interviewing; the qualitative data will be analysed 

aiming to answer the research question “how credible are the standardized risk 

assessments?”  

A framework to evaluate the credibility of risk assessment was applied in two 

international standards. Questions were formulated based on the weakness of the 

standards according to the framework results. Also, general questions on around 

credibility of risk assessment, its tools and process were formulated. The questions aim 

to gain practical knowledge from the experts and the grounded evidence in the field. 

Interviewee background 

1. How long have you been involved in risk assessment and management? 

2. What has your role been in the risk assessment process? 

3. What is the standard that you most familiar with? (PMI, ISO, NIST or other) 

4. Have you performed risk assessments in the past based on this standard? 

General question on credibility of risk assessment standards 

5. Do you believe current risk management and assessment standards provide a 

credible result?  

6. Do the risk assessments previously encounter show existing evidence of current 

weaknesses in them?  

7. What could be done to avoid bias and consider subjectivity in the risk assessment 

process? 

8. If you had previous experience with standards, how was the standard chosen? 

Questions formulated from the credibility framework output 

The analysed standards present weakness on the following categories of criteria defined 

by the framework: Background information, accountability & communication of 

stakeholders in the process, process & methods for the risk assessment and Results 

Report. The questions below were generated based on the output of the framework. 
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a. Background information 

9. Should the risk assessment be focus and concentrated on few detailed risk events or 

should have a wider approach for risk events? 

10. Should the risk assessment be linked with higher processes in an organization? Which 

processes? 

Should the risk assessor consider the historical data from previous assessment to 

improve the risk assessment procedure? 

b. Accountability/Communication of stakeholders in the process 

11. Should the risk assessment standard provide a specific implementation guideline for 

risk users, which includes issues raisin the awareness of risk?  

12. Should the risk assessor and stakeholders in the process (as system users) be 

accountable for the results of their own work in assessing the risk, in case of a fail on 

the risk assessment process? Who is most important actor of the risk assessment 

process?  

13. Should the risk process consider all the main stakeholders opinions and inputs? In 

case of conflict, what do you recommend as a process for getting an agreement? 

Should the risk assessment process take into account possible mistakes of employees 

(information system users), which could be the cause of the risk event? 

c. Process & Methods for the risk assessment 

14. Should the risk assessment process include a test for risk migration after the planned 

risk reductions? Why? 

15. Should the risk assessment methods and assumptions be justified and clear for all 

risk assessors?  What do you believe is a better tool for assessing, qualitative or 

quantitative? Why? 

Should the risk assessment being clear in delimiting the limits of the risks identification, 

analysis and evaluation? 

Should the risk assessment process stimulate the reflection on the actual practice of the 

standards users and possible causes of risk events? 

d. Results/Report 

Should the scope of the risk assessment being described on the report? 

16. Should the risk assessment report disclose the names and affiliations of the experts 

who conducted the assessment and their specific role?  

17. Should the composition of the assessment group be explained on the risk report? As 

well, the type of required experts and if the spectrum of required experts were covered?  

18. Should the information about the funding of the assessment group be identified and 

included on the final risk assessment report?  
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19. Should the information about the procedure to find consensus among the experts be 

identified and included on the final risk assessment report? Should the procedure be 

applied to get an impartial view, i.e. free of vested interests, should be described? 

20. Should the strengths and weakness of the available evidence be included and 

indicated on the risk report? 

21. Should the communication procedure in receiving feedback from stakeholders and 

general public potential affected by the risk event be included on the risk report? 

22. Should the conclusion be explicitly linked to the evidence discussed on the body of 

the report? 

23. Should have information available about the remaining uncertainties of the 

conclusions? 
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Appendix V Criteria Not Applicable to the Study 

The following section indicates the different criteria which were removed from the 

frameworks in order to apply them in the context of the international standard. These 

criteria were removed due to repetition or non-applicability of the criterion. Those criteria 

are not considered in this study due the not applicability or repetition, they are not in the 

same case of the four criteria discarded from the final framework, after the not 

triangulation of evidences of different data source in favour of those criteria. For example, 

the criterion Standardised that is not considered in the study is concerned whether the 

assessment follows a standardised approach. As the focus of the study is on risk 

management and assessment standards, the criterion is redundant to the study and is not 

applicable. 

This was decided as they provided no further evaluation factor for the standard. These are 

summarized in the table below. 

Criterion Reason for Removal Explanation  

Standardised Not applicable Redundant to the entire research question 

Focussed Repetition Repeated in another criterion 

Integrated Repetition Repeated in another criterion 

Facilitative Not applicable The Standards core objective is implied in this criterion 

Criteria for selecting Repetition Repeated in another criterion 

Assurance of 

impartial view 
Repetition Repeated in another criterion 

Conceptual clarity Repetition Repeated in another criterion 

Method of literature Not applicable Does not involve such procedure 

Procedure for 

weighing evidence 
Repetition Repeated in another criterion 

Consensus finding 

procedure 
Repetition Repeated in another criterion 

Table 27 Removed Criteria 

As it can be seen by the table above, the different criteria provided no further information 

when obtaining data as this was redundant to the other criteria already imbedded in the 

framework. The criteria are indicated along with the reason for their removal and the 

explanation. This selection process leads to the definition of a more appropriate set of 

criteria that can be applied to the context of the study, thus providing a more in depth 

approach to the results obtained from it. 
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Appendix VI Final Framework for Evaluating the Credibility of a Risk Assessment 

The Table 28 presents the 34 criteria of the Final Framework for Evaluating the 

Credibility of a Risk Assessment. This framework can be utilized to assess the credibility 

of a standardized risk assessment by considering the categories and explanation in order 

to verify if the assessment covers these criteria. This can further improve the credibility 

of the assessment within the organization and help it achieve a better outcome in the risk 

assessment process.   

 
Table 28 Final Framework for Evaluating the Credibility 

Categories Explanation

1. Background Information Criteria

 Concerns Incorporating all important elements and concerns from the risk management process

 History Recognising what can be learned from history

 Interactions Dealing with interactions and system as a whole

 Assumptions Stating assumptions, working and results

 Context Directed at the context situation or need in question

 Wide Range Wide-ranging and encompassing within required scope

 Reasanable Using resources that are reasonable given what is at stake

 2, Accountability  of the assessment group

 Avaiability Drawing fully on the knowledge avaiable

 Guiding Helping people using the assessment to use it effectively

 Avoid Avoiding cynical or manipulative uses and ends

 Understandable Understandable to people with a stake

 Commitment Having the commitments of the people who can influence risks

3. Methods of the risk assessment

 Substance Taking account of the substance of what is being assessed

 Unbiased Following procedures that avoid bias

 Grounded Grounded in apropriate data and judgement

 Risk Migration Applying the assessment to the system changed by the assessment

 Predetermined Following a process or criteria laid out properly in advance

 Limits Showing clearly were the limits of the analysis lie

 Justification Providing justification for assumptions and methods

 Changing Helping people change systems 

 Timely Producing results soon enough to be acted on

4. Comunication/Conflit Resolution

 Open Being open about problems and humble about achievements

 Consultative Involving stakeholders and taking account of concerns

 Impartial Avoiding bias towards any particular stakeholders

 Disseminated Sent or presented to people who have a reason to know

5. Results (Report)

 Authorship
Does the risk report disclose the names and affiliations of the experts who conducted the 

assessment?

 Objectives & Scope Is the scope of the risk assessment described?

 Mandate Does the report include information on the mandate of the assessment group?

 Funding Is there information available about the funding of the assessment group?

 Assurance of impartial view
Are the procedures that are applied to get an impartial view, i.e. free of vested interests, 

described?

 Method of quality assessment
Does the report indicate which procedures were Used to assure the quality of the 

assessment?

 Consensus finding procedure Is information available about the procedure of finding consensus among the experts?

 Public consultation 
Is there information about a procedure applied in order to receive comments and inputs 

from various stakeholders and the general public?

 Evidence-based Are the conclusions explicitly linked to the evidence discussed in the body of the report?

 Uncertainty Is there information available about the remaining uncertainties of the conclusions?

 Transparent Is there a plain language summary?


