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“we [designers] need To fear THe consequences of our 
work More THan we fear consequences of speaking up. 
we need To fear THe consequences of our work More 
THan we love THe cleverness of our ideas.”

Mike Monteiro, designer



abStract

Technology has become an inherent part of our daily lives. If we don’t want to abstain from the 
benefits technology brings, we have to acknowledge the fact that tech generates data and adjust 
our norms and habits to it. This thesis critiques how corporations and governmental institu-
tions collect, store and analyze data of individuals. It discusses the economic and technological 
forces that stand behind the collection and usage of data in the past, today, and the near future. 
Beyond that, it alludes to political implications. The overarching goal is to stimulate reflection 
about culture and future. To achieve that, the design of an interactive educational webstory 
within the browser is proposed. A curated personal data platform in combination with inter-
active webstories make data collection, data usage, and the risks of data aggregation visible. 
Business practices and interests are rendered transparent on the basis of users’ actual online 
behavior and exposure. The webstories allows to understand the meaning and value of the 
data traces users leave online. In five chapters, they experience the basic technologies of the 
Internet, business motivations, and surveillance practices in the context of their individual 
web browsing behavior. Each chapter invites to explore details of the topic to accommodate for 
individual need and interest in the matter. A critical reflection on the future of data collection is 
encouraged, tools and settings within the browser help users to protect their digital identities. 
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IntroDUctIon

Technology changes the way we interact, 
produce, and consume until it changes how 
we think. This has been true for the inven-
tion of the Gutenberg press, electricity, and 
the TV. More recently, it has been true for the 
Internet and the digital connected gadgets 
that it brought. The core of many applica-
tions builds around data. In some cases, the 
user of an application cares about the analysis 
of data. In many other cases, the user merely 
consents access to his data as a bargain for a 
convenient tool. Is the data that we so freely 
offer and hand out worth what we put at 
stake? It makes us individually traceable. A 
trace can reveal information when processed 
smartly. It can make the individual transpar-
ent. What does this mean for naturally profit 
oriented businesses? What does it mean for 
governments worldwide?

No matter what technology is introduced into 
today’s life, it gains an importance beyond its 
immediate usage by capturing every possible 
aspect around the user. This thesis is about 
the smallest element of Interaction Design: 
the datapoint that interaction creates.  
In the current networked and connected 
world, these datapoints together are more 
than the sum of each individually. Rather 
than focusing on the question “What will a 
new technology do?”, this thesis explores 
“What will technology undo?” 

The Internet is deemed to undo privacy –  
just as many other technologies before it. 
Clues indicate it might be worse.

This Master’s thesis explores how 

the internet has changed behaviors, 

attitudes, and expectations for 

individuals, corporations and 

governments. it attempts to introduce 

ethics and reflection into the usage 

and creation of technologies.

backgroUnD

 “For every advantage a new technology offers, there is 
always a corresponding disadvantage. The disadvantage 

may exceed in importance the advantage, or the 
advantage may well be worth the cost.“

(Postman, 1988)
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relevance oF the topIc

Interaction designers face projects that 
involve digital services collecting data about 
their users on a regular basis. Even if it 
may not be the focal purpose of the service, 
knowing as much as possible about the user 
is considered desirable to provide a user with 
a meaningfully catered personal experience. 
The availability of such data has manifested 
itself in the phenomenon of Big Data which 
builds on data mining activities. Never before 
has human activity been as traceable. In the 
scope of Big Data, these datasets of individ-
uals are processed in their entirety. This is 
when behavioral patterns emerge, or more 
interesting, anomalies appear. (Schneier, 
2013, p. 33). Correlated with more datapoints, 
e.g. educational level, age, or metadata like 
location or time of day, these patterns can 
reveal what would be otherwise invisible. 

Algorithms are applied to find data correla-
tions, to interpret what is being captured. 
They can only see what they are looking for 
– what they are programmed to do (Bell, 
2013). A minority of society has access to 
these datasets and the power to scrape them. 
There is an ethical boundary yet to be set to 
whether and how data can be used by whom 
for what purposes. To what extent should 
the individual be made aware of data collec-
tion, time span of data storage, analysis, and 
the conclusions that are drawn from it?

In as much as Big Data is about accumulated 
anonymized data, the same data is being used 
on an individual level. Personalization is a 
core strategy for Google, Facebook, Youtube, 
Yahoo, Microsoft — as well as many others. 
The data they collect feeds the very business 

model of online services: revenue through 
advertisement. “Platform owners routinely 
share users’ aggregated metadata with third 
parties for the purpose of customized market-
ing in exchange for free services” (van Dijck, 
2014, p. 197). A whole business has evolved 
that trades user data between various parties 
– from data source to data buyer, interme-
diaries like ad networks, supply and demand 
platforms, and affiliates collect and curate the 
data. Using free online services has become 
a bargain, trading convenience for data. 
However, the users are uninformed about 
this transaction and the usage of their data. 
The impact on the individual is hard to tell. It 
currently surfaces in form of advertisement. 
What are the underlying algorithms looking 
for? How do they serve the business’ strategy? 

The power of data becomes even more formi-
dable, shifting the view to institutions that 
can exert actual power over the individ-
ual. Since Edward Snowden leaked files from 
the American intelligence organization NSA, 
inevitably, one wonders what government 
agencies know about their citizens. Beyond 
national borders, collected data documents 
channels of communication, produces social 
graphs and browsing history, and ultimately 
sheds light on information needs and inter-
ests. History shows that institutions can 
have an actionable interest in the individ-
ual citizen; the state security police of East 
Germany from 1961-1990 being a more recent 
example. Grave decisions are made based on 
data. Does data constitute one’s personality? 
What happens when the wrong conclusions 
are drawn? 
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objectIve

This thesis aims to raise awareness, encour-
age reflection, and provide starting points for 
individuals to gain control over the collection 
of their personal data. It addresses what may 
be described as a subconscious ignorance 
of society towards the potential misuse of 
data. To do so, the contemporary situation 
of surveillance and data collection shall be 
explained. Based on these facts, this thesis 
explores believable future scenarios given the 
current situation and trends. 

The analysis will manifest itself in a design 
intervention. It aims to make people 
reflect on personal and potentially ethical 
implications. As people are encouraged to 
care about their privacy they should consider 
the potential impacts of their habits within 
the current system of the Internet. In that 

regard, the aim is to educate them about 
the workings of that part of society that is 
invisible, yet omnipresent. It shall encour-
age reflection upon the relationship of one’s 
own identity and tension with his digital 
identity. Ideally, the audience will form an 
opinion about what is private and what is 
shared as an informed, active choice rather 
than one from complacency and oblivion.

Unless indicated otherwise, the findings are 
not mapped as to what extent they apply to a 
specific country or culture. This imprecision 
applies especially to legal practices and juris-
diction, as well as surveillance practices. 
This is due to the intransparent nature of 
surveillance methods, as well as the limited 
documentation and accessibility of sources. 
Rather than claiming completeness and 

qualitative representativeness, research 
was used to inform this thesis with knowl-
edge of generally applied practices, capabili-
ties, interests and challenges. It seems likely 
that these phenomena will not be constrained 
to national borders and even when they are, 
e.g. in terms of laws, will wield influence 
across borders. As research revolved around 
Western cultures - with focus on the U.S., 
United Kingdom and the EU, the thesis does 
not claim to extend to Eastern cultures. 
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FoUnDatIonal 
reSearch

A strong understanding of the current state 
of data collection was essential to frame the 
design problem, determine the information 
gaps and inform the final design. Aspects 
included technological preconditions and 
opportunities, as well as laws and regula-
tions on one side and business or state inter-
ests on the other. Books, papers and newspa-
per articles built the foundation to under-
standing the extent of data mining across 
different sources of sensors, devices and 
contexts and the role of the Internet as an 
enabling infrastructure to sync and merge 
datasets across those sources. The web itself 
became the greatest source to describe its 
own origins and workings. Data collection 
can be observed right in the browser through 
plug-ins or investigations of websites’ source 
code. Corporate websites, privacy statements, 

white papers, recorded lectures and presen-
tations as well as online forums, like reddit 
or twitter, allowed first hand access to a 
range of people, companies and organiza-
tions: whistleblowers, privacy advocates, 
businesses, independent state agencies, and 
state security agencies. During the time of 
research, Stanford held a massive open online 
course about ‘Surveillance Law’ (Mayer, 
2015). Not only did this allow access to the 
lectures but to attending students and their 
discussions on the Coursera platform.

To evaluate current practices of data collection 
under ethical and societal perspectives, 
reviewing academic writings and presen-
tations proved essential. The thesis work 
was kicked off with the attendance of the 
Transmediale 2015 in Berlin. Transmediale is 

a digital media festival and conference that 
explores art, culture and technology (Gansing, 
2015). Over five days, it provided critical views 
on data collection through governments and 
corporations, ubiquitous networking, quanti-
fication and algorithmic data analysis in the 
‘datafied society’. It informed the project’s 
research phase with viewpoints and influ-
ential figures, among them Thomas Drake, 
Frank Rieger, Jesselyn Radack, and Evgeny 
Morozov. Refer to Figure 1, p. 9 for an 
over   view of these and other individuals whose 
work and presentations enriched the under-
standing of the topic.

This section describes findings and 

insights from the initial research. it 

sets the direction of the thesis, gathers 

requirements and lays the foundation 

for the project by defining goals and a 

line of argumentation. research was 

conducted over 9 weeks.

methoDS

Data collection: State of the art
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The thesis explored the structure and 
practices of the Ministry of State Security, or 
‘Stasi’, in the German Democratic Republic 
(GDR) from 1950 to 1990 as a historical refer-
ence of surveillance. The Stasi was domes-
tic secret police, investigative authority, and 
foreign intelligence agency combined in one 
organization. With its own detention centers 
and armed forces, it represents a powerful 
institution that penetrated all areas of life of 
the GDR population (BStU). The analogy to 
Stasi receives several mentions in relevant 
literature and public (Drake, Paglen, & 
Radack, 2013; Lightfoot & Wisniewski, 2014; 
Traynor & Lewis, 2013), however, explanations 
as to how this analogy applies are limited. To 
fill this gap, most information was acquired 
in museums, exhibitions and a former Stasi 
jail and in conversations with contemporary 

witnesses. Semi-structured interviews were 
held with a former full-time Stasi agent and 
with an unofficial collaborator (‘Informeller 
Mitarbeiter’, short: IM, from this point 
forward referred to as informant). Further 
findings are based on conversations with 
former citizens of the GDR. One file of Stasi 
records of a former citizen was accessible for 
the research work of this project.

historical analysis

surveillance TecHnology sTasi eTHics, law

siTes and 
conferences

Transmediale
re:publika

chaos communication 
congress
digital-life-design
netzpolitik.org
eff

ddr Museum
stasi Museum 
Memorial
Hohenschönhausen
Memorial lindenstraße

Media Types The guardian
der spiegel
new york Times
Twitter
youtube

youtube
corporation sites
fTc reports

books reddit
Medium
commentary
online course

influenTial 
people

edward snowden
glenn greenwald
laura poitras
Thomas drake

frank rieger
Jacob appelbaum
bruce schneier
Jeff Jarvis
ashkan soltani

stasi agent
stasi informant
stasi victim

genevieve bell
Julia angwin
daniel solove

MeTHods literature review literature review
user studies
Tech tests

interviews user studies
literature review
online observations

figure 1. overview on Methods and sources by aspect of the Topic
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Beyond the factual foundations of the state 
of surveillance in the past and today, it was 
beneficial to learn about people’s percep-
tion of the topic. The research on the topic 
showed what people should know and for 
what reasons, the user research revealed 
what people know already. To understand 
what audience would benefit from a design 
intervention around dataveillance, inter-
views and observations helped to under-
stand how people perceive themselves in 
their roles as a citizen, user, and consumer. 
Interviews were held with people from the 
age 21 to 69, including students of design 
and technology related and unrelated 
matters as well as professionals from 
Sweden, Germany and the US with various 
backgrounds. Additionally, online forums 
on reddit, e.g. (ModernDemagogue2, 

2015), and Slashdot, e.g. (Croll), were 
followed to gain an understanding of how 
very tech-savvy audiences perceive the 
current developments. More heterogeneous 
audiences were followed through comments 
in context of newspaper articles, record-
ings of presentations on Youtube and in 
replies on tweets of privacy advocates. 

As data can be mined from all aspects of 
life, understanding daily human needs was 
important to construct narratives around how 
those needs are served in services, what those 
datapoints they leave and where this opens 
opportunities for data collection, process-
ing and possible exploitation. This laid the 
foundation for the design challenges to 
tackle: How can the risks of data collection 
be communicated in a personally relevant 

way? How do people react to the idea of 
government surveillance? How can indif-
ference towards the topic be turned into 
awareness and acknowledgment of the 
problem, and possibly empowerment to 
change attitude and behavior? Insights 
into people’s understanding and mental 
models of data in their lives, the Internet, 
and the role of the state were decisive for 
the communication strategy, contents of 
argumentation and wording and copy.

The literature management software 
Citavi was used to capture the litera-
ture and curate quotes and insights (Swiss 
Academic Software GmbH, 2015). Interviews 
and conference talks were often captured 
with audio recordings and notes, site visits 
documented with photographs and video.

people’s mindsets tools
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Data mining is an ambivalent practice. On 
one side, curation of datasets to Big Data 
might lead to greater insights in utilitarian 
fields like health care or trend prognosis 
(Tene & Polonetsky, 2013a). On the other, it 
allows to track, surveil, and profile individuals 
(Acquisti, Gross, & Stutzman, 2011; Acxiom; 
Montjoye, Quoidbach, Robic, & Pentland, 
2013; Pennebaker, 2011; Schneier, 2013).
That is what this thesis refers to as dataveil-
lance – a term coined by (Clarke, 1988) to 
describe the disciplinary and control practice 
of monitoring, aggregating, and sorting data. 
Such data can be collected through electronic 
devices that are connected to the Internet, 
radio communication, or satellite commu-
nication (or in touch with a device that is). 
This enabled the broadcast of user data back 
to the service provider. Sources involve web 

usage, phone and smartphone usage, RFID, 
NFC and Bluetooth enabled devices, as well 
as cards with magnetic storage, such as 
credit cards or loyalty cards. Additionally, 
actions in the vicinity of cameras, micro-
phones and motion sensors can be tracked. 

Every page load on the web leaves a data trace. 
Who gets access to that data is not visible to 
the user, partly not even to the publisher. The 
metadata gets submitted as part of the  HTTP 
request to every content provider of a site; 
through an ad, an embedded video, or a refer-
enced script. Metadata includes timestamp, 
location, IP address, and system configuration 
(browser and operating system, possibly the 
unique ID of the device). Cross-referencing 
datasets allows amalgamating datapoints 
that the individual compartmentalized across 

different services and service providers. 
This is done via unique identifiers like name 
and location, or email address (Appelbaum, 
2012). The aim is to reconcile data for a 
more complete picture of the individ-
ual. Correlating those individual datapoints 
to derive meaning is easiest when they are 
captured within the same service provider. 
Leah Lievrouw observes that “the capture 
of such data lies at the heart of the business 
models of the most successful technol-
ogy firms (and increasingly, in traditional 
industries like retail, health care, entertain-
ment and media, finance, and insurance) 
and government assumptions about citizens’ 
relationship to the state“ (Rainie & Anderson, 
2014). “Facebook datafies our friendships, 
[...] Google datafies our intentions” (Mayer-
Schonberger, 2013). Mapping out Google’s 

current services reveals its vast penetration 
in all aspects of life (cf. Appendix C, p. 58). 
Every time a third party uses Google services 
on their site, such as an embedded Youtube 
video, a Google map or the Google Analytics 
script, Google can track the data of the visit-
ing user. As a result, Google currently has a 
presence on well over 70 percent of third-
party websites (Tene & Polonetsky, 2013a).

Dataveillance - collection of data

problem analySIS
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Data is power and profit for those who collect 
it. “Ironically, what seems to be abundant 
today is actually the source of scarcity” 
(Mayer-Schonberger, 2013). While the data 
is rather meaningless without its context, 
using and analyzing it introduces bias. The 
way to collect data in the first place might 
be biased. The decision on what data gets 
analyzed, the drawn inferences, composition 
of findings, and sense-making further influ-
ence how data is exploited (Pavliscak, 2014). 
Algorithms can more accurately predict a 
person’s personality traits than most of their 
friends and family from Facebook likes alone 
(Kosinski, Stillwell, & Graepel, 2013; Youyou, 
Kosinski, & Stillwell, 2015). Phone networks 
can be hacked to compile detailed movement 
profiles by somebody from the other side of 
the world based on a person’s phone number 

– no GPS needed (Engel, 2014). When infor-
mation is provided hourly about an individual 
from mobile antennas, only four datapoints 
are typically necessary to identify a partic-
ular individual. This is true 95% of the time. 
Movements of human beings are highly 
idiosyncratic – and thus present unique traces 
(Montjoye, Hidalgo, Verleysen, & Blondel, 
2013). The use of pronouns, articles and 
conjunctions in communication can reveal 
your personality – not even looking at the 
actual content or meaning of it (Pennebaker, 
2011). This shows that meaning can be found 
in the most innocent appearing datasets. 
What may be sold or traded as anonymized 
data can be re-identified (Montjoye, Radaelli, 
Singh, & Pentland, 2015; Schneier, 2013). 
Jonathan Mayer says, “the idea of personally 
identifiable information not being identifiable 

is completely laughable in computer-sci-
ence circles” (The Economist, 2014).

Currently, the advertisement industry 
represents the main business application 
for individually profiled datasets. Here, 
the data representation of a consumer is 
constructed to target him with ads (Acxiom). 
On an ethical level, one might argue that this 
fosters systematic manipulation of people. 
However, the individual risk of dataveillance 
is rather low in the advertising domain. It 
may be an intrusion into a user’s privacy, but 
false conclusions will merely result in unfit-
ting ads. The consequences are more severe 
when the data profile is used to determine 
price offers, insurance premiums, or access to 
resources. Also, advances have been made to 
mine people’s sentiments (Gerlitz, 2015; van 

Dijck, 2014, p. 199; Yoldas, 2015). With such 
diverse and rich datasets, Evgeny Morozov 
argues that big Internet corporations like 
Facebook and Google will move more and 
more into the financial and insurance indus-
try (Morozov, 2014). They may simply provide 
a better data foundation to assess consum-
ers’ risks and potential regarding finance, 
health, lifestyle, reliability, and safety.

What constitutes the identity of the individ-
ual? What becomes of the idea of free will and 
choice when people are traceable, when their 
actions can be made sense and ultimately 
systems can know what they don’t know 
themselves? It collides with the view of the 
world of people as self-made individuals 
that can be the best versions of themselves 
if only they push themselves hard enough. 

The Profiling Power of Data

“The fewer people in possession of […] information, the larger the financial gain for the holders. This leads 
to a pressure towards exclusive networks where information is shared between a select few.”  
(Lightfoot & Wisniewski, 2014, p. 222)
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Privacy means different things to different 
people (Richards, 2014; Sklansky, 2014, pp. 
1076–1077; Solove, 2006; Tene & Polonetsky, 
2013b). Legal scholar Daniel Solove (2006, 
p. 56) observes that “[what] people want 
when they demand privacy with regard to 
their personal information is the ability to 
ensure that the information about them will 
be used only for the purposes they desire”. 
He continues to describe the individual 
management of privacy. “An individual 
may give out bits of information in differ-
ent contexts, each transfer appearing innocu-
ous. However, when aggregated, the informa-
tion becomes much more revealing” (Solove, 
2006, p. 100). This complexity reminds of 
the reasons why privacy is a qualified human 
right. It has always been considered a barrier 
to protect from interference in people’s lives 

– a protection of what one does, and what 
one thinks, a safe zone to develop one’s 
identity. Privacy has always been a constitu-
tional fundamental right of democracy, secur-
ing the idea of the freedom of thought and 
expression. It is hard to quantify and to render 
tangible what an infringement on privacy 
may lead to. The fear of terrorism though 
has become quite graspable. Interviews held 
as part of this thesis show that informa-
tional privacy appears to fall behind as a value 
deserving protection in the context of count-
er-terrorism and safety. Part of this develop-
ment is due to the argumentation of security 
agencies who claim to collect data as an act 
of preventing terrorism. The fact that regular 
citizen’s data gets caught up in that intercep-
tion of data flows is considered a necessary 
side effect. Research found that individuals 

are willing to give up privacy for the reasons 
of ease, fastness, and convenience. “We 
live in an age where we all feel like rulers 
to our information, kings and queens of 
bank accounts, yet we are not; herein lies 
the problem” (Rainie & Anderson, 2014).

With the collection of data as a routine 
practice in free online services, Facebook 
founder Mark Zuckerberg claims that privacy 
is no longer a social norm (Zuckerberg, 2010), 
while Google CEO Eric Schmidt suggests 
that „[if] you have something that you don’t 
want anyone to know, maybe you shouldn’t 
be doing it in the first place“ (Electronic 
Frontier Foundation, 2009). While it used to 
be partly in one’s own hands to give away data 
and control its circulation, the abundance of 
services and their transactions of user data 

renders makes unclear who has what data 
about and can use it to what extent. While 
formally agreeing to terms and conditions of 
these services, the underlying assumption of 
an informed decision is flawed due to cogni-
tive problems. Solove argues that people are 
not well informed about privacy and lack the 
expertise to assess the consequences. He 
further elaborates on the structural problems 
of scale and aggregation. “[Even] well-in-
formed and rational individuals cannot appro-
priately self-manage their privacy […]. There 
are too many entities collecting and using 
personal data to make it feasible for people 
to manage their privacy separately with 
each entity” (Solove, 2013, pp. 1881–1886).

privacy

 “Privacy is an ethic of knowing.”
(Jarvis, 2011, p. 100)



fOUNDATIONAl ReSeARCh • pRObleM ANAlySIS 14

Products and services have been personal-
ized for many years. The assumption: The 
more is known about the user, the better 
the provided service (Jenkins Jr., Holman 
W., 2010). The introduction of technology 
tends to come with a price. The advantages 
and disadvantages it introduces are never 
distributed evenly among the population. 
Individuals, groups of people and industries 
will be favored; others thereby harmed 
(Postman, 1998). Society is at a point where 
digital services bear significant relevance in 
the majority of people’s lives – it isn’t just for 
the leisure and private enjoyment anymore 
– public services and health care services 
become mainly accessible through the web. 
Convenient services like social networks 
allow people to share what was previously 
private. It must be essential to generations 

that grow up in that digital media landscape 
to develop a critical attitude and reflection 
towards media services and the inherent 
business interests to build media competency.

Just as the advent of the first affordable 
photo camera by Kodak in 1880 brought out 
the first serious debates around privacy as 
a legal right in the US (Jarvis, 2012), society 
today has to adjust its norms to the workings 
of the Internet as a system. Lightfoot and 
Wisniewski (2014, p. 231) recommend that 
“[societies] should carefully consider, 
given how heavily costs to all outweigh 
the private benefits to the powerful, how 
much information should be collected 
and who should have access to it.” 

relevance for Society

“Privacy must be understood as the rules we have as a society for managing the collection, 
use, and disclosure of personal information.”
(Richards, 2014, p.1)

freedoM
of THougHT

conTrol
personal info

conTrol
over body

freedoM of 
surveillance

soliTude
aT HoMe

proTecTion of 
repuTaTon

figure 2. aspects of privacy (according to solove, 2008, p.1)
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The Internet’s ability to retain all that it 
collects presents a massive data source. 
Making use of that data can be seen as an 
invasion into one’s privacy. Several inter-
viewees expressed that this doesn’t cause 
them worries: “The data will be useless and 
couldn’t do any harm because I haven’t 
done anything wrong. And why would the 
government care about me anyway?”

A similar attitude can be seen with victims 
in totalitarian systems with repressive intel-
ligence and enforcement systems, e.g. the 
Stasi in the former GDR. While in that case, it 
was well known that information was going 
to be collected about individual citizens, 
there was a passive acceptance coined by the 
fact that one thought to be system conform 
and hence not prone to punishment. At the 

same time people accepted to give up their 
liberty for more safety, to be safeguarded 
against the system’s opponents. The same 
era has shown that governments can have 
an actionable interest in the individual. 

With the collection of data in various aspects 
of people’s lives (Bishop, Shimonski, & 
Zenir, 2015, p. 58) and the intransparency 
of its analysis and usage, it seems impos-
sible to know what information can be read 
from the data and if it is an accurate repre-
sentation (Solove, 2013, p. 1890). Thinking 
ahead a couple of years the question arises 
how that data gains relevance then. Eric 
Schmidt foresees a future, where people 
may be entitled automatically to change 
their names to disown youthful impropri-
eties “I don’t believe society understands 

what happens when everything is available, 
knowable and recorded by everyone all the 
time” (Jenkins Jr., Holman W., 2010).

Few tools are available today that empower 
the individual user. Browser Plugins help 
visualize and manage the extent of which they 
are tracked online which allows for greater 
visibility of the fact that one is personally 
affected by dataveillance. However, there are 
structural problems to be solved. Even when 
people believe they have nothing to fear, they 
change behavior when they feel watched.  
This effect is commonly described as the 
chilling effect (Karig, 2014; Solove, 2006, p. 
47), making people self-aware and cautious 
as they are constantly aware that every inter-
action and conversation may be captured and 
evaluated against other people’s patterns. 

Conversations with contemporary witnesses 
of the Stasi revealed similarly conform-
ist, inhibitive and self-censoring behavior.

It is reasonable to believe that the majority of 
people has nothing really severe to hide, most 
likely everyone has their secrets, though. That 
isn’t even what this whole debate is about. 
With the structural problems on econom-
ical and regulatory level, it is about much 
more than the individual. It doesn’t matter if 
someone has nothing to hide. Fact is, some 
people do. Among those people are journal-
ists, politicians, judges and alike. The Internet 
is either safe for everyone or for no-one.

Nothing to Hide?
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The analogy to Stasi revealed a parallel that 
has not been discussed in the reviewed liter-
ature. The very nature of Stasi’s data collec-
tion method was the peer-networked spy 
system. Peers from within a citizen’s social 
graph would be recruited as informants. They 
were tasked to report about specific people 
with the question in mind: Is that person 
who he pretends to be? Looking at today’s 
online services, the role of the informant 
reoccurs. Facebook used to ask friends of a 
subject: “Is that person using his real name?” 
It also encourages to tag faces on pictures: 
a form of peer-based face recognition. This 
data combined with information accessible 
via Google feeds Facebook’s automated face 
matching and attempts to name the people 
in a user’s photo album (Shroff, 2014, p. 5). 
In fact, each of the large corporations have 

acquired face recognition services and imple-
mented them in their own software, Microsoft 
has deployed it on Kinect. Apart from these 
active contributions, there is a more passive 
aspect of feeding information into a system 
that isn’t purely one’s own: the pure act 
of messaging makes the people involved 
become informants about each other. With 
Gmail scanning users’ emails for keywords 
worth selling to advertisers (Google, 2015), 
the conversations have an immediate impact 
beyond the reading experience. That is also 
true for businesses using Gmail as a host for 
their own email server. With smart TV listen-
ing into users’ living room conversations 
(Beckedahl, 2015), what is being discussed at 
home leaves a trace in the cloud. In that case, 
it is the actual conversation, not metadata. 
People sync their phone books to the cloud 

because it is convenient to have them 
backed up and accessible on other devices. 

Being an informant in the GDR, one didn’t 
receive actual feedback on how valuable or 
trustworthy one was deemed to be. Though, in 
a way, informants had some form of control 
over what they would report and in what 
manner. Eventually, they would be dismissed 
from their service – as a routine turnover, 
or because of strategic changes. This setup 
appears even trickier today as algorithms 
estimate people’s social influence factor 
(Gerlitz, 2015). The information can be treated 
differently based on metrics that the individ-
ual is unaware of. The person might occupy 
a role of power unknowingly. This bears a 
responsibility for each partner in a commu-
nication because that data is interpreted.

Interpersonal role
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Technology provides access to aspects of 
people’s lives that were previously immea-
surable. Those huge amounts of varied infor-
mation can be analyzed quickly and cheap 
(Bishop et al., 2015). Revelations about 
programs from NSA and GCHQ, its British 
counterpart, leave no doubt about the fact 
that anything that is technically possi-
ble is being done. The technology is the 
constraint, not ethics, not laws, not common 
sense. It may surprise what tech can actually 
do. GCHQ’s Tempora program stores all 
the Internet traffic that goes through the 
UK for 3-5 days. It then processes it for 
metadata and keywords. NSA’s xKeyscore 
program provides immediate access to the 
data pipes in real-time (“NSA signal-sur-
veillance success stories”). Algorithms 
check for strong selectors, that could be 

names, IP, email address, or behavior based. 
That is how the NSA copies and reviews the 
communications of millions of people to 
check for keywords. They correlate them 
with that metadata, e.g. time of commu-
nication with whom from where for how 
long and how often. This mass surveillance 
might not reveal the content of the conver-
sations. “Phone metadata reveals what and 
who we’re interested in and what’s import-
ant to us, no matter how private. It provides 
a window into our personalities. It yields a 
detailed summary of what’s happening to us 
at any point in time” (Schneier, 2013, p. 20). 

The data collection occurs under FISA, a law 
passed in the 1970s to regulate overseas 
spying, and amended in 2008 to allow 
collection of Americans’ international 

communications under more expansive 
terms – so long as it involves what is broadly 
defined as “foreign intelligence informa-
tion” and targets foreigners outside the U.S. 
(Appelbaum, 2014). Though, the international 
collaboration of secret services is not subject 
to any parliamentarian control today (Mayer, 
2015). This results in the definite possibility 
for agencies to acquire data about everyone – 
non-citizen or citizen. “Collect it all” is the 
institutional and achievable goal of the NSA 
(Greenwald, 2015).

Technology can be enabler and disabler. 
Since the law usually changes slowly, polit-
ical leverage will show effects only late. 
The data collection is factually invisible as 
it happens via interception of transatlantic 
Internet cables. Counteracting it is difficult 

when the surveillance is hidden and its impact 
hard to grasp. Certainly, the law has to make 
advances to keep up with technological 
advances (Rieger, 2014a). From a technology 
perspective, there’s the opportunity to 
encryption that can secure data exchange on 
the Internet. Leaked files prove that there are 
encryption methods that the NSA couldn’t 
hack so far (Appelbaum & Poitras, 2014). A 
more widespread usage of encryption could 
render surveillance programs too expen-
sive to be feasible (Appelbaum, 2012). In that 
sense, engineers, technologists, and designers 
occupy a powerful role in shaping the future 
landscape of the web. 

Surveillance Systems

“Collect it all.” (NSA)
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Even though data originates with the users’ 
interactions, they don’t get informed about 
the actual usage of the data. “The data that 
is collected by surveillance is typically only 
accessible by government agencies and corpo-
rations and this imbalance determines the 
possession of power. […] Perhaps one of the 
best examples is that of medical records in 
the UK: patients have no automatic right to 
see them, yet they can (and have been) sold 
to corporations that can make use of them” 
(Lightfoot & Wisniewski, 2014, p. 223). This 
imbalance becomes a problem when the 
collected data suffers misinterpretation. Stasi 
history allows to get an understanding of how 
even subtle methods can lead to the “decom-
position” of individuals who happened to be 
suspected of nonconformity. Discrediting 
reputation, causing job failures, destructing 

or convicting role models, planning mistrust 
and mutual suspicion and creating rivalry are 
just few of the many methods prescribed in 
the guidelines for Stasi agents (Ministerium 
für Staatssicherheit, 1976). Such conse-
quences are far more meaningful coming from 
a government rather than a corporation, as 
the former has the right of executing power 
over its citizens – the powers of taxation, law, 
prison, and armies (Rieger, 2014b). 

The concepts of freedom and data privacy can 
only go as far as humans can enforce them 
(Karig, 2014). On corporate and governmen-
tal level, the agglomeration of data intends 
to make people’s actions traceable, under-
standable, and increasingly predictable. 
Corporations are working towards an artifi-
cial life assistant (Pasquale, 2015, p. 19). It 

is supposed to assist in organizing the day, 
always being one step ahead of what the user 
knows about himself. Law enforcement would 
like to know the crime a person will commit 
before he actually does it. The practice of 
intruding into the lives of each individual, 
while keeping the very actions that lead to the 
data collection concealed from the citizens, 
casts serious doubts on whether the political 
regime is a democracy at all.

Imbalance of Power

“Information is power: the more the government knows about people, the more it can do to them. Any society 
that hopes to remain democratic should worry about the government accumulating too much power and 
scrutinize how the government uses the powers it is allowed to amass.” (Sklansky, 2014, p. 1100)
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In between these structural problems are 
the individual people in their roles as users, 
consumers and citizens. The user studies 
conducted for this thesis show that the 
conception of the role as a citizen towards 
the state is blurry. The state is seen as a 
safeguarding institution, yet this relationship 
is based on trust. Even though the revelations 
from Snowden aren’t on people’s minds in 
detail, they have caused doubts on how far 
mass surveillance has led to actual crime 
prevention. However, these doubts do not 
overrule the aspirations of safety and security. 
These impressions are supported in the liter-
ature (Schneier, 2015; Tene & Polonetsky, 
2013b). In their roles as users and consumers, 
the tensions between individual need, joy, and 
convenience of using technical media versus 
the concerns of data generation, collection, 

and analysis were expressed. At the same 
time, several people choose to willfully 
ignore the extent of data collection purely 
because accepting the individual helpless-
ness regarding the matter would leave them 
benumbed. This is in line with researcher 
Bob Briscoe who argues that the “lack of 
concern about privacy stems from compla-
cency because most people’s life experi-
ences teach them that revealing their private 
information allows commercial (and public) 
organizations to make their lives easier (by 
targeting their needs), whereas the detrimen-
tal cases tend to be very serious but relatively 
rare” (Rainie & Anderson, 2014). The poten-
tial cost of an impinged privacy in exchange 
for the belief in safety is worth it for a signif-
icant amount of people. It can be concluded 
that the lack of privacy concern is partly due 

to the lack of knowledge of technical capabil-
ities, the doubt in one’s own relevance for 
corporations and governments as well as 
the active choice of being left in oblivion. 
To put it more bluntly, the privacy choices 
are hardly informed for several reasons.

This insight led to a change in the focus of the 
thesis. While originally set out to be devel-
oped around the topic of mass surveillance, 
the resistance towards this topic seemed too 
widespread to be tackled in a straight forward 
manner. The leap from acknowledging what 
is already happening on a daily basis to what 
a government could do to the individual is too 
big. Rather, this sensitivity has to be preceded 
by an introduction of the current state of 
dataveillance and underlying business inter-
ests. Those, the research showed, are easier 

to relate to and to acknowledge. In that sense, 
a design intervention could try to overcome 
the cognitive problems by fostering higher 
awareness and knowledge to empower the 
individual to better assess future risks to 
permit him to make informed decisions. From 
there it seems possible to address the struc-
tural problems of potential harm through data 
aggregation, misinterpretation and abuse.

Mindset and Knowledge
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Framework

This section presents the framework 

that was established based on the 

research. The goals derive from 

research insights. They suggest 

a climatic structure to reach 

user empowerment. To seize the 

opportunities, stories and possible 

technical approaches to solutions 

were researched and ideated.

Awareness seeks to fill the knowledge gap 
and defy ignorance. The target audience shall 
know about the power of their data and how it 
impinges on their privacy. This may be done 
by informing about the extent of data collec-
tion undertaken at the current time. This 
involves learning about general user and 
consumer behavior, and the role of technology 
and its capabilities in terms of data mining 
and processing. Finding out about business 
interests and agendas as well as government 
involvement and legislation completes the 
picture of the landscape. 

Solutions to protect privacy are not going 
to take effect as long as the incentive for 
the user is to disclose the data voluntarily. 
Reflection on the consequences of personal 
behavior and relevance shall be encouraged 
on a long term perspective to defy conve-
nience. Depending on the framing of a design 
intervention and the knowledge over the 
individual user at that point, this could be 
approached through questioning the person 
directly about his behavior or confrontation 
with what’s already known about him to the 
system. Either way, experiencing implica-
tions first hand would be desirable to make 
the solution relevant and meaningful.

The person should leave with more control 
over the situation than what he had before 
encountering the design. Admittedly, the 
complexity of the topic as presented in the 
problem analysis reveals that there are many 
angles that need changing and improvement 
– the individual is the least powerful. Yet, 
the change of mindset and behavior might 
be the most influential of all. It grows with 
the scale of many people applying changes 
and demanding what the industry currently 
doesn’t deliver. As this pressure can only 
take effect slowly and over time, there might 
be a need for an instant gratification as an 
outcome of the experience to make it worth 
the ‘cost in the moment’.

Awareness Engagement Empowerment

goalS
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dataveillance and surveillance, and how it 
is carried out. While good and bad implica-
tions should be discussed, the design inter-
vention doesn’t aim to be neutral. Rather, it is 
intended to provoke critical reflection among 
the audience on the aspects of personal 

attitude and behavior as well as on a careful 
and competent usage of the infrastructures 
involved in the daily activities. A success of 
the project would be if the audience reaches 
that point. Ultimately, a change of behavior 
and the will to share the personal gain and 

insights of the experience would be ideal.  
The scope builds gradually by importance,  
as the successor cannot be achieved without 
the preceding ambition. In a way, they 
describe and reflect the journey that was 
taken by the thesis author.

Scope

wHaT is 
Happening

How is iT
Happening

iMplicaTions
good/bad

forM
opinion

cHange 
beHavior

inforM and 
expose

develop ways of 
seeing

offer 
inTerpreTaTion

provoke quesTions

provide Tools and 
resources

awareness engagement empowerment

figure 3. scope of argumentation

Target Audience. Data collection is so 
omnipresent that it, by nature, affects 
everyone who is in touch or exposure of 
technology. Excluding anyone from the 
target audience would be careless, though, 
it may be argued that people with most 
exposure are active daily users of technol-
ogy themselves, possibly living an urban 
lifestyle where they are additionally tracked 
with public networked sensors and devices. 
Ideation will explore the benefits and 
needs of further narrowing the audience.

Phases. The established goals can be achieved 
through several phases. The insights from 
research exposed the need of gradually deliv-
ered information and reflection to trigger 
change of user behavior. There is a need 
for knowledge about the current state of 
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Knowledge. Great knowledge is won from 
data that users provide voluntarily and 
willingly. While several of the big Internet 
businesses started to allow their users 
insights into what data they store, these 
advances don’t necessarily serve the inter-
est of privacy. Paradoxically, there is a risk in 
providing users a feeling of control. Studies 
showed, that this actually encourages the 
sharing of data and end up imparing the 
privacy risks regardless of whether or not 
users actually gained control (Brandimarte, 
Acquisti, & Loewenstein, 2013). It can be 
concluded that user empowerment through 
control needs context, like educational 
guidance, or regulatory protection.

Freeing Data. It lies in the digital nature 
that data is generated. However, it is not 
self-evident why it has to be stored. Even 
more doubtful is the process of sharing and 
trading data. What if the future of personal-
ized services in the interest of privacy would 
be customized services that don’t need to 
know who it is individualising to? Who is to 
say that a device needs to know and transmit 
a user’s identity to get location-based 
recommendations? 

Ethics 101. Considering services and business 
models yet to come, there is a need to shift 
the imbalance of powers to the benefit 
of the individual. Ethical dimensions on 
how data is being used have to be intro-
duced. This involves all parties. The knowl-
edge gap lies in the intangible and invisible 

analysis of the data. Lawful regulation of the 
matter is necessary. Additionally, corpora-
tions, governments, and technologists need to 
understand that ignoring privacy protections 
in the innovations not only invite invasions of 
our personal space and comfort, but open the 
door to future abuses of power. Technology 
gets incorporated into the lives so quickly 
(Postman, 1998) that the effects might not 
show in the very moment. 

Protect People. Today’s technology trends 
go towards solutions that provide optimiza-
tion of life by using the captured data for the 
user’s benefit. It is critical to draw a line to 
prevent people from becoming dependent on, 
if not governed by, their own devices. This is 
almost as if the user were to say ‘Protect me 
from what I want’.

Privacy-by-Design. Privacy is often a 
matter of context but also a matter of trust. 
Users need to be able to trust compa-
nies with their data. Open source software 
is commonly considered safer as any 
backdoor that a developer could have 
built in, any overlooked security flaw, 
can be fixed by another developer. “We 
can’t afford to have pervasive surveil-
lance technology built into our electronic 
civic infrastructure by accident” (Blumberg 
& Eckersley, 2009). What if more systems 
were built with privacy as core essence of 
their design rather than an afterthought? 

Twist. The effect of interpersonal behavior 
is often neglected in the discussions on data 
mining. In fact, it is a valuable data source 
that feeds automated systems, such as text 

opportUnItIeS



fRAMewORk • OppORTUNITIeS 23

crawling, voice recognition, or face recog-
nition. Entrusting someone with his data 
has always been a two-sided responsibil-
ity: sharing and keeping the information. 
An uninformed friend may be negligent with 
one’s own data. What if design could put a 
twist to this risk of responsibility and lever-
age the dependence in beneficial way?

Protect the Internet. The Internet is being 
exploited as a place for ubiquitous mass 
surveillance. That overshadows this other-
wise so versatile and empowering technol-
ogy. So much good can and has been done: 
People share experiences, knowledge, and 
skills. There is a hand-made notion to it as a 
phenomenon because it is so easily accessible 
and invites contribution of everyone alike. 
The Internet disarms stigmas, homosexuality. 

It inspires political movements. People find a 
forum and act as a community. They crowd-
fund. They collaborate. This contrasts with 
the closeness of government activities. 
Instead of being secret by necessity, they 
should be open by default (Jarvis, 2012). The 
debates over the past two years narrow in on 
the need for oversight and accountability. 
Else, it can be frightening to think of “what 
might happen when a democratic government 
acts against its citizens as precaution rather 
than a prosecution” (Solove, 2006, p. 117).

Speculation. The consequences of dataveil-
lance are marginal to the eye. However, there 
are stories that give people the ‘creeps’. 
Speculative stories and perhaps humorous  
exaggeration can help make people feel 
personally affected.

knowledge

reduce voluntary or careless data sharing and encourage reflection 

freeing data

rethink how services can be meaningful without having to know the user identity

ethics 101

appeal to decision makers and support them to make informed ethical choices

protect people

refocus people on critical, conscious decisions on technology 

privacy-by-design

build technology with privacy in mind and center of the service or tool

Twist

remind people of the responsibility of data beyond their own best interest

protect the internet

ensure that people can trust the internet

speculation

inspire people’s reaction to possible future consequences

figure 4. opportunities at a glance
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The final design solution needs to provide 
transparency and protection while conve-
niently integrating in daily routines. With 
the strategy defined on how to lead others to 
the same understanding, ideation became a 
matter of narrowing the scope and framing 
the arguments that are to be offered.

To comprehend the extent to which digital 
technologies have penetrated daily life, earlier 
user observations and their experience of 
technologies were used as a foundation for 
ideation. All subjects used online technology 
on a daily basis, often up to 8 hours per day. 

The majority of people owns more than one 
Internet connected device that is used daily. 
The context of usage encompasses commu-
nication and social networking, informa-
tion gathering and sharing, online courses, 
scheduling appointments and events, mobil-
ity, entertainment services, self-tracking, 
gaming, sports, online banking, documen-
tation of life through pictures and video, 
shopping and food delivery and utility apps 
on smartphones. Further, some people know 
of the data traces they leave with encoun-
ters of digital information in the offline life 
via technologies, such as commuter tickets, 

access cards, credit card payments, loyalty 
cards, fitness trackers, and in-car navigation 
systems. People are differently conscious of 
this tracking and block it out in everyday life.

Such activities and services were mapped 
to ideas and values that drive them to learn 
how technology supports these values. 
This allowed insights into the areas of life 
in which technology makes a significant 
impact – and where the lack or renounce-
ment would be noticeable. Key values that 
people strive for include: Identity, Reputation, 
Friends, Family, Meaning, Love, Knowledge, 

Ownership, Dominance, Judgment, Blame, 
Safety, Independence, Freedom, Convenience, 
Time, Money, Health, and Gratification. The 
mapping can be found in Appendix D, p. 
59. It allowed understanding of the “weak 
spots” of people from which argumen-
tation and narratives could evolve. 

Based on the range of activities, ideation 
revolved around the datapoint that they 
create. Appendix E, p. 60 depicts the 
relationship between datapoints, how 
they condition each other, and how 
they allow inferences to be drawn.

Story IDeatIon
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The foundational research revealed that 
different aspects of the topic have been 
tackled before through journalistic curation 
and design. To learn from existing solutions, 
and to distinguish the result of this thesis, 
such solutions were reviewed. Refer to 
Appendix F, p. 64 and Appendix I, p. 67 
for descriptions of technical tools and  
educational campaigns.

The tools encompass browsers, browser 
settings, browser plug-ins, encryption 
tools, and operating systems. They gener-
ally help to make data collection transpar-
ent, to avoid it, to distort it, or to block it all 
together. A couple of the technological tools 
are surely advisable to the general public as 
they provide protection while causing low 
effort to setup. The problem remains that 

people first have to know about the availabil-
ity of those tools. Many other tools require 
people to change their routines – to switch 
to a new software that needs to be learned 
and maybe limits the flexibility. The transac-
tion cost of such a switch may be asking too 
much. While the browser plug-ins provide 
transparency and protection, the best insights 
are generated over time, as they amass the 
tracking across websites. What data sources 
may be available to the design solution 
that are meaningful in the very moment?

The reviewed educational campaigns are 
great examples of introducing people to 
the topic of data collection. Each chooses 
a different framing of the topic (leaked 
NSA files, infrastructure, profiler, person-
alized documentary, dystopia, and digital 

shadow) while tackling similar narra-
tives. Each of the examples that curates 
actual user data uses basic HTTP metadata 
and acquires the rest through user input. 

The extent to which a design solution could 
be implemented is limited within the thesis 
framework. If deployed as a website, metadata 
from the website request would allow 
location, language, time, and possibly refer-
rer data. Additionally, webcam access could 
be granted permitting to use face recognition 
over a possibly preset database of faces. This 
could allow identifying the user, and scraping 
public databases and search results for more 
information. Less surprising but still insight-
ful would be if the user were asked to grant 
access to his Facebook data through imple-
mentation of the Facebook API.

technIcal IDeatIon
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IDeatIon

ideation was conducted over 4 weeks 

with additional research around the 

possible target audience of each 

concept idea and an evaluation of 

technical feasibility. no participatory 

ideation workshops were held as 

the rich research revealed that this 

topic takes on topics that users are 

uninformed of and reach an extent 

that is cognitively and structurally 

difficult to grasp. Instead, the ideation 

was led by research insights and 

intuition, and influenced inseparably 

by user findings and inspiration 

through what is technically possible. 

by evaluating each concept along the 

set goals and argumentation, design 

principles were compiled that fed 

back into the evaluation of the design 

of the final concept.

StrategIeS anD SacrIFIcIal conceptS

This section frames further developed 
concepts by their underlying strategy. Some 
of these concepts are agnostic of the medium 
they are presented in as they are more of a 
raw narrative. In that sense, those concepts’ 
purpose lies in testing how well a potential 
target audience responds to them – poten-
tially sacrificing them to create reaction, 

and discussion among people. Additionally 
they were measured against the established 
goals, scope, and opportunities. Find a sample 
evaluation in Appendix G, p. 65.

The evolution of the sacrificial concepts into 
the final concept is depicted in Appendix H, 
p. 66.
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Understanding the Internet

Aspects of the Internet are often described 
with recurring metaphors, such as cloud, 
cookie, or data mining. Existing metaphors 
could be re-designed under more accurate, 
or critical perspectives. For rather abstract 
and intangible concepts like algorithms, or 
databases, new metaphors could be found. 
Ideally they all work together as a semantic 
system. The fact that metaphors can actually 
limit and shape people’s understanding could 
be used in favor of the design intention.

This concept targets a much narrower 
audience: technologists and designers  
create those tools that allow tracking to 
begin with. Much of technology creation is 
done with no reflection on privacy implica-
tions whatsoever – partly because of a lack 
of understanding and tech-literacy, partly 
because designers and technologist might be 
intermediary agents for another party that 
will use the data collection without their 
knowledge and outside of their control.

metaphors to life
knowledge

Privacy-by-Design Tool
ethics 101, privacy-by-design

Research showed that people have a poor understanding of the technical basis of the Internet. Basic terminology is used indiscriminately – How is the web different from the 
Internet? What is an algorithm really? This strategy assumes that people will take seriously only what they can imagine and understand. It shall counteract the fact of the 
invisibility of the Internet and tracking technology to make it graspable and believable.

explore cookie
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Constructing a Story from Datapoints

This concept evolves around the advertise-
ment industry. An interface allows a user 
to see his digital double grow simultane-
ously to ad networks gathering informa-
tion. As an empowerment, it envisions the 
ability to game the system by feeding inaccu-
rate data to the double, as well as branch-
ing off (‘cloning the double’) to see differ-
ent personalities evolve. It allows control of 
conclusions that collectors draw from data. 
People who enjoy targeted ads, can increase 
the accuracy of mined data. Branching off 
could be used to reflect different roles in life, 
e.g. as father, sports fan, and bank employee.

The Open Data Society provocation exagger-
ates the claim “I should have the right to 
see my own my data”. What if not only the 
individual could see his data but everyone 
else too – what if there were no secrets and 
no private information? It appeals to the 
trend of self-quantification while at the same 
time playing on people’s interest in gossip 
and joy of creating stories. In this narrative, 
technology seduces to do what according 
to current ethical standards shouldn’t be 
done and turns it into the new normal.

Data Double 
knowledge, protect the internet

open Data Society provocation 
Twist, speculation

To show the sources of data and the power of analyzing, and cross-referencing it, a story could be constructed that evolves around the users actual habits. It should also 
highlight the risks of flawed interpretation, by describing bias and inaccuracy in data collection. This solution is meant to provide transparency over what data is collected 
when how and by whom.
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Exposing Business Interests

This narrative describes rather daily situa-
tions and interactions in online and 
offline context. The data traces that are 
left behind are intercepted through data 
brokers of all backgrounds that cross-ref-
erence and enrich such datasets to catego-
rize the individual according to relevant 
profiles. Those profiles are then sold to 
interested parties, such as advertisers, 
private investigators, or employers. Such 
a story would describe the power of data 
and bring it into the business context with 
different degrees of negative impact.

The corrective intelligence centers in on 
data collection over mobile devices. It 
tells the story of the smartphone as the 
personal assistant. And as every Personal 
Assistant, it knows everything better than 
oneself does  – especially with rich under-
lying data sources. What if that blind trust 
is betrayed? What if companies could pay 
the mobile operating system provider 
or app developers to adjust recommen-
dations to the companies’ interests.

More details and an evaluation of the concept 
can be found in Appendix G, p. 65.

meet the Data broker 
knowledge

Corrective Intelligence 
speculation, protect people

While people use the Internet on its front-end regularly and maybe even proficiently, what’s happening in the back-end remains undisclosed. This concept 
seeks to expose the inner workings of data transit and data trading and the business model of revenue through advertisement. By reminding users of the 
business interests, one step forward can be done to also address the equally intransparent interception of communication through government agencies. 

client

broker

users
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The concept evaluations revealed strengths and 
weaknesses of each concept. This lead to estab-
lishing principles for engaging the user. They 
go in hand with the defined opportunities.

Use Emotion. Research informed that the 
design shouldn’t be neutral. Still, it leaves 
choice within the vast range of the emotional 
requirements of the topic; from dysto-
pian scenarios over critical depiction of 
the topic through humor, absurdity and 
exaggeration. The emotional effect could 
also change with the media it employs. An 
otherwise neutral voice-over of a video can 
become critical through cynical imagery.

Make the Audience Feel Personally Affected. 
The presented content needs to be meaning-
ful to the audience in order to get people there 

to begin with, keep them engaged and inter-
ested, and make the information sticky past 
the moment they came through the experi-
ence. The following conditions show the 
results of ideation around what renders 
information meaningful and relevant: 
frequency of a habit, familiarity of service 
provider, negative impact of the data analy-
sis, unexpected breach of trust, clear impli-
cations of an unauthorized sharing of data, 
personalization of narrative through use of 
actual user data, cultural and geographical 
proximity to the data collectors, references 
to familiar and maybe confided corporations, 
opinions and statements of people with public 
relevance and influence, conflicting interests 
of user versus service provider, or conflicting 
interest between citizen and state, ethics and 
practice, consonance with already existing 

assumptions, timely delivery of the infor-
mation in context, dramatic implications 
that others have experienced, and advance-
ments of technologies that are not fully incor-
porated yet and bear the creep factor. The 
review of similar design solutions proved that 
the effects of a personalized address of the 
audience rendered the topic more meaningful. 

Provide an Active Role. For the sake of trans-
parent user involvement, the design could 
hold a dialogue with the user, e.g. asking 
“What did you do last online?”, or “What 
sites do you visit?” To navigate the facets 
of dataveillance, the user might be given 
control over choosing from which perspec-
tive to see the story: as the user or service 
provider, a secret agent or suspect, employer 
or employee, current self, or future self.

Provide Take-Aways That Empower. At 
the very least, the audience should reflect 
on their current attitude and behav-
ior as well as what they learned and experi-
enced. Beyond these ‘thought triggers’ they 
should have easy access to tools that protect 
them, and links that provide further infor-
mation. As it seems most aspirational to 
trigger change of user behavior, an action 
that concludes the design experience could 
be helpful. Maybe, users could be empow-
ered to write their own story of when they 
experienced ‘data creep’. Alternatively 
they could pledge to their future selves to 
do or to refrain from doing something.

meanS oF USer engagement 
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Analysis of the ideation concepts revealed 
that stories are what stick with people. 
Ironically, people often remember the tale 
of an American family receiving pregnancy 
coupons from supermarket Target for an 
expectant mother who had yet to inform her 
family. However, despite the prevalence of 
this story, people don’t see themselves in this 
system. Many didn’t have the feeling that 
they had been immediately affected by data 
collection, and the persistent and obnoxious 
online ads were the only symptom that came 
to mind. Yet, they didn’t know how online ads 
actually work. This revealed an opportunity 
that hadn’t yet been tackled by other privacy 
advocates: Picking up a user at a spot that he 
has partial knowledge about to lead him to 
learn about an unknown, yet decisive side of 
the Internet: the advertisement industry.

The result is an interactive storytelling 
site that educates people about how data 
is collected about them personally. The 
experience follows a pre-defined structure 
of argumentation and rhetoric. The actual 
content is catered to the individual user as 
some data is known about him already. This 
makes the experience uniquely relevant to 
each user while ultimately conveying the 
same content. Seeking deeper user engage-
ment with the story goes beyond the dynamic 
content. Hotspots reveal details for deeper 
insights and invite to explore. Waypoints 
along the main story allow the audience 
to deviate into a side story. This caters for 
the possibly diverse interests and informa-
tion needs of the heterogeneous audience.

It is called “The Data World Around You”.

Research and ideation led to a final 

design that aims to educate and 

empower people. while only part 

of the concept was implemented, 

it is designed to scale. This section 

presents the framing, prototype, 

iterations and reasoning.

FInal concept
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The topic of dataveillance is broken into 
five chapters. Within each chapter, the 
content follows the same structure. 

Core. Events that actually occurred to the 
user (e.g. a certain cookie that is in his 
browser, or an advertisement that was 
displayed to him) are used as a hook to initi-
ate the storyline. Different aspects of the 
user’s behavior and activities of the past 
are put into that context. They are then 
explained through the processes and motifs 
that lead to such phenomenon. This demys-
tifies the technological aspects and gives 
reasons as to why data gets collected. 

Sidetrack. Within each core story, invested 
users can dive deeper into predefined 
aspects. For the overall understanding, it is 
not necessary to experience them. Rather, 
they reveal more details, before leading back 
into the core story. If the user were to quit 
the narrative at the end of the core part, 

he would leave with a better understand-
ing of the infrastructure that allows data 
mining, and involved parties and interests. 

Metaphor/Analogy. If the user continues, he 
finds the core summarized in a metaphoric 
parable. It is meant to coin the user’s view on 
data collection and summarizes the learnings. 

Plausible Futures. Leaving the metaphors, 
the user is confronted with several future 
scenario speculations that he can explore. 
All of these are designed around data use and 
abuse that is already happening. They raise 
critical questions that should trigger reflec-
tion about the delivered content and one’s 
personal attitude. 

Tools of Empowerment. If interested, the 
user is pointed to articles, books, and videos 
related to the described future. He learns 
about tools that help him navigate the world 
of data collection according to his desires.

Structure of Storylines

core

metaphor/
real world analogy

plausible futures

INVOLVED PARTIES
INTERESTS

TECH PROCESSES

TANGIBLE IMAGE AS 
TAKE-AWAY

TRIGGER IN FIREFOX 
PRIVACY REPORT

tools of empowerment

BELIEVABLE FUTURE 
SCENARIOS

LEARN MORE ABOUT THE 
TOPIC AND TOOLS

hook

GENERAL THE PROFILED USER
(BROWSING)

COOKIES CHART ON A
WEBSITE PROFILE PAGE

WHAT A COOKIE DOES

1ST PARTY COOKIE

3RD PARTY TRACKER

3RD PARTY PLUG-IN

COOKIE AS PAPARAZZI

sidetrack

INSURANCE TRACKER

SENTIMENT MINING

SUSPECT TRACKING

LEARN MORE ABOUT FIREFOX AND TOOLS

THE TARGETED USER
(SHOPPING)

TRACKER OVERVIEW ON A 
WEBSITE PROFILE PAGE

HOW ADS GET SERVED

ADS VIA COOKIES

DATA BROKER SIDESTORYADS VIA REALTIME BIDDING

REVERSE ENGINEER IDENTITY

PREDICTIVE ANALYTICS

PRICE DISCRIMINATION

LEARN MORE ABOUT FIREFOX AND TOOLS figure 5. storylines for the general flow,  
‘profiled User’ and ‘Targeted User‘
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Overarching, the webstory “The Data World 
Around You” is a part of a privacy service that 
Mozilla launches with its newest version of 
the Firefox browser. This service has three 
facets: a report of the users browsing behav-
ior, the educational section as designed in this 
thesis, and a brand statement with privacy 
manifesto and current developments towards 
a safer web within the company.

The empowering element of the service 
lies in better access to data control. In 
context of reported data, users see what data 
Firefox stores. This data may be deleted. 
Furthermore, Firefox knows several things 
that though they lie outside the brows-
er’s control, are relevant to the user. Also, 
such third party data collectors are presented 
to the user. Settings within Firefox can 

be activated that help protect from this 
kind of dataveillance. Each of the reported 
items, when appropriate, presents a spring-
board into the web story. For an encompass-
ing view of the newly introduced privacy 
features, refer to Appendix M, p. 73.

The narratives in the educational webstory 
are clustered into five chapters. Each chapter 
is built on one typical online activity: The 
‘Profiled User’ (browsing), the ‘Transparent 
User’ (communication), the ‘Targeted User’ 
(online shopping), the ‘Used User’ (social 
networks), and the ‘Controlled User’ (work 
context). The stories featured in the chapters 
experienced several changes over the course 
of the project as concepts got more refined. 
The selection derived from feedback that was 
gathered on the sacrificial concepts. 

Framing

figure 6. firefox startscreen after update
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Data Perspective. The educational storytell-
ing is even more effective when catered to the 
individual. As part of a browser, it makes use 
of already existing knowledge about the user. 
This has four benefits. 1) The user doesn’t 
have to give active input to make the stories. 
2) It renders transparent what data a browser 
collects, and 3) therefore reduces the ‘creep’ 
factor that people experience when surprised 
and scared in the face of their data. Lastly, 4) 
it uses the existing data in context of its origin 
– hence, shouldn’t be considered invasive.

User Perspective. The user studies showed 
that people usually attribute data collection 
to the service provider. In fact, people 
don’t think of their browser as playing 
part in this. Providing the data report 
as a Firefox service makes clear that the 

browser must know all these things about 
the user’s - just as few people are surprised 
that Google knows what they searching 
for on Google. Only that they don’t even 
perceive the browser as data collector.

Business Perspective. Aiming for the largest 
possible audience, Chrome or Internet 
Explorer would be wiser choices, covering 
53% and 20% respectively, of all web brows-
ers (April 2015 - StatCounter, 2015). However, 
with the business giants Google and Microsoft 
behind, they fail to present a compelling, 
believable host for an educational tool that 
is meant to be factually neutral. The reach 
of reach covers half a billion users (Mozilla, 
2015a). It is developed by the non-profit 
Mozilla Foundation and controlled through 
the Mozilla Corporation. As an open-source 

software community, Mozilla stands out as 
being naturally close to the users’ best inter-
ests. Privacy is a stated goal in the Mozilla 
manifesto (Mozilla, 2015b). As a result, more 
and more privacy ‘aware’ features have been 
implemented over the past Firefox updates. 
They include support of the do not track web 
standard and a forget button that deletes 
recent browsing history. Additionally, the 
search engine DuckDuckGo is pre-installed; it 
doesn’t track or personalize searches. Firefox 
features can be extended through third-
party plug-ins that block tracking. Mozilla 
itself provides the plug-in Lightbeam that 
blocks and visualizes. It is unclear, why it is 
not built-in as a standard component of the 
browser. The Firefox product site currently 
opens with the claim “Committed to you, 
your privacy and an open Web” which is well 

aligned with the vision and maxim of this 
thesis. Envisioning the webstory within the 
browser’s existing privacy landscape appears 
to be a likely evolution. It would make Firefox 
the first browser shipping with third-party-
tracking visualization and reports. This 
distinction allows Firefox to take on the role 
of a privacy advocate, protecting and educat-
ing users when they themselves might not 
even know that they need it yet. Thereby, this 
service fulfills several ambitions. It builds 
trust with users by forthrightly addressing the 
own data collection, rendering it transpar-
ent, curating the insights that are won about 
the user, and empowering him through more 
accessible and user-friendly control of data 
while even going beyond and supporting and 
explaining the inner workings of the web.

Reasons for the Framing
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A primary goal of this project was to make 
people experience data tracking. While diffi-
culties of technical implementation stood in 
the way of using actual data of the audience, 
the prototype demonstrates how a person 
called Emily Johnson, mother of two, explores 
the chapter about the ‘Targeted User’. 

User feedbacks showed that out of the five 
envisioned chapters, it has most novelty to 
the audience, while still providing a relat-
able hook into the story. It then continues 
to expose the advertisement and data broker 
system. While some people of the test 
audience were well aware of the role that 
advertisement plays online, the extent was 
still surprising. The majority of people didn’t 
dare to believe that the data broker system 
actually exists like this today.

4 weeks were used on implementation of 
the webstory – from story draft over asset 
creation to animation and programming. In 
that essence of time, it was crucial to find 
efficient ways to get as close to a desirable 
experience as possible. Research on existing 
scrolling narratives (cf. Appendix J, p. 69) 
helped define the feel of the interaction. 

Scroll Sites Research. Scroll sites were evalu-
ated to get a feel for what is technically possi-
ble, how the scrolling interaction is reflected 
in the direction and speed of animated 
objects, and how the user can navigate such 
usually long and linear sites. Particularly 
relevant was the relation of text and visuals. 
The reviewed realizations used either very 
little text with expressive imagery or long 
text but only secondary background imagery.

Tech Research. Investigation on how the 
sites are implemented showed how many 
different options are out there. All of 
them used animated graphics. The under-
lying technologies include CSS3 anima-
tions,which were triggered through javas-
cript. The following list shows libraries 
that lend themselves for such ventures: 
scrollTo, animate enhanced, iscroll, scroll-
Reveal, scrollorama, tipTip, and waypoints.

Tools + Technical Restrictions. None 
of these libraries accommodated for the 
envisioned richness of animation and inter-
action with reasonable effort. With time being 
rare, technical skills limited and ambitions 
high, the final implementation was done in 
After Effects and Adobe Edge. The scroll-
ing interaction basically scrubs through the 

video timeline of an animation. Based on 
the point in time, Edge symbols (javascript 
objects of images and text in html contain-
ers) behave according to predefined triggers 
such as mouse events (hover, click) or time. 
Such behavior includes visibility and opacity, 
movement, scale, position and color.

While programmatic animations with CSS 
and Javascript can be triggered and then 
played in a loop or mapped to user behav-
ior, this was not possible for what was 
animated in After Effects. If this project 
were to leave prototype stage, the major-
ity of animations would continue to play or 
move even when the user doesn’t scroll. The 
lack of this capability impairs the proto-
type experience by making it feel rigid.

Selection of chapter Implementation

experIence prototype
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figure 7. Mapping datapoint Hotspots in adobe edgefigure 8. scene rendering of the interactive infographic of the data broker business in adobe after effects
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The stories were re-scripted several times to 
be perfectly focused on the essence, intro-
ducing novel aspects to the audience while 
still maintaining factual accuracy. Refer to 
Appendix H, p. 66 for an overview of itera-
tions. To gather continuous feedback, design 
students were consulted to provide feedback 
on content, interaction and visual appeal.

Story of You. An early framing envisioned 
the stories as “Story of you”, each mapped 
on different roles people take on throughout 
their life, such as being user, friend, partner, 
consumer, and employee. Different types 
of tracking and algorithmic processing as 
they are happening today were mapped into 
these categories. This framing broke with the 
ambiguous segmentation of story elements 
that could partly fit in several categories at 

once and needed similar pre-knowledge to be 
understood; a problem that would have caused 
redundancies across the storylines. Without 
a clear entry point as it exists in the final 
design, the stories lacked a red line and felt to 
scattered to be able to establish a meaning-
ful understanding of the system’s complexity.

The Data World Around You. Framing 
the narratives around the activities the 
audience actually does (browsing, messag-
ing, shopping, socializing, and productivity 
tasks) allowed to map the service providers 
that fall into each category more distinctly. 

For this framing, the two stories for Profiling 
(browsing) and Targeting (shopping) were 

explored, researched and scripted in greater 
detail. Appendix L, p. 71 shows the evolu-
tion of the Targeting story. It started off 
purely text-based with a factual report of the 
processes between the involved parties and 
got simplified for general understanding. 
As the content that needed to be conveyed 
was broken down through storyboards into 
textual and visual information, those designs 
were tested with users. This revealed unclear 
wording, and structural problems of the 
order and rhetoric of content delivery. 

Confronting the users with such raw story-
boards allowed to familiarize them with 
the topic. That inspired questions. In the 
case of the ‘Targeted User’ these were:

• How do they know it’s me?
• How much do they know about me? 
• Where do they get their data from?
• Who do they think I am?
• Why does an ad follow me? Even when I 

have bought the product! 

The next iteration made sure to address 
the common questions and fix the struc-
tural problems. It also helped define, 
what parts of the story provide a core 
understanding, and which are good-to-
knows, or more advanced elements that 
could serve the role of a side story.

Story Iterations

reFInementS oF DeSIgn
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Two alternatives of the interactive webstory 
competed with each other: Either scrolling  
to pace the story according to the own  
preference, or watching a video with voice 
over audio in sections at the end of which  
the user could progress to the next one  
at his own pace.

Video versus Scroll. A raw Edge sketch 
was set up to test how people experience 
both versions. For this test, the beginning 
sequence of the story of the ‘Profiled User’ 
was used. Participants were told that they had 
visited a website that explains how informa-
tion is collected while they browse the web. 
The results were unambiguously pointing to 
the interaction through scrolling. Participants 
expressed that they enjoyed how they were in 
control of the progress. They found it joyful 

to scroll back and forward to take in the visual 
stimuli of the animations. One participant, 
who had experienced the video version first, 
was surprised to not find audio accompanying 
the scroll experience. 

Scroll-Test. In the subsequent testing with 
a higher fidelity version of the story of the 
data broker business, the scrolling interaction 
turned out to be tricky. Observations showed 
that people have significantly different habits 
of scrolling. The programming is optimized 
for a smooth, continuous pace. Several partic-
ipants scrolled very slowly and cautious, 
others abruptly. Initial expectations that 
people would subconsciously adopt a contin-
uous scroll could not be proven. The most 
abrupt scroller never did; the scrolling made 
her miss relevant frames with text.

Interaction Testing

figure 9. screenshot of version a - navigating video clips 

figure 10. screenshot of version b - scrolling Through the storyline
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As self-paced scrolling through a story makes 
it hard to align sounds or let alone voice-over 
recordings, the narration had to rely merely 
on text and imagery. Having to do without 
audio as a carrier of information, the text had 
to be concise and in the locus of attention.  
Missing to read it and to take it in would 
most likely ruin the learning experience. 

Tests. Two tests were conducted. The early 
Edge sketch proposed a fixed location for text 
on either the left vertical space or horizon-
tally. As this sketch was too early to be 
meaningful in the proportions that text and 
imagery occupied, a second test of a higher 
fidelity sketch was conducted with a larger 
audience. This time, the animated sidestory 
of the data broker business of the ‘Targeted 
User’ chapter was presented to 13 people. 

Most people enjoyed both versions, but 
preferred one over the other. Quantitatively 
insignificant though, 7 people preferred 
version A with a dedicated text placement, 6 
people preferred version B, where text was 
more integrated into the animation. Version 
B was picked to go forward with based on 
qualitative arguments given by the partici-
pants. With version A, several people found it 
tricky to be shifting their attention from text 
to imagery and back. It caused them to stop 

scrolling while reading the text since there is 
no indication as to how long a text would be 
displayed before it vanishes. This observa-
tion is difficult for two reasons: The anima-
tion is designed to take into account reading 
times; it is designed to be scrolled contin-
uously. If the user then stops, it causes the 
whole animation to stop, since the technical 
implementation demands that the user has 
to scroll for animations to continue playing. 
This makes the experience feel abrupt and 

off-timed. Optimization comes down to 
a matter of text timing and placement. 

Iteration. The re-design of version B removed 
text that were part of illustrations. Instead, it 
uses a more consistent placement of text (as 
in version A) but close enough to the illustra-
tion to be in context. Additionally, the timing 
was reworked so that text is displayed for the 
time it is relevant to describe the illustration 
rather than for the time it takes to read it.

Layout Testing

figure 11. user experiencing version a (boxed Text) figure 12. user experiencing version b (integrated Text)
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ABCDEFGHIJKLMNOPQRSTUVWXYZ
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(.,;:’”$#@!&*) 0123456789

The quick brown fox jumps 

over the lazy dog.

ABCDEFGHIJKLMNOPQRSTUVWXYZ
abcdefghijklmnopqrstuvwxyz

(.,;:’”$#@!&*) 0123456789

The quick brown fox jumps over 
the lazy dog.

Aa

Aa

presTige eliTe

used for headlines and technical copy

fruTiger

used for body text

The visual style of the webstory is held 
friendly and informal. The characteristic 
Prestige typeface is mixed with the neutral 
Frutiger, set in a wider tracking (30 to 60) to 
fit the monospaced Prestige.

The six main colors in different shades 
provide the necessary range for the variety  
of assets that was created as a foundation for 
the five storylines. They appear in the props, 
as well as in uni-colored background plates.

All assets have been uniquely created for the 
webstory (cf. Appendix O, p. 76). Assets are 
shaded and have no contour. Gradients  
are only used as effects of fading shadows 
caused by light.

Style
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characters

figure 13. character design
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FInal DeSIgn

The Targeted User - Main Storyline

The final prototype evolves around the story 
of the ‘Targeted User’. It tells the story of a 
dogged advertisement that has been following 
the protagonist around on several websites. 
Two stories are told that explain how that 
was technically possible. The first refers to 
cookies (background knowledge about cookies 
is built in the ‘Profiled User’ chapter). It goes 
more in depth on the second process: the 
programmatic bidding. It involves the user in 
the bidding process, and reveals how the ad 
gets into the browser. The future of targeted 
advertisement is depicted. As a metaphor, 
the story draws from the visual of the data 
box. Multiple data boxes are assembled to a 
mosaic that represents the protagonist’s data 
double. Several plausible futures are described 
before the user learns about empowering 
tools that help her protect her personal data.

conclusion Metaphor future

Hook core story

core story

figure 14. storyboard of the ‘Targeted user’ story
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Interactions for User Engagement

The interactions are designed to give the user  
control of the webstory. He advances in the 
timeline through scrolling. At different points 
on this journey, ‘moments of exploration’ 
open up. They keep the user engaged and 
accommodate for varying level of interest in 
different aspects of the presented storylines. 
They are indicated through hotspots or new 
objects on the stage. Whenever they pop up, 
the user receives further information through 
hovering over the hotspot with his mouse, or 
clicking buttons. Each moment is preceeded 
by an animation that explains the expected 
interaction.

figure 15. plausible futures - explore future scenarios

figure 16. side story - who purchases what data from data brokers

figure 17. Main story - How Much do you want to bid? figure 18. side story - services That data brokers offer
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Test Planning. The prototype was tested with 
focus on user experience questions, such as:

• How do people perceive the 
scrolling movement?

• How often and why do people 
engage with the hotspots?

• Are the interactions on the 
hotspots self-explanatory?

• How do users perceive time through-
out the story? How does this relate 
to their attention span?

• How does the absence of music, sound, 
or voice-over affect the experience?

 
Testing. Eight participants were recruited in a 
common space on the main campus of Umeå 
University and the library to reflect a hetero-
geneous audience. Each participant spent 
around 5 minutes engaging with the webstory.

Experience Feedback. A majority perceived 
the experience as playful, judging it more 
engaging than watching a video: “It’s really 
quite wonderful. It’s like you’re playing a 
game or something“ (participant no.8).

Content Feedback. The content was unfamil-
iar to seven participants. They valued the 
educational aspect of the experience and 
stressed the importance of the matter: 
“People are more and more privacy aware, 
so it’s important that they know that the 
system works like this“ (participant no.5).

Visual Feedback. All participants appreciated 
the rich imagery that fostered curiosity and 
memorability of the facts: “I don’t care about 
technology and stuff. But the images made 
me curious to explore“ (participant no.4).

Prototype Testing outlook

figure 19. users during the prototype Test

Future Testing. The presented content is 
meant as take-away for the personal behav-
ior online. Hence, the actual learning impact 
can only be measured with timely distance to 
the experience. How do people relate the next 
time they an advertising tracks them online? 
How do the metaphors used in the webstory 
help shape a different mental model when 
browsing? How does it affect the personal 
sense-making? Would people come back to 
the story platform to look up information as 
soon as they experience online tracking?

Measuring Success. If this webstory 
was to launch to the public, a ‘Play-to-
End’ rate of 60% can be considered a 
great success. Further indicators could be 
update and download rate of the browser, 
as well as clicks on the provided links.
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Degree Exhibition at UID

As part of the degree talks at the Umeå 
Institute of Design, an oral presentation was 
given to visitors from industry and academia. 
A 10-day exhibition accompanied the event 
and showcased the concept by means of 
prototype and video.

Experience the prototype 
http://www.henriette-stykow.de/ 
thesis/prototype.html 
please allow some time to load

Watch the video 
https://vimeo.com/129607128

figure 21. visitors scrolling Through the webstory

figure 22. visitor exploring details via interaction Hotspotsfigure 20. exhibition poster

http://www.henriette-stykow.de/thesis/prototype.html
http://www.henriette-stykow.de/thesis/prototype.html
https://vimeo.com/129607128
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The data platform within the browser in 
combination with the webstories aim to make 
data collection, data usage, and the risks of 
data aggregation visible. Business practices 
and interests are rendered transparent on the 
basis of the user’s actual online behavior and 
exposure. This intervention in the current 
ecosystem online may help create awareness 
and tech literacy among the general public.

Yet, the power of knowlegde may not be 
enough to change the imbalance of powers 
between the citizen and the state, the user 
and the service provider. In the proposed 
concept, Firefox takes on the role of an inter-
mediary between the latter two parties. 
In that case, it is a credible role as Firefox 
doesn’t care whether a user uses that 
site more than another - it is really an 

objective reporting tool based on Big Data 
and a clever curation of publicly accessi-
ble information, such as each service provid-
ers’ terms and services, or stock reports. 

Data is collected in all aspects of life - the 
Firefox data report just sees an aspect of this. 
In the interest of protection of the individual,  
a future solution would have to tackle data 
collection in a more holistic way. An organi-
zation representing the public interest 
could possibly serve as user and consumer 
advocate - similar to the American FTC 
but voicing the people’s interests. It lends 
itself to envision a service design project 
for such an organization. With workshops, 
advisory, and public campaigns, the organi-
zation could grow beyond a pure informa-
tion and contact spot to a place where people 

get together to learn, understand, and make a 
change. At the same time, it should be closely 
connected to the industry. What if services 
could be certified for their data collection 
and usage? Similarly to the privacy score 
that the Firefox update introduces, this could 
become an at-a-glance rating with inter-
national standard. This also means offering 
workshops to product managers and execu-
tives to allow them informed decisions in 
this ever more complex landscape. With a 
system like this in place, the organization 
could become a trustworthy and easy touch-
point for individuals to see all data that an 
institution, organisation, or company has 
on them - much like swiping an ID card to 
get immediate data access and control.

Future work
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reFlectIonS

I experienced this thesis project as a 
challenge. With a topic that is close to my 
heart, I felt the intrinsic motivation to make 
the best of it. At times, the complexity of 
the matter felt overwhelming. As I wanted 
to keep my facts straight, research had to be 
thorough. While reading about many facts 
for the first time myself, I had to overcome a 
certain ‘creep’. The fact, that I am so close to 
the Internet as we have it today, makes it hard 
to step back and imagine anything else. As a 
user, I had always missed out on the fact that 
there is this massive advertisement indus-
try in the back and it was a tough realization 
to make. As a designer, I feel in the strug-
gle of not just wanting to change the world 
but almost feeling like I actually could if I just 
did it right. That self-imposed responsibility 
weighed heavy on my shoulders and made it 
hard to make decisions. 

In that regard, it was hard being the only 
person on the project. While I spent most 
time of the project collecting arguments, 
it took long to make up my mind. I used 
friends and family as sparring partners to see 
how they react to which narrative, to which 

argument. But ultimately I would have needed 
someone who was as deep in the topic as me. 
I struggled finding the confidence to make 
decisions on my own. Involving people in the 
process to get feedback was helpful, confus-
ing at times, but still couldn’t compen-
sate. I can see now how I would have needed 
small accomplishments along the journey. 
Only presentations and later the assets and 
outcomes of the actual design solution gave a 
rewarding sense of achievement. It was great 
to see how I could get people interested in 
the topic that didn’t care much initially. My 
midterm presentation in front of 25 design-
ers, who will and do shape the future of our 
lives, may have made the biggest impact this 
project will have. 

Throughout my career, I prepared myself to 
be able to work independently. That is how I 
built up my skillset – from academic research, 
user research, visual design skills, interac-
tion design and programming capabilities to 
usability tests. I now came to realize that just 
because I technically could doesn’t mean I 
should work alone. 

I believe that I was able to push the outcome 
to be a nice result, well founded in research 
and user findings, implemented at the edge 
of what was possible. Does it change the 
world? No, it doesn’t. But it is a contribution. 
Personally, I believe, wallowing in the ethics 
of how technology changes lives, shapes 
behavior, and coins habits made me a better, 
more conscientious designer. It almost makes 
me want to change design education to foster 
that aspect. Ethics drown in the swamp of 
business dominated strategies. We should 
not be blind-sided. Especially when starting 
young in a profession, so powerful as design, 
one can easily get carried away in the fascina-
tion for what technology and design can do. 
But just because it can, does it mean it should? 
If in doubt, I recommend Mike Monteiro’s 
talk “How designers destroyed the world” 
(Monteiro, 2014). It reassured me that taking 
on topics as ambivalent as dataveillance and 
surveillance are worth the personal unease 
they might put us in. Because designers need 
to care when no one else does.
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a | tImelIne

January february March april May June

01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23

kick-off research presentation Midterm presentation gateway presentation report examination

researcH

fraMework + ideaTion

concepT + iMpleMenTaTion

reporT presenTaTion + exHibiTion

figure 23. Timeline of Thesis work by phases
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b | DISambIgUatIon oF termS

Internet vs. Web. Internet describes 
the networked system of connected 
devices. The web is the connected infor-
mation system which is accessed via 
Internet technology, typically through 
a web browser such as Firefox, Chrome, 
Internet Explorer, Safari, or Opera.

NSA. The National Security Agency is an intel-
ligence organization of the U.S. government.

GCHQ. The Government Communications 
Headquarters is the British govern-
ment’s intelligence agency.

Stasi. The Ministry for State Security, 
colloquially referred to as Stasi, was 
the official state security service of 
East Germany from 1950 to 1990.

Data collection, data mining, dataveillance. 
Data collection describes the step of gathering 
data, data mining is the analytical process-
ing of such data for informaton discovery. 
Dataveillance describes the collection and 
analysis of data for the use of surveillance.

Big Data. Big Data refers to large datasets 
that become insightful through data process-
ing. Typically, the insights describe large 
groups of people, rather than individu-
als. Such insights are commonly used for 
predictive analytics, or sense making.

Cookie. Web cookies are pieces of informa-
tion that are exchanged between browser 
and server when a website gets loaded. 
Cookies are placed in the user’s browser by 
a website publisher. They typically contain 

information about the last website visit and 
a unique user ID. They also form the most 
common version of third-party tracking.

Third-Party Tracking. Tracking of a 
user by a service that is not the website 
that a user is visiting. Typically happens 
via cookies, tracking pixels, embed-
ded scripts or widgets, or Local shared 
objects, commonly called Flash cookies.

HTTP metadata. Metadata that is trans-
mitted as part of a HTTP GET request 
to a server. It typically includes IP 
address of the user, his system config-
uration, accessing browser and version, 
language, host server, and referrer URL.

ISP. Internet service provider.

Programmatic Advertising. The deliv-
ery of advertising inventory in real-time 
via technologies that automate buying, 
selection, and placement of the ad 
creative (cf. Appendix K, p. 70). 

IP address. A numerical label assigned to 
a device that is connected via the Internet 
Protocol. The location of a device can 
be determined based on the IP address 
down to the accuracy of city and ZIP code. 
Organizations usually own a range of IP 
addresses which can reflect the relation 
of a device/user to the organization.
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c | analySIS: bUSIneSSeS aS platForm

operaTing 
sysTeM

browser/web Mobile social producTiviTy locaTion
enTerTain-
MenT

adverTising 
analyTics

cloud services finance

chrome os android
android Tv
android wear
android auto

chrome
search

play store
nexus
Motorola
google glass

gmail
Hangout
g calendar
google plus
google groups
Zagat
blogger

Translate
news
books
sites

google Maps
streetview
google earth
google now
waze
driverless car

picasa
youtube
google Tv
shopping

adMob
adsense
adwords
double click
analytics
Trends

google apps
google drive
g enterprise

g finance
g wallet

windows 
win phone

ie
bing
silverlight

cortana
nokia
surface
win store
Microsoft band

Hotmail
Msn
skype

MS Office
one note
sharepoint

bing Maps

xbox
kinect
pixel sense
Holo lense

aquantive
Office 365
exchange

Macos
ios

safari
quicktime

siri
iphone
ipad, ipod
applewatch

Mail
Messages
facetime

pages
keynote
notes
numbers
logic
final cut

find my iphone
Maps

iTunes
iphoto
iMovie
apple Tv
air play
beats

iad platform icloud apple pay

figure 24. services from google, Microsoft, and apple by sector. Table by author.
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Messaging geT enTerTained socialise publisH/sHare searcH producTiviTy sHopping

convenience quick, cheap, accessible, findable

iMMediacy, TiMe 1 to 1, 1 to many on demand notifications subscription anytime, anywhere alarm, navigation home delivery

Meaning

message history

viral audience effect broadcasting, feedback trend forecasting

idenTiTy, 
repuTaTion

music playlist profile comments followed brands

independence, 
freedoM

anytime, asynchronous, global

safeTy 1 to 1, encrypted child protection look up strangers anonymity safe search virus scan, navigation certificates, fraud-
protection

JusTice/blaMe
movies, music

petition revenge porn news traceability

love emoticons connectedness pictures, video online dating remote presents gift giving

JudgMenT collaborative docs rating opinion leader comments rating

HealTH/deaTH gamification advice, sympathy patients like me advice
reminders, fitness 

trackers, genetic tests

Money mobile peer payment price comparison online banking deals, newsletter

knowledge serious games crowdsourced blogs, forums
diy, online courses, 

tutorials

friends/faMily skype gaming communities diary blogs travel planning

doMinance self-representation, likes, friends count, lifestyle
deals, offers

fun chat, friends video stream, games games embed videos events

ownersHip
creative commons, post, tweet,  

blog, portfolio, talks
purchases,  

share with network

graTificaTion immediate responses likes, shares, comments efficiency loyalty rewards

This table maps values (on y-axis) 
to categories of activities (on 
x-axis) that users do supported 
by technology. It was used to 
craft stories for iterations of the 
‘Corrective Intelligence‘ concept. 

Further, it laid the foundation for 
scripting plausible futures for the 
final design. These future specu-
lations are meant to strike the 
audience where it ‘hurts’. For 
example, the idea of price discrim-
ination targets people’s values of 
justice, judgment, and money in 
the category shopping.

D | mappIng: IDeaS 
anD valUeS that 
DrIve people

figure 25. Mapping of values by activity category
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Before the decision was made to 
drive the final concept towards 
a user-friendly narrative, charts 
of the factual, rather technical 
constellations of datapoints were 
mapped. This helped to under-
stand the richness of infor-
mation behind datapoints.

Further, it laid a basis to script 
narratives of user actions, as well 
as business interest. As such, it 
informed the further develop-
ment of the sacrificial concepts 
into the higher fidelity concepts 
‘Corrective Intelligence‘, ‘Data 
Stories‘, and the final concept 
‘The Data World Around You‘.

e | analySIS: DatapoIntS by actIvIty
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figure 26. data and information around location figure 27. data and information around Messages
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Example Read. A desktop browser can store a cookie, 
which knows what websites it has been called from 
across the web. This data can be used to infer inter-
ests based on the browsing history which might 
affect what advertisement is shown to a user.

figure 28. data and information around cookies figure 29. data and information around face recognition



AppeNDICeS • fINAl DeSIgN 62

public records

agegender

activity 
pattern/ 
lifestyle

time of 
registration

order history

email payment 
addressphone number delivery 

address

access recordsdevice ID

interaction 
data

credit card 
information

personal data

email contact info

settings

name

email address

3rd party profileregistration

advertisement

cross-referencing for ID

clothing

peopletime

products

location

relationship name

faces

agegender lifestyle

objects

activity settings

camera info

income

make + model

mobile phone

within appcamera

social graph

advertisement

activity that generates 
data asset

primary data

secondary data

inferable information

potential use

data asset

Example Read. Photos that are shared online 
and were taken from a mobile phone can include 
the GPS location of the picture taken. If faces 
can be recognized on the picture, a relation-
ship based on the location can be assumed.

figure 30. data and information around uploaded photos and videos figure 31. Data and Information Around User profile Information
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Example Read. Credit card purchases include data about the merchant and item. 
Based on the time of purchase compared to purchases in the past, a spend-
ing pattern might be detected. Based on this pattern, predictions as to when 
a replacement of the item will be bought can be made. Depending on item, it 
may also allow clues about the life situation and possible family members. 

figure 32. data and information around purchase information figure 33. data and information around likes
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Individuals are currently given a narrow 
set of opportunities to take action about 
the data collected around them. 

Make Data Collection Transparent. Much 
dataveillance is happening via the web. 
Browser plug-ins like Ghostery, Disconnect, 
Lightbeam and Floodwatch show what parties 
are connected to the sites the user visits. 
Floodwatch also collects the advertisements 
that were displayed throughout the brows-
ing sessions. Ghostery also provides detailed 
information about each third-party tracker.

Avoid Data Collection. Cynics enjoy propos-
ing people to live their lives offline if they 
don’t want their data to be collected. This 
is hardly a serious way out considering the 
importance of technology beyond private 
life in the work domain. Paying by cash 
rather than credit card or online transac-
tion and not using loyalty cards is a possible 
solution for that kind of purchase tracking. 

Using open-source software is a recom-
mendable choice to reduce the risk of data 
breaches. Encryption partly helps to circum-
vent data collection as it makes the content 
of an interaction, that could be an email, 
message, purchase transaction or alike, 
unusable for anyone intercepting the commu-
nication while it is in transit. OTR is a layer 
that builds on that idea and works for several 
instant messaging clients. It provides end-to-
end encryption which makes communication 
content also invisible to the service provider, 
say Google or Facebook. Tails is a complete 
encrypted operating system – a solution that 
goes probably beyond the needs of a ‘regular’ 
citizen as it restraints the availability of 
software usable to the user. It could be inter-
esting to have it running from a USB-stick to 
perform a selected range of tasks though.

Block. All of the before mentioned browser 
plug-ins allow the user to block the tracking. 
Granted, installing the browser plug-in itself 

is an act of inviting a new party to follow one’s 
browsing behavior. Ghostery for example 
uses the data and feeds it back to advertis-
ing networks for them to learn what features 
a user blocks. Note that ad blockers do not 
generally block the tracking through third 
parties, only the display of the advertisement 
content. Several advertising networks allow 
users to opt-out of the delivery of targeted ads 
though. If that means that they do not track 
the user to begin with or only spare him the 
targeted ads differs from provider to provider.

Distort. The idea of distorting the collected 
data is to make it less usable or unusable. 
Compartmentalizing the usage of online 
services across browsers or even just provid-
ers can help counteract the risks of data 
aggregation at one company. The benefits 
may be limited though as data still gets traded 
between different data brokers. Rendering 
the collected data unusable is possible by 
accessing websites through a proxy that 

disguises the own IP address by rerouting 
the server request through an intermediary. 
Alternatively a VPN can be used to disguise 
the data while in transit. Plug-ins or settings 
in the browser itself provide those function-
alities. The same de-facto-anonymization can 
be achieved through using the Tor, a browser 
that encrypts the website requests and 
reroutes them via several relays that make 
it impossible for any of the involved nodes 
to know who is requesting what from where. 
Any interaction data collected would defeat 
its purpose of describing the user nor could 
he be re-identified on other websites. Other 
witty tools game the tracking system by intro-
ducing random noise into the collected data. 
Ad Nauseam is a browser plug-in that clicks 
every ad (that it blocks at the same time) 
programmatically. Whatever interest profile 
would be generated by ad networks cannot 
reflect the user’s actual interest and behavior.

F | revIew oF technologIcal SolUtIonS
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g | Sample evalUatIon: correctIve IntellIgence

provocaTion

inTenT

eMpowerawareness engage/experience

approacH

a personal assistant gone wild - the quälgeist

corrective intelligence

Your datapoints give great insight into your life. Your dependence on tech allows tampering with your 
decisions. What if governments or companies could influence how your mobile phone assists you?

• out-of-context-use of voluntarily given data
• intransparent usage of data
• statistics over human judgment

• show and use the power of data
• restrict autonomy of individual user
• annoy user, provoke a reaction
• opportunities: speculation, protect people

• data sources
• business interests
• predictive analytics

• self-censorship, compliance
• dependence on tech
• loss of autonomy
• reflect on self-illusion
• complex personal needs

• knowledge
• mindset
• switch off phone
• deny access to data

The concept ‘Corrective Intelligence’ plays on 
people’s dependency on their smartphones as 
assistants in daily life. It raises the question: 
“What if your smartphone’s features could 
be influenced by businesses, government 
entities, or people with particular interest 
in you (e.g. employers)?“ It confronts the 
audience with scenarios where the reason  
for certain dialogs or app behaviors  
become obscure.

Possible scenarios include:
• re-routing in navigation app when an 

advertiser has paid for user to pass a store
• phone takes user-selfies automatically 

for improving face-recognition data
• it applies product placement in regular text 

messages as presumable content of a friend
• mobile payment surcharge for unhealthy 

food (demanded by employer)
• sentiment mining from text-messages to 

deduce mood/depression level of user

User reactions to the provocation showed that 
people lack the imagination of putting on the 
mind of an advertiser. The stories didn’t seem 
convincing. They made people smile though.

The strengths of the concept lie in power-
ful narratives that can evolve from the values 
and needs that the vast range of smart-
phone apps serve users today. The likelihood 
to meet people’s behaviors with one of these 
narratives is high. The concept is cynical and 
humorous, hence entertaining, and might 
bring people unease and critical distrust.

The weakness consists in narrowing the 
scope of dataveillance to smartphone usage. 
This would exclude a broad target audience 
that doesn’t use smartphones. Those who 
do are rather aware of the possibility of data 
collection on phones. The gain of aware-
ness through this design is questionable.
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h | evolUtIon oF concept IDeaS
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Several press and media houses have started 
to advocate privacy, among which are The 
Guardian as the first newspaper to report 
the Snowden revelations and Der Spiegel as a 
close collaborator. French-German TV broad-
caster ARTE with a long tradition of indepen-
dent documentation and media critics too 
has recently been more active in the topic. 

The Guardian’s most notable piece is the 
journalistically curated site ‘NSA files 
decoded’ that features several politi-
cians, business leaders, technologists and 
whistleblowers in video snippets (MacAskill, 
Dance, Cage, Chen, & Popovich, 2013). The 
text heavy content is broken into chapters 
with interactive infographics. Der Spiegel 
illustrates the infrastructure of the Internet 
with possible points of interception for the 

NSA with an interactive infographic that (Der 
Spiegel, 2013). Arte commissioned the serious 
game ‘Profiler’. This pacman inspired game 
enhanced through audio tracks shows how 
you as the protagonist working as a profiler 
become suspect yourself. While the game 
interactions of collecting symbols repre-
senting clues to gain insights while avoid-
ing network bugs shed no light into data 
collection, it keeps the gamer invested 
while feeding auditive information about 
the matter. Arte in collaboration with other 
broadcasters and journalists from Canada, 
France, Switzerland, and Germany is currently 
running ‘Do Not Track’, a personalized 
documentary series with episodes launch-
ing biweekly, centered around a different 
journalistic investigator and topic. As the user 
enters more data, clips of the documentary 

I | revIew oF eDUcatIonal campaIgnS

profiler

The nsa’s spy catalog

nsa files decoded
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get personalized and show statistics about 
the user’s exposure to tracking and profil-
ing which makes the presented facts relevant 
and meaningfully ‘creepy’ at the same time. 
The relationship with the user from episode 
to another is maintained through newslet-
ters and blog posts. The project has tremen-
dous reach, covering German, French, and 
English audiences via the web-based medium.

Apart from these public media broad-
casters, two more independent produc-
tions were memorable. Netwars is an inter-
active documentary about the dangers 
of data abuse, surveillance, and cyberat-
tacks (Filmtank GmbH, 2014). It pushes the 
factual report to a cynical dystopian extent 
and demonstrates the power of data similar 
to ARTE’s approach and beyond by luring 

the user into negligence and download-
ing random files that are offered as part of 
the narrative. It is designed as a transme-
dia experience, comprising a TV documen-
tary, web documentary, graphic novel app, 
audio-/ebook, and a TV series with each of 
the channels being stand-alone as well. As 
winner of several awards for its storytelling, 
Netwars still keeps expanding its publicity.

A less alienating experience provides ‘Me 
and my shadow’ (Tactical Technology 
Collective). An animation plays on the 
shadow metaphor and coins it as a cute 
yet serious image of data collection. 
Additionally, the website provides an inter-
active graphic of datapoints that can be 
collected on a device, in the network, and on 
the Internet, and provides actionable advice.

do not Track

netwars

Me and My shadow
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To gain an understanding of the technical 
possibilities of web animation, scroll sites 
were reviewed. Further, transistions between 
scenes and the flow of text were analyzed.

Kaipoche uses a zooming transition as new 
scenes overlay the previous ones. Make your 
Money Matter mixes horizontal and verti-
cal scrolling while keeping the text centered. 
It uses interesting wiping transistions. Urban 
Walks provides smart interactions within 
each scene. Langstrasse overlays informa-
tion along certain waypoints that are mapped 
on the photographs. The Bright Future of 
Car Sharing uses nice intital transistions 
as elemnts scroll into view. SPF 60 left an 
impression as a beautifully illustrated narra-
tive with clever vertical transitions.

j | revIew oF Scroll SIteS
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k | proceSS oF programmatIc aDvertISIng

Scenario. Publishers usually sells ad space to 
advertisers who want to reach audience. Users 
visit websites of publishers (e.g. music, news, 
info, sports). When they do, the publisher’s 
server receives a page request. The transmit-
ted HTTP-get information includes code that 
points the user’s browser to the URL of the 
content for the advertisement (the partner 
ad-network of the publisher). This is where 
the process begins.

Campaign Ad. The ad server evaluates: what 
do I know about the consumer? Is there 
an ad campaign available that targets this 
customer? If so, an ad is served.

Offering the Ad Opportunity. If not, it will 
serve the ad programmatically. The ad server 
puts the ad opportunity on the open market, 
asking traders, ad networks and supply side 
platforms (SSP). The SSP checks for additional 

information: Have I seen this user before? 
What does my data provider have to say about 
this consumer? Using this acquired knowl-
edge, it sends the ad request off to an ad-ex-
change. Google’s doubleclick is an ad-ex-
change. This exchange checks for pre-cached 
bids (e.g. $1 for 1000 ad impressions for 24-35 
year old females in the UK).

Providing Info About User and Ad Spot. If 
there are no pre-cached bids, the opportu-
nity goes to all network bidders: The ad-ex-
change sends information out about the 
user (browser, IP address, website URL, user 
segment, recency, ad size, above the fold, 
number of ads on page). How much are you 
willing to pay to show an ad for this user? 
Do it in less than 10 milliseconds. Traders, 
ad-networks (e.g. Google, Microsoft), and 
demand side platforms can now send the bids. 
of their brand advertisers 

Factors to Influence the Bid. The potential 
bidders now check for info on that user. They 
cross-reference it with targeting data that’s 
available to them. This may be profile data or 
analytic data. Profile data entails first party 
data, third party data, retargeting options, 
frequency caps, impression caps, history, 
click rate data, predictive data, analytic data 
comprises of contextual targeting, ISP target-
ing, time targeting, day of week targeting, 
weather. These datasets combined reveal 
which market segments have what economic 
potential. Then, algorithms process the 
opportunity based on the available ad inven-
tory: the marketers targeting and budget 
rules.

Selecting the Winning Bid. The resulting bid 
contains the request, the actual ad creative 
and the bid price. It is sent back to ad-ex-
change. Now, filters apply: Every bidder has 

to reveal who he is to ensure the compatibil-
ity with the publisher’s settings for quality 
control and yield. The ad-exchange ultimately 
prices the winning bid through second price 
auction: the winning bid doesn’t have to 
pay the price it offered, but a penny over the 
next highest bid. By that, it ensures that the 
advertiser gets the best possible price. 

Delivering the Ad Creative. The ad-exchange 
sends the winning bid URL and price to the 
publishers ad server. The server instructs the 
user’s browser in the still open HTTP-request 
to pull the advertisement from the winning 
bidder’s ad server. The agency ad-server 
registers this as one impression and finally 
serves the actual advertisement. The ad gets 
displayed in the browser and the browser 
sends ad-tag data to the ad-server about the 
users initial ad-experience.
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l | evolUtIon: the targeteD USer
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Role. The newest update of the Firefox 
browser redefines the relationship of 
browser and user. As the user’s ‘Privacy 
Coach’, Firefox provides the user with a data 
dashboard that curates all collected data 
within the browser for the user’s benefit. 
It serves as an overview on recently visited 
websites, provides statistics about the brows-
ing history and gives access to further infor-
mation. With the depth of information 
provided, it encourages the user to personal 
reflection on his browsing habits in general 
and the data traces they leave in specific. 

Features. The data dashboard is a rich report 
on statistics of the browsing history. Users 
get access to detailed profiles of each website 
publisher they visit. The profile views show 
basic information about the publisher, the 

user’s relationship to the site as well as 
specific privacy related information. Among 
these are information about locally stored 
data, such as cookies, cache and local storage, 
and what kind of data the publisher stores 
according to his public privacy statement. 
Further, the access of third-party-scripts 
via the publisher is presented. A distinc-
tion between content providers and track-
ers is made. In the context of each website, 
users can delete the information that Firefox 
has, e.g. the browsing history for that site, 
login credentials, or bookmarks. Beyond 
that, Firefox informs the user about data 
that the website owner might store about the 
user. Even though that data is not directly 
manageable via the browser, the user can 
still go on and manage such datasets on 
the publisher’s site directly. For each site, 

the user can see whether he is currently 
logged in. If so, he can remotely log out.

Settings. The new Firefox comes with 
improved settings. For the user’s peace of 
mind, third-party-trackers are blocked by 
default. Settings to block advertisement, or 
targeted ads can be defined through the user. 
Whenever appropriate, Firefox points the 
user towards improving his privacy settings.

Data Basis. To provide the user with these rich 
insights, Firefox analyzes  browsing history, 
bookmarks, activity patterns, form data that 
is saved by the user, as well as login creden-
tials. It draws from external data sources to 
provide information about website publishers.

m | changeS In the FIreFox prIvacy-by-DeSIgn releaSe

figure 34. The Main navigation  
in the new firefox update
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figure 35. profile page for the 
shopping site Zalando

figure 36. profile page for the 
social network facebook (snippet)

figure 37. interactive infographic  
on the Types of data that 
facebook collects (snippet)
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It’s the weekend. Emily is feeling relaxed as 
her kids are cheerfully playing in the garden. 
She opens up her laptop to visit Facebook to 
see what her friends have recently been up to. 
As she opens Firefox, it welcomes her with an 
infoscreen: her browser just got updated to 
the new version. It claims to have new  
privacy-by-design features. Emily is 
not exactly tech-savvy, but privacy, 
that’s a term that she relates to.

She explores what Firefox calls the new data 
dashboard. There, Emily sees an overview 
of her most recent website visits. Even how 
much time she spends browsing where. 
Funny, how such statistics quantify one’s 
own life. She can actually see how she is less 
online, on the days when she drives her kids 
to volleyball, chess, and piano lessons. What 

surprises her though, is how much time she 
actually spends on Facebook – 2hours per day 
and that doesn’t even account for the time 
she uses it on her smartphone? She is curious 
to learn more. Quickly, she discovers how for 
every site she visits, Firefox displays a short 
portrait, with category of site, time spent 
and cookies. Yeah, she heard about cookies. 
A button invites her to learn more. But 
something else catches her interest before she 
does. Even her search query was logged, when 
she googled a diagnosis of the red tongue 
that her son got that day. She ended up on 
webmd.com, and even that health website 
seems to use cookies. Moreover, the detail 
page shows that they actually track her. Wait 
how can that be? Who is tracking what? She 
is curious to learn more about it. She explores 
the information and sees that Zalando, her 

favorite online store is linked to that track-
ing. How is that even possible? What does 
it mean? A button leads her into an interac-
tive webstory. It opens with an advertise-
ment that Emily has been seeing for a while 
now. Scrolling through it, Emily learns, what 
websites showed that ad and how it is related 
to those trackers on these websites. As she’s 
engaging with the content, Emily shapes the 
storyline by diving into what raises her inter-
est. As her daughter comes by to show her 
a flower she picked, Emily puts her laptop 
aside for a moment, before she continues to 
scroll through the story. The revelations are 
eye-opening. A summary leaves Emily with 
an idea of bits and pieces of her data identity 
floating through the web. She had never 
thought of it lie this before. Her husband 
would probably say, that it’s amazing what 

technology can do today. Personally, she feels 
a bit uneasy now. Is there anything she can 
do against it? And how could she protect her 
children who use the Internet as well?! The 
webstory ends on possible future scenarios. 
They don’t seem very compelling. After the 
story is finished, Firefox highlights possible 
solutions for her – some of which include new 
settings of Firefox. Starting today, she can 
block such trackers that follow her even up to 
the symptoms that she looks up. But, didn’t 
Emily go online to check Facebook updates? 
Well, first, let’s see what Firefox has to say 
about Facebook and how they collect data…

The video of the thesis project was story-
boarded around this user scenario.

n | USer ScenarIo
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o | anImatIon propS
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