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Abstract 

The internet has permeated the lives of the modern men in more respects than can be 

tabulated simply. The ease of access to online shopping, social networking, simplified 

communication, etc. make the internet a modern panacea for a number of problems. 

However, the internet also opens up avenues that expose the user to vulnerabilities at the 

hand of hackers and malicious software coders. The use of the internet to exchange 

personal and fiscal information makes attacks all the more inviting. This is compounded by 

the fact that most online users are unaware of threats that affect them on a daily basis and 

how to protect themselves against such threats. Despite the fact that the level of awareness 

of the contemporary cyber threats, has significantly increased among online users within 

the last few years, there is a growing need to improve the efficiency and effectiveness of the 

countermeasures currently being used. Fortunately, there are a number of Human 

Computer Interaction (HCI) principles that can effectively be used to enhance online user 

interaction and reduce internet security threats. 
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1. Introduction 

People live in a modern world where their lives are largely dependent on computer 

technology. The internet has entered people’s lives for various needs. Statistics show that out 

of the total world population, 40.4% people are using the internet (Live Internet Stats, 2014).  

Internet usage amongst people varies from working, for education, for social life, for 

entertainment and playing games etc.  Technology has brought myriad changes in people’s 

daily life, and it is today possible to get online through a wide range of platforms, such as 

mobiles, smart phones, tablets, laptops; While technology and internet has a wide range of 

advantages like online banking service, paying bills, e-commerce etc. there are also several 

potential disadvantages that can negatively influence the positive outcome of the current 

situation such as online attacks. Threats range from virus attacks, phishing attacks, 

password attacks and most dangerously hacking attempts that have increased their focus on 

people and organizations to steal information (SOPHOS, 2014). For this poor interaction 

design is likely one of the key cause (Sasse et al., 2001). The internet is created to resolve the 

people’s needs in a faster way, but certain people may use it for their nefarious purposes. 

People connected to the internet are knowingly or unknowingly in a dangerous zone when 

they browse the internet for different purposes. The threats may approach the people in 

many ways, for example, visiting unknown websites, through fake emails, providing personal 

information to perform online transactions etc. Threats assume many forms such as malware 

infected websites, fake emails like claiming lottery wins as well as special software programs 

to steal the information from people or from organizations (FBI, 2014).  

The internet has evolved and blended into people’s everyday life. The internet serves as a 

means of work, entertainment, connectivity, shopping, socialization and more for most 
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people in the cyber world. Most internet users spend a large portion of their time on social 

networking websites, gaming websites and shopping websites.  Most of these websites 

prefers user accounts to log in so people create their accounts by releasing personal 

information. Social networking websites like Facebook, Myspace, and Twitter, etc. Are 

providing privacy features so that people can provide privacy to their personal information. 

However, users can easily commit mistakes due to interaction design issues when they 

choose these privacy options, so that their information is not safe and social networking 

websites like Facebook are also unsure about the user’s personal information (S. Egelman et 

al., 2011). In a similar manner, shopping websites present a more serious threat because they 

are likely to cause financial harm to users through dispersal of financial information. It can 

easily be surmised that online activities are dangerous if the users are not aware of the 

existing threats and ways to protect themselves from these internet threats. 

There are indications of users not being aware of all these potential threats. Users have 

little idea of the online attack’s which are occurring on the internet in a large quantity, which 

is how an attack is administered to the user’s machine (Fire Eye, 2013). Research indicates 

that the average awareness levels of online users are low at best which in turn leads to the 

greater chances of security breaches and online fraud (Ktoridou, Eteokleous, et al., 2012). 

Limited awareness on the part of internet users has prompted various government agencies 

such as the Department of Homeland Security in the United States to initiate awareness 

campaigns for a host of different internet users (DHS, 2014).  

In order to prevent these attacks different types of countermeasures are available. The 

bulk of these countermeasures are anti-virus software, firewall and installing third party add 

ons in web browsers and other special security software’s. There are different types of 

antivirus softwares, such as Microsoft essentials, AVG, MacAfee, Avira and Norton, etc. 

Moreover, firewalls are inbuilt with the operating system but users have to configure this to 

increase their security level. For browsers, users also have to set privacy settings and to 

increase safety by extending them with third party add ons. However, even with such 

protection, hackers are targeting antivirus, firewall and browsers relatively easily because 

these software’s are open to exploitation. According to Fire eye advanced threat report 2013, 

and SOPHOS security threat report 2014 we can clearly conclude that there has been a rapid 

growth in online threats (Fire Eye, 2013) (SOPHOS, 2014). Although the level of awareness 

of cyber threats among online users has significantly increased over the years, there is a 

growing need to improve internet security by integrating Human Computer Interaction 

(HCI) principles into the various countermeasures currently being used by internet users. 

1.1 Research Questions 

The existing HCI techniques provide a wide enough scope with enough flexibility to address 

security issues related to the design of systems (Sasse and Brostoff et al., 2001). In order to 

design the security countermeasures for online users, the current research seeks to answer 

the following research questions: 

i. What is the level of threat awareness among the contemporary internet users? 

ii. What are the main countermeasures being used by online users to limit 

internet security threats? 
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iii. How can Human Computer Interaction (HCI) principles be used to enhance 

online user interaction and reduce internet security threats? 

Due to time limitation for this project, it is not possible to focus on all the threats 

currently occurring in the cyber world. This research is more focused on individuals’ threat 

awareness and threat knowledge. In addition, this research is more concerned with how the 

average user can interact with their countermeasures and which type of countermeasures are 

currently being used. In this report organizations are not included due to time frame and 

other complexities such as security concerns and the provision of relevant information. 

1.2 Purpose  

The major purpose of this work is to understand the degree of threat awareness in users who 

use the internet, their usage of countermeasures and their interaction with the 

countermeasures.  

1.3 Layout of thesis  

Firstly, The Related work part focuses on two ways, one is understanding threats, severity of 

threats, countermeasures and second one is existing related research work. Section three 

describes the methods and data gathering, analysis, ethics; implied in the survey. In the 

fourth section, results and findings from the questionnaire are presented. Fifth section forms 

the discussion and sixth section is a conclusion of the study. The seventh section comprises 

of references while appendix A features the survey questionaries and appendix B has the 

results, represented in pie diagrams.  

2. Related work 

This section contains details of existing threats, severity of threats, threat awareness of users, 

countermeasures, countermeasures for internet security from online threats, existing 

countermeasure software design and HCI, HCI Security, HCI principles.  Each section is 

explained below. 

2.1 Existing online threats and their types 

Online attacks can be categorized into two broad types: one is locally hosted attacks, and the 

second is network based attacks (Slyman et al., 2012). In browser based attacks, the attacks 

on web browsers depend upon malicious content being rendered by the appropriate built-in 

interpreter for example HTML, JavaScript, CSS, etc. or a vulnerable plug-in technology, for 

example Flash, QuickTime, Java, etc. (Dan Goodin, 2008).  On browsers, the attacks are 

based on four main issues that are (GFI, 2011): 

- File format issues; 

- JavaScript vulnerabilities; 

- Protocol handling; 

- Vendor specific issues. 

The second type of attacks involves hackers who are targeting internet users through their 

wireless networks, through system ports etc. These attacks have been named as pre-
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intrusion attacks and intrusion attacks. In pre intrusion, hackers attack systems by scanning 

ports and by IP spoofing (MeeraGandhi, Srivastava, 2008). Intrusion attacks are classified 

into source routing attack, Trojan attacks, registry attacks and password hijacking attacks 

(MeeraGandhi, Srivastava, 2008). 

Online threats come in a variety of objectives and design methods ranging from hard 

coded threats such as viruses to social engineering techniques. Even though online threats 

are large in number and are constantly evolving, there are some broad categories that can be 

used to describe online threats. One largely undetected online threat comes through botnets 

that serve as independent control mechanisms used to remotely control infected computers. 

The presence of botnets is hard to verify and they may function without detection for long 

periods of time. Typically botnets are utilized in order to send spam emails through the 

infected machine with attached viruses, worms and malware. Additionally, botnets can also 

be used in order to conduct Denial of Service (DOS) attacks against personal computers and 

servers alike (Get Cyber Safe, 2014). 

2.1.1 Malware (Combination of viruses) 

A common online threat comes in the form of malware that is widely distributed with 

viruses, worms, Trojan horses, spyware, adware, etc. Malware can be used in order to 

infiltrate the infected host and to damage the host if required (United States Computer 

Emergency Readiness Team, 2014). A host of options are available through malware, 

including (but not limited to) (Get Cyber Safe, 2014): 

- Launch scare ware that can be used to intimidate the user into believing falsified 

information such as problems with the infected machine; 

- Reformatting the hard disk of the infected machine; 

- Altering user files and system files or deleting such files to cause data loss; 

- Pilferage of sensitive information such as personal information, credit card or other 

financial information etc.; 

- Sending spam emails on the behalf of the user of the infected machine; 

- Gaining automated control of the infected machine and various forms of software on 

such a machine. 

2.1.2 Spyware and Adware 

One of the more stealth types of online threats is spyware and adware that work in the 

background and mines information from the infected machine without causing any 

interference. The typical attack vector of adware and spyware is through free promotional 

software, torrents, viruses, worms, etc. (Koch & Haynes, 2003). Generally, these threats 

remain in the background and their stealthy presence means that they are rarely detected, 

except with complete system scans. Spyware and adware are dangerous because they might 

record the user’s activities as a method of learning the user’s online surfing habits. Similarly, 

spyware and adware might extract sensitive information without the user’s prior knowledge 

(Get Cyber Safe, 2014). 

2.1.3 Spam 

A relatively older and comparably less harmful online threat is spamming in which the user 

is flooded with unsolicited emails or messages to mine information from the user (Gyongi & 
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Garcia-Molina, 2005). Typically, spamming is carried out as a bulk attack whereby a large 

number of machines are targeted at the same time, generally through emails. However, 

spamming can also be carried out through social networking websites, message boards, 

personal blogs etc. (Get Cyber Safe, 2014). 

2.1.4 Pharming 

A related form of online threat is known as Pharming that can be used to commit online 

frauds with ease. Pharming causes the user to be redirected from a legitimate URL to an 

illegitimate or otherwise malicious web site. This method relies on the user’s limited 

knowledge of how the internet functions in the backend (Cyberoam, 2014). The user is 

convinced that they are browsing the intended website while this is untrue. Pharming can be 

used to rake the user’s sensitive information such as passwords and other personal 

information that can be used for online frauds later (Get Cyber Safe, 2014). 

2.1.5 Phishing 

Phishing (also known as spoofing) is an online threat comparable to pharming, although it is 

easier to implement. The phishing methods rely on the production of marketing materials to 

convince the user to release sensitive information. This is usually achieved by creating fake 

emails, text messages as well as websites that are designed to look and feel like the original 

thing. Cyber criminals convince the user that the provided information is real and can 

provide benefits to the user (Merwe, J., Loock, & Dabrowski, 2005). It is typical for phishing 

methods to steal user information by asking for information to validate it. Users may also be 

asked for information in order to update their profiles. Typically, the provided information 

has an authentic touch to it and prompts the user by showing a sense of urgency. Phishing, 

like pharming, can be used to steal sensitive information, including financial information, 

which can be used for online frauds later (Get Cyber Safe, 2014). 

2.1.6 Other famous threats 

A recent innovation in online threats is ransomware, which is designed to intimidate the user 

into submitting to the attacker. Ransomware is also classified as a sub type of malware and 

achieves its objectives by locking down the personal computer. Additionally, the user may be 

intimidated by restricting the user’s access to files on their hard drive through encryption 

based techniques (Young, 2006). An identifiable feature of ransomware is the use of directed 

notifications on the user’s screen that prompt the user to submit payment, typically through 

untraceable online methods, so as to gain meaningful access to the personal computer again. 

In order to provide an air of authenticity, ransomware often intimidates the user by trying to 

impersonate official agencies such as the Federal Bureau of Investigation (FBI), National 

Security Agency (NSA) etc. (Get Cyber Safe, 2014). 

Another of the recent innovations in online threats is WiFi eavesdropping. The 

installation of firewalls in both network machines and personal computers meant that 

intrusion into the machine is difficult (Mateti, 2014). However, the widespread user of WiFi 

means that traffic into and out of a personal computer through a WiFi device is unsafe. 

Packet data traffic can be reconstructed in order to decrypt what the user is doing online (Get 

Cyber Safe, 2014). 



 

7 
 

2.2 Severity of threats 

The majority of the world’s population is using the Microsoft Windows operating system to 

perform computing activities. According to Microsoft Security Intelligence Report for the 

period July 2013 to December 2013 regarding online threats in the cyber world, the 

vulnerabilities for the quarter July 2013 to September 2013 are 5.6%, which increased to 

17.8% in the quarter October 2013 to December 2013 (MSIR, 2013). Therefore, only 

Microsoft Windows operating system users are now three times as vulnerable as before. 

Comparably, the Android operating system, is the new operating system for many users and 

a single malware was detected in August 2010. By the current year, threat levels reached over 

300 malware families (SOPHOS, 2014). According to Fire-Eye threat report for the year 

2013 the statistics are recorded for online threats are as follows (Fire Eye, 2013): 

- Analyzed 39,504 unique cyber security incidents (more than 100 per day); 

- Out of the total attacks, 4,192 attacks are associated with Applied Persistent Threat 

actors; 

- Discovered 17,995 malware infections due to APT activity; 

- Command and control logged over 22 million systems (more than one on every 1.5 

seconds on average). 

The report provides global coverage and data gathered by Fire-Eye for the year 2013 

ranges from January to December. Organizations and users know how to protect themselves 

from the existing threats, but they are unaware of upcoming new threats. Hence, online 

security is becoming a challenge for users and organizations, since the security requirements 

and settings are increasingly dynamic. 

2.3 Countermeasures 

Currently a number of countermeasures are in place to protect users from online attacks. 

These are mainly Antivirus, Firewall, and other security software which is discussed in some 

detail below: 

 Antivirus is a software which is developed to protect from Virus attacks. The main 

functionality of this software is to scan infected files which are copied from 

external sources or downloading from the internet. 

 A firewall is an inbuilt software, it comes with the operating system. If people 

have adequate knowledge of firewall setup, they can easily set up a secure firewall 

to their system. Effective Firewall protects from attacks which are coming from 

the unknown sources. 

These are commonly available software, users can easily install and set up a secure 

environment for their computers. Countermeasures also depends on the type of attacks like 

phishing has anti-phishing, Social engineering has its own countermeasures etc.  

Phishing: In this attack, the hackers target is to steal personal information from users so 

they can send fake emails or they create fake websites to attract users. If the users enter into 

their trap they were ready take their personal information like user names, passwords and 

credit card details, etc. (Steven M, et al., 2004). 

Anti-Phishing: It depends on users thinking and behavior because when people get fake 

emails they have to check themselves whether the email arrived from a trustable source or 
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not. The user may be tempted to provide information to a fake website. If the website needs 

quick response when users were providing their personal information, the users have to 

think before entering their details. For example: www.ebay.com  is the official website of the 

company, but www.ebay.com.1.2.3.4  is not the official website, because it is clearly visible in 

the URL of the web browser. Therefore, the user has to contemplate before he is ready to 

provide his personal information (Brian Nolan, 2004).  

The common countermeasures known to users are Antivirus and Firewall. Most of the 

operating systems available in the current market have their own Antivirus software and 

third party antivirus software are also available. However, these software are available in two 

types, one is free versions, and the second one is commercial versions, which costs 

reasonable price for personal usage of users. Antivirus software famous in the current 

market are AVG, McAfee, Avira, Norton, Microsoft Security Essentials, etc. All of them are 

produced from reliable vendors and they are resolving security threats up to a certain level. 

Commercial versions are more powerful compared to free versions. However, all average 

internet users can’t afford these commercial versions, most organizations prefer to use them.  

2.4 Threat awareness of users 

Although numerous researchers have reported that the level of awareness of the 

contemporary cyber threats, has significantly increased among online over the last few years, 

many of the countermeasures currently being used have significant loopholes and are 

therefore not sufficient to guarantee security to online users. There has been a growing 

awareness that online threat awareness is limited in users given the variety of attack 

methods and vectors available to hackers. In order to deal with this upcoming challenge, a 

number of different threat awareness programs have been launched globally. The basic 

contention is to reach out to the end user to raise online threat awareness and how to deal 

with such problems (Stay Safe, 2014). 

It is notable that most such programs are available in developed nations since threat 

awareness and mitigation measures are more closely followed there than in the developing 

nations. For example, threat awareness programs are available in the United States (U. S. 

Department of Homeland Security, 2014) and similarly in Europe (Norwegian Centre for 

Information Security, 2014). On another note, there are similar programs directed towards 

defense applications of technology that aim to upgrade the skill set of such users (U. S. 

Department of Defense, 2014). 

Organizations are conducting security training programs to educate users so that users 

can interact with security tools in the right way (K. Rhodes, 2001). Software alone is not 

enough, since skills are also required to operate the software.  However, for normal internet 

users, there are no such programs available so the average internet user is still unaware of 

how to interact with these countermeasures (SOPHOS, 2014). For example, if the antivirus 

shows an alert message system status “protected”, users think that they are protected. 

Antivirus is also prone to attack by hackers because antivirus does not have a secure design 

(Feng Xeu, 2005). Moreover, the interaction with the firewall is not known to many users 

because most users do not have knowledge of system administration (Ktoridou, Eteokleous, 

et al., 2012). Users only know how to turn firewalls on or off. Firewalls are also susceptible to 

http://www.ebay.com/
http://www.ebay.com.1.2.3.4/
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malicious data attacks (Ladue, 1997). Browsers provide a new dimension of insecurity as 

most of users do not know where to set their privacy settings. Users know how to install the 

browser, but nothing about security related interactions (Ktoridou, Eteokleous, et al., 2012). 

Therefore, user interaction with the browser is one sided, i.e. they are using it for only 

accessing web pages on the internet. Finally, the mechanisms and the rationale behind these 

counter measures is unknown to users. Since users do not need or understand the nuts and 

bolts of the system, they only see the outer interaction design such as the Graphical User 

Interface (GUI), how user friendly it is. The vendors of online security countermeasures are 

likely do not divulge information regarding nuts and bolts due to security concerns which 

consequently hampers average user learning of security threats and their handling. 

With regard to previous studies on threat awareness of users, substantial data has been 

established and well-presented by several researchers, pertaining to the knowledge of users 

on threats. The significant sources of knowledge for the  users to counter threats have been 

found to be Public information websites, IT professionals and friends (S. Furnell, P. Bryant, 

et al., 2007). Various survey reports revealed that a high degree of understanding and 

specific knowledge was evident in users on certain threats like Viruses, Hacker and Firewall. 

Following these threats, a slightly lower level of awareness was found on threats like Worm, 

Spyware and Trojan horse. Conversely, a much lower extent of awareness was found on other 

threats like Phishing etc. (P. Bryant, S. Furnell, et al., 2008). In fact, a simulation study upon 

phishing attacks concluded that even sophisticated users had faced problems with faked 

websites (R. Dhamija, J. Tygar, et al., 2006). Studies affirmed that in case of organizations 

and academic institutions like Universities, the systems were very well equipped with major 

countermeasures like antivirus, antispyware and firewall (K. Solic and V. Ilakovac, 2009). 

With respect to social networking sites, a high majority of users are well familiar with the 

privacy settings and most often, were also opting to restrict their profile privacy settings 

(Adele E. Howe, Indrajit Ray, et al., 2012).     

2.5 Countermeasures to Internet security from Online 
threats 

The current major countermeasures to online threats like Antivirus, Firewall, a Web browser 

and others are likely being mostly designed in the traditional format of designs. For example 

Antivirus is designed to detect the different types of viruses. Generally, countermeasures 

need user friendly interfaces to interact with computers and at the same time provide active 

monitoring in the background without the interaction of users. Human Computer 

Interaction (HCI) is playing a vital role in the design of secure systems. The central figure in 

HCI is “the user” (Satchell and Dourish, 2009). Additionally, HCI is influencing the web 

security design due to a lack of interaction knowledge of the users. 

According to many experts, the most popular technique is using in antivirus today to 

detect the viruses is signature matching (M.Schltz et al., pp. 38-49, 2001). In this regard, the 

design of antivirus needs updating when there is a new virus is generated. It is difficult to 

extend the antivirus software because it needs a mechanism to enforce scalability and still 

there is a little research in the design of antivirus (Haifeng W, 2011). So still the designers 
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have to focus on the design of the antivirus softwares. For example, a Firewall is a network 

element, the main mechanism of the firewall is sending and receiving the data security based 

on some secure policy’s.  

The commonly known antivirus scanning techniques known to users is scanning files or 

folders when they are copying or downloading from external resources. This is one normal 

activity by antivirus software so people can do it manually or allow the software to do it 

automatically. However, in order to detect scripting attacks through the network, the user 

has little control on the antivirus since it is more of an automated and complicated function. 

Here the user does not have knowledge of the coming attack. Most antivirus is likely to fail in 

this case. According SOPHOS threat report 2013 hackers were creating files which were 

undetectable by antivirus software.  Antivirus is itself a software provides hackers with a 

chance to attack software easily (Feng Xue, 2005). If the Firewall was configured in a good 

manner it will protect from attacks, but for those without a firewall, doors to outsiders to 

attack the internal systems will remain open (Carl E et al., Vol 85, No. 12, 1997). 

2.5.1 Design of antivirus, firewall and its problems  

Coming to the design of the antivirus software, it has two shades in the design. One is nuts 

and bolts of the system which are likely to be unknown to the users and the second one is the 

visible interface in the form of the GUI. The outer design is nothing but the interface of the 

user where he can choose what to do. However, the major challenge for designers is 

designing countermeasures securely for users to spend their time safely online. Hackers 

looking to intrude computing platforms are always likely working to generate codes for 

developing new threats. Based on official threats by different organizations, it can likely be 

surmised that it is not easy to design right countermeasures by either individuals or 

organizations because without new attacks designers are unaware how to develop 

countermeasures for upcoming attacks.   

When coming to the design of the firewall, it is complicated for the average internet users. 

Most of the firewall’s are interlinked with the concerned operating systems like Windows, 

Linux, Mac, etc. These operating system vendors are not providing any advising tools to the 

users to build a secure firewall. To resolve this the research community gave much attention, 

but they were mainly focusing on filtering and hardware supporting issues (S. Cobb, 1997). 

According to Ehab S., and others, it is better to develop an advisory tool for the firewall 

policy making, so that users can design or build secure firewall’s to their systems (Ehab S. et 

al., 2004). The recent Fire eye threat report 2013 mentioned that they have discovered 

40,000 new advanced attacks and each day 100 new attacks are discovered. The design of 

these countermeasures is likely leading to a question mark on the average internet user’s 

security. 

2.6 HCI, HCI Security (HCI-S), HCI principles 

The primary objectives of adopting and practicing Human Computer Interaction (HCI) being 

the enhancement of human creativity, improvement of organizational communication as 

well as promotion of increased cooperation between humans and computers. This is 

achieved through proper design and development of computers and computer applications 
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or software in a manner that individuals can maximally and optimally utilize all advanced 

features configured  and offered (Baecker, 2004). However, Swartz asserts that the extent to 

which a system or computer is made friendly to the user is when the proper security 

measures are implemented on the system or computer (Swartz, 2004). A good example is 

when passwords are used to restrict unauthorized access to the system or computer and the 

more complex and longer the password used is the more secure the system will be. It is also 

recommended that passwords be changed on a regular basis in order to increase access 

security. In contrast to this, the programmer should also consider that human memory is 

limited and may be difficult to recall long and complex passwords as well as memorizing new 

passwords whenever changed (Krause, 2004). This evidently illustrates how usability and 

security can sometimes be contrasting objectives. 

One of the most dangerous threats to a business organization is unauthorized entry and 

access to its information allowing, malicious exploitation for fraud and other selfish benefits. 

Human Computer Interaction and security (HCI-S) should be incorporated on the user 

interface and is concerned with establishing the platform between users and the security 

features of the system (Johnston et al., 2003). In this way users are able to relate, adopt and 

apply the security options at their disposal. In this case the HCI-S make the system highly 

robust, reliable ad secure through the enhancement of the application’s interface. 

Through proper utilization of HCI-S, the organization is able to eliminate action or 

inaction by employees and other personnel that can lead to security incidents such as 

disclosure of information that could be used in a social engineering attack, not reporting 

observed unusual activity, accessing sensitive information unrelated to the user’s role 

without following the proper procedures, and so on (Pfleger, Gonc ̧alves & Varghese, 1995). It 

is therefore vital that organizations have a security awareness program in place to ensure 

employees are aware of the importance of protecting sensitive information, what they should 

do to handle 

 Information securely, and the risks of mishandling information. Employees’ 

understanding of the organizational and personal consequences of mishandling sensitive 

information is crucial to an organization’s success (Swartz, 2004). With HCI-S, a variety of 

guidelines have been formulated and established for systems to follow and adhere to in order 

to attain correct HCI aspects. Most of these guidelines are aimed at supporting and 

enhancing the most common security measures practiced in the current internet 

environment. These measures include password based authentication; use of firewall 

software to check, authenticate secure sites and block non-secure sites; use of computer virus 

software to check for the security of the system or computer among other (Kurosu, 2014). 

According to MacDonald and Ross Smith “the broad principles relevant to the 

Specification/design of HCI were not always fully supported or explicitly practiced on 

either of the focus organizations so this soon became evident when addressing the major 

research questions of this study” (MacDonald, Ross Smith, 2004). But when considering 

HCI and security the common principles are Usability, Interface’s and Interaction.  So they 

are discussed below based on the existing research work. 
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2.6.1 Usability 

Considerable adoption of computers in a vast range of facets in the world triggered the 

interest and effort towards finding a way in which computer use can be simplified, made easy 

and convenient. This led to the development of other computer peripherals such as the mice, 

GUI (graphical user interface), etc. this expanded the computer in the whole world as it was 

used to eliminate ease-of-use barriers, promoting convenience and simplicity thus HCI 

principles consider usability as a vital aspect hence modern software and hardware are 

developed factoring this element. This is fostered through repetitive design, development 

and testing in order to attain the real users' requirements, thus developing usable systems 

(Cranor, 2005). Despite this security is vital to promote authenticated usability in systems. 

Therefore HCI principles promote this through iterative checking and authenticating users 

to have access to systems or computers. Karat, Clare-Marie, John & Brodie established the 

methodologies through privacy and security can be achieved using the HCI principles 

mentioning features through which usability can be improved (Karat et al., 2005). Based on 

this, the HCI strategies promote and ensure the development of a system or computer that is 

easy and convenient to use and handle. 

2.6.2 Interfaces 

Egan conducted a research to determine the root cause of efficiencies and errors in using 

computer systems (Egan, Dennis E., 1988). The study was targeted at evaluating ways in 

which computer users' effectiveness can be enhanced and considerably minimizing error 

issues. Factors such as performance variances, understanding of the task and system and 

privacy implications are elements to be considered when constructing security mechanisms 

on systems. One of the key areas of concern here is constructing better system interfaces 

which enable people to have an easy deployment of the system. Additionally, developing 

proper system interfaces minimizes usability problems thus ensuring security check up and 

authentication in the system. 

2.6.3 Interaction   

Human computer interaction is critical, especially in business oriented platforms. This 

because in this setting different user at different levels interact with the business computers 

system and therefore proper measures should be put in place to ensure that each level of 

users have right to access these systems to a certain level. This is a common practice among 

organizations across the whole world and is referred to as user clustering.  With user 

clusters, organizations have been able to achieve a high level of system security and privacy 

as well as promoting proper strategies of accountability. Orlikowski through her research 

showed that different levels of users such as administrative personnel, managers, front-line 

consultants, and information technology staff, etc. had varying impacts on the incentives and 

disincentives, reward and compensation expectations, roles and goals within organizations, 

thus separating their level of security would foster them fulfil their personal and 

organizational objectives efficiently (Orlikowski, Wanda J., 1992). 

According to latest information the first principles of  interaction design are revised and 

expanded by Nielsen Norman group, they are as follows (Norman N., 2003) 
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 Aesthetics, Anticipation, Autonomy, Color, Consistency, Defaults, Discoverability, 

Efficiency of the User, Explorable Interfaces, Fitts's Law, Human-Interface Objects, 

Latency Reduction, Learnability, Metaphors, Protect Users' Work, Readability, 

Simplicity, State: Track it, Visible Interfaces. 

Finally, according to Patric et. al HCI can contribute greatly to the improvement of 

security enhancing Development tools (Patric et. al, 2003). And this is supported by Sasse et. 

al with some notion, i.e.  if there are gaps in the HCI repertoire When it comes to 

specifying/designing security, they are in the areas of user motivation, and a method that 

integrates the different aspects that affect usability of security (Sasse et. al, 2001).       

3. Method 

The scope of the chosen research area is highly varied and complicated, but to show its depth 

and importance the author needs a suitable research method.  Here both the topics HCI and 

Security are having large scope and vast data. To collect the data from all the users is not 

possible in a limited time. So the research method should cover the research area and it 

should highlight  the problems of the topic. Then the author fixed to go with the available 

research methods, they are qualitative and quantitative. Because of the time limit (if two 

methods take into consideration the data should be huge and difficult to process it), it is not 

possible to go with the two methods so qualitative method is not taken into consideration. 

So, Finally the author decided to go with quantitative methods.  

The research is conducted with the quantitative research methods as it offered the best 

tools to emphasize objective measurements and the statistical, mathematical, or numerical 

analysis of data collected through polls, questionnaires, and surveys, or by manipulating pre-

existing statistical data using computational techniques and those are needed to analyze the 

variables and bring insights (mean, median, standard deviation, regression and correlation, 

etc.)  into the topic of the study because the gathered data should be in numerical format 

(Daniel Muijs, 2011). Generally, the choice of research methods has a strong bearing on the 

overall research outcomes. Meticulous attention must be paid to research methods in order 

to ensure the accuracy of diagnosing the research problems and then rectifying them 

accordingly. The design of the research plays a pivotal role in formulating the overall 

research questions. The application of research is not limited merely for academic issues, but 

could also be implemented to deal with real world situations (Mitchell and Jolley, 2010). 

To address the current work we need quantitative data.   As a result, in order to full fill the 

current work quantitative was particularly chosen based on the requirement and the nature 

of the research. The method is explained below. 

3.1 Quantitative Approach 

The quantitative approach to research data gathering is used in order to numerically 

measure responses that can be used for forming comparisons. The essence of such data 

gathering is quantification of responses on either already defined scales such as the Likert 

scale (Monette, Sullivan, & DeJong, 2013) or otherwise. Typical quantitative approaches to 
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data gathering are utilized in order to prove or disprove hypothesis that are formed by the 

researcher. While gathering data, a number of considerations must be accounted for, such as 

the applicability of gathering data to the presented research situation, the statistical tools 

required for analyses such data etc. (Neuman, 2009).  

The advantages of quantitative approach are well availed of in the survey such as better 

reliability and objectivity, usage of statistics for generalization of results, effective illustration 

and restructuring of complex factors with a limited number of variables;    establishing cause 

and effect in highly controlled circumstances and efficient testing of hypothesis (Surrey, 

2014). However, as the present research does not formulate any underlying hypothesis, but 

has more of an exploratory character, the application of quantitative technique was limited 

but effective in the present study.     

3.2 Data Gathering Considerations 

Data for research purposes needs to satisfy a number of different considerations including 

(but not limited to) problem specific inputs, the applicability of such inputs, the type of 

respondents involved, any chronological issues etc. (Gerhard, 2008). Properly framed 

research questions can only produce effective results if the data gathering and data analysis 

methods are fitting enough. For the purposes of this research, data gathering also needed to 

be user skill specific since the research is concerned with the average internet user. Any users 

who do not know how to use the internet or any users who have adept knowledge of internet 

security are both outside for any data gathering effort for this study’s purposes.  

Especially in HCI data gathering is one of the important issues to provide sufficient 

output for the selected research. HCI is providing so many techniques to resolve the selected 

research topic, to answer the current research question’s survey is one of the available 

options. Choosing survey for this research, it is the best option to collect relevant data from 

the users about the security, threats and the design of countermeasures. 

3.2.1 Survey 

Surveys are designed to collect the different types of data from the targeted population, 

relevant to HCI literature and research (Hewett, et al., 1996). It always considers three 

issues, they are User evaluation, User opinion and Other. Most of the surveys based on 

questions, they are related to the research area. When you consider questions to collect data, 

there is a need of the questionnaire to collect the data from individuals. 
To conduct any survey definitely there is need of set questions regarding the research 

area. So when the questionnaires are designed we have to follow the overarching research 
objectives (Adams & Cox, 2008). 

a. Participant Background: To understand the participant’s experience with the 

related issue to get an idea. 

b. Letting off steam: In this we have to start with some basic questions, so that the user 

can feel comfortable and be able to converse freely. Otherwise users already have a preset of 

mind, so that they can provide the same type of answers. 

c. Addressing issue: Now we have to go on with related research questions to get the 

information from the user. If any sensitive questions are there, it is better to postpone them 

till the end of this section. 



 

15 
 

d. Tying up or debriefing: In the end, we have to summarize all the issues and the 

research aim. So that the user can believe whatever the answers they gave, they should be the 

same what they felt in their mind.  

The current research questions also follow the above structure and it considers the 

participant selection, background questions, general questions like usage of internet, 

interests about the online and related questions like security, threats, countermeasures and 

design of countermeasures etc.  

To gather the data the author chosen a sample of 50 participants.  But to cover the 

research area only students are not enough so the author chosen other available internet 

users, they are employees in IT organizations, research people in the scientific labs at 

university and common internet users from different places. To approach everyone 

physically in the limited time is not possible so the author chooses other approaches like 

Skype and email. The author wants to gather data from at least 50 users, so more than 50 

questionnaires are developed and distributed among the target population. 

In the total users most of them are unknown to the author. Only in the limited time period 

the author tried through the available users in all possible ways like oral, email and Skype. 

Among them, 25 are orally and 5 are through Skype while the others are conducted through 

email. The survey is having 36 Male and 14 female users and their age-group ranging from 

21-45. User’s minimal education is a high school while the higher is the Master’s degree. A 

wider horizon of users are considered with varied occupational status, such as students are 

20, research workers are 10, computer professionals are 10 and employees in different fields 

are 10. Users are covered from different parts of the world like Asia, Europe, Africa and 

America. The total survey was conducted in 10 days and each user is spending a time of 30 

min to 45 minutes for the survey. 

The answered questionnaires are then collected, assessed and evaluated for analysis. To 

ensure accurate and reliable analysis results, the researcher had to eliminate at some of 

questionnaires based on a number of aspects such as inaccurate data that is not in line with 

the research objective, half conducted interviews, half answered or incomplete 

questionnaires, etc.. This was majorly caused by time limit, unavailability of respondents as 

well as willingness to provide proper information to the researcher. After elimination of 

these questioners the remaining data are used in the data analysis process, i.e. rounded 

exactly for 50 users. 

3.3 Data analysis 

The first step in data analysis was to clean up the gathered data. This was carried out to 

remove any biases introduced in the data. The data was first segmented into appropriate 

column heads and was then processed accordingly. It was also ensured that there were no 

duplicate entries for data, which could also lead to biased results. The irrelevant data found 

in the gathered data are removed so as to ensure that further processing through statistical 

tools would not yield biased results that could lead to unfitting conclusions. 

This was followed by the initial data analysis that was concerned only with checking for 

the quality of data, the quality of the measurements, initial alteration of variables and seeing 

if the recorded variable fitted the research objectives (Ader, 2008). The data are considered 
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for initial transformation, but the need for such alteration was not felt necessary given that 

simple statistical tools were to be employed. Finally, it was examined if the recorded data 

met with the research objectives and it was surmised that the data was befitting since it met 

with the checks listed above. 

Finally, statistical tools such as pie charts and histograms were used to make sense of the 

gathered data. The data are plotted in order to make sense of the respondent’s inputs. This 

was used in turn to generate the findings of the research that led to the final conclusions. 

3.4 Ethic 

According to the Swedish Research Council, a set of certain regulations ought to be followed  

while conducting a study.  There are principles for research ethics in humanistic social 

research; pertaining to information, approval, confidentiality and utility that are to be 

followed for this study. All the users are known about the purpose of this study and how their 

data should be utilized. Everything is informed before filling the questionnaire. It is 

informed to the users that they can abort from the questionnaires, if they think it is not 

relevant or convenient for them; considering their knowledge and time. They were also 

informed that the data collected is accessed only by the author and is stored in a safe place. 

Permission is also taken from all the users that their information is recorded for research 

purpose.  All the users are happy to share their information, except for their personal 

information like name and organization, etc. So, I maintained the privacy of their personal 

information. The main reason for gathering this data is to support the research work, which I 

am in pursuit of. Finally, the gathered information is intended to provide a reasonable 

solution to the online usage so that it could help users and the countermeasure software 

designers.    

4. Results 

The results are classified into different sections based on the questionnaire to understand 

them more effectively. 

4.1 Users background 

The user's background is described based on gender, age, occupation and education and the 

users are selected by the survey, is one of the quantitative approach. In the total 50 users 36 

are Male and 14 are female users and their age-group ranging from 21-45. User’s minimal 

education is a high school while the higher is the Master’s degree. A wider horizon of users 

are considered with varied occupational status, such as students are 20, research workers are 

10, computer professionals are 10 and employees in different fields are 10. The users are 

approached in different ways like oral interviews, Skype and email. Users are covered from 

different parts of the world like Asia, Europe, Africa and America. The total survey was 

conducted in 10 days and each user is spending a time of 30 min to 45 minutes for the 

survey. 
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4.2 Respondent Information Classification 

The classification of users is done based on the usage of the operating system, web browser, 

internet, antivirus and firewall.  In the 50 users 36 are using Windows operating system, 6 

users are using Linux/Unix, 5 users are using Mac and 3 users are using other operating 

systems. When coming to web browsers 22 users are using Mozilla Firefox, 17 are using 

Google Chrome, 5 are using Safari and 1 user is using Internet Explorer. Their online usage 

per day is, 12 users are using below  2 hours, 27 users are using in between 2 to 5 hours, 8 

users are using in between 5 to 10 hours and finally 3 users are using 10 to 15 hours. Users 

are using different antivirus  software’s, Microsoft essentials is used by 16 users, McAfee is 

using by 14 users, AVG by 6 users, Norton by 12 and Kaspersky by 2 users. In the total 50 

users, 39 users are having active firewall in their systems and 11 users doesn’t have an active 

firewall. 

4.3 Threat Awareness 

All the users have threat awareness and it is summarized for the 50 users. In total 50 users, 

43 users believe that they can get the virus from reading an e-mail and 7 users are not 

believing it. Similarly, by visiting websites the possibility of getting the virus is believed by 39 

users and 11 users not agree with that.  And similarly 37 users are known about phishing 

attacks and 13 users not known about it. Like phishing attack, we have one more attack it is 

called as pharming attack, which is known by 35 users and 15 users are unaware of it. In the 

total 50 users, 47 users are known about malware, spyware and adware, only 3 users are not 

known about them. Finally, all the 50 users are known about spamming/spam. The following 

diagram shows the user's knowledge of threat awareness. 

 

 

Figure 1. Threat awareness of users on different threats 
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cookies 35 users are always removing them, 8 users know how to remove them, but they 

don’t and 7 users never do it because they don’t know about it. Shopping is likely one of the 

online threat if you don’t have knowledge. In the total 50 users, 45 users are aware of it and 

only 5 users are not interested in it. Again the 45 users who do online shopping, 25 users are 

very concerned about their personal information like credit card, social security number, 

address, etc. And 20 users are somewhat concerned about their personal information and 5 

users not at all worried about their information. But in the 45 users who said ‘Yes’ to online 

shopping in that only 35 users are willing to do online shopping again, 6 are not interested in 

it and 4 users not sure about it. In the 5 users who said ‘No’ to the online shopping in that 3 

users worrying about their safety and 2 users not interested to buy anything from the web. 

4.5 Knowledge of  Countermeasures on Threats 

Coming to security people are using different resources to improve their security knowledge. 

In total 50 users, 17 users depend on the media like web, newspapers, radio, TV, magazines, 

etc. and 11 users are getting knowledge from friends and other resources.  Through e-mail 

warnings 10 users are improving their knowledge, From computer professionals 6 users are 

getting knowledge. And finally 2 users from their own knowledge and experience and 4 users 

are getting information from technical communication professionals. 

Users are having knowledge on the countermeasures of the threats in different ratios. In 

the total 50 users, only 15 users are known about the countermeasure for Virus e-mails and 

other 35 users don’t know the countermeasures for those kind of emails. When coming to 

virus effected websites only 9 users are known how to get out of a virus effected website and 

41 users are not known yet. Coming to phishing attack only 9 users are known 

countermeasure for a phishing attack and 41 user don’t know the countermeasures. Similarly 

6 users are known countermeasure to pharming attack and 44 users don’t know the 

countermeasures. Countermeasures for malware, spyware and adware is known by 37 users 

and 13 users don’t know it. Finally, when coming to spamming 37 users are known about the 

countermeasure for it and 13 users have not known anything. 

 

 

Figure 2. Countermeasure knowledge of users on different threats 
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4.6 Internet Browser Privacy and Security 

The browser privacy and security settings are always fixed by 34 users, 7 users never fix 

them, but they know how to fix them and 9 users don’t know how to fix the settings. Coming 

to email settings 35 users are always fixing their e-mail settings, 8 users have known about 

them, but they don’t do and 7 users are not aware of the settings. Similarly, when coming to 

social networking websites 36 users are always fixing their security settings, 9 users never fix 

them, but they know how to fix them and finally 5 users are unaware of these settings. 

4.7 Web Browser GUI Rating 

When asked about the rating of their web browser graphical user interface (Scale 1 to 5 : 1 

being not at all user friendly and 5 being completely user friendly) 22 users gave rating 5 

means their web browser is completely user friendly and 26 users gave rating 4 means their 

web browser is user friendly. Coming to the satisfaction of their browser privacy and security 

20 users are completely satisfied, 24 users are satisfied and 6 users are not satisfied.  

4.8 Antivirus performance, GUI Rating and improvements 

The performance of antivirus is done in two ways. One is Universal serial bus (USB) and the 

second one is downloading files from internet. USB is the one of the data carrying device for 

the users. So when users copy data from USB to computer 14 users are always scanning the 

copying data by their antivirus, 33 users don’t do it, but they know about the scanning and 3 

users are not having ideas about the scanning. Similarly, when downloading files or data 

from internet only 13 users are always checking if their antivirus is scanning the downloads 

or not, 26 users not checking it but they know about it and they will check sometimes. Finally 

11 users don’t check at all about the downloading data or files from the internet.  

The antivirus graphical user interfaces’ user friendliness is rated by the users (scale 1 to 5: 

1 not at all user friendly and 5 completely user friendly), 14 users rated 5, 11 users rated 4 and 

25 users rated 3. So finally we can say the graphical user interfaces of antivirus is not so user 

friendly. Similarly, when coming to the satisfaction with their antivirus protection the users 

are rated (scale 1 to 5: 1 being not at all satisfied and 5 being completely satisfied), 10 users 

rated 5, 15 users rated 4, 12 users are rated 3, 11 users are rated 2 and 2 users rated 1. So 

finally we can say the satisfaction level is fifty fifty. Users are expected to improvements in 

the antivirus software in different areas so that they can use it more effectively. In total 50 

users, only 12 users are asking about user interface improvement, 27 are asking about alert 

messages, 9 people are saying it needs improvement in the entire software and 2 people are 

saying no need of improvement. 
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Figure 3. Improvements in the existing countermeasure software’s demanded by users 

4.9 Antivirus and Firewall Issues 

The firewall setup is a hard thing for the normal users, so 41 users say no about the 

guidelines, they are not provided by the operating system vendors and 9 users are not sure 

about these guidelines. And people rated their overall interaction with the antivirus and 

firewall (scale 1 to 5: 1 being not at all interactive and 5 being completely interactive);  4 

users rated 5, 7 users rated 4, 14 users rated 3, 16 users rated 2 and 9 users rated 1. So the 

overall interaction is poor. Users are rated for the antivirus and firewall to protect from 

threats (scale 1 to 5: 1 not at all protected and 5 completely protected); 2 users rated 5, 16 

users rated 4, 24 users rated 3, 6 users rated 2 and 2 users rated 1. So the overall protection 

is poor. When asked about the improving the design of antivirus and firewall users rated 

(scale 1 to 5: 1 no need of improvement and 5 complete improvements); 12 users rated 5, 36 

users rated 4 and1 users rated 3. So the overall opinion of users is definitely there is a need 

for the improvement of the design of antivirus and firewall. 

 

 

Figure 4. Interaction level of users with the antivirus and firewall on a scale (1 to 5) 
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4.10 Updating of Antivirus and effect of threats on user’s 
online behavior 

Users are careful about the updating of their antivirus software. They rated (scale 1 to 5: 1 not 

careful and 5 completely careful); 25 users rated 5, 21 users rated 4 and 2 users rated 3. So 

users are completely careful about the updating of their antivirus software. When users 

spending their time in online, in the total 50 users, 3 users feel they are completely 

anonymous, 15 users are feeling they mostly anonymous, 25 users are feeling they are 

somewhat anonymous and 7 users feel they are not anonymous about the spending time in 

online. People rated for their safety in online when they spend time in online (scale 1 to 5: 1 

not safe at all and 5 completely safe); 1 user rated 5, 9 users rated 4, 23 users rated 3, 5 users 

rated 2 and 12 users rated 1. So, according to users the overall safety in online is poor. The 

effect of online threats on the user behavior, they rated (scale 1 to 5: 1 not affected at all and 5 

completely effected); 1 user rated 5, 19 users rated 4, 16 users rated 3, 11 users rated 2 and 3 

users rated 1. So the overall effect of the threats on their online behavior is moderate.  

 

 

Figure 5. Effect of threats on user’s behavior 

4.11 Findings 
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that they heard about online threats but have not experienced them. With regard to online 

shopping, Users felt that they were interested to buy online products, but preferring not to 

order expensive products as they were circumspect about the ‘quality’ of the delivered 

product. Some of the users did state that they were ok while ordering online products from a 

reputed company, irrespective of the price. Conversely, there were also a few users who 

prefer buying the products manually than ordering them online. 

4.11.3  Security Knowledge of users 

Questions-9 and 10 dealt with the security knowledge of the users on their awareness and 

countermeasures. The survey revealed that most users always take care about their security 

since they do not want to lose their ‘data’. The users are found ready to ‘learn’ about the 

countermeasures however, they look upon ‘antivirus’ and ‘firewall’ for their security. 

Meanwhile, some users participated in the survey who happen to be computer professionals 

revealed that their organization is attacked several times, but every time the attackers used a 

new technique to steal the information. 

4.11.4  Web Browser Security and Privacy Settings 

Questions-11 to 13 are focused on the security and privacy settings of the web browser, e-mail 

and social networking websites of the users. Most users said they are very conscious about 

their ‘information’ and always set their ‘privacy’ and ‘security’ settings while a few others said 

that they know how to fix the settings but they won’t do it as they feel that their antivirus 

take care about the threats.  

 When I asked question number 16 related to web browser security and privacy, users 

replied that the web browser security has to be very effective to prevent the online threats 

because it is the most used source for users to spend time online. 

4.11.5  Antivirus Efficiency 

Question number-20 is about the efficiency of the antivirus protection. Concerning this, 

users said that they constantly change and update their antivirus for better protection. Many 

of the users also added that they used more than two antivirus in their overall system usage.   

For the question number-21, concerning the need of improvement of antivirus features; most 

users stated that ‘they want alert messages with meaningful suggestions so that they can use 

it more accurately’. Some of them further added that if the user interface is more effective, 

they can improve their interaction with it. 

4.11.6  Firewall Settings 

Coming to the questions-22 and 23, that relate to firewall settings; most users said that they 

have an active firewall, but they don’t know how to set up a ‘complete firewall’. When asked 

about the availability of firewall set up guidelines for the operating system by the vendors, 

most users replied that they do not get any guidelines except to turn on or turn off the 

firewall. 
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4.11.7  Design Improvements in Antivirus and Firewall 

For the question number 26, related to improving the design of antivirus and firewall, most 

users replied that they are unaware of the design of existing software, but asked for a ‘secure 

design’ so that it will be more effective to protect from threats.  

In reply to the questions-28 to 30, users responded that they are concerned about the 

online threats but they ought to be online mostly. They added that if their systems are really 

infected or attacked them, they are trying to help to recover them. Some users remarked that 

they never visited new websites because of security concerns while some others users opined 

that if the internet usage is limited, there is nothing to worry about the threats.  

5. Discussion 

The responses in the survey are analyzed in a consolidated manner and are reviewed along 

with the general trends and facts, found out in the current research studies.  

Firstly, with regard to the threat awareness, it can be inferred that most users in the 

survey did have a considerable awareness on a particular kind of online threats like viruses, 

Virus websites, etc. In consistence to our survey results, other study findings have also 

outlined that the users were particularly more aware of specific threats like viruses and least 

aware of another kind of threats like phishing (P. Bryant, S. Furnell, et al., 2008). In 

addition, a few others also know about web-browser cookies. But, the majority of the users 

does not have a significant knowledge of Threat awareness programs.  

In this regard, it can be argued that the threat awareness programs are prevalent in 

developed nations rather than in developing countries. The survey apparently revealed that 

most of the users depend on random sources like web, news and friends while facing the 

problems of online threats, but are not properly accomplished or trained in threat awareness 

programs. The same revelation was also evident in the results of another study report (S. 

Furnell, P. Bryant, et al., 2007).   

On the other hand, regarding the extent of knowledge on countermeasures among the 

users, all the users are well aware that Antivirus and Firewall are the most widely used 

countermeasures. The inputs from the survey stated clearly that users have good knowledge 

of only certain countermeasures for the only particular type of threats like malware, spyware, 

etc. But, they have not much awareness about countermeasures of other main threats like 

virus emails, virus-infected websites etc. It is also noteworthy that the majority of the users 

in the survey knows how to manage their privacy settings in web browsers and social 

networking sites effectively. This result was also acknowledged by other surveys with respect 

to the usage of the privacy settings (Adele E. Howe, Indrajit Ray, et al., 2012).  

Finally, the research also revealed integrating Human Computer Interaction (HCI) 

principles into the design of the internet security countermeasures can significantly improve 

the effectiveness of the co0ntemporary countermeasures in mitigating and minimizing 

internet security threats. For example, the interaction of users with the major 

countermeasures like antivirus and Firewall is found to be optimum. Most users do activate 

firewall in case of threats but, do not have a proper set of guidelines to setup firewall. The 
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majority of the users is found to be using antivirus but are not keenly concerned about its 

proper working and security procedures.  

For example, all the users in the survey expressed a firm view that the Antivirus and 

Firewall which happen to be the major countermeasures have to be improved further and 

made very efficient to counter most of the online threats. The majority of users also pointed 

that betterment is needed in alert messages of Antivirus software and they also added that 

they are careful while updating their antivirus. So, a definitive need of improving the design 

of the two main countermeasures was clearly expressed in the survey. The current research 

on them also has emphasized an essential improvement and constant up gradation of 

Antivirus as several attacks/virus threats have been countered newly. Hence, to overcome 

the scaling problems and to deal with the new viral threats, Antivirus has to be versatile and 

updated constantly. Research studies also pointed out about the scaling problems while 

designing powerful antivirus (Haifeng W, 2011). On the other hand, some research studies 

opined about the development of effective advisory tools for the firewall policy making that 

can help in designing secure firewall systems (Ehab S. Et al., 2004).  

5.1 Limitations 

The current research is limited in certain respects for its findings and their applicability to 

the suggested solutions. For one thing, the sample size chosen for the current research is 

small, given only fifty respondents. The smaller sample size was utilized in order to provide 

greater focus between interviewer and interviewee. Another limitation is the educational 

background of the respondents. All respondents to the current research had at least a high 

school education. However, the average internet user from around the globe is also illiterate. 

This tends to provide a gap to sample representation of respondents for the current research. 

6. Conclusion 

All the necessary steps have to be taken to improve the design and quality of the 

countermeasures. The knowledge and awareness of the users on the online threats have to be 

substantially improved and in such case; better, specific feedbacks can also be procured from 

the users for a comprehensive development of countermeasures to counter online threats. 

Based on the survey results, it can be stated that the overall interaction of users with the 

countermeasure software is average. It is paradoxical that tools are available for online 

security, but users are not in a position to implement such tools effectively. Since it cannot be 

expected that users could afford such tools with minimal training and effort, the best course 

of action would be to implement an HCI efficient system that provides umbrella security to 

the average internet user. 

All the users approached carefully while updating their antivirus software. Most users 

preferred to be anonymous while spending their time on the internet. A mixed response was 

evident among users about their safety when they spend time online for most of them have 

had experience with viruses and are effected due to online threats. Most users recommend 

for an improvement in the alert messages of the antivirus software while some people seek 

for the betterment of user interface and very few users opine for the entire improvement. 
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Only a small set of users thought of no need of improvement. The majority of users 

expressed firm belief that the antivirus software and firewall are capable of countering the 

online threats, if designed in an effective manner. Most of the users look forward for a 

definitive improvement in the countermeasure software of antivirus and firewall. 

Improvements in antivirus software can only result if these softwares are more user friendly 

and keep the users updated of any new threats that have not been patched yet. This would 

ensure that users would not interact with online elements if they are vulnerable, such as in 

the case of new worms or Trojans that have no known solutions yet. 

On another note, most users are also affected by browser usage, improper firewalls and 

similar internet mechanisms. Again, users are not fully aware of how to protect themselves 

online. Phenomena such as cookies, firewall settings, network scans, etc. are beyond the 

understanding of the average internet user. In order to mitigate the consequences of these 

problems, it would be advisable to monitor online user behavior for classification of 

vulnerable vectors and developing a Multi-functional secure antivirus based on it.  
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8. Appendix A – Survey Questionnaire 

The primary aim of this survey is to cognize about the internet user security awareness, 

online threats and countermeasures like antivirus, firewall, etc. and the interaction of users 

with the countermeasures and the design of countermeasures. This data will be utilized for 

the completion of Master thesis in Human Computer Interaction at Umea University. 
 

Gender: 

Age: 

Education: 

Occupation:  

1. What is your operating system? 

a. Windows 

b. Linux/Unix 

c. Mac 

d. Other (please mention name) ____________ 

2. Which web browser are you using? 

a. Internet explorer 

b. Mozilla Firefox 

c. Safari 

d. Google chrome 

e. Other (please mention name) ____________ 

 

3. How many hours a day are you browse/use online? 

a. 0-2 

b. 2-5 

c. 5-10 

d. 10-15 

e. Other (please mention no.of hours) ____________ 

 

4. Are you using any antivirus software? 

a. Microsoft essentials 

b. MecAfee 

c. AVG 

d. Norton 

e. Other (please mention the name) ____________ 

 

5. Do you have a active firewall in your system? 

a. Yes 

b. No 



 

31 
 

 

6. Identify the below mentioned online attacks which you are known/Experienced? 

 

a. Do you think is it Possible to get a computer virus from reading an e-mail?  

____Yes 

____No  

b. Do you think is it Possible to get a computer virus from visiting websites? 

___Yes 

___No 

c. Do you know about Phishing attack?  

____Yes 

____No 

d. Do you about Pharming attack? 

____Yes 

____No 

e. Do you know about Malware, Spyware and Adware?   

____Yes 

____No 

f. Do you know about Spamming/Spam? 

____Yes  

____No 

 

7. How often do you remove your browser cookies due to security concern? 

a. Always  

b. Never, but I know how to remove them. 

c. Never, I don’t know. 

8. Have you ever bought anything off the Internet? 

a.  YES 

If  YES- were you worried about your personal information (credit card 

numbers, social security number, address, etc.) being stolen? 

_____ yes, very concerned 

_____ yes, somewhat concerned 

_____ no, not concerned 

Will you buy off the Internet again? 

_____ yes, most likely 

_____ no, not likely 

_____ not sure 

b. NO 

If  NO- why not? 

_____ It isn't safe to buy 

_____ It's somewhat safe, but I don't trust it completely 

_____ Not interested in buying anything from the web 
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_____ Other. Please specify: 

_____________________________________________________ 

 

9. What is your most used source of information about online security issues? 

a. The media - newspapers, magazines, radio, T.V., the web, etc. 

b. Word of mouth (friends, relatives, co-workers, etc.) 

c. E-mail warnings 

d. Computer professionals 

e. Technical communication professionals 

f. Own knowledge and experience 

g. Other, specify: _____________________________________________ 

10. Do you know the countermeasuresfor the following online threats? 

a. Do you know countermeasure for virus promoting emails? 

___Yes 

___No 

b. Do you know countermeasure to get out from the virus effected website? 

____Yes  

____No 

c. Do you know countermeasure for Malware, Spyware and Adware? 

____Yes 

____No 

d. Do you know countermeasure for Phishing? 

___Yes 

___NO 

e. Do you know countermeasure for Pharming? 

____Yes 

____No 

f. Do you know countermeasure for Spamming/Spam? 

____Yes 

____No 

 

11. How often do you fix your browser security and privacy settings? 

a. Always, when I feel about my privacy and secuirty 

b. Never, but I know how to fix them. 

c. Never, but I don’t know how to fix them. 

 

12. How often do you set your e-mail secuirty settings? 

a. Always, when I feel about my security and privacy. 

b. Never, but I know how to do it. 

c. Never, I don’t know how to do it. 

 

13. How often do you to set privacy for your social networking websites? 

a. Always, When I feel about my security and privacy. 

http://www.techwr-l.com/archives/9803/techwhirl-9803-00376.html
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b. Never, but I know how to do it. 

c. Never, I don’t know how to do it. 

 

14. How often do you install third party add ons like flash player plugin, add blocker etc. 

in your web browser to increase performance, privacy and security? 

a. Always, When I need them. 

b. Never, but I know how to install them. 

c. Never, I don’t know 

 

15. How user friendly your web browser graphical user interface (GUI)? Please rate on a 

scale from 1-5: (1 being not user friendly at ALL and 5 being completely user friendly) 

1 2 3 4 5 

 

16. Are you satisfied with your web browser privacy and security? Please rate on a scale 

from 1-5: (1 being not satisfied at ALL and 5 being completely satisfied) 

1 2 3 4 5 

 

17. How often do you scan when you copy data from USB or other devices? 

a. Always 

b. Never, but I know how to scan 

c. Never, I don’t know. 

 

18. How often do you check if your antivirus is scanning the downloaded file from the 

internet? 

a. Always, I must check. 

b. Never, But I will check some times 

c. Never, I don’t check 

 

19. How user friendly is your antivirus graphical user interface (GUI)? Please rate on a 

scale from 1-5: (1 being not user friendly at ALL and 5 being completely user friendly) 

1 2 3 4 5 

 

20. Are you satisfied with your antivirus protection? Please rate on a scale from 1-5: (1 

being not satisfied at ALL and 5 being completely satisfied) 

1 2 3 4 5 

21. Which improvements in the Grahical User Interfcae influence your use of the 

antivirus? 

 

a. User Interface 

b. Alert Messages 

c. Need improvemet in the entire software 

d. No need to improve 
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22. How often do you setup the settings of firewall in your operating system? 

a. Always, When I need it. 

b. Never, but I know how to set them. 

c. Never, I don’t know. 

 

23. Does your operating system vendors providing any guidelines when you setup 

firewall? 

a. Yes 

b. No 

c. Not sure 

 

24. How can you rate your overall interaction with the countermeasure softwares 

Antivirus and Firewall? Please rate on a scale from 1-5: (1 being not at all interactive and 5 

being completely interactive) 

1 2 3 4 5 

 

25. To whcih extent the current countermeasures Antivirus and Firewall are enough to 

protect from online threats? Please rate on a scale from 1-5: (1 being not protected and 5 

being completely protected) 

1 2 3 4 5 

 

26. To whcih extent do you think there is need to improve the design of these 

countermeasures Antivirus and Firewall? Please rate on a scale from 1-5: 

(1 being no need of improvement and 5 being complete improvement) 

1 2 3 4 5 

 

27. How careful when you update the Antivirus software? Please rate on a scale from 1-5: 

(1 being not careful at all and 5 being completely careful) 

1 2 3 4 5 

 

28. How "anonymous" do you feel you are while using the Internet (such as 

browsing the web)? 

a. Completely anonymous 

b. Mostly anonymous 

c. Somewhat anonymous 

d. Not anonymous at all 

 

29. How safe do you feel when spending time online? Please rate on a scale from 1-5: 

(1 being not safe at ALL and 5 being completely safe) 

1 2 3 4 5 
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30. How online threats effected your online behaviour? Please rate on a scale from 1-5: (1 

being not effected at ALL and 5 being completely effected)  

1 2 3 4 5  
 

 

9. Appendix – B (Understanding the results) 

The survey is conducted with 50 users. Among them, 25 are orally and 5 are through Skype 

while the others are conducted through email. The survey is having 36 Male and 14 female 

users and their  age-group ranging from 21-45. User’s minimal education is Highschool while 

the higher is Masters degree. A wider horizon of users are considered with varied 

occupational status, such as students, research workers, computer professionals and 

employees in different fields. Users are covered from different parts of the world like Asia, 

Europe, Africa and America. The total survey was conducted in 10 days and each user is 

spending a time of 30 min to 45 minutes for the survey. 
 

1. Which is your operating system? 
 

                 

 

 

 

 

           

            

 

 

72%

12%

10%
6%

Windows

Linux/Unix

Mac

Other

Operating 

system 

No.of Users 

Windows 36 

Linux/Unix 6 

Mac 5 

Other  3 
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2. Which web browser are you using? 
 

 

 

 

 

          

 

3. How many hours a day are you browse/use online? 
 

  

4. which antivirus are you using? 
 

44%

34%

10%
12%

Mozilla Firefox

Google Chrome

Safari

IE

24%

54%

16%

6%

0 to 2

2 to 5

5 to 10

10 to 15

Web browser No.of Users 

Mozilla Firefox 22 

Google Chrome 17 

Safari 5 

Internet Explorer 

(IE) 

1 

No.of hours  No.of users 

0-2 12 

2-5 27 

5-10 8 

10-15 3 

Type of Antivirus  No.of Users 

Microsoft 

Essentials 

16 

MecAfee 14 

AVG 6 

Norton 12 

Kaspersky 2 
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5. Do you have a active firewall in your system? 
 

 

 

6. Identify the below mentioned online attacks which you are known/Experienced? 
a. Do you think is it Possible to get a computer virus from reading an e-mail?  

 

 

 

 

b. Do you think is it Possible to get a computer virus from visiting websites? 

 

 

 

c. Do you know about Phishing attack?  

 

 

32%

28%

12%

24%

4% Microsoft
Essentials

MecAfee

AVG

Norton

0 10 20 30 40 50

Yes

No

0 10 20 30 40

Yes

No

Yes 9 

No 11 

Yes 43 

No 7 

Yes 39 

No 13 

0 10 20 30 40 50

Yes
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d. Do you about Pharming attack? 

 

 

 

e. Do you know about Malware, Spyware and Adware?   

 

 

 

f. Do you know about Spamming/Spam? 

  

 

 

7. How often do you remove your browser cookies due to security concern? 

 

 

 

 

0 10 20 30 40

Yes

No

0 10 20 30 40

Yes

No

0 10 20 30 40 50

Yes

No

0% 20% 40% 60% 80% 100%

Yes

No

70%

16%

14%
Always

Never, But I
know

Never, I don’t 
know

Yes 37 

No 13 

Yes 35 

No 15 

Yes 47 

No 3 

Yes 50 

No 0 

Users action No.of users  

Always 35 

Never, But I 

know 

8 

Never, I don’t 

know 

7 
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8. Have you ever bought anything off the internet? 
 

 

 

If  YES- were you worried about your personal information (credit card 

numbers, social security number, address, etc.) being stolen? 

 

 

 

 

 

 

 

 

 

Will you buy off the Internet again? 

 

 

 

 

0 10 20 30 40 50

Yes

No

50%
40%

10%
Yes, Very
concerned

Yes, Somewhat
concerned

No, Not concerned

80%

13%
7% Yes, most

likely

No, not likely

Not sure

Yes 45 

No 5 

User reaction No.of users 

Yes, Very concerned 25 

Yes, Somewhat concerned 20 

No, Not concerned 5 

Users Opinion No.of users 
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If No, why not? 

 

 

 

9. What is your most used source of information about online security? 
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10. Do you know the countermeasures for the following online threats? 
 

a. Do you know countermeasure for virus promoting emails? 

 

 

 

b. Do you know countermeasure to get out from the virus effected website? 

 

 

 

c. Do you know countermeasure for Malware, Spyware and Adware? 

 

 

 

d. Do you know countermeasure for Phishing? 

 

 

 

e. Do you know countermeasure for Pharming? 

 

 

 

0 10 20 30 40

Yes

0 10 20 30 40 50

Yes

No

0 10 20 30 40

Yes

No

0 10 20 30 40 50

Yes

No

0 10 20 30 40 50

Yes

No

Yes 15 

No 35 

Yes 9 

No 41 

Yes 37 

No 13 

Yes 9 

No 41 

Yes 6 

No 44 



 

42 
 

f. Do you know countermeasure for Spamming/Spam? 

 

 

 

 

 

 

 

 

11. How Often do you fix your browser security and privacy settings? 
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12. How often do you set your email security settings? 

 

 

  

13. How often do you set your privacy settings for your social networking websites? 

 
 

 

 

 

     

14. How often do you install third party add ons like flash player plugin, add blocker etc. 

in your web browser to increase performance, privacy and security? 
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15. How user friendly  is your web browser graphical user interface (GUI)? Please rate on 

a scale from 1-5: (1 being not user friendly at ALL and 5 being completely user friendly) 

 
    

 

 

 

 

 

 

            

 

16. Are you satisfied with your web browser privacy and security? Please rate on a scale 

from 1-5: (1 being not satisfied at ALL and 5 being completely satisfied) 
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17. How often do you scan when you copy data from USB or other devices? 
 

 

 

18. How often do you check if your antivirus is scanning the downloaded file from the 

internet? 
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19. How user friendly  is your antivirus graphical user interface (GUI)? Please rate on a 

scale from 1-5: (1 being not user friendly at ALL and 5 being completely user friendly) 

 

 

20. Are you satisfied with your antivirus protection? Please rate on a scale from 1-5: (1 

being not satisfied at ALL and 5 being completely satisfied) 
 

 

21. Which improvements in the features of the antivirus influence your usage? 
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22. How often do you setup the settings of firewall in your operating system? 

 

 

 

23. Does your operating system vendors providing any guidelines when you setup 

firewall? 
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24. How can you rate your overall interaction with the countermeasure softwares 

Antivirus and Firewall? Please rate on a scale from 1-5: (1 being not at all interactive and 

5 being completely interactive) 

 

 

 

25. To which extent the current countermeasures Antivirus and Firewall are enough to 

protect from online threats? Please rate on a scale from 1-5: (1 being not protected and 5 

being completely protected) 

 

  

26. To whcih extent do you think there is need to improve the design of these 

countermeasures Antivirus and Firewall? Please rate on a scale from 1-5: 

(1 being no need of improvement and 5 being complete improvement) 
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27. How careful when you update the Antivirus software? Please rate on a scale from 1-5: 

(1 being not careful at all and 5 being completely careful) 

 

 

 

28. How "anonymous" do you feel you are while using the Internet (such as 

browsing the web)? 
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29. How safe do you feel when spending time online? Please rate on a scale from 1-5: 

(1 being not safe at ALL and 5 being completely safe) 

 

  

30. How online threats effected your online behavior? Please rate on a scale from 1-5: (1 

being not effected at ALL and 5 being completely effected)  
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