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A study of risks of threats and violence toward hospital staff  
in relation to patient access to electronic medical records. 

 
 

Ulrika Åkerstedt 
 
 

In 2012, the county of Uppland in Sweden launched a service granting patients online access to 
their electronic medical record (EMR), including the list of staff who have logged into the record 
(the “log list”). Patients seem predominantly positive to this service whereas many professionals, 
physicians specifically, have expressed concerns about, for example, increased risks of threats and 
violence towards healthcare staff. One year after launch the present study was conducted to 
examine whether staff whose patients had gained access to online EMRs experienced greater risks 
of threats and violence, and were exposed to more threats and violence, than those whose patients 
had not yet gained access. The extent to which professional role, gender, work experience and staff 
attitudes to the service were important factors was also examined. A total of 174 professionals at 
Uppsala University Hospital responded to a web survey (35% response rate). 83 represented the 
emergency department, whose patients had online EMR access, and 91 represented the psychiatric 
department, whose patients had not. 40% of all participating professionals, emergency physicians 
and psychiatric staff specifically, believed that risks of threats and violence increase after launch. 
The results did not, however, support a correlation between patient access to online EMRs and 
more incidents of threats and violence, and only one respondent reported that patient access had 
played any significant negative role in relation to an incident. These and other results may prove 
useful as the online EMR service is now being launched in other Swedish counties as well.  

Key words: Electronic Medical Records, eHealth, Threats, Violence, Risk perception, Risk 
assessment, Uppsala University Hospital, Sustains. Primary database: Web of Science 

År 2012 infördes inom Uppsala läns landsting en tjänst som ger patienter tillgång till sin journal via 
nätet, inklusive listan över personal som loggat in i journalen. Patienter har visat sig vara 
övervägande positiva till tjänsten, medan många vårdgivare, speciellt läkare, har uttryckt farhågor 
gällandes, till exempel, ökad risk för hot och våld mot vårdpersonal. Ett år efter införandet 
genomfördes denna enkätstudie med syfte att undersöka om sjukvårdspersonal vars patienter fått 
tillgång till journal via nätet upplever högre grad av risk för hot och våld samt om de i realiteten är 
mer utsatta för hot och våld än dem vars patienter inte fått denna tillgång. Även betydelsen av yrke, 
kön, arbetserfarenhet samt generell attityd till journal via nätet undersöktes i relation till hot och 
våldsrisker respektive utsatthet för våld. En webundersökning besvarades av 174 anställda vid 
Akademiska sjukhuset i Uppsala (svarsfrekvens 35 %). 83 representerade den öppna 
akutvårdsmottagningen, vars patienter hade tillgång till journal via nätet, och 91 representerade de 
slutenvårdspsykiatriska avdelningarna, vars patienter inte hade denna tillgång. 40 % av 
respondenterna, speciellt akutvårdsläkare och psykiatrivårdspersonal, trodde att riskerna för hot 
och våld ökar vid införande av journal via nätet. Resultaten påvisade dock inte någon korrelation 
mellan patienttillgång till journal via nätet och förekomst av hot- och våldsincidenter och endast en 
respondent svarade att patienttillgång spelat en betydande negativ roll i relation till en incident. 
Dessa och andra resultat i studien kan vara av betydelse nu när införanden av journal via nätet 
sprids även till andra landsting i Sverige. 

Nyckelord: Journal via nätet, eHälsa, Hot, Våld, Riskuppfattning, Riskupplevelse, Riskbedömning, 
Uppsala Universitetssjukhus, Sustains. Huvudsaklig databas: Web of Science 
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Perception of risk is a complex phenomenon. What is perceived as a high risk 
situation by one stakeholder may be seen as a low risk situation by another. 
Numerous research studies over the years have delved into the domain of risk 
perception (Johnson & Tversky, 1983; Lerner & Keltner, 2000; Reynolds & Seeger, 
1995; Slovic, 1994; Slovic, Fischhoff, & Lichtenstein, 1986; Trumbo & McComas, 
2003). In the present study, Sandman’s Outrage factor theory was used as a 
starting point to study perceived risk. The core of the theory is the model 
formulated as risk = hazard + outrage. By hazard Sandman meant the experts’ 
assessment of the situation, often defined as “magnitude (how bad is it when it 
happens) times probability (how likely it is to happen)” (1993, p. 6). By the term 
outrage, on the other hand, he was referring to a variety of conditions that may 
worry other concerned stakeholders. These conditions are often overlooked by the 
experts. The components, or cause, of this outrage Sandman called outrage factors, 
such as whether the risk-inducing event is voluntary or coerced, whether it is 
controlled by oneself or by others, whether it is morally relevant or morally 
irrelevant, or whether or not the sources are to be trusted. For a complete 
overview, consult Sandman, 1993. The Outrage factor model has been applied by 
risk managers as well as researchers in a variety of fields ever since it was first 
published in 1993 (e.g.: Green & Rohan, 2012; Lachlan, Spence, & Lin, 2014; 
Mansfield, 2003; Warg, 2010). In the present study it was used to shed some light 
on possible reasons for a current controversy. The controversy concerned the 
launch of a new electronic healthcare (eHealth) service, namely patient access to 
electronic medical records (EMRs) via the Internet, also known as online 
EMRs.  The disputant stakeholders were, on the one side, the initiators of the 
service and, on the other, some medical professionals. One central issue was the 
(possibly) increased levels of occupational risks involved, specifically when it came 
to the risks of threats and violence towards health care staff. Consequently, the 
present study examines risk and risk perception regarding threats and violence 
amongst hospital staff, in relation to patient access to online EMRs. More 
specifically it aims to study whether staff whose patients have access to their 
online EMR are more at risk than those staff whose patients do not have this 
access. 

Statistics from a number of different sources indicate that Sweden is a forerunner 
when it comes to deployment of different eHealth services for citizens (Jerlvall & 
Pehrsson, 2013). The deployment of EMRs began already in the mid 1990’s. Up 
until recently, these EMRs were, just as the traditional paper records, mainly used 
by health care professionals in order to share information about patients, and only 
given out to patients, as printed paper copies, on demand. The current step in the 
EMR deployment is this new practice of citizens’ access to their own online EMR. 
The first Swedish citizens to gain this access, on 8 October 2012, were patients 
treated at health care institutions within of the county of Uppland (with the 
exceptions of the psychiatric department, the clinical genetics department and the 
Centre for women subjected to violence). Legal guardians are permitted access to 
their children’s EMRs up until they are twelve years old (Uppsala County Council, 
2012). The so called Sustains consortium who were behind the pilot launch of this 
service, in Uppsala as well as in other shortlisted cities in eight other EU countries, 
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have seen possibilities rather than risks. For example, they have foreshadowed 
that patients’ online access to EMRs will facilitate empowerment of patients and 
also lead to improved quality of care, as well as improved efficiency and economy 
(Eklund, 2013; Sustains Project overview, 2013). A number of other authorities in 
Sweden have seemed equally positive. For instance, in a final report on 
information interchange in health care, government investigators argue for 
patients’ direct access to the full content of their medical record – including 
unsigned notes and including information on who has logged into the record 
(Swedish Ministry of Health and Social Affairs, 2014). 

Many professionals have expressed their concerns about this extended EMR 
accessibility (Huvila, Myreteg, & Cajander, 2013). Physicians in particular have 
voiced their opinions and worries (Andersson, 2014; Björk, 2011; Båtelson, 2013; 
Hamberg, 2013). The results in two recent studies on healthcare professionals 
registered in the county of Uppland reflected this media image of physicians 
having generally negative opinions about online EMRs (Ålander, 2014; Ålander & 
Scandurra, 2015). Two subtotal results were specifically interesting in regard to 
the present study: Firstly, when it came to gender, the male physicians expressed 
more positive opinions than the female physicians (Ålander, 2014). Secondly, 
regarding personal experience of online EMR usage, it was evident that physicians 
who had personal experience of using online EMRs were more in favor of the 
service than those who had no such personal experience (Ålander, 2014; Ålander 
& Scandurra, 2015). 
 
Further, the physicians’ union of the county of Uppland has issued a number of 
incident reports, concerning a variety of aspects of the online EMR. One of these 
reports, namely report nr IMS 2013/3763 to the Swedish Work Environment 
Authority (SWEA), was specifically important for the present study. It concerned 
the fact that the online EMR service also allows patients to see the list of all 
individual staff who have logged into their record (the “log list”). This specific 
feature has been available to patients since 11 February, 2013, including a 
maintenance break between 22 February and 11 April, 2013. The union feared that 
this would increase the risk of threats and violence towards health care 
professionals. Post inspection SWEA decided not to bring up this specific case, a 
decision which did not, however, ease their members’ worry about threats and 
violence in relation to online EMRs (telephone interview with chairman of the local 
physicians’ union Torbjörn Karlsson, 22 April, 2013).  
 
According to a number of studies, patients are predominantly positive to online 
EMR accessibility (Huvila, Myreteg, & Cajander, 2013; Pyper, Amery, Watson, & 
Crook, 2004; Ross, et al., 2005). The study by Ross, et al., (2005) indicated that this 
was the case regardless of age, race, or education level.  Huvila, Myreteg, and 
Cajander (2013) reported, however, that some patients are, just as some 
professionals, worried about negative side effects of the online EMR, not the least 
regarding the security of the service. Also Pyper, et al., (2004) found that patients 
had concerns about security and confidentiality, but provided the data systems 
were secure, two thirds of the patients would like to have access to their own 
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EMRs. Results from a study by Åhlfeldt, Cajander, Huvila, and Rexhepi (2014) 
suggest that a majority of cancer patients want to gain access to information in 
their EMR even though the information may be worrying. 
 
There is little doubt that threats and violence is a noticeable occupational hazard 
within the healthcare sector in Sweden (Leijon & Svensson, 2013; Menckel & 
Viitasara, 2000) as well as in other countries (Health and safety of healthcare staff, 
2014). Menckel and Viitasara (2000) described that hospital medical staff are 
subjected to threats and violence to a greater extent than the average Swedish 
employee; their nationwide study on threats and violence in Swedish municipality-
owned care showed that 51% of the participants had been exposed over the past 
year. In the 2012 employee survey at Uppsala University Hospital (UAS) twelve 
percent indicated that they had been exposed to threats and seven percent that 
they had been exposed to violence, over the past year (Ljunghall, 2013). (The 
discrepancy between the results of the different surveys is interesting, but not 
brought up further here.) According to the Swedish Work Environment Authority 
(2011), staff at emergency wards, psychiatric wards, geriatric wards, as well as 
those in ambulance care, are at highest risk. Internationally, Speroni, Fitch, 
Dawson, Dugan, and Atherton (2014) have shed some light on this issue. They 
found that amongst nurses in hospital care, emergency nurses were exposed to a 
particularly high number of violent incidents. 
 
Some professional groups seem to be more at risk of threats and violence than 
others; nurses seem to be specifically vulnerable. In a study on violence in mental 
care (in the present study referred to as psychiatric care) Lawoko, Soares, and 
Nolan (2004) identified that nurses were more exposed to violence than 
psychiatrists. Their results also suggested that male nurses were at higher risk 
than any other professional group in their study. Results from an earlier study by 
Chappel and Di Matrino (2000) indicated, however, that female psychiatric care 
workers were at higher risk of violence than the males in the same line of work. 
Menckel and Viitasara (2002) described that, in municipal care, assistant nurses 
and direct carers were groups that were the most vulnerable to violence. Ayranci, 
et al., (2006) came to the conclusions that younger, as well as inexperienced, health 
care workers were more at risk than those who were older and/or had more 
experience.  
 
Most of the early studies on threats and violence in health care focused solely on 
physical harm (physical violence), but gradually non-physical harm, including 
threats, was taken into consideration (Arnetz, 2001). However, despite numerous 
studies, to this date there is no agreed upon definition of threats nor violence in 
the workplace. SWEA suggested in the provision Violence and Menaces in the 
Working Environment that “violence ranges from murder to harassment in the 
form of threatening letters or phone calls” (Swedish Work Environment Authority, 
1993, p. 8), thereby making ‘threats’, or ‘menaces’, a subgroup within the broader 
concept of ‘violence’. In a separate publication, on threats and violence in care and 
welfare specifically, SWEA were somewhat more specific (Swedish Work 
Environment Authority, 2011) when suggesting (referring to Arnetz, 2001) that 
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threats are “verbal (or written) threats of violence or damage” (Swedish Work 
Environment Authority, 2011, p. 8). Violence was defined as a “deliberate, or 
seemingly deliberate, aggressive act, that leads to psychological or physical harm 
for another human being” (Swedish Work Environment Authority, 2011, p. 9). 
[Author’s translations in this paragraph.] 
 
The present study was based upon this broader definition of violence in the 
workplace, including both physical and non-physical harm. It did not, however, 
include acts of “bullying” or “obscene behaviour”. Estryn-Behar, Duville, et al., 
(2007), Estryn-Behar, van der Heijden, et al., (2008) and Camerino, Estryn-Behar, 
Conway, van Der Heijden, & Hasselhorn (2008) are examples of researchers that 
have brought forth this even more extended definition of threats and violence. 
Moreover, just as in the publication by the Swedish Work Environment Authority 
(2011) it was in the present study assumed that there is a, if ever so fine, line 
between the acts of violence and those of threat. 
 
In addition to being an occupational hazard, workplace violence is costly. Speroni, 
et al., (2014), for example, reported that the cost for 30 nurses who had been 
needing treatment after their respective incident-related injuries was $ 94,156. 
Moreover, violence towards health care staff has been noted to have a negative 
effect on the medical care provided to patients (Arnetz & Arnetz, 2001). Thus, 
there are many reasons to take the issue of threats and violence seriously. 
 
When it comes to risks of threats and violence for medical staff in relation to 
eHealth services for citizens there is yet a rather limited number of studies to be 
found. This may not seem remarkable due to the relative novelty of the field. 
Nevertheless, it is somewhat alarming considering the fact that the launch and use 
of different kinds of eHealth services is currently high on the political agenda 
within the European Union at large (European Commission, 2012), and in Sweden 
specifically (Swedish Ministry of Finance, 2011; Swedish Ministry of Health and 
Social Affairs, 2011). In a study conducted by Cimino, Patel, and Kushniruk (2001), 
in which the researchers, over a period, gave the subjects access to their EMRs via 
the Internet, it was found that all of the subjects primarily used the system to 
review laboratory results. Moreover, the results indicated improved 
communication between physicians and patients, and there were no “adverse 
events encountered during the study” (p. 1440). Santana, et al., (2011) came to 
similar conclusions: Patients’ use of the Internet to gain health information is more 
related to “the will or necessity of being more informed” than to “specific 
behaviors towards the health professional, such as questioning the doctor during 
the medical encounter” (p. 14). 
 
The present study will contribute to filling this above-mentioned void regarding 
risks of threats and violence for medical staff in relation to eHealth services for 
citizens. The overall aim of the study was to examine perceived risks of work-
related threats and violence, as well as self-reported incidents of work-related 
threats and violence, in relation to patient access to online EMRs. Initially the 
author also wanted to relate the self-reported incidents to the incident reports 
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from the hospital, but acquiring those documents from management proved 
unexpectedly difficult and time consuming. Instead, to gain a broader 
understanding of the field, the author carried out semi-structured telephone 
interviews with a) the chairman of the local physicians’ union and b) one of the 
Uppsala representatives of Sustains. The author also participated in a workshop 
with different reference groups (Stockholm, 26 April 2013), as well as at three 
different conferences arranged by the researchers in the DOME project 
(Deployment of Online Medical records and E-health services). These conferences 
were held in the Swedish cities of Lund (16-17 October 2013), Skövde (8-9 January 
2014) and Uppsala (19-20 May 2014). This was the preparation for the main part 
of the study, namely a web questionnaire distributed to staff at the emergency 
department and the psychiatric department at UAS. These departments are similar 
in the respect that they both belong to the group of hospital departments that are 
the most exposed to threats and violence. They differ in the way that the EMR 
service in question had not yet been launched at the psychiatric department 
whereas it had been launched at the emergency department. This presented an 
opportunity to study possible differences between a pre-launch group and a post-
launch group, i.e. staff whose patients had gained access to their online EMR, on 
the one hand, and those whose patients had not yet gained this access, on the 
other. Moreover, the author of the study also wanted to examine the extent to 
which professional role, gender, work experience and attitudes to patient access to 
EMRs were important factors in relation to self-reported incidents as well as 
perception of risk regarding work-related threats and violence. 
 
The research questions were: 
 

1. Do staff at the emergency department, whose patients have access to their 
online EMR, to a higher degree perceive risks of work-related threats and 
violence than staff at the psychiatric department, whose patients do not 
have this access? 

2. Do staff at the emergency department, whose patients have access to their 
online EMR, report more work-related incidents of threats and violence 
than staff at the psychiatric department, whose patients do not have this 
access? 

3. To what extent are professional role, gender, number of years in health care 
and attitudes towards patient access to EMRs, respectively, important 
factors regarding perceived risks of work-related threats and violence as 
well as self-reported incidents? 
 
 

Methods 
 
Participants 
A total number of 492 professionals at UAS were asked to participate in the web 
survey. 277 of these professionals represented the psychiatric department, 
including all staff at all in-patient psychiatric wards (PWs), and 215 represented 
the emergency department, including 118 on-duty staff at the emergency room 
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(ER) and 97 on-call emergency physicians (EPs). The respective study groups 
included medical staff as well as administrative staff, but excluded executive staff. 
No more details about the study groups were known to the author before the 
execution of the web survey. A total of 174 professionals completed the survey. 83 
of the respondents represented the emergency department – whereof 33 were EPs 
and 50 were staff at the ER - and 91 were staff at the psychiatric department. 
 
Instruments 
The web survey questionnaire was based on one part of the questionnaire 
Questions on violence and threats about violence in Menckel and Viitasara's 
nationwide study on threats and violence in Swedish municipality-owned care 
(2000).  The main reasons this specific questionnaire was chosen as a template 
was that it had originally been developed by the well-renowned researcher on 
threats and violence in health care, Judith Arnetz (referred to in the introductory 
section of the present study) and also that it had been tested on many health care 
employees (Menckel & Viitasara, 2000). Believing that the study subjects would 
already be overwhelmed by work to do, the author of the present study wanted to 
abbreviate the questionnaire but still cover all intended aspects. Therefore some 
alterations were made, most importantly regarding definitions/examples of 
violent and threatening acts.  Firstly, “Biting” and “Scratching/clawing/pinching” 
were two separate options in Menkel and Viitasara’s study (2000), but in the 
present study they were combined to form one option. Secondly, the separate 
options “hitting” and “punching” were also combined to form one option. Also, as 
the present study had eHealth as its focus, it called for an adaptation of the option 
“threats over the phone”, the result of which was: ‘Threats over the phone/via e-
mail/via social media’. 
 
Two variations of the same basic questionnaire were constructed: One of them 
(Q1) was for the staff representing the emergency department. It included a total 
of 15 multiple-choice questions. The other variant (Q2) was for the staff 
representing the psychiatric department and included a total of 13 multiple–choice 
questions. Five of the questions in Q1 and four of those in Q2 were background 
questions on profession, gender, work experience and EMR documentation 
frequency. Subsequently, there were ten questions in Q1 and nine questions in Q2 
concerning either self-reported incidents of threats and violence, perceived risks of 
threats and violence or attitudes towards patient access to online EMRs. The time-
span was the past year (e.g. ‘Have you, over the past year, been exposed to threats 
or violence related to your work?’). This has been the time-span used in the 
biannual employee survey at UAS (Ljunghall, 2013), and it corresponded rather 
well with the time during which the new online EMR service had been in 
operation.  Where relevant, the multiple choice question was directly followed by 
an open question (an offer to give further explanations). At the very end of the 
questionnaire the respondents were given a chance to give their overall comments. 
Appendix 1 contains the cover letter accompanying both Q1 and Q2 and appendix 
2 contains all of the questions, multiple choice questions as well as open questions, 
in Q1. 
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Two questions were thought to require patient access to online EMRs and were 
therefore only included in Q1: ‘Patients at the emergency department gained 
access to their online EMRs on 8 November, 2012. State whether you started 
working at the emergency department before or after that date.’ and ‘Did patient 
access to online EMRs play any role in any of these threatening or violent 
incidences [referral to a previous question]?’ Moreover, the EMR-related questions 
to the emergency staff were formulated in a way that was intended to capture 
thoughts and experiences after the launch of the service, whereas the EMR-related 
questions to the psychiatric staff were to capture thoughts and experiences on the 
occasion of a future launch of the service. E.g. ‘Do you think that the risks of threats 
and violence towards staff at your work place increase or decrease as a result of 
patient access to online EMRs?’ versus ‘Do you think that the risks of threats and 
violence towards staff at your work place would increase or decrease if your 
patients gained access to their online EMRs?’. 
 
Procedure 
E-mail contact was made with the head of the emergency department as well as 
the head of the psychiatric department at UAS. After approval to distribute the 
questionnaires, information meetings were arranged: The psychiatric department 
was initially informed about the study at an executive meeting at one of the wards. 
The head of the department then spread the word to the participating wards via e-
mail. The ER staff were informed at a staff meeting, whereas the EPs were 
informed via an e-mail from the author of the study. 
 
Data analysis 
All the questions, and also the responses where it was considered relevant, were 
letter- or number coded in an Excel document in preparation for the statistical 
analysis. If a multiple choice answer was missing or unintelligible the author 
checked whether the corresponding open answer would offer some clarification. 
Considering the limited sample size of this study every variable seemed important. 
 
Statistical analysis of the quantitative DATA was carried out by the use of Stata 
13.1. (StataCorp, 2013). As between-group differences – e.g. emergency department 
vs. psychiatric department - were in focus, the test used was the Pearson chi-
square test (2). The confidence interval was set at 95%, i.e. an alpha level of 0.05. 
 

 
Results 

 
Results regarding background questions 
Of the 492 professionals asked to participate in the study, a total of 174 completed 
the survey. This equals a 35% response rate. 83 (48%) of the respondents 
represented the emergency department – whereof 33 (19%) were EPs and 50 
(29%) were staff at the ER - and 91 (52%) were staff at the psychiatric 
department. At group level, the response rate was slightly higher for emergency 
staff (39%) – whereof ER staff 42% and EPs 34% - than for psychiatry staff (33%). 
Regarding demographic characteristics the distribution was as follows: Most of the 
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respondents were either nurses (37%) or assistant nurses (39%). 19% were 
physicians and 5% had other professional roles. More women than men were 
among the respondents; 68% were women and 30% were men. Almost half of the 
respondents (45%) reported that they had worked within the health care sector 
for more than 15 years. 18% reported 0-5 years, 18% 6-10 years and 18% 11-15 
years. Two respondents, both of them ER staff, reported that they had started 
working at the emergency department after the launch of patient access to EMRs. 
All of the other respondents indicated before launch. One person did not specify 
the number of work years, nor indicate whether the start was before or after 
launch.  
 
The distribution of professional roles, gender and work years, within each study 
group, is presented in Table 1. 
 
Table 1. Background characteristics. Number and percentage within each of the two 
study groups – the emergency department and the psychiatric department. 
 

Background 
characteristic 

Emergency dep. Psychiatric dep. 

 
Professional role 

  

  Physicians* 
Nurses 

As. nurses 
Others 

33 (40%) 
30 (36%) 
19 (23%) 

1(1%) 

- 
35 (38%) 
48 (53%) 

8 (9%) 
 

Gender 
 

 
 

  Men 21 (25%) 32 (35%) 
  Women 60(72%) 58 (64%) 
  Missing 2 (3%) 1 (1%) 

 
Work years 

  

  0-5 yrs. 11 (13%) 21 (23%) 
  6-10 yrs. 19 (23%) 12 (13%) 

  11-15 yrs. 17(21%) 15 (16%) 
>15 yrs. 35(42%) 43 (47%) 

  Missing 1(1%) - 
 
*None of the respondents at the ER or the PWs were physicians, which meant that the EPs were the 
only physicians in the study.  

 
Differences between the emergency department and the psychiatric department 
Close to two thirds of all respondents reported that they had been exposed to 
incidents of work-related threats or violence over the past year. Psychiatric staff 
indicated exposure to a somewhat higher degree than emergency staff. These 
differences between the groups were statistically significant, 2(1, N = 174) = 7.10, 
p = .008. Further, about one out of four of all respondents indicated that they 
believed that their fear of threats and violence increase as patients gain access to 
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their online EMRs. The psychiatric staff were more than twice as prone as the 
emergency staff to believe that their fear would increase. These differences 
between the groups were statistically significant, 2(3, N = 174) = 14.53, p = .002. 
Moreover, about two out of five of all respondents indicated that they believed that 
risks of threats and violence increase as patients gain access to their online EMRs. 
The psychiatric staff were somewhat more prone than the emergency staff to 
believe that the risks would increase. These differences between the groups were, 
however, not statistically significant, 2(2, N = 174) = 2.17, p = .337. 

The specific data regarding these differences between the study groups are 
presented in Table 2. 
 
Table 2. Overview of responses to the questions regarding: Exposure to threats and 

violence; increased or decreased fear after launch; increased or decreased risk after 

launch. Distribution of responses (number and percentage) within each study group.  

Question+  
response options 

Emergency 
 dep.  

Psychiatric  
dep.  

 
Exposure to violence 

– yes or no 

 
 

 
 

Yes 42 (51%) 64 (70%) 
  No 41 (49%) 27 (30%)  

 
Increased or 

decreased fear of 
threats and violence 

after launch 

 
 
 
 

 

 
 

Increased 
Decreased 

Neither…nor 

12 (15%) 
0 

70 (85%) 

34 (39%) 
1 (1%) 

 53 (60%) 
 

Increased or 
decreased risk of 

threats and violence 
after launch 

 
 

 
 

  Increased 31 (38%) 43 (48%) 
  Decreased 0 0 

  Neither…nor 51 (62%) 46 (52%) 
 
Only one single respondent reported that patient access had played any significant 
negative role regarding violent or threatening incidents. The ER staff were 
somewhat more prone than the EPs to indicate that it had played no role. 
Statistical significance was not tested for these data. The numbers and percentage 
are, however, presented in Table 3.  

  



 
 

12 
 

Table 3. Overview of responses to the question regarding the role of patient access to 

online EMRs, in relation to actual threatening or violent incidents. Distribution of 

responses (number and percentage) from EPs and ER staff respectively (PWs were 

not given this question). 

Questions + 
response options 

 EPs ER 
 

 
Role of patient 

access to online 
EMRs in actual 

incidents  

 
 

 
 
 
 
 

  No role 
Positive 

Negative  
Pos. & neg. 

I don’t know 

3 (37.5%) 
0 

1 (12.5%) 
0 

4 (50%) 

16 (47%) 
0 
0 

1 (3%) 
17 (50%) 

 
Differences between the professional groups 
Assistant nurses reported exposure to workplace threats or violence to a 
somewhat higher degree than nurses did, and to a much higher degree than 
physicians. These differences between the groups were statistically significant, 


2(3, N = 174) = 38.58, p < .001. However, physicians reporting exposure tended to 
have been exposed more frequently than the other professional groups. Statistical 
significance was not tested for these data. Further, fewer physicians than nurses, 
assistant, nurses and ‘other’ staff reported increased fear of work-related threats 
and violence after launch. These differences between the groups were, however, 
not statistically significant, 2(9, N = 174) = 6.28, p = .711. Moreover, nurses 
seemed to a lesser degree than the other professional groups believe that the risks 
of threats and violence increase after launch. These differences between the 
groups were, however, not statistically significant, 2(6, N = 174) = 3.66, p = .723. 

The specific data regarding these differences between the professionals groups are 
presented in Table 4. 
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Table 4. Overview of responses from the different professional groups to the 
questions regarding: Exposure to threats and violence; frequency of exposure; 
increased or decreased fear after launch; increased or decreased risk after launch. 
Distribution of responses (number and percentage) within each professional group.  
 

Question+  
response options 

Physicians Nurses As. nurses Others 

 
Exposure to violence 

– yes or no 

 
 

 
 

 
 

 
 

  Yes 8 (24%) 44 (68%) 53 (79%) 1 (11%) 
  No 25 (76%) 21 (32%) 14 (21%) 8 (89%) 

 
Frequency of 

exposure 

 
 

 
 

 
 

 
 

  1-5 times 
>5 times 

2 (29%) 
5 (71%) 

28 (68%) 
13 (32%) 

27(61%) 
17 (39%) 

0 
1(100% 

 
Increased or 

decreased fear of 
threats and violence 

after launch 

 
 

 
 

 
 

 
 

Increased 
Decreased 

Neither…nor 

6 (18%) 
0 

27 (82%) 

18 (29%) 
1 (2%) 

43 69%) 

19 (29%) 
0 

47 (71%) 

3 (33% 
0 

6 (67%) 
 

Increased or 
decreased risk of 

threats and violence 
after launch 

 
 

 
 

 
 

 
 

  Increased 
Decreased  

Neither…nor 

15 (47%) 
0 

17 (53%) 

25 (38%) 
0 

40 (62%) 

29 (45%) 
0 

36 (55%) 

5 (56%) 
0 

4 (44%) 
 
Differences between the genders 
Men seemed to have been exposed to threats and violence to a greater extent than 
women over the past year. These differences between the genders were, however, 
not quite statistically significant, 2(2, N = 174) = 4.72, p = .094. Further, men 
reported to a greater extent than women that they had been exposed to threats 
and violence more than five times over the past year. They seemed specifically 
more exposed to the violent acts ‘hit/punch’, ‘push’ and ‘kick’. Men also reported to 
a greater extent that they had been exposed to four or more different types of 
violence over the past year. Statistical significance tested neither for frequency of 
exposure nor for types of threats and violence. Moreover, men also indicated fear 
of threats and violence after launch to a somewhat greater extent than women, a 
difference which was not statistically significant, however, 2(3, N = 172) = 3.24, p 
= .356. 
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The specific data regarding these differences between the genders are presented in 
Table 5. 
 
Table 5. Overview of responses from each of the gender groups to the questions 
regarding: Exposure to threats and violence; frequency of exposure; types of threats 
and violence; number of different types of threats and violence; increased or 
decreased fear after launch. Distribution of responses (number and percentage) 
within each gender group. 
 

Question+  
response options 

Men 
 

Women 
 

 
Exposure to violence 

– yes or no 

 
 

 
 

Yes 37 (69%) 69 (58%) 
  No 17 (31%) 49 (42%) 

 
Frequency of 

exposure 

 
 

 
 

  1-5 times 
>5 times 

14 (41%) 
20 (59%) 

43 (73%) 
16 (27%) 

 
Types of threats and 

violence* 

 
 

 
 

 
Hit/punch 

Push 
Kick 

14 (38%) 
14 (38%) 

9 (24%) 

6 (9%) 
8 (12%) 

6 (9%) 
 

Number of different 
types of threats and 

violence 

 
 

 
 

  1-3 types 
>3 types 

17 (46%) 
20 (54%) 

52 (75%) 
17 (25%) 

 
Increased or 

decreased fear of 
threats and violence 

after launch 

 
 

 
 

Increased 
Decreased 

Neither…nor 

19 (36%) 
0 

34 (64%) 

27 (23%) 
1 (1%) 

 87 (76%) 
 
*The other response options were: ‘Verbal abuse’, ‘bite/scratch/claw/pinch’, ‘physical restraint’, 
‘use of weapon or other tool’, ‘spitting’, ‘unpleasant experience’, threats over the phone/via e-
mail/via social media’  and ‘other’. Each respondent could indicate one or more response option.  

Differences between the work experience groups 
Amongst the staff with work experience of 15 years or less, about half indicated 
that the risks increase and the other half that the risks neither increase nor 
decrease. When it came to the professionals with the longest work experience, 
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more than 15 years, only about one third indicated that the risks increase and the 
other two thirds indicated that the risks neither increase nor decrease. These 
differences between the groups were, however, not statistically significant, 2(8, N 
= 174) = 7.93, p = .441. 
 
The data regarding the differences between all four work experience groups are 
presented in Table 6. 
 
Table 6. Overview of responses to the question regarding increased or decreased risk 
of violence after launch. Distribution of responses (number and percentage) within 
each work year group. 
 

Question+  
response options 

0-5 yrs.  6-10 yrs. 11-15 yrs. >15 yrs. 

 
Increased or 

decreased risk of 
threats and violence 

after launch 

 
 

 
 

 
 

 
 

Increased 15 (48%) 17 (55%) 16 (52%) 26 (34%) 
  Decreased 0 0 0 0 

  Neither…nor 16 (52%) 14 (45%) 15 (48%) 51 (66%) 
 
Differences regarding attitudes 
The emergency staff in the study seemed more positive towards patient access to 
EMRs than the psychiatric staff. These differences between the study groups were, 
however, not statistically significant, 2(3, N = 174) = 5.04, p = .169.  
 
The specific data regarding these differences between the study groups are 
presented in Table 7. 
 
Table 7. Overview of responses from each of the study groups to the question 
regarding attitudes towards the service (positively or negatively disposed). 
Distribution of responses (number and percentage) within each study group. 
  

Question+  
response options 

Emergency 
 dep. 

Psychiatric  
dep. 

 
Predominantly 

positive or negative 
to patient access 

 
 

 
 

Predominantly pos. 23 (28%) 13 (15%) 
Predominantly neg. 33 (40%) 40 (45%) 

Neither…nor 26 (32%) 36 (40%) 
 

It proved more suggestive to look at the EPs, the ER staff and the PWs staff as three 
separate groups: The results showed that the ER staff were the most positively 
disposed group whereas EPs and PWs staff were more negatively disposed. These 
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differences between the groups were statistically significant, 2(4, N = 171) = 
10.74, p = .030. Further, nurses seemed to be the professional group that were the 
most positive to the service. These differences between the professional groups 
were, however, not statistically significant, 2(9, N = 174) = 5.88, p = .752. 
Regarding gender, women were twice as prone as men to indicate neither 
predominantly positive nor predominantly negative. These differences regarding 
attitudes between the genders were statistically significant, 2(2, N = 169) = 7.88, p 
= .019. When all neither predominantly positive nor predominantly negative 
responses were removed from the statistical calculations, it became evident that 
men and women were to the exact same extent predominantly positive versus 
predominantly negative regarding patient access to online EMRs, 2(1, N = 108) = 
0.00, p = 1.000. Lastly, about half of the more experienced staff (>10 years of work 
experience) indicated predominantly negative, whereas only ca one third of the 
less experienced (0-10 years) did so. Statistical significance was not tested for 
these data, however. Those who had the least work experience within health care – 
up to five years - indicated neither predominantly positive nor predominantly 
negative to a greater extent than the other groups: These differences between 
those with the least experience and the others were not, however, statistically 
significant, 2(3, N = 173) = 4.73, p = .193. Neither were the differences between all 
of the four workyear groups statistically significant, 2(12, N = 174) = 10.42, p = 
.58. 

The specific data regarding the differences regarding attitudes are presented in 
Table 8. 
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Table 8. Overview of responses to the question regarding attitudes towards the 
service (positively or negatively disposed). Distribution of responses (number and 
percentage) within each study group, professional group, gender group and work 
year group, respectively. 
 

Question+ 
response options 

EPs ER PWs 

 
Predominantly 

positive or negative 
to patient access 

 
 

 
 

 
 

Predominantly pos. 6 (19%) 17 (34%) 13 (15%) 
Predominantly neg. 18 (56%) 15 (30%) 40 (45%) 

Neither…nor 8 (25%) 18 (36%) 36 (40%) 
 

 

Question+ 
response options 

Phys. Nurses As. Nurses Others 

 
Predominantly 

positive or negative 
to patient access 

 
 

 
 

 
 

 
 

Predominantly pos. 6 (19%) 17 (27%) 11 (17%) 2 (22%) 
Predominantly neg. 18(56% 23 (36%) 29 (44%) 3 (33%) 

Neither…nor 8 (25%) 24 (37%) 26 (39%) 4 (45%) 

 

     
Question+ 

response options 
Men 

 
Women 

 
 

Predominantly 
positive or negative 

to patient access 

 
 

 
 

Predominantly pos. 14 (26%) 22 (19%) 
Predominantly neg. 28 (53%) 44 (38%) 

Neither…nor 11 (21%) 50 (43%) 
 
 
 

Question+ 
response options 

0-5 yrs. 
 

6-10 yrs. 
 

11-15 yrs. 
 

>15 yrs. 
 

 
Predominantly 

positive or negative 
to patient access 

 
 

 
 

 
 

 
 
 

Predominantly pos. 
Predominantly neg. 

4 (13%) 
11(35%) 

9 (29%) 
11(35.5% 

7 (22%) 
17 (53%) 

16(21%) 
34(45%) 

Neither…nor 16(52%) 11(35.5% 8 (25%) 26(34%) 
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Discussion 

The purpose of this study was to examine perceived risks of work-related threats 
and violence as well as self-reported incidents of work-related threats and 
violence, in relation to patient access to online EMRs. More specifically it aimed to 
study whether staff whose patients have gained access to their online EMR 
perceive risks of threats and violence to a greater extent, and are exposed to 
threats and violence to a greater extent, than those whose patients have not yet 
gained this access. The background was the concern regarding increased risks 
expressed by health care professionals, physicians specifically. What was also 
looked into was the extent to which professional role, gender, work experience and 
attitudes to patient access to online EMRs were important factors in relation to 
perception of risk and self-reported incidents.  
 
Key findings 
The results do not support that staff whose patients have gained access to their 
online EMR experience a greater risk of work-related threats and violence. Both 
emergency staff, whose patients had, for a year, had access to their online EMRs, 
and psychiatric staff, whose patients did not have this access, reported to a 
considerable degree – ca forty percent - that they believe that the risks of threats 
and violence increase as patients gain access to their online EMRs. Regarding self-
reported incidents over the past year, on the other hand, there were noteworthy 
differences. However, these differences seemed not to be related to more 
experience of patient access to online EMRs, as more psychiatry staff than 
emergency staff reported exposure. Moreover, this study found very little 
connection between violent or threatening incidents and patient access to EMRs. In 
fact, only one single respondent, an emergency physician, reported that patient 
access had played any significant negative role in relation to violent or threatening 
incidents. These results were consistent with Cimino, Patel and, Kushniruk’s 
results (2001), regarding patient access to EMRs, indicating no “adverse events” 
over the study period. They can also be related to the results by Santana, et al., 
(2011) which pointed at patients’ will to be informed rather than questioning the 
doctor. 
 
There seemed to be important differences between the groups regarding fear. 
Neither this result, however, appeared to be related to more experience of patient 
access to online EMRs: The psychiatric care professionals indicated to a 
considerable extent – ca forty percent - that they believed that their fear would 
increase if their patients gained access to their online EMRs. Amongst the 
emergency care professionals, a more modest fifteen percent reported that their 
fear of being exposed to threats and violence had actually increased after their 
patients gained this access. Many respondents from both departments pointed out 
the “log list” (the list of individual staff who have logged into a patient’s medical 
record) as a specifically risk-and-fear-inducing feature, indicating that patients 
may now more easily find and approach the individual caregiver if dissatisfied.  

Regarding attitudes toward patient access to EMRs, the differences between the 
respective departments were not significant. However, when the on-call 
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emergency physicians and the on-duty emergency staff were studied separately it 
became clear that the on-duty emergency staff were significantly more positive to 
patient access than both the on-call physicians and the psychiatric staff. Possibly it 
was the actual experience of the system in question that resulted in the emergency 
care staff being more positive. Such an interpretation finds support in results from 
recent research on attitudes to online EMRs amongst members of the Swedish 
Association of Health Professionals, suggesting that nurses whose patients have 
access to their online EMRs are more positive to the service than those whose 
patients do not have this access (Scandurra, Jansson, Forsberg-Fransson, & 
Ålander, 2015). It can also be related to the findings of Ålander (2014) and Ålander 
and Scandurra (2015), indicating that physicians who have personal experience of 
using online EMRs are more positive to patient access than those who do not. 

It seems as if other characteristics than patient access play more important roles in 
the matters of risk perception, fear as well as exposure to violence in relation to 
online EMRs. Regarding perceived risk, the results seemed to show that 
professional role and work experience makes a difference. Nurses indicated to a 
lower degree than the other professional groups – i.e. assistant nurses, physicians 
and “other” – that they believe that risks of threats and violence increase after 
launch. Experience-wise, more experience seemed to correlate with experiencing 
less risk. 
 
When it came to fear in relation to patient access, only profession seemed to play 
some role: Physicians reported increased fear of work-related threats and violence 
after launch to a lower degree than other groups.  

Regarding exposure to workplace threats or violence over the past year, profession 
and gender seemed to make a difference. Assistant nurses reported exposure to a 
somewhat higher degree than nurses did, and to a considerably higher degree than 
physicians. These results support previous observations by Menckel and Viitasara 
(2002) pointing out assistant nurses and “direct carers” as being specifically 
exposed to violence, as well as those by Lawoko, Soares, and Nolan (2004) 
indicating that psychiatric care nurses are more exposed than psychiatrists. 
However, in the present study, physicians reporting exposure seemed to have been 
exposed more frequently than the other professional groups. Gender-wise, the 
tendency was that men had been exposed to threats and violence to a greater 
extent than women over the past year. As it appeared, men were specifically more 
exposed to the response options ‘hit/punch’, ‘push’ and ‘kick’, and they reported to 
a higher degree that they had been exposed to four or more different types of 
violence. Also, men reported to a notably greater extent than women that they had 
been exposed to threats and violence more than five times over the past year. 
These results are consistent with those of Lawoko, Soares, and Nolan (2004). They 
are, however, not consistent with the results by Chappel and Di Matrino (2000), 
indicating that female psychiatric care workers were at higher risk than the male 
counterparts. Work experience seemed not to be indicative of exposure to 
workplace threats or violence, thus there was no support in this study for the 
observations by Ayranci, et al., (2006) suggesting that inexperienced health care 
workers are more at risk than those with more experience. 
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Finally, when it came to attitudes to patient access to EMRs, professional role, 
gender and work experience all seemed to make a difference. Nurses seemed to be 
the professional group that were the most positively disposed, whereas physicians 
seemed to be the most negatively disposed to the service – results which are in 
accordance with those of Scandurra, et al. (2015). These results regarding attitudes 
of different professional groups can also be related to Ålander’s (2014) results, 
which indicated that physicians have generally negative opinions about online 
EMRs. Gender-wise, the women seemed more indecisive than the men, as more 
women than men indicated ‘neither predominantly positive nor predominantly 
negative’. However, when all neither predominantly positive nor predominantly 
negative responses were removed from the statistical calculations, it became 
evident that men and women were to the exact same extent predominantly 
positive versus predominantly negative regarding patient access to online EMRs. 
These results were not in line with those of Ålander (2014), which instead 
indicated that male physicians are more positive to patient access than the female 
counterparts. When it came to work experience, those who had worked for more 
than ten years seemed more negatively disposed to the service than those who had 
worked for up to ten years. On the other hand, those who had the least work 
experience within health care – up to five years - seemed more indecisive than the 
other groups, as more of them gave the answer neither predominantly positive nor 
predominantly negative. 

Limitations of the study 
One obvious weakness was the small sample size – 83 participants from the 
emergency department and 91 from the psychiatric department. Especially 
physicians and “other” staff were represented to a limited extent. Moreover, 
physicians were only represented in the emergency department sample. This 
limited the ability to generalize to a larger population. However, as shown above, 
with the use of the Pearson chi2 test it was still possible to get some statistically 
significant results. 
 
The relatively low response rate is also worth brining up here. An overall response 
rate of 35% may not be rare in research in general. However, the preparatory work 
of this study indicated a motivated study group so the expectations regarding 
response rate were high. The reason for the low rate was not specifically looked 
into but some qualified presumptions regard: the questionnaire being too detailed, 
the staff being tired of questionnaires, and the staff distrusting management 
and/or the system. 
 
Another concern was the sheer definition of threats and violence. In the 
introductory part of this thesis, the basis for the definition was laid out. It was 
explained that both physical and non-physical harm had been included, but that 
acts of bullying or obscene behavior had been excluded. Further, it was explicated 
that the author had assumed the ideas of the Swedish Work Environment 
Authority (2011), i.e. that violence is a (seemingly) deliberate and aggressive act 
leading to psychological or physical harm for another person, and that threats, in 
turn, are verbal or written threats of violence or damage. In the questionnaire sent 
out to the participants, however, this definition was not spelled out. Instead, 
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examples of different acts of threats or violence were given. These examples could 
be said to well represent the given definition, but this could not be ensured. For 
instance, the respondents who reported that they had been exposed to the violent 
or threatening acts ‘unpleasant experience’, ‘verbal threats/shouting/aggression’,  
‘threats over the phone/via e-mail/via social media’ and/or ‘other’, may very well 
have implied “acts of bullying or obscene behavior”. Thus, construct validity, as 
well as inter-rater reliability, may have been issues here. However, many of those 
indicating the just mentioned acts of violence gave further explanations, and only 
one of these explanations could, possibly, be understood as bullying or obscene 
behavior. 
 
A further aspect that could be criticized was an assumption made at the onset of 
the study: By choosing to include one hospital department where the EMR service 
in question had been launched and one where it had not yet been launched, the 
author assumed a possibility to compare staff that had experience of patient online 
EMR access with staff who did not have this experience. However, it may well be 
that a number of the psychiatric staff had also gained this experience from work at 
other departments (there was no question about this in the questionnaire). As a 
consequence of this assumption, the psychiatry staff were not asked the question 
‘Did patient access to online EMRs play any role in any of these threatening or 
violent incidences?’ [referral to a previous question]. This presents a risk that 
important accounts of the psychiatric staff were lost. 
 
Moreover, the actual log lists on psychiatric staff - but no other data from the 
psychiatric medical record – had, at the onset of the study, actually been made 
visible online also for the patients within the psychiatric department. The author 
was not made aware of this until after the analysis of the data. Also, a number of 
the patients at the psychiatric wards will most likely have had access to their 
online EMR notes from other hospital departments. Thus, the expected differences 
between the departments, regarding the staff’s experience of patient access to 
online EMRs, may not have been as significant as expected. Therefore, 
discrimination validity may also have been an issue in this study. Nevertheless, it is 
to be assumed that any noteworthy experience of patients’ reactions to online 
EMRs from other departments, would have surfaced in one or more of the 
numerous open responses. That was not the case, however. 
 
The results in relation to the theoretical starting point 
The results of this study, as well as results by Cimino, Patel, and Kushniruk (2001) 
and Santana, et al., (2011) suggest that the concerns of some medical professionals, 
including representatives of the physicians’ union of the county of Uppland, 
regarding increased risk of threats and violence in connection to patient online 
EMR access, may not be justifiable. That is if we focus on the aspect that patient 
access does not seem to correlate with a higher number of incidents of threats and 
violence, nor more severe incidents. Using Sandman’s terms (1993), the hazard 
(probability of incidents times magnitude of incidents) does not seem alarming. 
What could be considered alarming, however, is the staff perception of risk 
regarding patient access to EMRs. To understand this scenario Sandman’s 
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complementary idea of risk as outrage is more applicable. In the introductory part 
of this thesis four outrage factors were introduced, all of which could possibly have 
bearing on staff risk perception: Whether the risk-inducing event is voluntary or 
coerced, whether it is controlled by oneself or by others, whether it is morally 
relevant or morally irrelevant, or whether or not the sources are to be trusted. It 
appeared that a number of the open answers given by the respondents could be 
categorized under the just-mentioned subheadings. The answers reflected 
experiences of being coerced into accepting this new system, lack of control over 
who will get access to one’s notes and name and what the reaction might be, moral 
issues regarding both patient and staff wellbeing, as well as lack of trust of the 
initiators of the project. According to Sandman, such outrage factors are likely to 
be stronger influences for affected stakeholders, than are experts’ assessment of 
the situation. It is then likely that there would have been more positive responses 
had these factors been more carefully considered by the initiators of the project. 

The results in a larger scheme of things 
Both prior to, and in the aftermath of, the launch of patient access to online EMRs 
the strongest voices from the medical professionals have expressed negative 
attitudes. This may have led the uninitiated audience to believe that medical staff 
that are positive to this specific development within the field of e-health is a rare 
exception. However, in the present study, the majority were not predominantly 
negative, but rather predominantly positive (21%) or neither predominantly 
positive nor predominantly negative (36%). It is important that those responsible 
for the implementation of online EMRs listen to the variety of voices, and the 
experiences behind those voices. Similarly, it is pertinent that recent results from 
studies on staff with experience of online EMRs – who tend to be more positive to 
the service – are shared with staff who have none or little experience – who tend to 
be more negative (cf. Ålander & Scandurra, 2015). On the other hand, it is also 
important that those responsible listen to and respect the sceptics and try to find 
out what may be behind their attitudes, whether it be hazard or outrage. This is 
especially important now as patient access to online EMRs is being realized in 
other Swedish counties as well. Patients within the Skåne region in the very south 
of Sweden have had access to their online EMRs since March 2014. In the 
Stockholm region, a step by step introduction of the service started during 2014. 
Most other regions or counties in Sweden plan to start the launch during the next 
couple of years, whereas a few have not yet decided whether they will implement 
this service or not (Läkartidningen, 2014). The ambition of the Center of eHealth in 
Sweden (CeHis) (2012), however, is that 100% of the citizens of Sweden will have 
access to their online EMRs by the end of 2017. 
 
One thing that the counties and regions following the Uppland online EMR 
initiative have in common is that they have an ambitious pilot study to learn from. 
A consequence of this is that they are more cautious when it comes to introducing 
features of the online journal that might offend the critics from the body of medical 
professionals. The Skåne region, for example, made the choice not to publish 
medical test results as well as not to publish journal notes retroactively. This more 
conservative approach will most likely lead to less controversial launches of online 
EMRs. On the other hand, it may instead cause resentment from patients and their 
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organizations, the very group whose empowerment, regarding their own health, 
has been the articulated focus from the start of the online EMR implementation 
process. In connection to this it is also relevant to bring up the purpose of the 
medical journal. Who is it really for? It became clear from many open responses in 
the questionnaire of the present study that medical professionals primarily see it 
as their “tool” in the care of the patient. This interpretation does have support in 
the third chapter of the Swedish Patient Data Act of 2008, which reads that “the 
purpose of the medical journal is mainly to contribute to good and safe treatment 
of the patient” [author’s translation]. However, the subsequent sentence in that 
same act pronounces that “the medical journal is also a source of information for 
the patient” [author’s translation]. The Swedish National Board of Health and 
Welfare (2014) clarifies that the medical journal acts are not just the specific 
documents containing information on health status of the patient. They also 
include all of the documents, certifications, reports to or from the clinics in 
question, as well as video recordings, X-ray images, EKG curves and photographs 
(The Swedish National Board of Health and Welfare, 2014). How much of the 
information shown to the patient can be taken away before the EMR loses its 
status as a medical journal, as well as loses its relevance to the patient? The 
national Swedish organization for rheumatics, representing about 50,000 
members, are amongst those who would like to see increased digitalization of 
medical journals (Carlsson, 2015). 
 
In this first phase of the online EMR launch some hospital departments, whose 
medical records may contain specifically sensitive information, or whose patients 
may be specifically vulnerable, have been excluded. The psychiatric department 
was one of the excluded departments. Considering the results from the present 
study, this exclusion seems justifiable also from a staff safety perspective: 
Psychiatry staff are exposed to threats and violence to a very high extent and many 
also believe that the risks of threats and violence, as well as their own fear, would 
increase if their patients gained access to online EMRs. Many of the respondents 
from the psychiatric ward point out their patients’ lack of insight into their own 
condition, as well as their lack of impulse control, as explanations for this high risk 
scenario.  A number of respondents from that same department see more positive 
scenarios and argue for example that easier access to the EMR will entail an 
increased feeling of control which, in turn, will result in more secure patients. A 
few also mention that psychiatric patients are already allowed to see their current 
medical journal acts in judicial proceedings regarding custodial care. A research 
overview by Stuart (2003) gave that mental illness is not such an important 
determinant of violence as seems to be the general view. Rather, it was found that 
people with mental illnesses seemed more likely to be the victims of violence. The 
greatest determinants of violence, whether the perpetrator were mentally ill or 
not, were substance abuse and “socio-demographic and socio-economic factors, 
such as being young, male, and of lower socio-economic status” (Stuart, 2003, p. 
123). Moreover, it was found that contextual factors, e.g. poor atmosphere at the 
ward, were important antecedents of aggressive acts. Thus, it is likely that behind 
many of the expressions of fear regarding psychiatric patients’ access to online 
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EMR, there is a notable amount of social stigma. It is also likely that some of the 
violence could be prevented by contextual changes at the psychiatric wards. 
 
Suggestions for future research 
It would be possible to question whether staff at emergency departments and 
those at psychiatric departments are comparable in the way that is suggested in 
the study. Administrators of future studies may have the possibility to compare 
one department at one hospital where the online EMR service has been launched 
and the same type of department at another hospital where the online EMR service 
has not yet been launched. 
 
Further, as discussed above, there are different opinions on whether psychiatric 
care patients should be granted access to online EMRs or not. The launch of the 
online EMR system within the psychiatric department at UAS is, however, already 
being planned at county level. According to Sustains representative Benny Eklund 
(telephone conversation, August 2014) the political decision regarding what wards 
and what features will be included in the service will be made once the involved 
representatives at the psychiatric department have given their advisory opinion. It 
would then be wise to conduct some more research into what this launch may 
imply for psychiatric care and its staff, specifically. For further insight into the 
matter, a future study could include the question ‘Did patient access to online 
EMRs play any role in any of these threatening or violent incidences?’, a question 
which, for reasons explained above, was not asked to the psychiatric staff in the 
present study. Based on the results from the questions that were asked, however, 
the psychiatric staff seem, to a considerable extent, to be predominantly negative 
to the service. Also, they are already frequently exposed to threats and violence, 
and many of the staff predict that an online EMR launch within psychiatric care 
would cause even more aggression. A number of the open answers suggest, 
however, that perception of risk can be traced to different outrage factors rather 
than more objective risk assessment. Moreover, as brought up above, previous 
research (Stuart, 2003) indicates that contextual factors are more important 
antecedents of aggressive acts than mental illness in itself. The bottom line is that 
there are a variety of aspects that should be taken into consideration regarding 
whether or not, to what extent – and why - psychiatric patients should be excluded 
from access to online EMRs.  
 
Another interesting line of study would be to compare the number of, as well as 
characteristics of, self-report incidents with the data from the computerized 
incident reporting system at UAS, called Medcontrol. This may prove extra valuable 
due to the fact that this study disclosed (though it did not put the focus on) an 
underreporting of incidents in Medcontrol, especially at the emergency 
department. None of the emergency physicians, only one fourth of the ER staff and 
two thirds of the psychiatric staff had reported any of the incidents they referred 
to in the study. Reasons for this were touched upon in some of the open answers, 
e.g. that threats and violence are such common occurrences that only the really 
severe cases of violence are reported, and that nothing really happens after an 
incident has been reported. The implications are that threats and violence seems 
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to be a greater problem at the studied departments than suggested by the reports 
in Medcontrol and also that the staff seem to lack confidence in the reporting 
system. Hospital management may be interested in finding out more about this. 
 
In this study, the qualitative data, i.e. the open answers, were mainly used to 
reinforce and exemplify the quantitative data. Future studies could get an even 
deeper understanding of hospital staff’s perceptions and experiences of threats 
and violence by further exploring the written words on the subject. 
 
The main results and the most important conclusions 
The results of this study indicate that the perception of risk in relation to patient 
access to online EMRs, to a high extent is a reality both for staff whose patients 
have access to online EMRs and to staff whose patients do not have this access. In 
this case the former group were staff at the emergency department at Uppsala 
University Hospital and the latter were staff at the psychiatric department at the 
same hospital. Especially the physicians in emergency care and the psychiatric 
staff indicated a strong notion of increased risk as patients gain online EMR access. 
Many, especially the emergency care physicians and the psychiatric staff, also 
indicated that they were, overall, negatively disposed to patient access to online 
EMRs. However, the results of this study do not support that staff whose patients 
have EMR access are more exposed to threats and violence, nor that the incidents 
of threats and violence that they are exposed to are more severe. What seemed to 
make a difference, however, were the background characteristics professional role, 
gender, work experience and overall attitude to patient access to online EMRs: 
Nurses, and even more so assistant nurses, reported to a higher extent than 
physicians that they had been exposed to incidents of threats over the past year. 
However, the nurses in the study seemed to a lower extent than the other 
professional groups – i.e. assistant nurses, physicians and “other” – believe that 
risks of threats and violence increase after online EMR launch and they seemed to 
a greater extent have a predominantly positive attitude to patient access. 
Physicians seemed to be the professional group that were the most negatively 
disposed to patient access. Experience-wise, those with more experience within 
the healthcare sector reported lower perception of increased risks of threats and 
violence after launch, but they seem to have a more negative attitude to patient 
access, than those with less experience. Gender-wise, the men in the study seemed 
more likely to be exposed to incidents of threats and violence than the women. Yet, 
men and women did not differ regarding attitude towards patient access; they 
were positively versus negatively disposed to the same extent, although women 
seemed more indecisive regarding this matter.  
 
In this study perception of risk seems not to be reflecting the objective concept of 
risk that Sandman (1993) calls hazard, i.e. magnitude times probability. It may 
instead be assumed that it is more related to what Sandman (1993) refers to as 
feelings of outrage, including experiences of coercion, lack of control, moral 
uncertainty and lack of trust. Initiators of patient access to online EMRs in different 
regions of Sweden and elsewhere are recommended to take such outrage factors, 
as well as more objective concepts of risk, into careful consideration. 
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Appendix 1 
 

Undersökning angående risker för hot och våld mot personal på 
akutmottagningen vid Uppsala Universitetssjukhus 

 
 
Denna enkätundersökning är en del av ett examensarbete som genomförs inom 
ramen för forskningsprojektet DOME (Deployment of Online Medical records and 
E-health services, http://www.it.uu.se/research/hci/dome/index.php), vars 
huvudman är Uppsala Universitet. Det övergripande syftet med examensarbetet är 
att kartlägga riskerna för hot och våld i och med införande av Min journal på nätet. 
Undersökningen på akutmottagningen görs för att få förståelse för personalens 
upplevelser ett år efter införande av Min journal på nätet. 
 
Examensarbetet görs som en del av Magisterprogrammet i arbetsliv och hälsa med 
inriktning beteendevetenskap vid Umeå Universitet. Studien kommer därför av att 
avrapporteras som ett examensarbete inom ramen för nämnda utbildning. 
 
Enkätundersökningen kommer vara tillgänglig under två veckor i november, med 
start måndagen den 18 november. Enkäten har 16 frågor och tar uppskattningsvis 
tio minuter att genomföra. Frågorna besvaras via länken nedan. 
 
Den information som framkommer i enkäterna kommer att behandlas i enlighet 
med Vetenskapsrådets etiska regler. Detta innebär att allt datamaterial kommer 
att behandlas konfidentiellt och det kommer inte att kunna gå att spåra individers 
svar på enkäten. Ditt deltagande är viktigt för studien, men det är frivilligt och du 
kan när som helst avbryta ditt deltagande.  
 
Studiens resultat kommer att delges akutmottagningen under våren 2014. 
 
 
Om du har frågor angående studien så är du välkommen att kontakta mig. via 
telefon: 
XXX-XXX XX XX eller via e-post: …@... 
 
Med vänlig hälsning 
 
Ulrika Åkerstedt 
Masterstudent i arbetsliv och hälsa med inriktning beteendevetenskap 
Tel: XXX-XXX XX XX 
E-post: …@... 
 
Handledare: Gregory Neely 
Universitetslektor och prefekt vid institutionen för psykologi vid Umeå Universitet 

 

  

http://www.it.uu.se/research/hci/dome/index.php
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Appendix 2 

 
Undersökning angående risker för och hot och våld mot vårdpersonal 

 
Frågor till akutmottagningen 

 
Bakgrundsfrågor: 

1.   Min yrkestitel är: 
□ Läkare             □ Sjuksköterska              □ Undersköterska          
□ Annat 

  
2.     Jag är            □ man    □ kvinna             

 
3.   Min journal på nätet infördes den 8 november 2012. Ange här om du började jobba på 

akutmottagningen före eller efter det datumet. 
□ Efter 8 november 2012            □ Före 8 november 2012 

 
4.   Hur länge har du totalt jobbat inom vårdsektorn? 

□ 0-5 år               □ 6-10 år            □ 11-15 år          
□ Mer än 15 år 

 
5.   Hur ofta har du under det senaste året, i genomsnitt, läst/skrivit i patientjournaler i din 

yrkesutövning?  Välj det alternativ du tycker stämmer bäst. 
□ Varje timme    □ Varje dag       □ Varje vecka   
□ Mer sällan än varje vecka    □ I mitt yrke ingår inte att läsa/skriva i patientjournaler 
 
 

Frågor om hot och våld: 

6.  Har du någon gång under det senaste året varit utsatt för hot eller våld som varit relaterat 
till ditt arbete? 
□ Ja                        □ Nej                     Om nej, gå vidare till fråga 12. 

 
7. Om du svarade ja på fråga 6, hur många gånger? _________________ 
 
8. Och av dessa hur många har du rapporterat i avvikelsehanteringssystemet MedControl? 

___________________ 
 
9.  Vilket av följande har du varit utsatt för under det senaste året? (Flera alternativ får 

anges.) 
□ Verbalt hot/skrik/aggression □ Bett/riv/klös/nyp       □ Slag/knytnävsslag 
□ Knuff   □ Spark                □ Fasthållning                  
□ Användning av föremål/vapen  □ Spott  □ Obehaglig upplevelse              
□ Hot per telefon/e-post/sociala medier □ Annat 
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Tydliggör gärna: 
__________________________________________________________________________
__________________________________________________________________________ 
 
10. Vem/vilka var det som riktade aggressionen mot dig? (Flera alternativ får anges.) 

□ Patient/vårdtagare                   □ Personal                          □ Anhörig           
□ Annan 
 
Tydliggör gärna vad ”annan” innebär: 

__________________________________________________________________________

__________________________________________________________________________ 

11. Spelade patientens tillgång till Min journal på nätet någon roll i någon av dessa hot- eller 
våldshandlingar? 
□ Ja, Min journal på nätet spelade en positiv roll    
□ Ja, Min journal på nätet spelade en negativ roll  
□ Nej, Min journal på nätet spelade ingen roll                         
□ Både positiv och negativ roll  □ Vet ej 
 
Tydliggör gärna vilken roll Min journal på nätet har haft. 
__________________________________________________________________________
__________________________________________________________________________ 

 
12. Tror du att riskerna för hot och våld mot personal på din arbetsplats ökar eller minskar i 

och med att patienter får tillgång till sina journaler över nätet? 
□ Ökar                       □ Minskar   □ Varken ökar eller minskar           
 
Om du svarat ”ökar” eller ”minskar”, tydliggör gärna varför/på vilket sätt du tror att 

riskerna att utsättas för hot eller våld ökar eller minskar: 

__________________________________________________________________________

__________________________________________________________________________ 

13. Anser du att det är övervägande positivt eller övervägande negativt att patienter nu fått 
tillgång till sina journaler över nätet? 
□ Övervägande positivt               □ Övervägande negativt              
□ Kan inte ta ställning till det 
 
Tydliggör gärna vad som får dig att välja ”övervägande positivt” eller ”övervägande 
negativt”, alternativt förklara vad det är som gör det svårt för dig att ta ställning. 
__________________________________________________________________________
__________________________________________________________________________ 

 
14. Är du i dagsläget rädd för att utsättas för hot eller våld på din arbetsplats? 

□ Ja                        □ Nej                     
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15.  Har din rädsla för att utsättas för hot eller våld på din arbetsplats ökat eller minskat sedan 
Min journal på nätet infördes? 
□ Ökat     □ Minskat          □ Varken ökat eller minskat  

  
Om du svarat ja eller nej, tydliggör gärna varför/på vilket sätt din rädsla ökat eller minskat: 
__________________________________________________________________________
__________________________________________________________________________ 
 
 
Om du har andra tankar eller åsikter angående positiva eller negativa aspekter av ett 
eventuellt införande av Min journal på nätet, passa gärna på att dela dem här: 
_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________ 

 

Tack för din medverkan! 

 

 

 


