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Abstract

Organizations need to protect themselves from cyber threats and a variety of methods exist
to mitigate these risks. Factors such as rapid digitalization, expedited by Covid-19, have only
made cybersecurity threats a growing concern. Most research within the IS field has focused
on technical methods to mitigate risk, leaving non-technical methods less explored. The aim
of this study was to develop a deeper understanding of managers’, at different levels,
perceived understanding, and influence to achieve cybersecurity readiness in order to
identify barriers. Further, an objective was to develop possible strategies to mitigate
identified risks associated with these barriers. To fulfill this aim, a case study was conducted
at a municipality-owned organization who have taken the initiative to raise cybersecurity
awareness. Six interviews were conducted with managers from both senior- and middle
management, and cybersecurity governance documents were collected. In our findings, we
identified three main themes with associated barriers to achieving cybersecurity readiness.
These include barriers associated with (1) organizational and managerial factors, (2) pitfalls
in communication, and (3) policy and instructions. The study contributes to an
understanding of different barriers that managers at different levels might perceive and
suggests possible strategies for mitigating the risks associated with said barriers.

Keywords: Cybersecurity readiness, Cybersecurity threats, Cybersecurity governance,
Cybersecurity management, Policy and Instructions

1. Introduction

The digitalization of society has changed the conditions for organizations (Agrawal et. al., 2018;
Brynjolfsson & McAfee, 2014). Digital technologies have seen rapid development during the
last decade with new digital technologies creating opportunities for organizations to enhance
their business (Hasan et. al., 2021). To keep up with this changing environment and to take
advantage of opportunities organizations engage with digital transformation. Digital
transformation is a sociocultural process of adapting an organization to the changing
conditions in the digital landscape which requires cultural changes (Saarikko et. al. 2020).
One major implication of digital transformation for organizations is the increasing risks and
challenges associated with cybersecurity, especially in the wake of COVID-19 as the use of
digital technologies drastically increased (Hasan et. al., 2021; Abukari & Bankas, 2020;
Pranggono & Arabo, 2021). The pandemic radically disrupted organizations in their day-to-
day operations, and organizations were forced to reactively answer to challenges that were
caused by the pandemic (Almeida et. al., 2020). The proactive approach toward digitalization
organizations usually could engage in suddenly turned to a more ad-hoc approach, forcing
firms to hastily implement new technologies, processes, and structures (Verma & Gustafsson,
2020). Thus, organizations had little time to develop a security infrastructure to decrease
cyberattack risks. The challenges with managing cybersecurity during the pandemic are
evident from the increase in cyberattacks. The World Economic Forum reported that
cyberattacks had increased by 50,1% due to the pandemic (WEF, 2020). With work from home
being more normalized during and post-covid the issue of managing cybersecurity is a lasting



challenge that needs attention. Thereby, the changes caused by digital transformation and
COVID-19 make cybersecurity a growing concern that needs further attention.

The term “cybersecurity” is becoming more and more prevalent within the field of
information system security (ISS). However, the vast and growing terminology in the research
field that was historically termed IS security has led to a jungle of different approaches and
definitions depending on the research's main objective (Craigen et. al., 2014). These include
approaches either being of technical, managerial, behavioral, and or organizational (Crossler
et. al., 2012). The many approaches have led to different terms being used in research on ISS
such as IS security, information security, computer security, and cybersecurity (Dhillon et. al.,
2021). Although IS security still dominates the literature when referring to the issue of keeping
organizations protected, cybersecurity is emerging as a common term in the IS security field.

A lot of cybersecurity research has focused on technical issues, and how technology can be
used to solve security challenges (Crossler et. al., 2012). However, research has shown the need
to focus on socio-organizational factors affecting cybersecurity (Dhillon et. al., 2021). This is
much due to the fact that research within the IS security field has identified individuals as the
weakest link in organizations' cybersecurity defense (Furnell & Clarke, 2012; Jeong et. al.,
2019; Neigel et. al., 2020; Szczepaniuk & Szczepaniuk, 2022; Wiederhold, 2014). As a
response, the human factor in cybersecurity research has gained traction. A central theme
emerging in the literature is the issue of employees’ compliance with cybersecurity policies and
how organizations can enforce compliance (Dhillon et. al., 2021).

Most research on cybersecurity management looks at cybersecurity governance strategies
from a boardroom perspective and/or the relations between the top and senior management,
and their influence on achieving cybersecurity readiness (Shaikh & Siponen, 2023). When
using the term cybersecurity readiness, we refer to it as an extension of cybersecurity
awareness and understanding which includes all the organization's non-technical capabilities
to detect and respond to security threats.

An important omission in cybersecurity management research is the middle management
perspective since leadership at all levels of an organization influences employees' motivation
and behavior to reach organizational goals (Al Khajeh, 2018; Johnson & Goetz, 2007). To
address this gap, the aim of the study is to develop a deeper understanding of managers’, at
different levels, perceived understanding and influence to achieve cybersecurity readiness in
order to identify barriers. By including both senior- and middle management, we take a more
holistic approach to management and provide a more extensive understanding of managers’
experiences in enforcing cybersecurity policy and instructions. The study further aims to
propose strategies that can help organizations manage the risks associated with the identified
barriers. This resulted in the following research question.

e What are the barriers to achieving cybersecurity readiness? ) o o
o g\fha_t stl;ategles can be implemented to mitigate the risks associated with identified
arriers:

The study will contribute to a deeper understanding of managers’ perceived understanding and
influence to achieve cybersecurity readiness. By identifying barriers related to managers at all
levels, we hope to contribute with a deeper understanding of management's role in enforcing
cybersecurity governance strategies than the current research provides. To study this a
qualitative case study was conducted at a municipality-owned organization.



2. Related Research

In the IS field, cybersecurity has been studied for a long time but with different terms such as
IS security, information security, computer security, and cybersecurity (Dhillon et. al., 2021).
In this study, we refer to it as cybersecurity. There is no unitary definition for researchers to
adopt when investigating the cybersecurity phenomenon since most definitions are context
bound to a specific perspective (Craigen et. al., 2014). ITU (2008, p.2) defines cybersecurity as
the “collection of tools, policies, security concepts, security safeguards, guidelines, risk
management approaches, actions, training, best practices, assurance and technologies that can
be used to protect the cyber environment and organization and user’s assets”. However, this
definition does not clearly distinguish and describe the two main perspectives on
cybersecurity: technological and socio-organizational. Therefore, when referring to
cybersecurity our understanding of the phenomenon will emanate from ITU’s (2008, p.2)
definition with a socio-organizational perspective of how different human factors affect how
cybersecurity can be managed.

Research Focus Definition Example of types of Example
streams research reference
Social System Structures Studies of structures focus Security policy Morris et. al.,
on the issue of how laws compliance 2020
and regulations e.g., Security risk
policies and instructions management
affect cybersecurity. An Firm security decisions
important substream is Regulation research
research regarding
compliance.
People Studies of people focus on Information privacy Herath & Rao,
the issue of individuals' concerns 2009
behavior regarding Trust in security
cybersecurity. systems
Information security
behaviors
Technical Technology Studies of technology focus | Phishing Jensen et. al.,
system on cybersecurity attacks Security threat detection | 2017;
and also include studies technologies Patterson et.
that explore technology that al., 2017
detect and avoid attacks.
Tasks Studies of tasks focus on Privacy-enhancing Paté-Cornell
research regarding system technologies et. al., 2018;
design issues and Data and application Khan &
vulnerability management. | security Madnick, 2019
Access management

Table 1. Overview of research streams within IS security field

Dhillon et. al (2021) conducted a literature review of the last 30 years of research about IS
security within the field resulting in a conceptual model that summarizes the research agenda
of the phenomenon. This resulted in four categories that research usually falls within; studies
of structures, people, technology, and tasks. Further, these four categories can be divided into
two groups that either study the social system (structures, people) or the technical system
(Dhillon et. al., 2021). In Table 1 an overview of these different research streams based on
Dhillon et. al. (2021) can be seen.



Research on the technical system is mainly focused on either the technology or the design
of the systems. Some of the research is closely related to the field of computer science (Dhillon
et. al., 2021). Research on the social system tends to fall within policy and compliance
management (structures) or cybersecurity behavior and privacy concerns (people). However,
there exists an overlap with the research on the social system where the two focuses intertwine
(Dhillon et. al., 2021). This study falls within the research stream of social systems with its
focus on management's role in enforcing cybersecurity governance strategies.

2.1 Managing Cybersecurity

To control cybersecurity, McLaughlin & Gogan (2018) propose a five-step cycle of interrelated
tasks: prepare, prevent, detect, respond, and learn. Within all steps there are challenges.
Preparation is about preparing the organization for an incident by identifying risks and
creating tools such as priorities, and checklists, assigning responsibility, and making response
plans. Challenges within this step are understanding different internal and external threats as
well as recognizing cybersecurity as a moving target that changes quickly, response plans,
thereby, need to be continuously updated. Another step to take before incidents are prevention.
Preventing is about ensuring that vulnerabilities are identified and consists of two approaches,
(1) ensuring technological tools are used, and (2) ensuring employees comply with
cybersecurity policies. Within this step, identifying rising threats and new technology as well
as engaging and changing unsafe behavior amongst employees are prevalent challenges.
However, no matter the prevention, incidents are bound to happen, emphasizing the
importance of the detection step to quickly detect and trigger a response (McLaughlin & Gogan,
2018).

This step involves involving and encouraging users to report discrepancies in the systems
they work in. The challenges within these steps are keeping updated with technology and
getting the support of alert users that notices potential issues. This support requires that users
both have an easy way to report issues and have alert users that are conscious of the systems.
Detection of an incident should trigger a response. The response step includes diagnosing and
determining the impact of the incident to ensure the right steps are taken to recover from the
incident. Challenges within this step also include finding a balance between following the
protocol and giving responders the opportunity to improvise as best seen fit given the
circumstances. After an incident, it is important that the organization analyzes the incident
and their response to it to ensure that they learn and can improve their preparation. This step
should thereby include a debriefing session depending on the impact of the incident, where the
response, preparation, and prevention strategies are evaluated and improved before the next
incident. This step can easily be forgotten but is important to ensure future readiness. It is also
important to make incident reviews a periodic element of the work (McLaughlin & Gogan,
2018).

Whitin all steps McLaughlin & Gogan (2018) describe how challenges and best practices
involve taking the human factor into consideration. This is because the human factor is often
regarded as the weakest link in an organization's cybersecurity (Furnell & Clarke, 2012; Jeong
et. al. 2019; McLaughlin & Gogan, 2018; Neigel et. al. 2020; Szczepaniuk & Szczepaniuk, 2022;
Wiederhold, 2014). Recognizing cybersecurity as a sociotechnical problem rather than just a
technological problem is of the essence. Simply finding more technical solutions to human-



made errors will not be enough to ensure safety against cyberattacks (Jeong et. al. 2019).
Thereby, managing cybersecurity also involves managing the human factor (McLaughlin &
Gogan, 2018).

2.1.1 Human-factors

The human factor in cybersecurity refers to situations where incidents are caused by human
actions, e.g. lack of attention to detail, inadequate planning, or lack of knowledge, resulting in
unintentional threats that might compromise security (Yusif & Hafeez-Baig, 2021).
Cybercriminals can exploit such actions and behaviors, leading to successful attacks and
breaches in an organization's cyber defense, making it imperative to address human factors in
cybersecurity strategies (Yusif & Hafeez-Baig, 2021).

One part that makes humans the weakest link is the inability to comply with cybersecurity
policies. One explanation for this is awareness. If the employee is not aware of the potential
consequences of their behavior or lacks awareness of the policy at all, this might lead to the
employee engaging in unsafe behavior (Li et. al., 2019; McLaughlin & Gogan, 2018). However,
awareness cannot explain this behavior fully. Even with awareness, employees sometimes
engage in unsafe cybersecurity behavior. This is because employees constantly are faced with
the decision of convenience and security, where the unsafe action is more convenient than the
safe one (McLaughlin & Gogan, 2018). Non-compliance behavior can also partially be
attributed to how serious threats are appraised and the consequences the individual might
experience (Li et. al., 2019). However, threats are perceived differently by people in different
roles and are thereby contextually bound. Further, norms within the organization also
influence cybersecurity awareness, attitude, and behavior of the employee (McLaughlin &
Gogan, 2018).

To encourage compliance with policies and instructions there are actions that can be taken.
Employee involvement with the development and upholding of cybersecurity improves
compliance. Further, if the policies are well-written and clearly anchored to the organization,
it is more effective compared to vague policies (McLaughlin & Gogan, 2018).

2.2 Cybersecurity Governance Strategies

Governance refers to the responsibility to lead an organization. In the case of cybersecurity
governance, it refers to the responsibility for a strategic plan to address risks associated with
cybersecurity. In practice, this is achieved through creating strategic goals to achieve through
cybersecurity policies and instructions. The policies and instructions then play an important
role in executing the cybersecurity governance strategies. The implication of this is a need for
top managers to have a deep understanding of both cybersecurity threats and the different
operations within the organizations as well as how these interact (Yusif & Hafeez-Baig, 2021).
Also of importance is the support of top managers in the implementation of cybersecurity
policy since this signals the importance of compliance to employees (Li et. al., 2019). However,
top managers are not the biggest barrier to cybersecurity readiness, rather middle managers
can act as a barrier since they are in charge of daily operations (Johnson & Goetz, 2007).

2.2.1 Cybersecurity Policy & Instructions

The development of policies, instructions, and education for cybersecurity is imperative for
organizations to raise awareness and readiness for cyber threats. Cybersecurity policy (CSP)



refers to the development of rules, recommendations, and guidelines that seek to ensure the
secure usage of systems and the safeguarding of information (Scala et. al., 2019). The
instructions are specific instructions that need to be taken in order to follow a policy. The
difficulty for organizations is to create awareness and education that enforce adherence to their
policy and instructions for cybersecurity (Yusif & Hafeez-Baig, 2021). According to Madnick
et. al. (2017), a reason organizations struggle to enforce cybersecurity governance strategies
often is derived from the absence of sufficient resources allocated towards education and
training in cybersecurity. Further, multiple factors affect organizational compliance and a
more holistic approach to management needs to be considered when developing strategies for
increasing compliance with CSP.

Internal communication is of great importance for the survival of an organization, however,
strategies such as policy are often not perceived to be communicated enough. To ensure
satisfactory communication of strategy, factors such as channel and volume are of importance.
However, more important is the content and the relevance to the recipients (Ruck & Welch,
2012). Further, engaging employees in cybersecurity is of great importance to ensure secure
behavior. To do this, frequent information and reminders that function as cues to actions need
to be communicated to employees. This information could include advice, reminders, and so
on, and need to be communicated on a regular basis (Li et. al., 2019). McLaughlin & Gogan
(2018), also advocate for frequent communication regarding external as well as internal threats
since this can improve awareness.

2.2.2 Culture, Training, & Insiders

Organizations have their own culture that encompasses different values, expectations, and
norms that apply to all of their members and differentiate them from other organizations.
Cybersecurity culture can be defined as a fundamental part of the organizational culture and
shapes the policies and instructions to align with core values, expectations, and social
principles (Yusif & Hafeez-Baig, 2021). The importance of an integrated cybersecurity culture
in the overarching culture that enforces secure and protective behavior is therefore essential
for increased awareness and understanding of cybersecurity. Employees in organizations often
fall victim to different cyberattack strategies due to a lack of training and education in
cybersecurity (Yusif & Hafeez-Baig, 2021). Therefore, fostering a cybersecurity culture where
behavior such as risk awareness is of high importance, and cybersecurity training and
education are vital for creating a culture where employees adopt secure behavior (Corradini &
Nardelli, 2018).

Poor cybersecurity culture and training programs increase the risk of creating so-called
“insiders” within the organization; insiders pose a security threat due to their lack of
cybersecurity awareness and knowledge, and cybercriminal use their ignorance to exploit
systems and retrieve sensitive information (Yusif & Hafeez-Baig, 2021). Thereby, one challenge
for organizations is to create incentives and motivate employees to adopt secure behavior
(Mclaughlin & Gogan, 2018). If organizations succeed in that regard, a stronger cybersecurity
culture will emerge as well as a higher risk awareness. One aspect is developing security
awareness programs to motivate employees to participate in the programs (He & Zhang, 2019).

Factors that decrease motivation for employees to undergo training can often be derived
from non-updated programs, long and non-interactive programs, or creating generic programs



that do not solve existing non-compliance challenges (Yusif & Hafeez-Baig, 2021). In order to
foster good cybersecurity readiness, organizations must have a strategic plan that continuously
evaluates and monitor employees' awareness and knowledge of cybersecurity. By adopting
such a perspective, organizations can identify specific areas of concern and proactively create
tailored programs that seek to solve a particular issue (Yusif & Hafeez-Baig, 2021).
Standardizing processes does not automatically mean a cybersecurity culture of repetition will
be adopted and realized. A standardized cybersecurity training program might ultimately fail
if its components are outdated and unengaging due to a lack of interest or if the training, for
example, seems irrelevant among employees (Li et. al., 2017). Therefore, it is imperative for
organizations to develop governance strategies that include both standardized and adaptive
training programs to keep up with the dynamic landscape and facilitate employee engagement
(Yusif & Hafeez-Baig, 2021). it is therefore important to assess security training programs,
policies, and instructions to ensure their relevance and user-friendliness (Vance et. al., 2012).

Organizations should integrate cybersecurity risks in their strategic plan and implement
structures that increase risk awareness. Organizations could develop occasions within the
organization where workshops and/or seminars raise questions about security threats and the
potential disruption they might have for operational work (Vance et. al., 2012). Further, to
foster a cybersecurity culture, managers at all levels could ask relevant security questions when
personnel present progress or propose a new project. By doing so employees will eventually be
conditioned to always think about possible threats and risks in their operations (Johnson &
Goetz, 2007). To motivate secure employee behavior and enforce security governance
strategies, senior management could formally task middle managers to become champions for
raising security questions (Ifinedo, 2014).

2.2.3 Cybersecurity Leadership & Motivation

Previous research on cybersecurity leadership mainly takes the perspective of senior- and/or
top management, and the relations among them (Hu et. al., 2012; Mdller, 2020). Triplett
(2022) suggests that cybersecurity leaders, such as the ISO, must be able to motivate
employees through their knowledge and passion for cybersecurity and act as role models in
cybersecurity issues. However, the influence of lower-level managers' leadership on employees
has not received the same attention. Nevertheless, there exists research on leadership and its
influence on compliance and motivation, which mainly discuss two forms of leadership,
namely; transformational and/or transactional (Zohar & Tenne-Gazit, 2008; Bass & Riggio,
2006; Inness et. al., 2010).

Transformational leadership is proactive and enhances motivation, morale, and
performance through four different behaviors (Odumeru & Ifeanyi, 2013; Bass, 1985). (1)
idealized influence which refers to leading by example, (2) inspirational motivation which
refers to communicating a positive vision, (3) intellectual stimulation which refers to
encouraging employee engagement, and (4) individual consideration which means adapting
the leadership to employees unique situations (Pilbeam et. al., 2016; Warrilow, 2012). By
adhering to these four behaviors, transformational leaders support intrinsic motivation by
appealing to individual values to encourage and enforce norms, values, and attitudes that
increase compliance (Pilbeam et. al., 2016). Block (2003) concluded that transformational
leadership is imperative to affect change in the culture.



Transactional leadership on the other hand is more reactive and promotes compliance
through rewards and punishments (Pilbeam et. al., 2016). Transactional leadership involves
two types of leadership styles, namely, constructive leadership and corrective leadership
(Zohar, 2002). Constructive leadership offers material rewards for performance that satisfy
organizational goals. Corrective leadership monitors employee performance, detects errors,
and corrects them accordingly (Pilbeam et. al., 2016). By adopting these leadership measures,
transactional leaders influence extrinsic motivation in individuals by providing incentives to
promote performance that adheres to organizational expectations (Pilbeam et. al., 2016; Block,
2003). According to Block (2003), transactional leaders are less focused on supporting change
and innovation, rather avoidance of risks is the primary focus.

With the existing research on management in cybersecurity, there is limited research
investigating managers at all levels within an organization. Therefore, this study aims to
provide a broader knowledge and understanding of this.

3. Research Methodology

To study how managers at different levels perceive their understanding of cybersecurity
governance strategies and their influence on cybersecurity readiness, we conducted a
qualitative case study. Qualitative research is interested in creating an understanding of the
motivation and context of people and phenomena (Myers, 2013). Given our interest in
managers’ experience with cybersecurity, a qualitative study was a fitting choice. Further, we
have taken an interpretive approach to the study. Walsham (2006) describes that in
interpretivism, knowledge of reality is viewed as a social construct that is created with and by
human actors. Understanding is thereby created by not separating the data from its context
and searching for an objective truth, instead understanding the parts in their context as a
subjective truth. This is fitting for our study given the aim to explore managers' experiences
and perceptions.

A case study was chosen to be able to study the phenomenon. Myers (2013) defines a case
study as the investigation of a phenomenon where the context is not separated but taken into
consideration. Further, Yin (2018) explains that a case study should lead to insights regarding
the complexity of the internal and external context and add to the understanding of the studied
phenomena. With our research questions to identify barriers and strategies to mitigate risk
associated with achieving cybersecurity readiness, we aim to contribute to a deeper knowledge
of managers’, at different levels, perceived experiences of cybersecurity governance strategies
and their influence on enforcing strategies. Thereby the phenomenon being studied is
cybersecurity governance strategies in the context of managers at different levels. Below is a
presentation of the case being studied in this paper.

3.1 Case Description

This case study was carried out at a public organization in the northern part of Sweden, which
consists of approximately 170 employees and operates in a specific municipality in the region.
On behalf of the municipality, the organization is tasked with contributing to growth and
housing provision within the region. The organization is divided into multiple departments



with different operational focuses, implying operational differences in the systems,
information, and processes used in their daily operations.

The organization recently allocated more resources towards the operational work with
cybersecurity, specifically by hiring an ISO that holds responsibility for developing and
implementing strategies in regard to cybersecurity. As municipality-owned, the studied
organization has access to more resources and experts on cybersecurity than traditional small
organizations. The organization previously had policies and instructions in place for
cybersecurity, however, not much was made to ensure compliance with these governing
documents. Therefore, the organization is in the initial process of increasing cybersecurity
readiness by developing training programs and updating the policy and instructions to increase
overall awareness and understanding of cybersecurity. This implies that managers’ just
recently started undergoing comprehensive training to raise their awareness and
understanding of security risks and cybersecurity policy and instructions. This study aims to
contribute with comprehensive knowledge of how managers at all levels perceive their
understanding of CSP and their influence on organizational cybersecurity readiness to identify
barriers. Therefore, given that the organization has recently initiated these changes, and has a
variety of departments where work differs greatly, this makes for an interesting case to
investigate managers', at different levels, perceptions of understanding and enforcing
cybersecurity governance strategies.

3.2 Data Collection

To collect data to be able to fulfill the aim of the study of providing a deeper understanding of
managers’ perceived understanding and influence on organizational cybersecurity readiness,
interviews were conducted. Surveys were deemed to be unfit in this instance for a myriad of
reasons. The organization studied is small and was at the time conducting an employee
evaluation in the form of surveys leading to a bit of survey fatigue which might have made it
difficult to receive an adequate response rate. Further, we wanted to get better access to
respondents' experiences and feelings. Myers (2013) explains that interviews give access to rich
data from the respondents' perspectives.

In qualitative research, both interviews and observations are common data collection
techniques. Observation allows the researcher a new dimension of insight by observing what
the participant does and how they interact with the social world (Myers, 2013). Observing
managers while working with cybersecurity would also have been insightful data that could
further our understanding. However, given the short timeframe of this study, it would have
been difficult to gain that kind of access. Myers (2013) emphasizes that building trust with the
people you are observing is of great importance to be able to gather rich data, but that this is a
process that can take time. Thereby, interviews were chosen as the most fitting data collection
technique for gaining insight into managers’ perceived understanding and influence on
cybersecurity readiness. The following sections describe the sampling criteria for participation
and the conduct of interviews and the collection of cybersecurity governing documents.

3.2.1 Sampling & Criteria
The study adopted a purposive sampling strategy for selecting respondents with the highest
probability to contribute useful and relevant information for the studied case (Campbell et. al.,



2020). The sampling of respondents was made in consultation with our contact person at the
organization. This was done since the contact person had access to and insight into the
organization and relevant respondents. This resulted in access to six respondents (see Table
2). Two respondents belonged to senior management, and the rest to middle management. The
group of respondents is of heterogeneous composition, with gender differences and an age
range between 36 - 64. One criterion was developed to ensure that respondents included in the
study had insights that would provide valuable empirical data for the purpose of the study
(Denscombe, 2014; Merriam & Tisdell, 2016). The criterion for participation in the study was
that respondents had to inhibit a management role with corresponding personnel
responsibility. This is with a background in the study’s aim to investigate managers' perceived
experiences.

Respondent Length of Personnel Management level Length of
Employment responsibility Interview
Respondent 1 6 years Yes Senior management 50:08
Respondent 2 13 years Yes Middle management 41:47
Respondent 3 1year Yes Middle management 47:48
Respondent 4 12 years Yes Senior management 44:22
Respondent 5 6 years Yes Middle management 45:08
Respondent 6 8 years Yes Middle management 42:03

Table 2: Information about respondents and length of interviews

3.2.2 Execution

Semi-structured interviews were chosen to be able to answer the research question. Semi-
structured interviews permit a more free conversation since improvisation and new questions
can be explored, but still gives consistency over many interviews (Myers, 2013). Before the
creation of the interview guide, informal meetings with our contact person at the organization
were held. The purpose of the meetings was to gather a deeper understanding of the
organizational structure and their current work with cybersecurity. Further, the meetings in
combination with the literature review helped guide us in the creation of the interview guide.
The interview guide consisted of six themes (1) understanding of cybersecurity, (2) handling
incidents, (3) awareness of threats, (4) continuous improvement, (5) leadership and culture,
and (6) external partners (see Appendix 1). Initial questions in the interviews included
questions about the respondents’ experience at the organization, and their current work and
responsibilities. As a concluding question, respondents were asked to reflect and share their
thoughts on the biggest challenges for increasing the organization's cybersecurity readiness.
During the interview, mirroring was used to ensure a correct understanding of the
respondents’ answers (Myers, 2013).

The interviews lasted between 40-50 minutes and were conducted in Swedish (see Table 2).
We were both present during the interviews but with different roles. One was responsible for
asking the questions and keeping the conversation active, while the other had more
responsibility to listen and ask follow-up questions actively. The first interview was a pilot
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interview which allowed us to test and time the interview guide. After the pilot interview, no
considerable changes to the interview guide were made. The insights from the pilot interview
were, thereby, deemed to be relevant to the study.

All interviews were conducted via Teams, which was decided given the respondents'
familiarity with it and ease with scheduling. However, this choice might have impacted the
interviews. Kvale & Brinkmann (2014) describe that an interview is affected by the place and
the closeness to the interviewee. Meaning the setting of an interview might have an impact.
Therefore, conducting the interviews digitally might have impacted the result, but given the
respondents' familiarity with the tool and ability to choose where to be interviewed, a relaxed
setting for the conversation was reached. Further, the interviews were recorded which might
also have impacted the outcome of the interviews. Myers (2013) explains that recording
interviews comes with benefits such as being able to relisten to exactly what a respondent
answered. However, a potential pitfall with recording interviews according to Myers (2013) is
that it changes the setting of the interview and might impact how freely a respondent answers
questions. During the interviews, this was not an issue as respondents answered questions
freely.

3.2.3 Other Data Sources

Besides the interviews, the organization’s governing documents were also collected. This
included four different documents that constituted the organization's cybersecurity policy and
instructions. The documents that were included were the organization’s policy and goals
regarding information security, instructions for employees and instructions for management,
and finally instructions for incident reporting. These documents were used in three ways. First,
to create an understanding of the organization’s work with cybersecurity and the goals that
have been agreed upon. Second, the documents were also used when formulating the interview
guide. Third, the documents were used to triangulate the data from the respondents by
comparing respondents’ answers to instructions and the policy to gather a fuller
understanding. This type of triangulation, where data is collected via different sources, is
referred to as data source triangulation and is used to establish a more extensive
comprehension of a phenomenon (Carter et. al., 2014).

3.3 Data Analysis

During the interviews, Teams' automatic transcription tool was used to start transcribing the
interviews to ease this process. The transcriptions were then double-checked to fix errors and
to get more familiar with the material. To further familiarize ourselves with the data each
interview was read through multiple times. This first step is consistent with Braun & Clarke’s
(2006) initial phase in the thematic analysis. Thematic analysis is a good fit for a bottom-up
inductive approach. This means that identified themes are driven by the collected data, and
not fitted to an existing framework (Braun & Clarke, 2006). Since no theoretical framework
was used, the inductive bottom-up approach was decided as most fitting. Given the flexibility
of thematic coding to be able to find and develop themes, this was chosen as the data analysis
method. Further, Braun & Clarke’s (2006) descriptions of the process of thematic analysis
guided our data analysis. They explain the process as consisting of six phases, starting with
familiarizing with data, followed by generating codes. After this, three phases followed
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including searching for, reviewing, and naming the themes, and the final step is producing the
report.

After familiarizing ourselves with the data, initial codes were generated by highlighting
sentences that were summarized to create our open codes. This was done separately to avoid
getting influenced by each other, and to ensure that more possible codes were found. This step
resulted in about 170 initial codes each that were compared and sorted through. Codes that
were connected were combined into categories, and in total 13 categories were created. To
ensure that these categories were true to the data collected, a description of all categories was
created and checked against the code extracts. This was an iterative process. In the next step,
categories were combined and sub-themes were developed. This resulted in five sub-themes,
where considerable overlap and similarities still existed which led to these being combined into
three overarching themes. The overarching themes were reviewed in comparison to the
collected data to ensure no discrepancy existed. For examples of data analysis see Appendix 2.

3.4 Ethical Considerations

When conducting research there are ethical principles to take into consideration. Shamoo &
Resnik (2009) describe honesty, objectivity, and confidentiality as some of these principles
that need to be followed. Honesty has to do with being true to collected data and not
misrepresenting. Objectivity has to do with avoiding biases influencing the study, and
confidentiality has to do with handling the data and information in a secure way. These
principles were taken into account during the study.

Another ethical consideration has been complying with Umea University’s rules regarding
the handling of sensitive data. GDPR has resulted in new guidelines for how data generated
during studies should be handled. We have complied with this in regard to recording, storing,
and deleting data. When recording we did not use phones since the storage of data on such
devices is not secure for personal or sensitive data. Further, the data was stored on secure
platforms approved by the University. Participants were informed of this as well as when the
data would be deleted.

Myers (2013) describes informed consent as an important principle to follow when people
are being studied. Informed consent means that participants are given the opportunity to make
an informed decision if they would like to participate or not (Myers, 2013). Myers (2013) also
stresses that participants should be informed that their involvement is voluntary and can
without question be ended at any time. To adhere to this principle a consent form was delivered
to respondents and signed before the interviews. These include information about
participation and handling of data.

4. Results

In this section, the gathered empirical data in the form of internal documents, and quotes from
interviews with the respondents are presented. All quotes have been translated from Swedish
into English to ensure comprehension of the result for more readers. Minor rephrasing has
been made in the translations of quotes to clarify what the respondents are expressing, and
irrelevant digressions and repetitions are indicated as [...]. When context is deemed necessary

12



parentheses are used to indicate this and are not part of respondents’ actual response. The
respondents are referred to as (R1-R6).

Through the thematic coding of the interviews, three themes emerge that all relate to
challenges that made cybersecurity readiness more difficult. These three themes are (1)
Cybersecurity Readiness - Barriers with Organizational & Managerial Factors, (2)
Communicating Cybersecurity - Barriers to Information Sharing and Responsibility, and (3)
Policy boring? - Barriers to Keeping Policy & Instructions Alive. The structure of the result will
follow these themes.

4.1 Cybersecurity Readiness - Barriers with Organizational &
Managerial Factors

4.1.1 Formal Education & Managers’ Perceived Experiences
In order to enhance the overall awareness and understanding of cybersecurity within the
organization, more resources have recently been allocated to handle the organization's work
with cybersecurity. As part of this initiative, an Information Security Officer (ISO) was hired
last year to support the IT manager in overseeing cybersecurity operations. The ISO has the
responsibility to create comprehensive training programs and educational initiatives, as well
as auditing policies and instructions. The ISO reports to the CIO as well as presents cases for
top management. This initiative seems to have had a considerable impact on managers'
perceived awareness and understanding of security risks and threats. The ISO has
implemented standardized formal digital training programs as well as in-person training
opportunities. The formal digital training programs provide cybersecurity training through a
digital platform and offer managers and employees the flexibility to undergo training when
convenient. The in-person training opportunities are either provided in the form of workshops
or seminars. During the interviews, some respondents expressed that they do not get any
specific training in cybersecurity, instead everyone in the organization undergoes the same
training.

All respondents expressed a positive attitude towards the training initiatives taken during
the last year, and have experienced a considerable change in the focus on cybersecurity within
the organization.

We receive security training via email every now and then. I think it’s great. An
email arrives with a course that might take 3 to 6 minutes, explaining topics such
as how a website is structured and what risks are associated with it. The next
email could be about phishing or something else [...] And it was less I can say at
least now it’s more frequent and more structured, a lot more structured. - R5

Another respondent elaborates on the importance of combining both digital- and physical
training opportunities. “We had a physical training session about information security [...]
And it was more in a group setting which led to more discussion [...] That’s a disadvantage
with web-based (education) [...] there is most often no discussion afterward [...].” -R2
During the interviews, it became evident that the general awareness and understanding of
potential cybersecurity threats have increased because of more frequent training programs.
However, some respondents point out that while the awareness has increased, it does not
constitute organizational readiness. R3 describes their experience: “T would say that with that
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(readiness), we have some work to do [...] If I say like this, for this year, it’s more about [...]
awareness”. Another respondent from senior management describes what level of
cybersecurity readiness the organization currently inhibits: “T would say average |[...] The
knowledge that day-to-day operations might completely stop, to think like that I don’t believe
[...] all functions have done that in the (company).” - R1.

When asked to reflect on the educational efforts taken recently, all middle management
respondents expressed a similar response, that it’s sufficient enough as of now and simply wish
for recurrent training to keep their awareness on high alert. R3 expressed a need for this: 7...J
even if I would work here until I'm 100 years old I believe a top-up dose is necessary”. This
result could partly be interpreted and understood from the fact that this is the first time they
receive extensive training on cybersecurity. When senior management was met with the same
question, more elaborated responses were provided. One respondent from the senior
management expressed a desire of having a higher degree of overall IT competency in the
organization since it would increase threat awareness and identification of security risks. The
respondent further expressed difficulty knowing what educational level is sufficient and how
you actually validate that the organization reaches that level. To summarize, the main
challenge of educational efforts and managers’ experience of such efforts seems to be
correlated to the fact that cybersecurity recently became a main priority as every respondent
indicated in their interviews.

4.1.2 Operational Differences and Leadership

A couple of respondents described how departments within the organization have different
prerequisites since the organization is involved in multiple operations, and the type of
information that is handled differs between departments. For example, R6 describes: “We have
the luxury [...] of not getting a lot of external emails, we mostly use internal emails amongst
each other.” R6. This stands in contrast with other respondents' descriptions of the
information they handle. They involve external partners on a more frequent basis, requiring a
responsibility to inform and educate them about the organization's rules and guidelines of
cybersecurity. R6 was also the only respondent expressing that employees seem to
procrastinate and postpone undergoing cybersecurity training: “I know they postpone it, it is
like that you know [...].” - R6. This indicates a difference in the engagement and interest
between different departments regarding cybersecurity depending on what kind of operations
they are involved in daily.

During the interviews it became clear there are differences in the way managers exert
leadership and their methods of keeping cybersecurity on the map and as a recurring theme in
their daily operations. This emerged when R3 and R2 described their own perceived
responsibility and influence on keeping the question alive.
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It is indeed true that as a manager, one influences more than one might think or
desire. If I show no interest or talk about it as a necessary evil [...], it certainly
has an impact. So even if there are things that sometimes I find challenging or
demanding, I tend to choose to be [...] extra positive and talk about it a bit more
to spread the message [...] I might even highlight it if someone comes up with an
idea or has a question related to this topic [ ...] Because I believe it’s the only chance
we have to invest time and effort into it. If 'm more interested [...] in something
else it will have an effect. -R3

R2 on the other hand, seems to not emphasize the impact one’s own influence has on enforcing
guidelines and rules to the same degree as R3. Instead, R2 seems to rely much on the
information shared by senior management and focuses on disseminating that information.
However, R2 does mention that after undergoing training they sometimes talk about it in more
informal settings and encourage such behavior:

Now we have hired an expert in this field who helps us other managers stay
updated and disseminate information [...]. It’s usually during lunchtime that we
talk [...] and bring up questions ‘Has anyone gone through this, and how did you
experience it? - R2

An important difference to clarify is that R3 has had previous roles with responsibility over
cybersecurity while R2 has not had a role encompassing such responsibility previously.

4.1.3 Organizational Culture
The culture experienced by the respondent seems consistent throughout the interviews. All
respondents express an open climate where questions are encouraged and not disregarded,
independent of where in the organization a question might arise. R6 describes their experience
with the culture that permeates the organization: “The culture is open, honest, and supportive,
and we assist one another. It’s fundamental to our operations that we ask questions.” - R6.

The experienced culture correlates to when respondents describe and express gratitude
towards the support available to them if uncertainty in cybersecurity questions arises. It’s
evident that the new ISO provides a great sense of support for the respondents. However, one
respondent mentions that it might take extra time to double-check if something is correct, but
that it’s worth it: “T rely on (name) 99 percent of the time to ensure accuracy and to be certain
[...] I prefer to be correct, even if it means waiting an additional hour for a response [...].” -
R5

A majority of the respondents explain that the organization is currently in its learning phase
regarding cybersecurity. Therefore questions are encouraged and welcomed, and formal
sanctions are not used to promote conformity to policy and instructions, but it can be a
challenge to enforce such behavior.
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Encourage everyone to speak up when they notice a flaw or when they make a
mistake and thank them for acknowledging their error. We must avoid fostering
a culture of silence where people are afraid to speak up, and how do you achieve
that? I don’t know, but engage in open communication, ask questions, and listen
actively. And remember, never get angry at someone who reveals that they have
done something foolish. On the contrary, they should be praised. It's the only way
we can learn. There will always be individuals who find it difficult to admit that
T clicked on that PostNord link despite all the warnings and prior information
not to do so.’ It happens every time. - R1

R3 also acknowledges the importance of encouraging employees to come forward and
describes a real example of a security incident where the culture played an imperative role.

It became very evident that we have a culture where it's not about someone
making a mistake or being at fault. Instead, it's more about curiosity and learning
together. It's like, 'Okay, what can we learn from this?' [...] Instead of pointing
fingers or looking for a scapegoat, we found it interesting and started exploring
how we can improve. - R3

4.2 Communicating Cybersecurity - Barriers to Information
Sharing and Responsibility

4.2.1 Information Sharing & Gathering

The managers express some similarities in how and what kind of information is shared
regarding cybersecurity initiatives. All respondents describe how updated information
regarding policy or instructions is communicated to them at managerial meetings, which they
later inform their personnel about during workplace meetings. Some respondents also
mention that information brought up at such meetings is published on the organization's
intranet, but various degrees of certainty can be found in their answers.

It usually starts with the management team first, and then it cascades down to
all employees during the workplace meetings. Afterward, there will be a brief
announcement on the intranet with a link to where it can be found. - R5

Another respondent describes the same process but is not as certain the information is
published on the intranet. “Sometimes I believe it’s also published on the intranet, but we
always go through it at workplace meetings” - R2. Multiple respondents described that
updated information on policy and instructions is published on the intranet, but when asked
specific questions about policy and instructions some respondents tried finding it on the
intranet. However, this proved to be time-consuming, and one respondent only found the
information at the end of the interview.

The respondents also express differences in how they are kept updated on the topic of
cybersecurity with information from the IT department. R2 means that the new ISO provides
relevant information: “Now we’ve hired an expert on the area which helps us managers to
keep ourselves updated and also send out information that should be disseminated.” - R2. R6
however expresses a contrasting experience regarding how, and what information is shared
about the current state of cybersecurity within the organization. “It would be beneficial to
receive more frequent updates from our IT department regarding ongoing developments and
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events, or at least keep us managers informed on what is going on and what we should think
about.”. Although multiple respondents explain how information is published on the intranet
and brought up during managerial meetings, R6 describes a situation that arose when the first
link with digital cybersecurity training was distributed throughout the organization: “The first
time I got it (the training link), I thought it was like a virus or something, and I just said no,
I'm not going to do this, so I just threw it away.” - R6

4.2.3 Responsibility & Ownership

The question of ownership and responsibility are connected and differ in perception among
the respondents. The respondents’ perception of responsibility also differs from the
description in the policy and instructions. The policy stated that every employee has a
responsibility to follow the policy and instructions as well as report potential incidents.
Further, the policy divides responsibility into the following: (1) The CEO is responsible for
ensuring sufficient resources for the security work as well as revising the policy. (2) The IT
manager is responsible for operational coordination cybersecurity, as well as, reporting results
of the work. (3) Owners of the company's information assets are responsible for ensuring
availability, accuracy, and confidentiality. Further, specific instructions for managers as well
as employees also exist to clarify processes and responsibilities. Managers' information
security responsibility cannot be delegated and includes being an incident recipient, as well as
a responsibility to enforce that all employees and consultants within their department follow
the policy and instructions. However, the policy for employees also makes it clear that all
employees are responsible for ensuring that their behavior aligns with the instructions and
fulfills a security behavior.

This is not how every respondent perceives their responsibility or where the responsibility
of cybersecurity lies. Consistent with the policy, the responsibility is discussed at different
levels such as senior management, middle managers, and individual level as well as IT’s
responsibility. Differing from the policy is the extent of the responsibility for these levels. R2
discusses their responsibility to ensure that employees within their department take part in the
education, and perceive this to be at the senior management level rather than at a middle
manager level. “It is not a course I would say you have to do to work for me, that would be on
a senior management level [...] to ensure that it is sent out and that everyone is booked to
attend.” - R2. R5 on the other hand describes ensuring that employees in their department take
part in education as their responsibility. “My role in this is to ensure that employees take part
in internal education, and are updated on the policy through our workplace meetings and so
on.” Further Rj5 also clarifies the individual responsibility that everyone has for cybersecurity.
“You should of course always have it in the back of your mind, IT security and what you are
doing. It is a big responsibility that is put on the employee.”

Many of the respondents show great trust in and feel supported by the IT department and
the ISO for dealing with cybersecurity threats. Thereby, many respondents also see the IT
department as more responsible in these questions. For example, R4 discusses the IT
department’s responsibility as the expert: “I am not an expert on cybersecurity, right? But we
have people in the IT department that should know that.”

The IT department is seen as the expert thereby leading to them being seen as having the
utmost responsibility and ownership over these questions. A potential problem that arises from
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this is how it might affect others' awareness and managers' sense of responsibility. A
respondent from the IT department explains that they rarely get any sort of feedback on
cybersecurity work. The respondent believes this has to do with others' lack of engagement and
technical knowledge about the subject which makes them less aware of risks. However, they
wish that this was not the case and that there was more engagement from others in the
organization. The trust that the IT department will deal with any potential risks and threats,
might impede on other managers’ perceived responsibility to actively look for threats since
they feel secure that the IT department will catch such problems before them. For example, R2
describes how cyber threats within their department would be discovered:

I am pretty sure that a program at IT would give an alarm if you accidentally
clicked on something or there was an intrusion. I don’t think employees or my
group would know. [...] The IT staff is at another department, and I think they
would notice it before us. - R2

Thereby the trust in the IT department might lead to the manager not actively trying to look
for cybersecurity issues within their department as the cybersecurity policy states that
managers should.

From the IT department, this is seen as an issue that needs balancing. The respondent
describes how they have to ensure that they do not take over the responsibility from the end-
users of systems since they are not the ones that use the systems. They also lack full insight
into how end-users interact with the systems. Thereby, they see a need to engage and ensure
that users are the ones that start thinking of these questions since they work with the systems
daily. The respondents see their role in identifying threats as somewhat limited. Although they
can enforce safe behavior by informing employees on what not to do, the end-users who use a
specific system daily need to be alert to notice and flag potential issues. To conclude the
understanding of responsibility in cybersecurity questions are not clear. Many of the
respondents put the ownership of cybersecurity work within the IT department, which also
shifts the responsibility to that department.

4.3 Policy boring? - Barriers to Keeping Policy & Instructions
Alive

4.3.1 Policy and Instructions

The respondents agree that the cybersecurity policy is essential. They motivate that the policy
provides documentation of a shared vision with agreed-upon goals within the organization.
The policy also signals the support of top management and the prioritization of cybersecurity.
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I would say that it’s vital because you can'’t as a [...] manager be responsible for
security if the goal is not defined. And the owner, senior management, and board
needs to stand behind this, because otherwise you will never get money and
resources for the work and it will always be possible to question why you should
follow it. When [...] it’'s documented and said this is how we do this, that's when
the rest of work starts, which is hard enough as is. But without a policy, you're
leftin the dark, you need to agree in the organization of what you want to achieve.
- R1

However, whether or not the existing cybersecurity policy and instructions are enough is not
agreed upon. The organization has developed governing documents for cybersecurity,
including a policy and instructions designed to assist employees at all levels, both managers
and non-managerial staff. The governing documents include a policy with overarching
guidelines and security goals the organization strives to achieve. Many of the respondents
perceived that they have good knowledge of it. However, when asked specific questions about
the policy and instructions the respondents are unsure of the content. For example, a majority
of the respondents were unable to recall any of the five goals stated in the policy when asked if
there are any security goals. “I don't think so. [...] It is not something I can remember seeing.”
- R2.

Another example of respondents not being familiar with the policy is when R3 described
having to handle an incident. The organization has instructions for how to handle incidents
within the policy, but the respondent describes that when the incident happened the
department was not familiar enough with the instructions. Despite not being fully informed
about the instructions, the incident was mostly resolved in accordance with the instructions.
However, the respondent emphasizes that at the time this was mostly from luck rather than
familiarity with policy and instructions.

What happened in practice, that was really what we wanted to happen. That is,
no one had to work with this alone, and instead got a hold of the manager and
you just have to know these things. But this time it was more luck than anything.
- R3

In other words, the respondent's department managed to resolve the incident mostly in
accordance with the instructions, but with a better knowledge of the incident instructions this
could perhaps have been solved more efficiently.

Being updated on the cybersecurity policy might not just be a cybersecurity issue, instead
keeping policies alive is an overarching issue.

You would think that a subject such as the working environment, which also has
policies and instructions, and often is a question of great importance [...] but if I
ask my coworkers how many actually have read the working environment
policy? It is not that many, and even fewer have read this (the cybersecurity

policy). - R3

R3 thereby describes how difficult it is to motivate personnel to use and reflect on policies in
general since it is seen more as a necessary evil that is a bit boring. “It’s (new policies) maybe
not any kind of bestseller that everyone thinks ‘yippie, better check this out’.” - R3
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Further, many of the respondents do not feel involved or like they have any influence on the
policy. This does however differ for the respondents who are part of senior management, who
very strongly feel involved with the policy.

4.3.2 Adaptation of Cybersecurity Strategies

All respondents bring up that changes in the environment have impacted their awareness and
readiness.

If you look at the media, especially now with Russia and all that, there is a lot
more being written about it (cyber threats), which means that you talk about it a
lot more. And there is maybe an underlying worry that something could happen
- R2.

They perceive the threat of cyberattacks as rapidly changing and evolving. At the same time,
digitalization and hybrid work are also present and making these threats a continuously
growing issue. “We have put a big empathizes and resources on this, and we obviously hope
that that is enough, but I think the risks are increasing (with cyber threats)” - R4

As a response to this, the respondents describe that the need for cybersecurity awareness
and readiness within the organization has increased. The respondents partly see this need as
met through the education described earlier. However, one issue identified and highly ranked
by all of the respondents was how to keep the question alive.

A challenge is understanding that we need to continue to spend time and energy
on this question to make sure that it is more than something that is interesting for
only a short time. We might be alert and on our toes right now, but if all meetings
in the future continue to be filled up with something else? - R3.

The issue is in other words to make cybersecurity a part of everyday work. To not just make it
a question that is topical during education or after an incident, but an ingrained part of the
culture.

One part of the issue is integrating and adapting the current cybersecurity strategy in the
form of the cybersecurity policy and instructions. Many of the respondents describe the issue
that the policy and instructions are written at a very generic level, meaning they might perceive
it to be insufficient in certain scenarios that are within the limits of a specific department. “It
(the policy and instructions) could be clarified and be made more tailored to be relevant to
different work groups.” - R6. The genericness of the policy also contributes to the issue of
keeping the policy alive since the formulation makes it less exciting.

The challenge is that this is a policy document that needs to include and be
applicable to all different parts of the organization. [...] The issue is making it go
from being a benchwarmer to something that someone actually reads and uses. -
R3

However, the genericness of the policy is also indicative of a different issue. Because the policy
needs to be all-encompassing for the whole organization, this creates an inertia in changing it.
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It is rarely possible for a policy or a governing document to be comprehensive of
a whole topic. Ongoing information and education about what is happening is
essential. With policy documents, we talk about them being kept alive and
responsive, but there is always an inertia where a week later they are out of data
in some way. Even when you continually look them over and update them, the
changes outside are faster. - R5

In conclusion, this creates a challenge given the dynamic threat scenario identified in
combination with a policy that is not as dynamic.

5. Discussion

In this segment the objective of the study, to identify barriers and potential improvements
related to managers’ perceived experiences of cybersecurity initiatives is presented. The results
are discussed in connection with the existing literature on cybersecurity management and
provide knowledge on the importance of managers at all levels for enforcing cybersecurity
governance strategies. The aim of the discussion is to interpret the results and highlight
barriers in order to explore the implications of managers’ experiences in relation to
cybersecurity endeavors. The discussion is structured as follows: Each heading corresponds to
the results headings to facilitate a clear transition from the findings to our interpretation and
analysis. Further, a summary of the discussions identified barriers and solutions is presented
as a figure. Lastly, a section dedicated to the limitations of the study is presented.

5.1 Organizational & Managerial Factors - Standardized
Training, Role of Middle-Managers, & Leadership

The formal training programs, both digital and in-person, are generally described as positive
by the respondents. With a background in the development of digital technologies, and with
the increased use of digital technologies as a result of the pandemic, cybersecurity has recently
become a core question for many organizations (Hasan et. al., 2021; Abukari & Bankas, 2020;
Pranggono & Arabo, 2021). This was the case for the studied organization, and cybersecurity
training programs were just recently implemented. This could explain respondents' positive
attitude towards the cybersecurity training programs because they lack a frame of reference
regarding expectations or needs they might have in cybersecurity training. The result shows
that currently the training programs implemented are standardized over the entire
organization, which could have negative implications in the future. Standardized training
programs carry the risk of becoming too generic and outdated, leading to lower engagement
from all levels of employees (Yusif & Hafeez-Baig, 2021; Li et. al., 2017). The organization,
therefore, has to tackle this barrier by continuously evaluating and monitoring employees'
awareness and understanding of cybersecurity, for them to proactively be able to develop more
tailored training programs adhering to different departments' needs (Yusif & Hafeez-Baig,
2021). However, the results show that the respondents desire a continuous top-up dose to keep
their awareness as high as possible. For such cases, a standardized training program might be
the best choice but should be combined with more adaptive training programs to keep up with
the dynamic landscape of cyber threats (Yusif & Hafeez-Baig, 2021).
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The results show that combining both digital and in-person training opportunities is
perceived by middle managers as important since the digital training programs don’t induce
informal discussion to the same extent as in-person training. However, this does not seem to
be sufficient enough to create a cybersecurity culture, where latent awareness of threats and
risks that permeates the organization. The results indicate that some middle managers
perceive cybersecurity readiness to be relatively low. Senior management has to implement
structures and strategies to ensure latent risk awareness becomes part of each employee's daily
work. This stands in line with Vance et. al. (2012) perception that organizations have to
incorporate security risks and the potential disruption they might have for daily operations in
workshops and/or seminars. Furthermore, middle managers could formally be tasked with
becoming champions for raising security questions (Ifinedo, 2014). This can be done by
frequently asking about security issues when employees present progress or propose new
projects (Johnson & Goetz, 2017). The issue of standardized training is, thereby, a recurring
issue. To become champions of cybersecurity, middle managers need more training to become
more risk aware. This aligns with previous research on the importance of continuously
assessing training programs to ensure their relevance (Vance et. al., 2012). By doing so, the
organization can proactively identify areas of concern that will facilitate the development of
tailored training programs, policies, and instructions (Yusif & Hafeez-Baig, 2021). Thereby,
senior management not understanding the imperative role middle managers play in enforcing
CSP and secure behavior (Johnson & Goetz, 2007) could become a barrier to increasing
organizational cybersecurity readiness.

The middle managers' perception of their influence on employees conflicts with each other.
Some respondents are more aware of their influence than others and take a more active part
in keeping the question of cybersecurity alive in day-to-day operations. These respondents
exhibit a more proactive approach by, on their own accord, acting as role models, expressing a
positive attitude towards training programs, and involving employees in discussions about
cybersecurity questions. The results show that respondents expressing proactivity in
cybersecurity questions have prior experience with cybersecurity responsibility. Since middle
managers play an imperative role in fostering secure behavior (Johnson & Goetz 2007) they
have to take on the role of a cybersecurity leader. According to Triplett (2022), cybersecurity
leaders have to act as role models and involve employees in discussions on cybersecurity to
motivate employees. He and Zhang (2019) point out that motivating employees will result in
fostering a cybersecurity culture where safe behavior is extended throughout the organization.

Previous research on leadership and compliance (Zohar & Tenne-Gazit, 2008; Bass &
Riggio, 2006; Inness et. al., 2010), shows that leaders with a proactive approach inhibit
transformational leadership, and enhance intrinsic motivation through similar behavior as
mentioned above (Bass, 1985; Odumeru & Ifeanyi, 2013; Pilbeam et. al., 2016).
Transformational leadership is effective in fostering and changing culture by motivating
employees to feel responsible and involved (Block, 2003). Therefore, senior management
should encourage transformational leadership, and exert tendencies related to this leadership
style. Other respondents do not exhibit this proactive approach, but rather a more reactive one.
With the reactive approach, the managers take a less active role in cybersecurity and mostly
disseminate passed-down information. The reactive approach is more in line with what
previous research calls transactional leadership (Zohar, 2022). An important part of this type
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of leadership is extrinsic motivation which the leader creates through rewards and
punishments (Pilbeam et. al., 2016). In this case, the managers lack the needed structures for
creating this motivation. Since the organization is still in a learning phase, no rewards for
following policy or punishment for breaking it have been enacted. This means that leaders who
take a more reactive approach with the transactional leadership in this question struggle to
motivate employees to follow instructions. McLaughlin & Gogan (2018) advise creating
incentives that motivate employees to adopt secure behavior, but this can be a challenge.
Thereby, lacking incentive structure can act as a barrier to transactional leadership.

However, transactional leadership could have negative consequences in the short term
given the organization's current work and goals with cybersecurity of raising the overall
awareness and creating a cybersecurity culture. The respondents perceive the current culture
to be open and supportive where it is okay to make mistakes. Introducing incentive systems
for rewards and punishments could have a negative impact on the current open culture. The
potential negative consequences of transactional leadership also stem from it being focused on
risk avoidance and efficiency that do not motivate changes in the culture (Block, 2003). Using
transactional leadership through incentives could result in fostering a culture of silence where
the risk of unintentionally creating “insiders” increases (Yusuf & Hafeez-Baig, 2021).
Therefore, this could act as a barrier to achieving the organization’s objective to foster a
cybersecurity culture with high-security awareness.

5.2 Pitfalls in Communication - Relevance, Responsibility, &
Ownership

The respondents' perceptions regarding how information is shared differ to some extent
regarding what channels are used and if enough information is shared. One respondent
expressed a desire to receive more frequent updates on cybersecurity initiatives. Previous
research shows the importance of frequent information sharing to ensure that employees
engage in secure behavior (Li et. al., 2019; McLaughlin & Gogan, 2018). Further, strategies in
the form of policy are often not perceived to be well communicated (Ruck & Welch, 2012). One
explanation for why some respondents experience that not enough information is shared might
have more to do with the relevance and content of information rather than the volume of
shared information. Ruck and Welch (2012), explain that factors like channel and volume are
less important compared to content and relevance for satisfactory communication. How
relevant managers perceive the information to be for their work could impact their opinion of
how well policy is communicated. A barrier to cybersecurity awareness and readiness is
thereby, how relevant the information is perceived by the managers.

The result shows that there is uncertainty regarding the responsibility of enforcing
cybersecurity policy and instructions in the organization. The organization's policy shows that
it is a shared responsibility, where middle managers have a responsibility to ensure that the
policy is followed by employees in their departments. However, not all respondents perceive
this as their responsibility. Previous research shows that middle managers can become a
barrier to cybersecurity readiness since they control the daily work and decide what their
employees focus on (Johnson & Goetz, 2007). The respondents are managers that are thereby
responsible for enforcing the policy. However, if this responsibility is not communicated
clearly, it could become a barrier since the managers see this as someone else’s responsibility.
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Thereby, they might not focus on it, leading it to unintentionally act as a barrier to
cybersecurity awareness.

The middle managers all express that they feel supported and that the IT department and
the ISO is a great resource that they can rely on. However, this can also turn into a challenge
which was identified in the result. The responsibility and ownership for cybersecurity are
passed to the IT department and the ISO since some of the middle managers rely too much on
them as a resource and experts. This turns into an issue since too much trust is put in the
systems at the IT department for the detection of threats. Which in turn, could lead to end-
users relying on someone else to detect threats and thereby lower their own awareness. One
respondent saw a need for more involved users who take responsibility and actively notice
potential issues. This aligns with recommendations from previous research that advocate for
the use of technology in combination with alert system users that notice and report
discrepancies (McLaughlin & Gogan, 2018). Thereby, this manager's experience aligns with
previous research. However, this was not an understanding shared amongst all respondents.
Communicating the shared responsibility is of utmost importance since this can ensure that
all employees take ownership of the question. This in turn can then lead to improved
cybersecurity awareness and readiness.

5.3 Policy & Instructions - Importance, Adaption, Inclusion, &
Alignment

From the result it is clear, having a cybersecurity policy is essential. The respondents identified
that this created a shared vision and signaled support as well as prioritization of cybersecurity
from top management. This corresponds with previous research that stresses the importance
of top management support for employee compliance (Li et. al. 2019). However, our result also
shows that few of the respondents knew what was included in the policy. Previous research on
policy compliance has identified that an employee's understanding and awareness of a
company’s cybersecurity policy increase CSP compliance (Li et. al., 2019; McLaughlin &
Gogan, 2018). Thereby, managers not knowing the policy could become a barrier to compliance
since they are unaware of what to enforce. This further emphasizes the importance of formally
tasking middle managers to become champions for cybersecurity questions (Ifinedo, 2014).
However, to foster a cybersecurity culture through champions, top- and senior management
have to, in addition to increasing risk awareness (Corradini & Nardelli, 2018), also increase
middle managers’ awareness and understanding of policy and instructions. Threats are
contextually bound and might thereby be perceived differently depending on the role
(McLaughlin & Gogan, 2018), making it even more important to increase middle managers’
awareness and understanding of CSP.

The respondents clarify that policy being perceived as boring is not unique to just the
cybersecurity policy. Respondents express that policy and instructions are written at a generic
level, which is necessary to encompass the entire organization. This results in the policy and
instructions being perceived as less relevant and not as dynamic. Previously research shows
that well-written cybersecurity policies clearly anchored in the recipient’s work are more
effective compared to policies that are vague (McLaughlin & Gogan, 2018). Thereby, a barrier,
in this case, is the perceived genericness of both policy and instructions. The respondents see
a need for both a shared vision for the organization that signals top- and senior management
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support and more relevant information that is applicable to their work. Thereby, a
recommendation could be to adapt the instructions to further apply them to respondents’ work
while the policy is kept at a more all-encompassing level to ensure the shared vision.

Further, research shows that employee involvement in the development and upholding of
the policies encourages compliance with policies (McLaughlin & Gogan, 2018). From the
respondents, it became clear that most middle managers did not feel involved in the
development of the cybersecurity policy, while senior managers that are a part of top
management are more involved. Policies and instructions are an important part of executing
cybersecurity governance strategies which require top managers to have deep insights into
both the operative work within the organization and emerging cybersecurity threats (Yusif &
Hafeez-Baig, 2021). Middle managers hold a lot of insights into the daily operative work of
their department and could, therefore, contribute to the development of policy and
instructions. This would be beneficial twofold since involvement in the development of policy
and instructions encourages compliance, and middle managers could contribute with deeper
insights into the operative works (McLaughlin & Gogan, 2018; Yusif & Hafeez-Baig, 2021).

The respondent identifies that an issue stemming from the policy being generic is the issue
of keeping them alive and present in everyday work. They also identify that with cybersecurity
this is even more important since cyber threat is a dynamic threat that quickly changes. This
issue is consistent with previous research where cybersecurity has been identified as a moving
target that requires the organization’s response plan to be continuously updated (McLaughlin
& Gogan, 2018). An organization’s work with cybersecurity is a continuous cycle of trying to
prepare, prevent, detect, respond, and learn which needs to be present in the daily work
(McLaughlin & Gogan, 2018). Therefore, a barrier to cybersecurity is ensuring that policy and
instructions are responsive to a dynamic threat and that the work with cybersecurity remains
active. Support from top management is essential for ensuring resources for cybersecurity
work (Madnick et. al., 2017). However, middle managers can become barriers since they are in
charge of daily operations (Johnson & Goetz, 2007). Consequently, if middle managers do not
prioritize and call attention to the cybersecurity policy, efforts in updating policy and
instructions might be wasted. Thereby, an alignment between top-, senior- and middle
management is needed where efforts are consistent at all levels by involvement and
engagement.

5.4 Identified Barriers, Associated Risks & Solutions

In Table 3, barriers, associated risks, and strategies identified in each segment of the discussion
are summarized and presented.
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Identified Barriers Associated Risks Strategies
Organizational Standardized training Generic and outdated Continuous evaluation of
& Managerial training leads to lower employee cybersecurity
Factors engagement, motivation, awareness.
and risk awareness. Developing tailored training
programs adhering to
departments’ needs
Senior management Impeding the development | Continuously assessing
foreseeing the role of of a CS culture training programs to
middle managers proactively identify specific
areas of concern.
Implementing security risks
and potential disruption in
training programs.
Formally appoint CS
champions.
Using transactional Fostering a culture of Senior management
leadership methods for silence - insiders promoting transformational
fostering a cybersecurity leadership methods
culture
Lack of structures for Difficulty motivating Creating incentive structures
transactional leadership, employees to adopt secure
and extrinsic motivation behavior
Pitfalls in Relevance of information Managers might perceive Evaluating department needs
Communication generic information as to ensure information
irrelevant to their work relevance
Responsibility not clearly Managers do not engage or | Communicate managers
communicated prioritize CS questions responsibility of CS in the role
description
Too much trust to IT & ISO | Impeding proactive threat Clearly communicating shared
awareness among middle responsibility to ensure alert
managers managers - send out policy
reminders
Policy & Generic policy & Difficulty enforcing CSP in | Cybersecurity instructions
Instructions instructions daily operations should be closely anchored in
department’s daily operations
Top- and senior Generic policy & Involve middle managers to a
management not involving | instructions, resulting in larger extent in updates to
middle management lower engagement and policy & instructions
motivation for compliance
Keeping policy alive and Outdated policy and By involving and engaging all
adaptive with dynamic instructions: Difficulty levels of management, align
threats using policy & instructions | efforts to ensure that CS is
as support in daily seen as a dynamic issue that
operations need continues work

Table 3: Barriers, associated risks, and solutions for achieving increased CS readiness

5.5 Limitations of the Study

The case study was conducted on a single organization; however, we believe it would be

beneficial and interesting to conduct a study on multiple municipality-owned or private

organizations in the future. This would provide deeper insights into differences and similarities
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in managers’ perceived experiences with management questions in relation to cybersecurity.
This could result in drawing more precise conclusions regarding the influence and best
practices of management at all levels within organizations and identify additional barriers to
achieving cybersecurity readiness. Further, it would have been interesting to compare the
studied organization with other organizations that have worked with cybersecurity for a longer
period. This could provide a higher quality of empirical data since managers would have had
more time to reflect on cybersecurity initiatives and their own influence. With the time
limitations of the study and limitation of the number of respondents, we also believe it would
be interesting to include more respondents with different individual properties. This could
provide a deeper understanding of how age, gender, experiences, and personality affect
managing cybersecurity endeavors.

6. Conclusions

The aim of the study was to provide a deeper understanding of how management at all levels
understands and influences organizations' initiatives to achieve cybersecurity readiness to
identify barriers. This was explored through a case study where six managers were interviewed
about their perceptions. The result and discussion showcase multiple barriers related to
managers’ perceived understanding and influence on enforcing compliance with cybersecurity
policy and instructions (see Table 3). Standardized training, foreseeing the role of middle
management, generic policy and instructions, and relevance of information are some examples
of barriers that might appear in organizations during cybersecurity initiatives. Thereby, the
research question of: “What are the barriers to achieving cybersecurity readiness?” has been
answered. The second research question “What strategies can be implemented to mitigate the
risks associated with identified barriers?” has been answered by analyzing the result with
previous research. These are presented as possible strategies in Table 3. Continuous evaluation
of employees' cybersecurity awareness, developing tailored training programs adhering to
departments’ needs, communicating managers' responsibility of CS in the role description, and
involving middle managers to a larger extent in updates to policy and instructions are some
solutions that could mitigate the risks of specific barriers.

The study’s findings provide additional knowledge on the impact management play in
achieving cybersecurity readiness. Specifically, our findings significantly highlight the
important role middle management plays in enforcing cybersecurity policy and instructions
and enhancing cybersecurity readiness. The study is conducted within the context of a
municipality-owned organization in the initial phase of their work with cybersecurity and
might thereby not be generalizable to all contexts. However, the study is exploratory and can
act as a foundation for future research to further investigate identified barriers to present best
practices that are applicable to a wider array of organizations. Further, it would be interesting
for future research to conduct a comparative case study between multiple organizations,
highlighting similarities and differences between middle managers' perceived experiences of
enforcing cybersecurity governance strategies. The dynamic landscape of cybersecurity threats
constitutes the need for future research that can identify updated practices and strategies for
organizations to consider.
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Appendix 1. Interview Guide

Du intervjuas idag da du &r anstalld av och jobbar fir [faretaget] och innefattar en roll som har
ett personalansvar, stdimmer det?

Har du nagra funderingar eller fragor innan vi kér igang?

Bakgrund
« Hur gammal &r du och nar bérjade du jobba hos [foretaget]?
= Vilken verksamhet har du ansvar for och vad arbetar ni med?
= Kan du beratta lite om din arbetsroll och hur en arbetsdag ser ut idag?
= Vilken roll spalar du fér att uppratthalla organisationens informationssakerhets policys
och instruktioner?
« \ad gjorde du innan du bérjade jobba hos [firetaget]
= Har du nagon tidigare erfarenhet av att ha ansvar for informationssakerhet?
Hur har det paverkat ditt nuvarands arbete med informationssakerhet?
m Vilka ldrdomar har du tagit med dig fran tidigare anstéliningar?

(4]

Da rdr vi oss vidare till det firsta segmentet som behandlar dina upplevelser kring forstaslse och
kunskap kring informationssakerhets policys och instruktioner:
Férstaelse fir informationssikerhetspolicy

+ Kan du besknva informationssakerhet som du sjalv vill definiera det?

+ Hur bekant &r du med organisationens informationssakerhet policys och instrukiioner?

[}

Vart hittar du dessa policys och procedurer?
m  (Paettintranit? Privat lagringsyta? Analogt?)
Ser du detf som vikfigt att en verksamhet har en policy och instruktioner for

1]

inform ationss akerhet?
m Varfer?

= \Vilka steqg har du tagit for att firsékra dig att du har en grundlig forstaelse av dem?
= Kommuniceras vikten av ditt ansvar att upprétthalla regler och rutiner?
m  Hur kommuniceras den?

[}

Stélls det nagra krav pa dig att kontinuerigt uppdatera din forstaelse och medvetenhet
om organisationens policy och instruktioner?

[}

Upplever du att styrdokumenten som finns &r tilliickliga fir att fa en bra firstaelse fir
ditt ansvar kring informationssakerhet?
= Har du ndgonsin upplevt svarigheter med att filja eller firsta organisationens policy och
instruktioner?
Om ja: Hur, beskniv?
Om nej. Vad &r anledningen bakom det?
= Har du fatt nagon utbildning i informationssakerhet?
= Kan du beskriva hur sadan utbildning sett ut?
= Hur upplevde du processen? (Hur har det hjalpt dig i din nuvarande roll?)
= Fanns det ndgot som du upplevde saknades mead utbildningen, i 54 fall vad?

[&]

[}

Mu tankte i ga vidare och prata lite om dina upplevelser kring incidenthantering och medvetenhet om
hotbilder och hur du sdkerhetsstaller att du sjélv men &ven dina medarbetare har firstaelse fir hur
incidenter ska hanteras och kontinuerigt &r medvetna om potentiella hot.
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Incidenthantering
« Kan du besknva hur processen ser ut vid en sakerhetsincident?
= Ardet en skillnad pa hur incidenter hanteras beroende pa allvaret avincidenten?
m  Pavilket satt?
= Hur sakerhetsstaller du och ni som organisation att liknande incidenter inte upprepas i
framtiden?
« Kan du ge ett exempel pa nar du varit tvangen att anvinda organisationens informationssakerhet
paolicys och instruktioner?

(4]

Hur visste du vilken strategi eller nutin att vanda dig mot? (svérigheter/enkelhat)
Kan du beskriva resultatet av denna incidenthantering?
» \ilka steg har organisationen tagit for att forsakra att organisationen ar redo for att hantera
incidenter i framtiden? |
= Har du personligen gjort nagot fiir att firsakra att praganisationen ar mer redo fir

[i]

potentiella incidenter | ramtiden?
#« Kan du beskriva konsekvensema av ait inte folja organisationens informationssakerhet policys
och instruktioner?
= Anser du att de instruktioner och utbildningar organisationen férser anstéllda med &r
tillrdckliga for att hantera olika incidenter som kan uppsta?
m  Om ja: Varfbr?
m  Om ngj: Vad anser du saknas?
« \fad tror du &r den stdrsta risken for att information hanteras fel?
= Varfor? Vad gor du for att minimera den risken?
Medvetenher om hothild
« Hur upplever du att din medwetenhet kring cyberhot &r?
= Upplever du att du har en god forstaelse kring vilka hot som finns mot organisationen?
Upplever du att du har fardigheter att hantera denna hothild?
« Hur haller du dig uppdaterad och medveten om potentiella hot mot verksamheten du arbetar
inom?

]

[k}

(K]

Vilka metoder anvander du dig av for att samla information om informationssakerhet
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# Hur bekant & du med olika former av cyberattacker, sasom phising (natiske), malware (skadlig
programara), och ransomware (utpressningsprogram})?

[u]

Kan du beskriva hur sddana attacker kan se ut, och vilka potentiella risker de har for din
wverksamhet?
= Har du ndgonsin upplevt ndgon av dessa attacker personligen?
m  Hur gick du tilvdga for att upptdcka och hantera attacken? (hjélpte policys och
®  Hur upplever du att beredskapen och medvetenheten for cyberattacker ar pa organisationen?
o Higag? (pa vilket satt, varfar?)

Som du sékert &r medveten om lever vi i en tid dir mycket forandring sker inom alla omraden i
samhdllet, sa fir att ga vidare tankie v prata lite om hur du personligen samt ni som organisation
sakerhetsstéller att arbetet med att utveckla och firbattra informationssékerhat &r ndgot som sker
parallelit med vardagligt arbete?
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Kontinuerlig forbattring
e Hur ser du och organisationen till att medvetenhet och kunskap om informationssakerhet
forbattras bland alla medarbetare?
= Brukar ni ha kontinueriga méten dar informationssakerhet diskuteras?

- Vind hndbar vmnlinbins tan

' s o s Adana mAtand . . .
= Kanner du att du har méjlighet att yfta fragor knng informationssakerheten ifall du har
funderingar eller kanner dig orodig king informationssakerheten?
= Har du nagonsin varit involvesad i att implementera eller uppdatera
infomationssakethelspolicys och instruktioner?
= Kan du beskriva hur den processen sag ut?

Det nista segment vi tankte prata om &r ledarskap och kultur, da man som ledare har ett ansvar atl
sakerhetsstalla att riktlinjer filjs och respekleras inom organisationen, men &ven frdgor kiing hur ni som
organisation och verksamhet fungerar,
Ledarskap och kulwr
«  Hur vl fror du medarbetare frstar och ar medvetna om organisationens policys och
instruklioner?
= Hur upplever du din rmaga att 8 personal att 8lja policys and instrulktioner?
m  Hur upplever du din farmaga att fa personal att genomfira utbildningar?
s Hur upplever du att det ar att firsdka molivera personalen att genomfora
Iraning/filja policys och instruklionsr?
m  Gor du nagot for att se till att medarbetare inom din verksamhet faktiskt
genomifor utbildningar och foljer policys?

Upplever du att du har tilirdckliga resurser far att ansvara dver informationssakerhet inom din
verksamhet?

o

o

Om ja: Kan du ge ett exempel pa nagot som hjdlpt dig i ditt arbete?
Om nja/nel: Vad upplever du saknas?

Har du ndgonsin upplevt motstand frAn medarbetama att folja rutiner och strategier fir
informationssékerhet?

m  Om ja: Beskriv hur du gick tillvdga far att 1dsa problemet?
= Om ngj: Hur skulle du lésa ett sadant problem?

Har ni nagra informations&kerhetsmal ni arbetar efter och strévar efter att uppna?

o

fa]

Vad &r det fir mal?
Hur arbetar du fér att se fill att samtliga inom din verksamhet gemensamt arbetar mot
att uppna dessa mal?

Hur skulle du beskriva kulturen hos er organisation, och hur tror du den paverkar ert arbete med
informationssakerhat?

o

3]

Vad anser du vikiiga virderingar, normer och attityder som kan bidra till en stark
informationssakerhetskultur?

Har du upplevt farandringar i organisationskulturen under de senaste aren, i sa fall, vilka
faktaorer tror du paverkat dessa fordndringar?

Involverar du medarbetare inom din verksamhet for att utveckla och farbattra arbetet med
informationssakerhat?
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Det sista segment v tankte prata lite om &r hur du och din verksamhet arbetar med extema parter nar
det kommer fill informationssakerhet, och din upplevda formaga att skita sadana processer.
Externa parter
# Finns det andra typer avinformationssékerhetsragor eller andra typer av risker som dyker upp i
ernt arbete med extena partners?
# Hur sdkerhetsstaller du att extema parter som behandlar eller har insyn | Bostaden
informationstillgAngar & medvetna om hur information ska skyddas?
o Mar extema parter ska imvolveras | Bostadens operativa arbete, finns det viktiga riktlinjer
som maste filjas da?
m  Vilka &r dessa riktlinjer?
m  Hur sakerhetsstaller ni som werksamhet eller organisation att information som
behandlas av extema parter farblir skyddat?

D& har vi gatt igenom alla segment och tankte avsluta med att friga lite kring dina tankar om utmaningar
och omraden du anser kan utvecklas.
Liveckling
» Vad ser du som den storsta utmaningen med att uppratthalla din egen och medarbetamas
medvetenhet och firstaelse fir informationssakerhet?

= Vad, om négot, anser du att du kan gdra annorlunda for att uppratthalla att policy och
instruktioner fljs?

[}

Finns det ndgot du dnskar som skulle fa dig att kanna dig mer kompetant inom
informationssdkerhet?
# Hur ser du pa den ideala situationen for er nar det handlar om informationssdkerhet?
= Hur fungerar informationssakerhet nar det fungerar som bast?
» Ardet nagot du kanner att du vill lyfta eller nagot annat du vill tilldgga?
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Appendix 2 Examples of Data Analysis

Example respondent statement Summary of statement Open codes

Can you, in your words, describe the importance |Policy is essential Importance of palicy

of having C5 policy and instructions? Importance of communication Shared visions
Shared visions between management | Management support

I would say that it's vital because you can’t as levels in order for resources to be Security goals

a manager, or whatever role you have be allocated towards C5 Clear communication
Security goals need to be clearly Agreement - management

responsible for security if the goal is not defined.
And the owner, senior management, and board
needs to stand behind this, because otherwise
you will never get money and resources for the
work and it will always be possible to question
why you should follow it. When you put the foot
down and it's documented and said this is how we
do this, that's when the rest of work starts, which
is hard enough as is. But without a policy, you're
left in the dark, you need to agree in the
organization of what you want to achieve.

defined and communicated

Figure 1: Example of coding

~ Collaboration and information © Communication, Information & Responsibiliy Communicating

Information sharing Information sharing | Cybersecurity -

i i Informati theri "
Information gathering nformation gathering Barriers to
Clear communication Clear communication I Inf tion Shari

" " i i nrormation arin,
Relevant information Relewant information g

APT (workplace meetings) ::Z;t(:c*: r(';‘lzliante meetings) and Responsibility

Contact chain Lack of communication

Lack of communication Incorporate policy

Incorporate policy Reminders

Reminders ":Eﬂ_‘: c‘b'_‘I‘_’:y

N vailabili

Reflection Updates

Availability External parties

Updates Personal responsibility

External parties Role responsibility
Ambiguity of responsibility
Taking responsibility

Personal responsibility Work role

Role respansibility Managerial responsibility

Ambiguity of responsibility | Managerial role

Taking responsibility Own responsibility

Wark role | Functional responsibility

Managerial responsibility Shared responsibility

Managerial role Management responsibility

Own responsibility | Business responsibility

Functional responsibility Uncommitted

Shared responsibility System owner involvement

Management responsibility Nonchalance

System owner involvement
Business responsibility
Uncommitted
Nonchalance

Figure 2: Example of combined categories and sub-theme with related codes, and
overarching theme
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Categories Sub-themes Overarching themes

Organizational &
Leadership factors
impacting CS
readiness

A. Organizational structure
B. Organizational culture
C. Senior & Middle-Management

Formal Education,
Resources and
Reprecussions

Communication,
Information &
Responsibility

Policy &
Instructions

Policy boring? - Barriers to
Keeping Policy &
Instructions Alive

AN

M. Environment & Change
N. Needs

Adaptation of

Cybersecurity
Strategies

v

Figure 3: Overview of combined categories, sub-themes, and overarching themes
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