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Abstract

Protecting sensitive information is important, especially in defence applications.
As cameras become more common, developing countermeasure systems that limit
the information gathering capabilities of imaging sensors would be beneficial. Such
a countermeasure system can be based on laser dazzling of imaging sensors, which
will impair the information gathering capabilities of the sensor if the countermeasure
system is designed correctly. In order for laser dazzling to be viable as a countermea-
sure in practical use cases, the dazzling effect needs to be predictable and practically
achievable. An existing model predicting the dazzle effect of continuous wave laser
irradiance on the front optics of imaging sensors was successfully verified. This was
achieved by collecting experimental data using three complementary metal-oxide
semiconductor (CMOS) imaging sensors. An amplitude modulated laser was used
to dazzle an imaging sensor with the automatic gain control (AGC) and automatic
exposure (AE) functions of the sensor enabled. The AGC function dynamically ad-
justs the image gain and the AE function dynamically adjusts the shutter speed of
the sensor to optimise the settings for the given lighting conditions. The impact of
the AGC and AE function corrections on the image information content was inves-
tigated for a set of lighting conditions, modulation frequencies and modulation duty
cycles by collecting data with a CMOS sensor. The dazzling effect was compared
to the dazzling effect when using continuous wave lasers. The analysis indicate that
the amplitude modulated laser dazzling performance is subpar to the continuous
wave laser dazzling performance for the tested configurations. Additionally, the pre-
dictability of the modulated laser dazzling effect is complex and depends on more
parameters. A model based on this technique would also be sensitive to parameter
changes. The weak predictability combined with the subpar performance compared
to the continuous wave laser dazzling limits the usefulness of amplitude modulated
laser dazzling in practical use cases.
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Laser dazzling of CMOS imaging sensors using
amplitude modulated and continuous wave lasers 1 INTRODUCTION

1 Introduction

1.1 Background

As cameras become more advanced and more common, it is important to develop methods
of protecting sensitive information from being gathered by imaging systems, which can
for instance be achieved by dazzling the camera to suppress information that would
otherwise be present in the images captured by the imaging sensor. This is especially
valuable in defence applications, where the technique can be used as a nonescalatory
countermeasure against illicit surveillance e orts. Typical dazzling methods utilize a
laser to illuminate an imaging sensor with su cient irradiance at the sensor surface so
that the information captured in the image is partially or completely suppressed.

Santos et. al investigated the dazzling e ect on complementary metal-oxide semicon-
ductor (CMOS) and charge-couple device (CCD) cameras using continuous wave lasers
emitting light in the visible and near-infrared spectra [1]. The study investigated how
the dazzling was a ected by varying parameters such as the laser wavelength and irra-
diance. Schleijpen et. al performed a study [2] where continuous wave and amplitude
modulated lasers in the infrared spectra were used to investigate the dazzling e ect on
focal plane array cameras. They found that the dazzling e ect in general is independent
of the read-out mechanism of the camera.

In order for laser dazzling to be viable in a practical use case as a countermeasure
system, the dazzling e ect needs to be predictable. In a study by Benoist and Schleijpen
[3], a CCD camera was illuminated with a 532 nm continuous wave laser. They developed
a model that predicts the saturated pixel area caused by laser dazzling for a set of laser
properties, optical properties and sensor properties. The model needs veri cation using
a di erent setup than the one used by Benoist and Schleijpen.

Schleijpen et. al [2] used a con guration where the modulation frequency was set
to ensure a signi cant number of laser pulses within the duration of the sensor integra-
tion time. Another approach is to use cameras with the automatic gain control (AGC)
and automatic exposure (AE) functions activated and use a lower modulation frequency.
If there are conditions where the response time of the applied AGC and AE function
adjustments can be exploited to suppress the image information content, laser dazzling
might be e ective in this scenario. Experimental data should be collected for a set of
lighting conditions, laser modulation frequencies and modulation duty cycles to optimize
the performance of the amplitude modulated laser dazzling method. The performance
and predictability of the modulated laser dazzling method can be compared to the cor-
responding continuous wave laser dazzling method.

1.2 Purpose

The purpose of this thesis is to investigate the information suppression capabilities of
amplitude modulated laser dazzling compared to continuous wave laser dazzling. A
predictive dazzling model developed by Benoist and Schleijpen [3] for continuous wave
laser irradiance and CCD imaging sensors will be compared to experimental data collected
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with CMOS imaging sensors. Investigating the possibility of exploiting the corrections
applied by AGC and AE functions of sensors with a modulated laser to achieve dazzling is
of key interest. The performance of amplitude modulated laser dazzling will be compared
to continuous wave laser dazzling.

2 Theory

2.1 Gaussian beams

The Gaussian beam solution is a fundamental solution to the paraxial wave equation
derived from Maxwell's equations, the classical description of electromagnetism. The
paraxial wave equation is obtained through the paraxial approximation which assumes
that the beam divergence angle is small. Under this assumption, the second-order deriva-
tive in the wave equation is disregarded and a rst-order di erential equation is obtained
as a result. A Gaussian beam maintains its transverse pro le when propagating through

free space or a homogeneous medium. The irradiance distribution is given by [4]
!
2

I(r;z) = lgexp dgirz)z ; 1)

wherer is the radial distance from the propagation axis,z is the propagation distance
and |l is the irradiance maxima. dgg(z) is the beam diameter de ned as the diameter
where the beam intensity has decreased to a facta 2 of the irradiance maximalo. This
intensity is de ned as lgs == lge 2.

The Rayleigh length zg is the distance over which the beam diameter increases by a
factor = 2 from the beam waist diameterdo. If a Gaussian beam is propagating through
free space or a homogeneous media, the Rayleigh length of the beam is given by [5]
dg.
= @
where is the wavelength of the light. For propagation distancesz  2zg, the far- eld
beam divergence angle is approximately constant.

Although not a perfect representation of the actual laser beam, the simplistic Gaus-
sian beam model is highly useful in describing a typical single-mode laser beam propa-
gation.

R =

2.2 Neutral-density Iter

A neutral-density (ND) Iter is an optical lter that attenuates incoming light equally
across all wavelengths without introducing hue changes. The fractional transmittance
through a ND Iter with optical density OD is given by [6]

I
TND = I—T:IO OD; (3)
|

wherel, is the incident light intensity and |t is the transmitted light intensity.
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2.3 CMOS imaging sensors

All sensors used in this study are based on the CMOS technology. CMOS sensors rely on
the photoelectric e ect to convert incident photons to mobile electrons in the semicon-
ductor sensor media by exciting electrons in the outer valence band to the conduction
band. A CMOS image sensor is made up of an array of light-sensitive partitions called
pixels. Generally, a pixel consists of the following components:

Photodiode - Photon-to-electron conversion through the photoelectric e ect in the
semiconductor sensor media. The generated electrical charge is proportional to the
irradiance over the pixel.

Capacitor - Stores the charge generated by the photodetector.

Transistor - Controls the size of the depletion region in the semiconductor. Governs
the charge ow from the photodiode to the capacitor.

Ampli er - Charge-to-voltage conversion ampli er.

Microlens - Increase the sensitivity of the photodetector by increasing the number
of photons that reach the photodiode.

Color lter - Filters the light incident on the pixels based on the wavelength.

In addition to this, the pixels are connected to analog-to-digital converters and readout
circuitry and the signal is processed by an image processing unit.

2.3.1 Color Iter arrays and demosaicing

Figure 1  The pixels of the sensor area are represented by the grey square grid. The
pixels are covered by red, green and blue color lters arranged in a Bayer Iter pattern
placed over the pixel grid. The color of the Iter represents the photon wavelength with
the highest transmission through the Iter.

Color lter arrays are commonly used in imaging sensors to recreate full color images
[7]. The lter is usually composed of a speci ¢ pattern of red, green and blue color lters
arranged such that each color Iter covers one pixel. This Iter con guration is called a
Bayer Iter. Typically, the Bayer lter is arranged in a repeating 2x2 grid pattern over
the full sensor area where 2 pixels in the grid are covered by a green Iter and the 2
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remaining pixels are covered by a red and blue Iter. The reason for the double amount
of green Iters compared to the amount of blue and red lters is due to the fact that the
human eye is more sensitive to green light. A typical Bayer lter pattern is illustrated
in gure 1.

The raw output from a color sensor is, just like the output from a monochrome sensor,
a singular pixel value for each pixel that corresponds to the amount of light illuminating
the pixel over the chosen shutter speed. The presence of the color Iter encodes a mosaic
of color information onto the image structure. If the color Iter pattern and positioning is
known, it is possible to recreate a full color image. A demosaicing algorithm transforms
the 1-channel gray-scale image into a 3-channel full color RGB image by interpolating
the missing color information from neighbouring pixel values. The demosaicing algorithm
developed by Malvar et. al [8] will be used during this project, which is e cient and
accurate in full color image reconstruction.

2.3.2 The photoelectric e ect

The conversion of incoming photons to electrons through the photoelectric e ect in the
semiconductor sensor media is the foundation of CMOS imaging sensors. The energy of
a photon is given by Planck's equation [9];

Qun = 15, )

where h is Planck's constant andc is the speed of light in vacuum. WhenQp,  Qq,
where Qq is the band gap energy of the semiconductor, the semiconductor can absorb
the photon. This absorption event may cause an excitation of an electron in the valence
band to the conduction band, freeing the electron. Electrons generated in the pixels
are stored in capacitors and read out by an ampli er within each pixel structure. The
amount of electrons stored in each capacitor is proportional to the irradiance on each
individual pixel, unless the full well capacity FW C of the pixel has been reachedFWC

is de ned as the maximum number of electrons that can be stored in a pixel capacitor
without causing saturation [10]. This quantity is speci ed in the technical data sheet
provided by sensor manufacturers.

2.3.3 Quantum e ciency

A photon with energy Qpn Qg incident on the semiconductor sensor media does not
necessarily cause an excitation of an electron to the conduction band. The reason for
this is that the photon penetration depth in the semiconductor is wavelength dependent
[9]. The penetration depth governs the e ciency of the photon to electron conversion
in the semiconductor sensor media from the photoelectric e ect. The e ciency of the
incident photon to electron conversion in the semiconductor is called quantum e ciency
QE. For monochrome imaging sensorQE is given by [9]

Ne( ).
Nph

QE()= ®)
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where Ne( ) is the number of electrons generated by an in ux ofNp, photons. The
guantum e ciency of color sensors that use color lter arrays described in section 2.3.1
is given by

8
3 QER( ); for pixels covered by red Iters
QE( )= 5 QEg( ); for pixels covered by green lters, (6)

- QEg( ); for pixels covered by blue lters

where the subscriptsR; G;B denotes the pixels covered by red, green and blue lters,
respectively. QE is speci ed in the technical data sheet provided by sensor manufacturers.

2.3.4 Automatic exposure functions

The AE function of an imaging system dynamically dictates whether or not the generated
electrons are stored in the pixel capacitors in order to produce images with appropriate
contrast and brightness. Typical adjustment parameters are sensor shutter speed and
aperture size. All sensors used in this study, manufactured by FLIR and LUCID Vision
Labs, are used with manual optical systems and therefore the AE functions only applies
adjustments to the shutter speed. The methods employed to optimize the exposure is
system dependent.

In general, the AE function is controlled by the camera's microprocessor, which uses
a light metering system to analyse the captured images. There are several types of
light metering systems, such as center-weighted, spot, and matrix metering. In a center-
weighted metering system, the pixel values close to the center of the sensor are more
impactful in the calculations, whereas spot metering measures the pixel values of a select
subset of pixels on the sensor. Matrix metering analyses the overall distribution of the
pixel values.

Consider a sequence of images captured with an imaging system. When the rst
image is taken, the image is used as a nominal starting point for the shutter speed.
The FLIR sensors calculate the image histogram and use it to analyse image statistics,
comparing the histogram's variation and mean with the optimal values [11]. If the image
variation and/or mean is not within the optimal range, the AE function applies an
adjustment to the shutter speed setting. The adjustments are applied before capturing
the next image in the sequence in order to achieve the optimal exposure settings. The
automatic shutter speed adjustment on LUCID sensors is based on a target brightness
setting represented by an 8-bit value [12]. When capturing an image, the brightness is
guanti ed by either the mean or median pixel value. This measurement is then compared
against the target brightness setting and the function applies adjustments to the shutter
speed accordingly.

The main limitation of only adjusting the shutter speed is that it might introduce
signi cant motion blur in the captured images in exchange for increased contrast. During
this project, only static scenes will be depicted. Therefore, motion blur will not be a
factor in the imaging performance of the systems.

Johan Fjellstrom 5 September 8, 2023



Laser dazzling of CMOS imaging sensors using
amplitude modulated and continuous wave lasers 2 THEORY

2.3.5 Automatic gain control functions

The AGC function of an imaging system applies gain to the sensor signal prior to the
analog-to-digital conversion. The purpose of the AGC function is to improve the sensor
performance in low-light conditions by ensuring that the captured images are of su cient
brightness and contrast. How the ampli cation is applied is system dependent. Both
negative and positive gain adjustments are possible. Negative gain is typically avoided
since it reduces the dynamic range of the image in most cases. This is due to the sensor
calibration performed by the manufacturer, where the 0 dB gain level very likely has been
optimized to the noise oor of the sensor. Instead of using negative gain, the desired e ect
can be achieved by decreasing the sensor exposure time, which preserves the dynamic
range. Positive gain is commonly used to increase the brightness in low-light conditions.
Applying positive gain will introduce some additional noise in the image which increases
with the gain level [13]. To minimise noise when both the AGC and AE functions are
enabled, the priority is to minimize the gain rst [11][12].

Similarly to the AE function, the AGC function also uses the light metering system of
the sensor to analyse the captured images. Consider again a sequence of images captured
with an imaging system. The rst image is used as a hominal starting point for the gain
setting. The FLIR sensors compares the image histogram's variation and mean with the
optimal values. If the image variation and/or mean is not within the optimal range,
the AGC function applies an adjustment to the gain setting. The optimal signal gain
adjustment is estimated and applied before capturing the next image in the sequence [11].
When capturing an image with the LUCID sensors, the image brightness is compared
against the target brightness setting and gain adjustments are applied accordingly [12].

2.4 Dazzled pixels

When a continuous wave laser is used for dazzling, pixels will be de ned as dazzled if its
pixel value is at the maximum possible value determined by the bit format. In images
captured with an n-bit pixel format, only pixels with the 2"th pixel value would be
regarded as dazzled.
Assuming a radially symmetric irradiance on the pixel grid, the dazzle spot diameter
in a grayscale image expressed in terms of humber of pixels is de ned as
S

N
dgaz =2 daz , (7

where Nga is the total number of dazzled pixels in the image.

One of the sensors is a color sensor and will also undergo a demosaicing process as
described in section 2.3.1. In this case, the color channels in the image is separated
and treated as independent images and the dazzle spot diameter is given o, =
MiN(dgaz:Rr; ddaz:c; ddaz:B ), Where theR; G; B subscripts refers to the red, green and blue
color channels, respectively.
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2.5 Image information content

When using a modulated laser, the de nition of dazzled pixels is insu cient as a measure
of the amount of information that is present within an image. If the imaged scene is
known, the contrast of specic regions within an image can be used to evaluate the
imaging performance of the system. The Michelson contrast is given by [14]

c= % Clz;
it

where ¢qu and @ represent some image property in the corresponding regiori®1 and
R,. If Ry and R, are chosen based on a known property disparity betweeq; and o,
the contrast can be used as a direct measure of the information content in the captured
images. This quantity will be used as a performance metric of modulated laser dazzling
and in the comparison with continuous wave laser dazzling.

(8)

2.6 Laser dazzling model for continuous wave lasers

Benoist and Schleijpen [3] developed a predictive model for estimating the area of the
over-exposed pixels caused by continuous wave laser dazzling. The model takes several
input parameters, such as the laser irradiance on the front optics, the point spread
function (PSF) of the optics, the shutter speed of the sensor and parameters of the
sensor itself, such as pixel dimension, quantum e ciency and full well capacity. The
theoretical foundation for the model and the implementation are described in sections
2.6.1 - 2.6.5.

2.6.1 Diraction-limited optical systems

Due to the wavelike behaviour of light, diraction occurs when light waves encounter
physical obstacles. When light waves pass through an aperture, the light waves spread
out and start to interfere with each other. If a screen is placed behind the aperture,
a diraction pattern will be present in the irradiance distribution, with several bright
and dark fringes. The amount of di raction depends on the wavelength of the light and
the size of the aperture. Diraction is a fundamental property of light that introduce a
limitation for all imaging systems [3].

An optical system will introduce some imperfections in the produced image due to
re ections, surface imperfections and misalignment of the components within the system.
An optical system is de ned as di raction-limited when the resolution of the produced
image is limited by the diraction of the light itself rather than the imperfections intro-
duced by the optical components [4].

2.6.2 Modulation transfer function

The modulation transfer function (MTF) is the ratio of the image contrast to the object
contrast and is typically expressed in terms of spatial frequency. It is essentially a
measure of how well an optical system can reproduce details in an image, which is useful
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in characterising the imaging performance of optical systems. The diraction-limited
modulation transfer function of a circular lens is given by [3]

p
MTFp( )= Re 2 coslijj j 1 2 ; (9)

where is the normalized spatial frequency. The normalized spatial frequency is given
by = i, where is spatial frequency, ¢ is the cut-o frequency given by 1=(F )
where F is the f-number of the lens. The cut-o frequency is the limit of the optical
systems ability to produce details in the imaged object, which means that patterns of
spatial frequency cut are contrastless when imaged through the system.

All physical lenses, no matter how well-designed, will to various extent su er from
di erent kinds of aberrations in addition to the di raction, which a ect the quality of
the produced image. To account for these aberrations, the di raction-limited MTF in
equation 9 is multiplied with a wavefront error correction factor to obtain the aberrated
modulation transfer function MTF 5 [15];

2 13
2 2

- _ 4 Wpp o105,
MTFAGiWp) = MTFp( )41 =2 1 4 3 : (10)

where wp,, is the peak-to-peak wavefront error [16], also called peak-to-valley wavefront
error, which is the maximum wavefront departure from the desired wavefront [17].

2.6.3 Point spread function

The point spread function (PSF) describes the irradiance distribution in the focal plane
of an optical system when a point source of light is focused through the system. For a
circular lens, the shape of the theoretical di raction-limited PSF is given by the Airy
function [18]
2
231(¢)
r

F

|/ ; (11)
whereJ; is the rst-order Bessel function andr is the radial distance from the irradiance
maxima. The Airy function will be used to check the calculated PSF for consistency.

For aberrated systems, the amplitude di erence between the fringes in the Airy func-
tion will be dampened with increasing wavefront error. The aberration-corrected point
spread function can be obtained through a Fourier transform of MTR ( ; w pp) in equation
10 [3]. Since MTRA( ;W pp) is a function of spatial frequency, the inverse Fourier trans-
form is applied to obtain the spatial function PSFa (X;wpp), where X is the euclidean
distance to the intensity maxima.

PSFa (X; wpp) will be used to compare modeled data with experimentally acquired
images. The pixel values in the images are arranged in a matrix that corresponds to the
physical sensor array. By sampling the normalized spatial frequency in an M-by-N matrix

with uniform bidimensional spacing , the discretised MTFa( ;W pp) is obtained. The
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element values of the corresponding discretised M-by-N matrix PSE(X; wpp) is given by
[19]

1 X g X

M j=1 N k=1

MTF A ( j.k;wpp)e%a D(m DeZ-(k Din 1), (12)

form=[1::M]andn =[1:N], where X is the spatial distance to the element with
indices (m;n).

2.6.4 Pixel grid electron generation

The number of photons incident on a pixel is given by [3]

RR
camlint o PSF(x; y)dxdy
Qph
where cam is the uniform light ux impinging the aperture of the sensor front optics,
tine is the shutter speed of the sensor an@py is the photon energy given by equation
4. The number of electrons generated in a pixel is given by inserting equation 13 into
equation 5 or equation 6, depending on the sensor type, and rearranging to obtain

RR
camtint Ao PSF(x;y)dxdy.
Qph .

Since PSR (X;wyp) is discrete, the integral in equation 14 has to be numerically
evaluated. The trapezoidal rule used to numerically evaluate the integral is given by [20]
|
ZuZ s(x) Zy Z s(x) ) X0 i
f (x;y)dxdy = f(x;y)dy dx Liac f (Xj 1y )hhy 5 (15)
a r(x) a r(x) j=0 k=0

Ne( )= QE( )Npnh = QE( ) (14)

where ! ;x = 1=4 for boundary corner points, ! ;x = 1=2 for boundary edge points,
'k =1 for interior points and

: b a S(X; r (X;
xj = a+jh; yje = r(xp)+ khy; h=7n ; hjz(l)n. (J):
i

Consider a matrix X smp With uniform bidimensional spacing , satisfying , = dpix =S,
whereS 1 is an odd integer anddpix is the side of the square pixels of the sensor.
Through linear interpolation, PSF A (X; wp) can be resampled to t Xsmp and the corre-
sponding PSP (X smp; Wpp) is obtained. PSFa (X smp;Wpp) can be inserted into equation
15 to replace the integral in equation 14 with a total numberS? of integrand data points
for each pixel. The position of elements in PSk (X smp; Wpp) relative to the physical size
of a pixel for S = 5 is illustrated in gure 2 along with the ! classication of the
integrand data points.
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Figure 2 The position of the data points in PSF A (Xsmp ; Wpp) With spacing = dpix =5
relative to the pixel boundary. The pixel area is represented by the dashed line and
the position of the data points in PSFa (Xsmp ; Wpp) is represented by the small circles
and squares. Filled squares are classied as boundary corner points, lled circles are
classi ed as boundary edge points and empty circles are classi ed as interior points. The
classi cation of the data points determines the value of! ;, when replacing the integral
in equation 14 with PSFa (Xsmp ; Wpp) inserted into equation 15.

2.6.5 Model implementation

PSFa(X;wpp) was implemented in MatLab for wavefront errorsw,, = 0;0:25; 0.5, f-
number F =1:4 and q= 637 nm and the N-by-N normalized spatial frequency matrix

with elements j =  Z; + Z;, where x; y 2 [ 20,20]is uniformly spaced over the
vector length N = 25601.  and wp, was inserted into equation 10 and equation 12 and
the pro les of the MTF and PSF along one dimension are illustrated in gure 3.

(@) (b)

Figure 3  The MTF and PSF for =637 nm and F = 1:4. (a) The prole of the
sampled MTF matrix for an optical system with di erent wavefront errors. (b) Radial
pro le of the PSF obtained through a Fourier transformation of the modulation transfer
functions according to equation 12.
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To check for consistency, the calculated di raction-limited, aberration-free PSFk (X,
Wpp = 0) was compared to the theoretical PSF given by the Airy function in equation
11. The radial pro les of the PSFs are illustrated in gure 4.

Figure 4  Radial pro le of the calculated aberration-free PSF o (X;wpp = 0) from equa-
tion 12 compared to the the theoretical PSF given by the Airy function in equation 11 for
=637 nmand F =1:4.

The procedure described in section 2.6.4 was used to interpolate PREX; wpp) to t
the resampled matrix Xsmp With ; = dpix =11 The pixel sizes speci ed in the technical
data sheets aredyix = 3:75 m for the FLIR and dpx = 6:9 m for the two LUCID
sensors. This allowed for numerical integration of PSk(Xsmp;Wpp) in equation 14 by
using equation 15. In gure 5, the pixel boundaries in relation to the data points in the
original PSF are illustrated for the FLIR and LUCID sensors.
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Figure 5 Radial pro le of the sampled PSF matrix for an optical system where =637
nm and F = 1:4 with di erent wavefront errors and the pixel boundaries of the FLIR and
LUCID cameras.

2.7 Maximum permissible exposure for sensors

Using laser beams with su ciently high irradiance will damage the sensors. Determining
the maximum permissible power incident on the front optics of the imaging system is
useful if the objective is to dazzle the sensor without causing permanent sensor damage.
A closed-form equation for the maximum permissible exposure for a sensoMP E s) is
presented in a publication by Ritt [21]. Ritt de nes MPE s as the minimum incident
irradiance at the sensor front optics that can damage the imaging sensor, given by
0 1,

2p 4 1
MPEs = Eganmpy 0— & (16)
1

262
T “f exp Viz

where E4am is the laser induced damage threshold (LIDT) of the sensorT is the trans-
mittance of the optics andf is the focal length of the lens.v = dge=dp is the truncation
factor, wheredyp is the diameter of the lens aperture. The worst cas#1P E s;min IS given
[21] by v 1 inserted in equation 16;
: 16 °F*
MPES;min = \|/IIFLT’I MPES = Edamm: (17)

LIDT values are sensor-speci c but rarely speci ed by manufacturers. Schwarz et.
al measured LIDT values of CCD and CMOS cameras for a wavelength of 532 nm in
a previous study [22]. The LIDT values presented in the study are only valid for the
speci ¢ sensors models that were used. Ritt argues that most Silicon-based imaging
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sensors should at worst have LIDT values in the same order of magnitude as the CCD
and CMOS counterparts used by Schwarz et. al.

The sensor models used during this project are not the same models as the ones
tested by Schwarz et. al and the true LIDT values are unknown. Still, the values may
serve as a guide. When estimating the maximum permissible power on the front optics
of the sensors, the most conservative LIDT values were used together with the worst case
MPE s:min to mitigate the LIDT uncertainty. Under these assumptions, it is reasonable
to expect that the sensors are safe from damage when using the LIDT values in table 1
presented by Schwarz et. al.

Egam (LIDT) Values (KW/cm 2)

Imaging sensor Laser irradiance time (s)
025 1 5 10

CMOS, monochrome| 68 58 52 45

CMOS, color 549 46.8 419 36.2

Table 1 Conservative estimations of the LIDT values for monochrome and color CMOS
sensors. Schwarz et. al did not conduct experiments using long exposure times for the
CMOS color sensor and the missing data was extrapolated using the trend in the CMOS
monochrome sensor data set.

Assuming a Gaussian laser beam pro le, the calculatedMP E s.min from equation
17 can be correlated to the maximum permissible incident laser beam pow@jaser max
through the relation
d %6(2)

Plaser,max = MPE s:min : (18)

3 Method

3.1 Equipment

A 637 nm ber-coupled diode laser (ThorLabs S4FC637) with a maximum output power
of 70 mW was used to perform the experiments. If attenuation of the laser was needed,
a set of ND lIters with OD = 0:3; 3;4 was used. A signal generator (Hewlett-Packard
8116A) was coupled to the current driver of the laser to modulate the laser output. To
measure the irradiance incident on the front optics of the sensors, a photodiode power
meter (ThorLabs S121C) was used. A light panel (Viltrox VL-400T) with a homogeneous
irradiance pro le was used to control the background illumination.

The experimental data was collected with three CMOS sensors together with the
samef = 25 mm, F = 1:4 lens; the FLIR BlackFly (BFLY-PGE-12A2M-CS), the
LUCID Phoenix Mono (PHX004S-MS) and the LUCID Phoenix Color (PHX004S-CS)
with speci cations listed in table 2.
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Make Model Chroma | Pixel grid | dpix QE( = 637nm) | FWC
FLIR BlackFly | Mono 1280x960 | 3.75 m | 62 % 5542
LUCID | Phoenix | Mono 720x540 6.9 m |58 % 21214
QER=54.4 %
LUCID | Phoenix | Color 720x540 69 m | QEg=13 % 20710
QEg=2%

Table 2 The CMOS imaging sensors used for the experiments and sensor speci cations.

3.2 Avoiding permanent sensor damage

The models are based on the assumption of a Gaussian beam pro le and therefore some
veri cation measurements were conducted. The beam pro le of the laser was measured
by placing a di usely scattering screen at a xed beam propagation distancel = 155
cm. Images of the irradiance distribution on the screen were captured with the BlackFly
camera. The experimental setup is illustrated in gure 6. A pixel-to-distance conversion
was calculated by capturing an image of a 5x5 mm grid attached to the screen and by
correlating the image pixel size to the physical dimension of the grid.

Camera

Laser

Screen
Figure 6 A schematic view of the experimental setup.

To reduce temporal variations in the data, a series of images were captured for each
con guration and the average value for each pixel was calculated and compiled into an
averaged image. Averaged images were collected for the following con gurations;

1. An image of the beam pro le with the laser turned on.
2. A background image with the laser turned o .

All images of the irradiance distribution were captured in a darkened room using the same
camera settings with 8-bit pixel format and the background illumination was subtracted
from the images.

Due to inherent noise from the sensor circuitry and/or laser speckle, the pixel values of
neighboring pixels di ered by a signi cant amount even though they should be reasonably
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similar. To mitigate the circuitry noise, all pixel values were smoothed with a 2D moving
mean lter using a 7x7 square around each pixel. The pixels in the region close to the
edges were averaged inwards, which introduced a bias in the averaging of the pixel values
in the a ected region. To negate this, all images were captured in such a way that no
important information were contained in this biased border region and no biased pixel
values were used in any calculations.

The maximum pixel value found in the image of the irradiance distribution on the
screen wad maxexp = 216. Pixel values satisfyingl max 2 [l maxexp 5 I max:exp ] Was used
to determine which pixels to regard as being irradiance maxima pixels. The position of the
pixels wherel = | nhax was averaged and used as maxima position for further calculations.
A similar procedure was used to nd the pixels satisfyingl = lge = Imaxexp € 2in a
speci ed region. The average distance from thégg-pixels within the region to the maxima
was calculated to determinedgg(L) = 26:4 cm. The | max and I gg pixels are illustrated
in gure 7.

(@) (b)

Figure 7 (a) The green pixels arel nax pixels and the red pixels arelgg pixels. (b)
The white dot is the calculated maxima position, the red pixels arel gg pixels and the blue
pixels envelopes the region of the image that was used for thegg(L) calculations.

All pixels within the selection region enveloped by the blue frame in gure 7b were
used to determine the radial pro le of the beam. For each pixel within the frame, the
pixel value and the calculated distance to the maxima were stored in a list. The list was
rearranged in ascending order and the data points were mirrored around the origin. The
pro le was compared to the ideal Gaussian beam pro le in equation 1, and an illustration
of the ndings can be seen in gure 8.

By inspection of gure 8, the irradiance distribution of the beam was approximated
as nearly Gaussian. Through the Gaussian beam assumption, an expression for the beam
diameter dgg(z) of the S4FC637 was found. After ensurind.  2zr with equation 2, L
and dgg(L) was used to calculate the far- eld divergence angle through

1 dss(L)

oL 0:17 rad: (19)

= 2tan
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Figure 8 The normalized beam pro le compared the corresponding ideal Gaussian beam
pro le, along with the fractional and absolute di erence between them.

The calculated in equation 19 was used to determine the beam expansion. Since
is approximately constant for propagation distancesz  2zr, the beam diameterdgg is
directly proportional to z. The experimentally obtained expression fordgg(z) is given by

dso(2) = dse(L) (20)

Prior to conducting the experiments in the following sections, equation 20 was in-
serted into equation 18 with the appropriate LIDT value listed in table 1 to minimize
the risk of damaging the sensors.

3.3 Laser dazzling model for continuous wave lasers

The dazzling model presented by Benoist and Schleijpen [3] was validated using CCD
cameras with a 532 nm laser, beam expanders and the camera lens focused at in nity.
During this project, another approach to the validation was made. The model was
validated using three CMOS cameras with & =25 mm lens and 637 nm laser. Instead
of collimating the laser beam with beam expanders, the camera lens was focused at
the laser focal point. The performance and predictability of the continuous wave laser
dazzling model described in 2.6 was compared to experimental data collected as described
in this section.

A di usely scattering screen was mounted on the optical bench in a darkened room.
In an opening at the centre of the screen, the laser exit aperture was placed in a way such
that the laser beam propagation axis was perpendicular to the screen. A mount for the
power meter was placed in front of the laser so that the power meter could be placed a
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propagation distancel g¢t = 185 c¢cm from the laser. Behind the power meter was another
mount to t the cameras in front of the laser along the propagation axis. The camera
mount was also tted with a holder cage where ND Iters could be placed in front of
the camera when further attenuation of the laser beam was needed.g g = 192:5 cm
and L ycip =194 cm was used for the FLIR BlackFly and LUCID Phoenix cameras,
respectively. All automatic camera functions were turned o and the camera lens was
focused at the plane of the laser exit aperture and screen. The experimental setup is
illustrated in gure 9.

Laser Camera

Power meter ND lter
Screen

Figure 9 Schematic view of the experimental setup.

Since the sensor area is circular, the irradiance at the power meter is given by

Eoor= 700 (21)
4 > det

where Pgye is the total power measured by the power meter anddget = 1:9 cm is the
diameter of the active sensor area of the ThorLabs S121C. The average irradiance across
the power meter sensor area was calculated by assuming homogeneous irradiance and
disregarding the actual irradiance distribution across the power meter sensor area. |If
the irradiance maxima is centered on the power meter and = Lget;Lrur ;Liucip iS
inserted in equation 20 combined with equation 1, the resulting maximum deviation in
irradiance over the aperture area is less than 1 % assuming a Gaussian beam distribution.

Using the description of Gaussian beams in section 2.1, the implicatiok / z 2 is
found. The proportionality E / z 2 combined with the introduction of ND Iters with
transmittance Typ from equation 3 inserted into equation 21 yields the irradiance on

the camera front optics;
2

L
% Typ: (22)

Ecam(z) = Eget
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3.3.1 Varying irradiance with all sensors

A series of measurements were collected with each camera for 14 irradiance levels given
by equation 22. The procedure for the measurements at all irradiance levels was the
following;

1. The laser was turned on with xed output power.

2. The power meter was placed in its mount in front of the laser. The power meter
sensor area was aligned perpendicularly to the beam propagation axis by using the
monitoring software and rotating the power meter in its mount until the incident
power reading was maximised. A sequence of power readings over 10 seconds were
averaged into an average incident poweE gt and converted to E.am with equation
21 and equation 22.

3. If an ND Iter was needed to further attenuate the beam, it was placed in the
holder cage in front of the camera.

4. A sequence of 10 images were recorded with the camera. The images were averaged
into a single image to reduce temporal variations.

5. All pixel values in the averaged image were scanned and the number of dazzled
pixels Ngaz Was counted according to the dazzled pixel de nition in section 2.4.
Ngaz Was converted to the dazzle spot diametedy,, through equation 7. The
experimentally acquired dazzle spot diameter was compared to the modeled dazzle
spot diameter.

3.3.2 Varying shutter speed for four irradiance levels

A series of expanded measurements were conducted using the Phoenix Mono camera. The
front optics was irradiated with 4 di erent irradiance levels given by equation 22. For each
irradiance level, the dazzle spot diameter was calculated for 11 di erent sensor shutter
speeds. The measurement procedure is the nearly same as the procedure described in
section 3.3.1, but also includes a sweep of the shutter speed.

3.4 Modulated laser dazzling

The sensor AE and AGC functions were activated and a signal generator producing a
square wave voltage function with low voltageVi, = 0 V and high voltage V,; was coupled

to the current driver of the laser. The corresponding irradiance on the sensor front
optics is de ned asEcamio =0 W/m 2 and Ecam:ni - A light panel providing background
illumination was directed towards the screen and a contrast pattern was attached to the
screen. A power meter was used to measure the laser irradiance and to estimate the
background illumination as the irradiance of the light originating from the light panel
scattered by the screen. The light panel was switched o when the laser irradiance was
measured and the laser was switched o when the background illumination was measured.
The experimental setup is illustrated in gure 10.
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Signal
generator

Laser Camera

Power meter Light panel

Screen

Figure 10  Schematic view of the experimental setup.

The contrast pattern displayed in gure 11 was used to calculate the contrast of the
images as described in section 2.5. For every image, the quantitigg and ¢p was set as
the median pixel value from the highlighted white and black 3-by-3 pixel grid regiongR
and Ry, respectively. The reason for the median Itering was to mitigate noise which was
particularly prominent in images captured with low background illumination levels. g
and p was inserted in equation 8 and the average contrast over the entire row dimension
was used as a measure of the image information content.

Figure 11  The pattern used for evaluation of the contrast-based measure of image
information content described in section 2.5. The pattern was attached to the screen seen
in the schematic of the experimental setup in gure 10. Centered between one of the black
and white bars is an opening where the laser aperture was placed. The median pixel value
of the highlighted 3-by-3 pixel grid regions was used to calculate the pixel pair contrast
along the row dimension of the images. The mean pixel pair contrast of the entire row
was used as a measure of image information content.

The responsivity of the power meter is wavelength dependent. During the experi-
ments, the power meter software settings was adjusted to be accurate for power measure-
ments of monochromatic light with wavelength =637 nm. Since the light panel emits
polychromatic light of unknown spectral distribution, the true background illumination
from the light originating from the light panel could not be measured using the power
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meter. The true background illumination is not necessarily needed to determine the
dazzling capabilities of modulated lasers. A relative measure of the di erent background
illumination levels is su cient for the purpose of this project. The relative background
illumination was measured with the power meter under the assumption that the spectral
distribution of the light emitted by the light panel is independent of its output power.

The objective was to nd conditions where the AGC and/or AE function apply over-
corrections to the sensor image gain and shutter speed for a given change in lighting
conditions. In this scenario, there could be a possibility of using the over-corrections
to achieve a higher degree of dazzling with modulated lasers compared to continuous
wave laser. The dazzling e ect on the BlackFly was investigated with varying light panel
output power bgi representing the background illumination, laser irradianceEcam:hi
laser modulation frequency mog and modulation duty cycle DTY . DTY s the ratio of
the Ecamni period to the total modulation period, represented as a percentage. Image
timestamps was extracted from metadata embedded in the pixel structure of the images
which was used in the analysis. To investigate the performance of modulated laser
dazzling with the AGC and AE functions activated, the following steps was taken;

1. Experimental data was collected for two con gurations of irradianceEcam:ni and
background illumination bgi. The image sequences were analysed and used to
evaluate the performance of the image information content measure. The data was
also used to investigate the possibilities and challenges inherent to modulated laser
dazzling.

2. Experimental data from nine con gurations of irradiance levelSEcam:ni and back-
ground illumination levels bgi was collected. The data was used to validate the
previous measurements and to suggest conditions where amplitude modulated laser
dazzling might be e ective.

3. Experimental data was collected from a con guration of seven background illumi-
nation levels bgi and two irradiance levelSE cam:hj -

4. Experimental data from 400 con gurations was collected by sweeping the modu-
lation frequency moq and modulation duty cycle DTY for two irradiance levels
Ecam:ni - The dazzling performance was compared to continuous wave laser dazzling
for the same conditions.

3.4.1 Image properties and image sequence properties

The image information content measure was evaluated through collection of experimental
data. The collected data was also used to suggest lighting conditions for the modulation
experiments.

3.4.1.1 Irradiance and background illumination reference measurements

With the laser modulation frequency set to moq = 0:2 Hz, irradiance set to Ecam:ni =
199 Wi/cm 2 and light panel output power set to bgi = 100 %, a sequence of images was
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captured over a period of 5 seconds. Using this con guration, the AGC and AE functions
had enough time to reach equilibrium correction settings for the laser activation and
deactivation transitions.

Another image sequence was captured with higher laser irradiance and lower back-
ground illumination. The irradiance was set to Ecamni = 40:8 W/cm 2 and the light
panel output power was set tobgi = 20 %. Once again, the AGC and AE functions
had enough time to reach equilibrium correction settings for the laser activation and
deactivation transitions using this con guration.

The two measurement series were compared and the image information content mea-
sure was used to analyse the image properties over the laser activation and deactivation
transitions. The ndings were used to estimate suitable ranges for a sweep @& cam:hi
and bgi in section 3.4.1.2.

3.4.1.2 Irradiance and background illumination sweep

The experimental data acquired in section 3.4.1.1 indicated that in order to reduce the
information content of the modulated laser dazzling compared to continuous wave laser
dazzling, the background illumination needed to be further dampened. A specied sen-
sor area region of 400x400 pixels was used instead of utilizing the full pixel grid of
the BlackFly to virtually increase the dazzling e ect. A sweep of the laser irradiance
Ecamhi =4:90,19:9;40.8 W/cm 2 and background illumination bgi= 20;60; 100 % was
used.

3.4.2 Modulation frequency and duty cycle sweep for two irradiance levels

The impact on the image information content of image sequences was investigated for
400 con gurations of laser modulation frequency moq, duty cycle DTY and irradiance
Ecam:ni for background illumination bgi= 20 %. A speci ed sensor area region of 400x400
pixels was used instead of utilizing the full pixel grid of the BlackFly to virtually increase
the dazzling e ect. Every image sequence was captured over a duration that was an
integer multiple of the laser modulation period. This ensured that the averaging of the
information content over the entire sequence was performed with the correct ratio of data
points from the activation and deactivation periods specied by DTY: The reason for
sweepingDTY is that the rise and fall time of the corrections might not be equal. In this
case,DTY =50 % would not be the optimal setting for image information suppression.

For every con guration of Ecam:ni = 4:93;40:8 W/cm 2 and DTY = 50; 75; 80; 85:;
90 %, the modulation frequency was varied with g = 0:25;0:50;:::;9:75; 10 Hz. The
pixel pair contrast along the image row dimension was calculated for all images and
was averaged into a measure of the image information content in every image. The
information content of the entire image sequence was taken as the mean of the image
information content for all images in the sequence. This quantity was calculated for
all 400 con gurations and used as a comparison between modulated laser dazzling and
continuous wave laser dazzling.
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4 Results and discussion

4.1 Laser dazzling model for continuous wave lasers

4.1.1 Varying irradiance with all sensors

The model described in section 2.6 was compared to the experimental data acquired
with the BlackFly, Phoenix Mono and Phoenix color camera in the procedure described
in section 3.3.1. A comparison of the model and experimental data collected with the
BlackFly is illustrated in gure 12. The model is reasonably consistent with the experi-
mental data collected. For low irradiance, the model seems to underestimate the dazzle
spot diameter for wp, = 0;0:25. This might be due to misalignment of the power meter,
which could mean that the actual irradiance onto the sensor was higher than measured.
For high irradiance, the model underestimates the dazzle spot diameter for all wavefront
errors. The model authors argue that this is likely due to scatter e ects [3].

Figure 12  Experimentally acquired dazzle spot diameter using the FLIR BlackFly and
the modeled dazzle spot diameter versus three irradiance levels.
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The model compared to the experimental data collected with the Phoenix Mono
sensor is illustrated in gure 13. The model tends to slightly overestimate the dazzle
area and does so consistently over the irradiance range, except for high irradiance where
the scatter e ects appear.

Figure 13  Experimentally acquired dazzle spot diameter using the LUCID Phoenix
Mono and the modeled dazzle spot diameter versus three irradiance levels.

A comparison of the model to the experimental data collected with the Phoenix Color
sensor is illustrated in gure 14. The model tends to slightly underestimate the dazzle
spot diameter for the measured irradiance range, especially for high irradiance where the
scatter e ects appear. The discrepancy seems high, but this can in part be attributed to
the small number of dazzled pixels which means that a discrepancy of only a few dazzled
pixels between the model and experimental data will appear large. The reason for the
small dazzle spot diameter of the color sensor is that it is limited by the color Iter
with the lowest transmission of = 637 nm light, which is the blue color lIter where
QEg( =637 nm)=2 %.
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Figure 14  Experimentally acquired dazzle spot diameter using the LUCID Phoenix
Color and the modeled dazzle spot diameter versus three irradiance levels.

4.1.2 Varying shutter speed for four irradiance levels

The aberration-free model was also compared to additional data collected with the
Phoenix Mono as described in section 3.3.2. In gure 15, the experimental data points
for the four irradiance levels are illustrated. Although the model is reasonably accurate
overall, it slightly overestimates the dazzle spot diameter. This is consistent with the
ndings in section 4.1.1. The largest error is found for cam = 408 nW/cm 2, where the
modeled data at worst overestimates the dazzle spot diameter by a factor 1.6. Exclud-
ing the data points that are arguably a ected by scattering, the model overestimates
the dazzle spot diameter every time except for 3 data points. This indicates that some
factors are not accounted for in the model or that some systematic error has occurred
during the measurement procedure. As previously speculated, it is possible that the
power meter was misaligned with the sensor aperture. The misalignment could cause an
overestimation of the irradiance, which would lead the model to overestimate the dazzle
spot diameter. Another factor could be that the optics was assumed to have perfect
transmission. However, this is contradicted by the fact that the model underestimated
the dazzle spot diameter for the experimental data collected with the BlackFly which
was equipped with the same optics as the Phoenix sensors. If the assumption of perfect
transmission was the cause of the overestimation of the model, the same would be true
for all experimental data, which is not the case.

Johan Fjellstrom 24 September 8, 2023



Laser dazzling of CMOS imaging sensors using
amplitude modulated and continuous wave lasers 4 RESULTS AND DISCUSSION

Figure 15 Experimentally acquired dazzle spot diameter using the LUCID Phoenix
Mono and the modeled dazzle spot diameter versus shutter speeds and four irradiance
levels.

By multiplying the irradiance with the camera shutter speed for each experimental
data point in gure 15, the dazzle spot diameter as a function of laser energy density
was obtained [3] and displayed in gure 16. By inspection of gure 16, it is clear that
the laser energy governs the dazzling e ect.

Figure 16  Experimentally acquired dazzle spot diameter using the LUCID Phoenix
Mono and the modeled dazzle spot diameter versus laser energy densities.
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4.2 Modulated laser dazzling
4.2.1 Irradiance and background illumination reference measurements

The experimental data collected using the procedure described in section 3.4.1 was used
to validate the consistency of the image information content measure. The data was also

used to investigate the possibilities and inherent challenges of modulated laser dazzling

techniques and to suggest conditions where amplitude modulated laser dazzling might

be e ective.

An image sequence when switching the laser fromonto o foEcam:ni =19:9 W/cm 2
and bgi= 100 % is illustrated in gure 17. Figure 17a-17c are images captured when the
laser is switched on and gure 17d-17f are images captured when the laser is switched
0.

By inspection of the images, the consistency of the image information content mea-
sure suggested in section 2.5 can be evaluated. In gure 17a, a sharp image without
any saturation is displayed. There is no laser irradiance a ecting the sensor and there
should be a high amount of information in this image. In gure 17b, the laser has been
switched on and is suppressing the amount of information in the image. A considerable
number of pixels are saturated and the overall information content in this image should
be signi cantly lower compared to the image in gure 17a. In gure 17c, the AGC and
AE have reached equilibrium settings under laser irradiance. The dazzled area seems to
have decreased at the expense of slightly lower overall contrast outside of the saturated
area. The amount of information in this image seems to be roughly equal to the amount
of information present in gure 17b. The images in gure 17c and gure 17d were cap-
tured during equilibrium settings under laser irradiance and should be nearly identical
in terms of image information content.

When the laser is switched o, the rst image captured is displayed in gure 17e. It
is slightly darker, but there are no saturated pixels and an increase in image information
should be expected when compared to gure 17d. In gure 17f, the AGC and AE
functions has reached equilibrium settings. Compared to gure 17e, there is an increase
in image brightness and dynamic range. This should result in a higher information
content measure. Figure 17f and gure 17a should be nearly identical in terms of image
information since both images was captured during equilibrium settings without laser
irradiance.

The pixel pair contrast of the images displayed in gure 17 is illustrated in gure
18. The colored points represents individual pixel pair contrast values along the row di-
mension of the image. The corresponding colored, dashed lines represents the pixel pair
contrast averaged over the image row, which was suggested as the image information con-
tent measure in section 3.4. The image information content measure performs according
to the previously stated expectations, which suggests that the measure is consistent when
used with this con guration.
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(@) (b) (c)

(d) (e) @)

Figure 17 Images from the transitions where the laser is switched on and o, the image
frame position in the sequence and the corresponding timestamp(a) Image before the
laser is switched on.(b) Image directly after the laser is switched on.(c) Image after the
automatic functions have reached equilibrium settings after the laser is switched on(d)
Image before the laser is switched o . (e) Image directly after the laser is switched o .
(f) Image after the automatic functions have reached equilibrium settings after the laser
is switched o .

By inspecting gure 18a, the image information content is lowered when the laser is
switched on. When the sensor has reached equilibrium settings in frame 20, the mean
pixel pair contrast is comparable to the mean pixel pair contrast in frame 6. This implies
that the initial dazzling e ect needs to be increased in order for modulated laser dazzling
to be e ective. A similar implication is found when the laser is switched 0 as seen in
gure 18b. Comparing frame 84 and frame 86, there is a signi cant increase in mean
pixel pair contrast when the laser is switched o . In order for modulated laser dazzling to
be e ective, the image information content should be reduced when the laser is switched
0.
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