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ABSTRACT There is evidence that a user’s subjective confidence in an Artificial Intelligence (Al)-based
system is crucial in its use, even more decisive than the objective effectiveness and efficiency of the system.
Therefore, different methods have been proposed for analyzing confidence in Al In our research, we set
out to evaluate how the degree of perceived trust in an Al system could affect a user’s final decision to
follow Al recommendations. To this end, we established trustworthy criteria that such an evaluation should
meet by following a co-creation approach with a multidisciplinary group of 10 experts. After a systematic
review of 3,204 articles, we found that none of the tools met the inclusion criteria. Thus, we introduce the
so-called ‘“‘Perceived Operational Trust Degree in AI”” (POTDAI) tool that is based on the findings from the
expert group and the literature analysis, with a methodology that adds rigor to that employed previously to
create similar evaluation tools. We propose a short questionnaire for quick and easy application, inspired by
the original version of the Technology Acceptance Model (TAM) with six Likert-type items. In this way,
we also respond to the need pointed out by authors such as Vorm and Combs to extend the TAM to address
questions related to user perception in systems with an Al component. Thus, POTDAI can be used alone or
in combination with TAM to obtain additional information on its usefulness and ease of use.

INDEX TERMS Artificial intelligence, cooperative systems, human—computer interaction, human factors,
trustworthy Al, technology acceptance model.

I. INTRODUCTION

Users’ Trust in Artificial Intelligence (Al), which is one of the
crucial factors that can influence the adoption and use of any
system employing Al has received considerable attention in
recent years [ 1]. Consequently, many academic and industrial
researchers have pointed out the need to develop qualita-
tive and quantitative methods for evaluating the degree of
trust in interaction studies using artificial intelligence-based
tools [2], [3], [4].

The associate editor coordinating the review of this manuscript and

approving it for publication was Hiram Ponce

In this regard, we must start highlighting the need to dis-
tinguish between the “‘real trustworthiness” —associated with
the reliable statistical data that shows hit rate—and any other
measurable aspects related to the effectiveness and efficiency
linked to the reliability of the system — of the Al and the
degree of trust perceived by the end user. This need cannot
be ignored because evidence shows that both can differ sig-
nificantly, influencing how the user interacts with an Al [5].
One can highlight that the statistical data that establish this *
real trustworthiness” present two main problems:

First, factors such as hit rate are not always easy to quantify.
There are use cases where verifying the hit rate is clear, such
as an Al artifact that indicates whether a spot on the skin is
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a melanoma [6], [7], which can be verified in a laboratory,
or an Al that can identify traffic signals [8]. However, use
cases such as evaluating the quality of an image generated
by artificial intelligence [9], a chatbot that generates the biog-
raphy of a celebrity [10], or the accuracy rate in extracting
keywords from a text [11], do not allow for precise verifica-
tion of the hit rate, as in the previous examples. In such use
cases, it is necessary to establish a “gold standard,” which is
usually done either by comparing the performance of human
experts with that of an AI when performing the same task,
or by directly evaluating the results produced by each of them.
These methods are not exclusive and can be used to set a gold
standard.

Second, the same hit rate may be unacceptable in different
use cases. Al with an 85% hit rate for identifying plates in a
private parking space may be acceptable. The same percent-
age would be disastrous in an application that manages track
changes of a train. Similarly, every individual may perceive
trust differently when informed of the “‘real trustworthiness”
of the system. Thus, circumstances, such as different quality
expectation levels or fear of technology [8], can influence
this perception, resulting in a discrepancy between perceived
and actual trustworthiness. This phenomenon can occur with
any type of system regardless of whether it employs artificial
intelligence. However, the use of artificial intelligence intro-
duces a distinct context that warrants further investigation.

If a user receives an incorrect answer from a system that
does not use Al to make automated decisions, it is likely to
be the result of the user’s misuse, assuming that the system
is working correctly and there is no bug or hardware failure.
Hence, the system may fail; however, it is not wrong in a
strict sense. Nor can it learn, and the reason for this result is
always transparent. An Al that works correctly may produce
incorrect results, but the reason for this result is not always
clear [12].

Excess or lack of trust can make interactions with Al
problematic. For example, a lack of trust can cause the user
to constantly question and analyze whether an Al response is
appropriate, resulting in a loss of efficiency [13]. In extreme
cases, a lack of trust ( mistrust) can lead the user to do
the exact opposite of what an Al suggests [10]. However,
an excess of trust ( overtrust) may lead the user to relax
and not pay the necessary attention required by the Al
system [10]. Depending on the Al labor, the consequences
of inappropriate use can range from an occasional mishap —
a student doing his homework incorrectly — to a catastrophic
situation — a car accident [14]. Because the user is aware of
the consequences of these decisions, it is logical to conclude
that their impulse to check that the Al response is appropriate
may differ according to the different contexts of use.

One can argue that the perception of trust is not just
another factor to be analyzed in an interaction or usability
study, but also a key element that defines the user and must
be considered before other types of testing are carried out.
We believe that, in the same way that the level of experience
that a user has with a system influences the results of its
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use — effectiveness, efficiency, etc. [4] — so does the level
of user’s trust in the system. It is human nature not to act in
the same way as what we trust and towards what we do not
trust [15]. Therefore, the outcomes of using a system should
vary according to the user’s perception of trust in the system.

From the above, it is clear that both factors characterize
the user and must be assessed before moving on to other
types of testing. Furthermore, both factors were modified in
a symbiotic manner using this system. The more a user uses
a system, the more experience he acquires. This experience
gives the user a clearer idea of the system’s capabilities, which
will influence the level of trust. Similarly, if Al has learning
capabilities, it can increasingly refine its actions [16] and
positively modify users’ trust perception. User trust can vary
according to the results of previous interactions with the sys-
tem or the emotional state of the subject. We must accept that
trust perception is not necessarily stable and may even fluctu-
ate drastically during an interaction with a given system [3].

The research reflected in this article is related to the
“HUMANE-AI" project funded by the European Commis-
sion, and the sub-project “Al Ethics and Responsible AI”
dedicated to developing trustworthy Al models for situation
awareness by using mixed reality in police interventions. Our
project is situated in a context where the consequences of
IA use could lead to serious circumstances, so it is essential
to appropriately manage users’ trust. Our interest was to
assess how a human operator’s perceived level of trust in a
particular Al system affects his or her decision to follow an
Al’s recommendations. To do this, we first developed a list
of requirements with a multidisciplinary team of ten experts
(Table 1) and systematically reviewed the literature to find
an Al trust assessment tool or methodology suitable for those
requirements.

As detailed in the epigraph ‘Methods of trust assessment’
in the Results section, we were unable to find an assessment
system that met our requirements. This literature review also
revealed that there is no clear definition of trust, with authors
distinguishing between several types, such as cognitive trust,
affective trust [17], [18], [19], [20], [21], trust propensity
or dispositional trust [20], [21], history-based trust, situa-
tional trust, procedural trust, [20] and institutional trust [22],
in which different authors identify a large number of factors
associated with their view of trust [2], [4], [15].

The existence of these different types of trust and the fact
that none of them completely fulfilled our objective of study
led us to define the concept of ““Perceived Operational Trust
Degree in AI”” (POTDAI). This, as mentioned above, focuses
on whether the user tends to follow the indications of an Al,
without going into the reasons for this, and is determined
based on three factors: overtrust, mistrust and monitoring.

As our objective is focused on the perception of trust,
we considered using the TAM model [23], [24], as it is a
consolidated tool linked to the perception of usefulness and
ease of use. We also found that, as confirmed by Vorm and
Combs [25], there is no proposed version of this model that
considers the aspects of technologies that use AI. However,
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in its basic version, we found the TAM model to be useful
in meeting several of the requirements set for our evaluation.
Based on the above, we extended the TAM model with six
additional questions to enable us to conduct our evaluation.
In summary, our study provides an overview of the trust
assessment methods for AI. We define the concept of “Oper-
ational Trust in AI”” and provide a method for its evaluation
that can be integrated into the TAM or used independently.

Il. METHODOLOGY

The first step was to elicit the key requirements for the assess-
ment tool to be designed. To this end, a group of ten experts
involved in our “HUMANE-AI" project established their
conclusions through two focus group sessions. Following
which was stated by Goguen and Linde [26], about the use of
focus groups in the requisites gathering context, the experts —
listed in in Table 1 below — representing different knowledge
areas and professional interests assembled in an informal
discussion group format and a facilitator elicited views on
issues and concerns about the key assessment tool features.

TABLE 1. Identification and characteristics of the experts.

D Main Career (Degree)

1 Computer Science

Knowledge area(s)
Al Education Research,
Trustworthy Al
Software development, Human
Computer Interaction (HCT)

2 Cognitive Science

3 Police Science Police work, police education
and research
4 Police Science Police work and police

police tasks. We also detected as a potential that experts
may be inclined to include questions related to their research
or professional interests, rather than following the “Opera-
tional Trust” approach.

Although both events were considered unlikely to materi-
alize, in order to avoid bias, efforts were made to (i) compose
a multidisciplinary group, with experts from different pro-
fessions and fields, as shown in Table 1; (ii) verify that the
experts didn’t have any type of direct interest (economic,
political or of any other nature) related to the results of
the study; (iii) ascertain that there were no links that would
provide future benefits to third parties and (iv) start by estab-
lishing a clear set of requisites, as shown in Table 2.

TABLE 2. Requirements for an appropriate subjective Al trust assessment
tool set by the experts.

Req. | Description

ID

R1| Be suitable for situations where Al decisions could have a
critical impact.

R2| The assessment tool should be useful for evaluating systems

from their earliest stage, exposing the project through a time-
limited demonstration with non-functional prototypes.

R3| Assess whether the user is predisposed to behaviors that lead to
systematic under or over reliance on Al recommendations.

R4 Assess the role of user self-monitoring. This will enable an
understanding of whether the user will feel uncomfortable
because of the Al system continuously evaluating their
performance, which may affect their decision-making.

[RS| Assess the overall impression that potential users would have.
This should be done by focusing on whether they perceive the
usefulness of the system, whether they consider that use would
lead to improvements in effectiveness and efficiency, and the

education difficulty of learning to use the system.
5 Police Science Police work and police
education From Table 2, three main factors were identified to assess

Public health

Police Science,
Criminology Science
8 Computer Engineering

Police education, Research

Research

Human computer interaction,
usability, UX, Knowledge
Organization Systems
Neuroscience, Research
Methodology, HCI
Innovation, R&D, Lawtech

9 Psychology

10 Law

The experts started from the basic premise presented in
the introduction: to be able to assess how the level of trust
perceived by the user will lead them to act according to the
indications provided by an Al system. It was emphasized that
the aim was not to delve into the whys and wherefores of
the decision, but rather the user’s propensity to act or not in
accordance with the Al — this approach is the reason why
the name ‘“Perceived Operational Trust Degree in AI”” was
chosen for the assessment tool.

Given that the group of experts was tasked with devel-
oping a system for assessing the perception of trust in Al,
which would later be used in the police field, it was deemed
that the most pertinent bias risk would be the potential to
influence the results yielded by the application of POTDAI.
This could result in the experts’ developing questions that
would favor their positions on the use of Al to support
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the user’s propensity to act on Al indications. The first two
factors, overtrust and mistrust, are related to the user’s trust in
the appropriateness of the indications provided by the Al and
their ability to analyze them in a way that does not generate
excessive dependence or mistrust [10], [13]. The third factor,
which we call monitoring, shows if the user can be affected
by the feeling that the Al is evaluating his work, both when
the user must decide whether to follow the AI’s indications
and globally when the system provides no feedback at all.
The first two factors are covered by the Requirement |R3|,
whereas the third is covered by |R4|.

IR1] and |R2| are linked to the conditions of the context
of use (critical situations, early evaluation) in which the tool
must be able to operate, while |[R5| seeks a general evaluation
of the user’s perception of the system. In addition, it was
determined that the assessment tool should be user-friendly,
easy to understand, require a short time to complete, and
include a mechanism that will support the avoidance or detec-
tion of incomplete questionnaires has been filled incorrectly.

Considering the previous requirements, a review of the
existing literature between 2019 and 2023 was conducted to
find qualitative methods of trust assessment that could be
applicable to our research project or, alternatively, recom-
mendations that would allow us to reach its goals based on
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the concepts and general ideas common to the definitions and

assessments used in other studies.

The following databases were used to search for informa-
tion on Web of Science (WOS) / SCOPUS / IEEE Xplore /
ACM Digital Library / PubMed (although it is a medical
database, the impact of Al trust is particularly relevant in
the healthcare world, so it must be considered). The key-
words used in the database searches were: (“‘user trust” OR
“user confidence”! OR “user perception” OR “‘user evalu-
ation” OR “‘trust evaluation” OR “‘confidence evaluation”
OR ““perception evaluation”) AND ““Artificial Intelligence.”
The search for potential articles included the following steps.
1. Search for potential articles: Enter KEYWORDS (after

adjusting the search criteria in the selected databases) and

import the articles’ metadata to the reference manager

returned by each search (Table 3).

2. Screening by abstracts: The abstracts of the potentially
selected articles were read to determine if they met the
specified criteria.

3. Download and read the articles that met the selected crite-
ria by abstract.

4. Final inclusion or non-inclusion in the study was deter-
mined according to specified criteria after reading the full
text. The search process is detailed in Figure 1, including
the results for each stage.

TABLE 3. Number of results found per database.

DATABASE TOTAL
WOS 171 results
SCOPUS 265 documents found
IEEE Xplore 2078 results
ACM Digital Library 831 Results
Pubmed 6 Results
ALL 3.351 RESULTS

As depicted in Figure 1, 3,351 articles were identified, and
the initial set excluding duplicates comprised 3,204 studies.
Figure 1 also shows how, after reviewing the abstracts against
the inclusion and exclusion criteria, 71 potential articles
remained for full reading. The next step was a full reading
of 71 papers. After this, 14 papers were withdrawn due to
disagreement between two independent reviewers, leaving
a total of 57 final papers, of which 33 provided scales for
subjective assessment of trust in Al and a further 24 provided
schemes and theories for their analysis (see Figure 2).

The papers that did not specifically address user trust
evaluation (2548) covered a wide variety of topics (such
as business community attitudes towards Al technologies,
potential future research directions and topics, theoretical
aspect clarification, etc.) but in general, they were primarily
focused on studying aspects of the development and outcome
of Al in various fields such as: the creation of new Al,

1Many authors employ the term “confidence” instead of “‘trust.”
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improvements in Al algorithms, improvements in the use of
data, signaling error rates committed by Al solving problems
in Al training, new Al for application to clinical and aca-
demic environments, implementing improvements in various
aspects (such as navigation and/or security), applications to
unmanned aerial vehicles (UAVs), improving the accuracy in
the handling of vocabulary and languages, and so forth.

Although the abstracts of the articles mentioned trust,
20.2% of them (130) addressed the topic in a secondary man-
ner and did not provide clear or useful information regarding
its evaluation or conceptualization. In general, those articles
dealt on various aspects of technology development, calibra-
tion and evaluation of its use, giving minimal attention to trust
perception but focusing on methods for facilitating explana-
tions during task performance, feedback, and strategies for
enhancing security and privacy.

A total of 51.5% of the evaluated studies focused on user
subjective and perceptual aspects, yet did not consider the
role of trust in these evaluations (331 papers). The majority of
studies addressed the various methods of evaluating and rec-
ognizing user emotions, with some employing a more generic
approach and others focusing on specific applications, such
as suicide prevention. Additionally, many studies explored
subjective aspects influenced by cultural or media factors.

Nineteen percent of the studies evaluated trust but did so
using automated methods or expert criteria (122 papers) from
a reliability point of view. This was in regard to user attitudes
towards the use of algorithms, focusing on the degree of
success in executing tasks and on aspects of the frequency
of use of Al; not from the perspective of perception. Some
papers (3.7% of the total, 24 papers) discussed the necessity
of evaluating user trust but did not present methods for doing
so. Two of the potential papers (0.3%) were withdrawn by
the journals as the publishers found that they uncovered evi-
dence of systematic manipulation of the publication process.
Finally, only 5.1% of the total provided information on the
scales for the subjective evaluation of user trust (33 papers)
(Table 4 and Figure 3).

-

|IEEE Xplore:
2078

ACM Digital
Library: 831

Total studies 3.351

Initial set of studies 3.204

[SCOPUS:Z65] { WOS: 171 ] [ Pubmed: 6 ]

remove duplicates 147

-excluded for not having specific reference to the
assessment of trust 2548

-excluded for assessing user’s subjective aspects, but
not from scales or confidence/trust 331

-excluded for non-specific abstract 130

-excluded for non-subjective assessment of trust or
other type of trust 122

-withdrawn by the same journals during the review
process 2

-excluded for being a book chapter 1

Potential valid 71

FIGURE 1. Diagram of the search for potential articles.

remove studies based on
abstract and exclusion
criteria
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[ Potential valid: 71 J

Exclusion due to disagreement: 14
[ Final total for review: 57 ]

Valid and provide evaluation
scales: 33 confidence assessment: 24

FIGURE 2. Selection of definitive papers.

Valid but only provide schemas and theory for Al J

TABLE 4. Classification of potential papers.

Freq. Percent.
Excluded for evaluating subjective aspects, but 331 51,5
not from the concept of trust.
Excluded for having an abstract that did not 130 20,2

provide clear information about its evaluation
or conceptualization.
Excluded for assessing trust based on 122 19,0
automated methods or expert criteria.

Withdrawn by the same journals during the 2 0,3
review
Excluded for being a book chapter. 1 0,2
Valid: provide theory on subjective trust 24 3,7
Valid: provide methods for assessing subjective 33 5,1
trust
Total 643 100,0
124

2

B Excluded for evaluating subjective aspects, but not from the concept of trust.

B Excluded for having an abstrat that did not provide clear information about its
evaluation or conceptualization.

® Excluded for assessing trust based on automated methods or expert criteria.

B Withdrawn by the same journals during the review

B Excluded for being a book chapter.

W Valid: provide theory on subjective trust

B Valid: provide methods for assessing subjective trust

FIGURE 3. Classification graph of the possible documents.

As detailed in the results section, after analyzing the liter-
ature, we decided to start from the elementary Technology
Acceptance Model (TAM) model [23], [24] and extend it
with six additional questions to assess trust perception in Al,
following the method proposed by Vorm and Combs [25].

VOLUME 12, 2024

That made a total of 18 questions: 6 for “‘perceived useful-
ness,” 6 for “perceived ease of use’” and 6 for the “perceived
operational trust in the AL.” This approach makes it possible
to extract the information reflected in |R5| while accom-
plishing |R1| and |[R2]|. At this point, the experts focused on
requirements related to overtrust/mistrust |[R3| and monitor-
ing |[R4|.

A card-sorting approach [27] was chosen to define six
questions on perceived operational trust. We found this tech-
nique suitable, as it allows different types of elements — in
our case, questions — to be classified visually, and the board
can be used to discuss and refine the questions. Categories
were created based on the main factors previously identified
as “‘overtrust,” “mistrust, and ‘“monitoring.” The experts
placed their questions in different categories; if a question
covered several categories, it was placed in each category.
Once the questions were positioned, they were refined and
formulated, considering other decisions of a global nature that
arose during the discussion. This process is described in detail
in the Results section.

Ill. RESULTS
Our review of the existing literature indicates that studying
the evaluation of users’ subjective trust in Al presents a
number of challenges. The studies reviewed offer varying
definitions and classifications of “trust.” There is no clear
definition of the term ‘“‘trust,” and it is often presented in a
vague or ambiguous mannet, or it is only mentioned, leaving
it open to interpretation by the reader. Furthermore, the con-
cept of trust is subject to significant variation depending on
the field of research and the characteristics of each study.
Trust is a complex construct, comprising numerous factors
from both the user and the technology itself. These include the
user’s knowledge, experience, emotions, age, beliefs, as well
as the technology’s performance, usability, security, and
explainability. Additionally, the purpose and context of use,
including external user variables and socio-ethical consider-
ations, must be considered. This multidimensional aspect is
not sufficiently considered in many of the studies. Further-
more, there is no consensus on the specific components that
should be included, the structure of these components, or the
factors that could influence them.

A. USER’S TRUST ASSESSMENT TOOLS
Based on our literature review, we defined user trust as a
construct — a subjective and complex process — that can be
assessed with subjective measures (questionnaires or inter-
views) or behavioral measures (behavioral observation and
task-based metrics) [5]. It is interesting to note that recent
work has explored the use of psychophysiological mea-
sures, such as heart rate variability, galvanic skin response,
or electroencephalography, to assess trust between humans
and Al [28].

Of all these forms of assessment, questionnaires are the
most common method for measuring trust because, despite
their limitations, they can obtain important information and
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have certain advantages such as (i) they allow capturing
a person’s attitude, what they feel, and what they think;
(i1) participants may feel more comfortable reporting their
psychological state because they are not in front of another
person, but only in front of a screen or sheet of paper, and
it is less invasive than taking sensor measurements on the
individual; and (iii) they are relatively easy and quick to
administer, allowing for the collection of a larger amount of
data in a shorter period of time, compared to other means such
as interviews and observations [28].

Among the 33 articles that provided scales for the assess-
ment of subjective perception of user trust, there was wide
variability in the forms of assessment used. In our review,
we observed two cases where the assessment of trust was sup-
plemented by an open-ended interview with the user [3], [29].
Three other studies discussed several potential scales without
specifying their items and scores [3], [5], [28].

In other articles, the evaluation of trust in Al was
limited to very precise domains, highlighting one case
focused on online shopping [15], two studies on the use of
ChatGPT [10], [30], three on the degree of trust in Al evalua-
tions in the field of healthcare (one on the detection of serious
pathologies such as cancer [29], one on trust in the use of Alin
surgery [31], and another on clinical decision making [32]),
two studies on the extent to which a user believes that his
or her initial trust can be improved by explanations provided
by the system itself (XAI) [33], [34], and another assessing
aspects related to ethics rather than effectiveness of use [35].

We found three studies that approached their trust assess-
ments by creating their own tests using items from other
scales [1], [18], [32], one that extended existing assessments
with their own items [36]), and two others that modified items
from previous scales to adapt them to the purpose of their
research [31], [37]. It is also common for item batteries to
be created ad hoc according to the same authors’ criteria
(six cases: [3], [18], [19], [30], [38], [39]), with the assess-
ment in two cases being a single direct question about the
extent to which the Al was trusted, with a single response
on a Likert scale [29], [40]. In a relevant amount of cases
(13 studies), trust assessment was only part of a larger evalu-
ation focused on measuring different aspects of user experi-
ence with Al [1], [5], [15], [18], [19], [22], [30], [31], [32],
[33], [35], [38], [39].

While there were instances where the authors developed
their own tests, the most prevalent finding in the reviewed
studies was that they employed scales that had been previ-
ously designed by other authors. The most frequently cited
scales are presented in Table 6.

B. HOW PREVIOUS USER’S TRUST ASSESSMENT TOOLS
WERE CONSTRUCTED

Although almost all definitions of trust revolve around the
balance of risks and benefits that a user assesses [10], one of
the aspects that becomes clear when reviewing the various
studies on the topic is that there is no single definition of
trust [8], [19], with the result that different authors define
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TABLE 5. Forms of subjective trust evaluation in the review papers.

Complemented the questionnaires with an open
interview with the user: 2

(31, [29].

Mentioned several scales without specifying
their items and scores: 3

(31, [51, [28].

The trust evaluation was focused on very specific aspects:

Online shopping usage: 1 [15].

ChatGPT usage: 2 [10], [30].

Healthcare usage: 3 [29], [31], [32].

XAl usage: 2 [33], [34].

Ethical issues: 1 [35].

They made their own tests from items of other
scales: 3

[1],[18], [32].

Expanded existing assessments with their own | [36].
items: 1

Modified the items of previous scales to adapt
them to the purpose of their research: 2

[31], [37].

Ad hoc batteries developed from their own
criteria: 6

(3], [30]. [18], [19],
[38], [39].

The assessment was a single question to be | [29], [40].

responded to on a Likert scale: 2

Trust evaluation was a part of a user experience
evaluation: 13

[1], [5], [15], [30],
[31], [32], [33], [35],
(18], [19], [38], [39],
[22].

and assess trust in different ways. It is common for studies
to take one or more of the various definitions of trust offered
by different fields as a starting point. We found definitions
based on ISO standards, EU Guidelines on Trustworthy Al,
definitions of trust from the social sciences, and even those
found in dictionaries such as the Oxford Dictionary [4].
Similarly, it is very common to see different factors, such
as user knowledge, technical competence, familiarity or even
beliefs, faith, emotions, and personal attachments included in
the conceptualization of trust, according to the objectives of
each study.

Once a definition of user trust has been proposed, the
authors indicate the factors that they consider relevant accord-
ing to the literature or their own criteria. On this basis, they
proceeded with the evaluation, either by using their own
methods or by using some or all existing evaluations that
fit the proposed definitions and factors. Just as trust can be
defined in different ways, it can also be assessed in different
ways. In general, because of its subjective nature, it is difficult
to directly identify and measure the causes that determine the
level of trust; therefore, the most used forms of evaluation
are subjective measures. These measures consist of explor-
ing a user’s opinions before, during, and/or after working
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TABLE 6. Scales most cited in the review and components of the scales.

Scale Scale components
“Trust in | Presents 6 subscales with 19 items in total
Automation (Reliability/Competence with 6 items,
Questionnaire Understanding/Predictability with 4 items, Familiarity
(TiA)” [41] with 2 items, Intention of Developers with 2 items,

Propensity to Trust with 3 items and Trust in Automation
with 2 items) with a Likert scale of response from
Strongly disagree (1) to Strongly agree (5) .

“Checklist  for
Trust  between

12 items, presented on a 7-point Likert scale ranging from
not at all (1) to all (7).

People and

Automation”

[42]

“Human- Composed of five constructs (Perceived Reliability,

computer  trust | Perceived Technical Competence, Perceived

(HCT)” [43] Comprehensibility, Faith, Personal Attachment) which are
each evaluated from 5 questions.

“Multidimension | version 1 with 16 items, assessing 4 dimensions divided

al Measure of
Trust (MDMT)”
[44] and [45]

into two trust factors: “Confidence of Ability” (reliable,
capable) and “Moral Confidence” (ethical, sincere).

version 2, with 20 items, which extends version 1 by
evaluating five dimensions grouped into the factors:
“Confidence in Performance” (subscales: reliable,
competent) and “Moral Confidence” (subscales: ethical,
transparent, benevolent).

with a system through interviews and questionnaires, usually
Likert-type response questionnaires.

In this regard, Bach et al. [15] found that over two-thirds
(69.56%) of the studies in their review employed ad hoc
questionnaires to assess user trust. This demonstrates that
questionnaires are the most prevalent method of measuring
subjective user confidence, and that different authors tend to
define ratings according to their own criteria.

Although, with the exception of the work of Park et al. [38],
the vast majority of authors who use their own questionnaires
do not explicitly indicate the stages of their development,
we can observe that, in general, the following steps are
followed: (i) a collection of documents, mostly research
articles, are compiled from a set of keywords related to
the concept to be evaluated; (ii) the researchers select the
collected documents according to their relevance criteria;
(iii) once the selection of documents is completed, the ele-
ments relevant to the concept to be evaluated are defined; and
(iv) based on these definitions, the questions composing the
survey are prepared based on the authors’ criteria. In some
cases experts were invited to analyze the suitability of the
developed evaluation tool.

C. THE NEED TO BUILD A CUSTOM TOOL

In our review, we found that a wide range of assessments
are available to measure trust. Subjective scales are con-
sidered the quickest and most convenient way to access
subjects’ thoughts and beliefs; not surprisingly, they are
widely used for this purpose in psychology and psychi-
atry [46], and different authors use different criteria to
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conceptualize and represent trust, from which different trust
assessment questions are derived. However, in our search
for information, we did not find any tools that could be
used directly to evaluate user confidence according to the
requirements previously established by our working group
and presented in the methodology section.

We found that, of the most used evaluations, none were
oriented towards evaluating operational perception and were
not optimal for cases where non-functional prototypes of
the systems under development were available. Our aim is
not to examine in depth the factors that may influence or
define confidence but rather the ultimate consequences that
the level of confidence may have during the operation of the
system. As an illustrative example, Table 7 shows some of
the problems we found with the most commonly used scales
(based on our analysis of the literature) that prevented them
from being adequate to meet our objectives.

TABLE 7. Main limitations in the existing scales to be used in our project.

Scale Limitations
-Presents trust in automation as a subscale.

Trust in -It does not consider aspects related to ease of use and
Automa- learning.
tion -On the other hand, the questions of the Trust in
Questionna Automation subscale items (item 9: I trust the system and
ire (TiA) item 14: I can rely on the system) can have a very open
interpretation.
Although it is a highly recommended scale and is
Checklist generally one of those cited [49] , it should be noted that:
for Trust -It was not designed to assess a subject's perception prior
between to interacting with an Al
People and -On the other hand, it does not provide items to assess the
Automa- degree to which the system would facilitate a task in terms

tion of learning.
Furthermore, we believe that certain items, although
correctly formulated (e.g., item 6: "I have trust in the
system" and item 11: "I can trust the system"), could be
more rigorously worded.
Although this scale initially appeared to be consistent

Human- with our criteria, we have identified two significant
computer limitations.
trust - Firstly, the items in the scale, particularly those
(HCT). pertaining to the perceived reliability of the Al, often
emphasize the idea that the Al is capable of behaving in
the same way under the same conditions and at different
times. However, this is not a consideration in a program
under development.
-Secondly, the scale does not assess fear or rejection of
the AI, which are detrimental to the use of an Al and
therefore require assessment.
-In contrast, although the scale includes items to assess
overtrust, it lacks items to assess fear or rejection of the
AL Our criteria indicate that both undertrust and overtrust
are detrimental in the use of an Al, and therefore both
need to be assessed.
-Both versions of the test do not pose direct and detailed
MDMT: questions. Instead, they present a series of single words,
Multi- which the user must indicate their level of agreement with
Dimension regarding their thoughts on trust in Al
al Measure In this sense, the test asks about terms such as ethical,
of Trust competent, sincere, etc., which it does not define or
(version 1y specify, thus limiting the degree of interpretation of the
2) results.

In response to this situation, we decided to develop our
own evaluation tool, which we have named “POTDAI”
(Perceived Operational Trust Degree in Al).
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D. CREATION OF POTDAI AND CONSTRUCTION OF THE
INTEGRATED ASSESSMENT TOOL WITH TAM

Following the identification of the necessity of developing
a bespoke assessment tool to gain a tangible understanding
of this domain of Al trust, we proceeded to define it as
Operational Trust.” This is defined as “the degree of trust
a user has in the system’s ability to provide accurate and
reliable guidance, leading to the user’s final decision to
follow the system’s recommendations.”

Consequently, the POTDALI tool was designed to evaluate
the extent to which a user’s perception of an Al system
influences their willingness to follow its recommendations.
It also assesses whether this predisposition is influenced by
attitudes of overtrust, mistrust or the AI’s monitoring of the
user’s work. This definition does not include the aspects of
the system’s general perception that are covered in |R5|, such
as usability. As will be detailed below, to evaluate general
system perception, our tool has been integrated with the TAM
model, which already has the capability to evaluate these
aspects.

The model developed by [23] and [24] is one of the best
known and most widely used models. Its primary format is
specifically aimed at evaluating user perception, which is
completely aligned with our case — the user’s operational
trust in Al perception. The model proposes that a series of
interrelated factors influence the user’s attitude towards a new
technology as well as the decision of how and when to use it.
The original approach is based on two main factors: Perceived
Usefulness, PU, defined as ‘“‘the degree to which a person
believes that using a particular system will make them or
their job performance stand out.” In addition, the concept of
Perceived Ease of Use (PEOU) is introduced. This is defined
as the degree to which a person believes that using a particular
system will relieve them of their effort.

The model proposes that users’ perceptions of these two
factors determine their intention to use a system. It should
be noted that the selection of TAM items followed a process
very similar to that discussed for other evaluations. From the
conceptual definitions of perceived usefulness and perceived
ease of use, two constructs that were identified as essential by
the literature prior to the study when accepting or rejecting
a technology — 14 potential items—were generated for evalu-
ation. Subsequently, the wording of each item was studied
to ascertain which items best aligned with the definitions
of each construct, resulting in the selection of ten items for
each construct. Later, [23] conducted a study with 112 users,
whose results were analyzed through factorial, multitrait-
multimethod, and reliability study methods, to refine the
scales by reducing each construct to six items.

Despite criticism, TAM has been widely used as an eval-
uation tool, with positive results. The information obtained
has been useful for the development of the technology in
question [48] on several occasions. However, critics highlight
its limited practical value and explanatory and predictive
power [49]. This has prompted both proponents of the
original model and other scholars to expand the model
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by incorporating additional variables and tailoring it to spe-
cific contexts of use.

The authors of the study agree that the TAM model — and
thus the evaluation tool we propose in this paper — has limita-
tions, but this is a characteristic fact of any evaluation tool in
the field of human-computer interaction. To illustrate, if we
wish to conduct an in-depth usability study of a technology,
it is advisable to rely on a single evaluation method. There
are numerous evaluation methods at our disposal, including
cognitive walkthrough, scenarios and personas, brainstorm-
ing, interviews, the Think Aloud Protocol (TAP) [50]) and
questionnaires such as the System Usability Scale (SUS) [51].

Each tool has a specific purpose and is useful for extracting
particular types of information. For instance, the think-aloud
protocol (TAP) is not an appropriate tool for measuring pre-
cise efficiency because it requires the user to verbalize their
actions, which is time-consuming. In contrast, a benchmark
test [52] would be more suitable for this purpose, as it allows
for the collection of quantitative data; however, it will lack
qualitative information (e.g., feelings, mental processes, etc.)
available through the TAP.

Using questions on a Likert scale prevents delving into the
“whys.” If a user indicates that the system is not useful at
all (i.e. selecting 1 on a 1 to 7 scale to reply the question
“I would find the system useful in my job”), there is no
other question that directly indicates the reason. The user
simply provides his/her perception. This is an unquestionable
limitation; however, following the previous example, other
techniques, such as interviews, could be used to gain further
insight. In any case, this type of scale is highly suitable for
evaluating the subjective aspects of the user in a comfortable,
simple, and quick manner [28].

Although the debate surrounding the validity of the TAM
as a theory of information systems is beyond the scope of
this study, what we require is to gain an understanding of the
user’s perception and how it will affect the decision to follow
Als recommendations. As previously explained, we don’t
seek to delve in the “whys.”

Once the user’s perception is known, it will be possible to
guide the development in a specific direction or implement
additional tests before taking the next step. The original
version of the TAM allows us to obtain this initial percep-
tion in terms of usefulness and ease of use in a quick and
simple manner, which is why we decided to use it as a basis.
This is also in line with the study performed by Vorm and
Combs [25], which concluded that the TAM model should
be extended to gain insight into the degree of confidence in
systems that use Al.

With regard to the number of response options on the
Likert scale — seven according to the original TAM model and
other questionnaires such as the Checklist for Trust between
People and Automation or the MDMT (Multi-Dimensional
Measure of Trust) — it is essential to highlight that a number of
studies have been conducted with the objective of analyzing
the impact of the number of response alternatives on the
psychometric properties of Likert-type scales.
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The findings of these studies indicate that the reliability of
the scales is optimal when there are seven response alterna-
tives [53]. It is also noteworthy that, in our scale, three items
(14, 17, and 18) were scored inversely. This is a deliberate
decision and serves to control the response bias of a subject,
which was envisaged during the requisite definition stage.
This is particularly pertinent for dealing with acquiescence
bias, which is the tendency of an individual to respond affir-
matively to a statement regardless of its content and is a useful
indicator of response bias.

As previously stated, following the literature review,
no evaluation tools that could be directly applied were
identified. However:

- The elementary TAM model [23], [24] was deemed
an appropriate basis for the study, as it allowed for
the extraction of information reflected in requirement
5 while also satisfying requirements 1 and 2.

- A challenge was identified in filling the gap highlighted
by Vorm and Combs [25], who examined new theoret-
ical frameworks that are used in HCI and can help in
the development of systems. They concluded that it is
timely for the elementary factors of the TAM model to
be extended to include issues related to trust and user
acceptance of systems employing artificial intelligence.

- We gathered data on the development of other Al trust
assessment tools, which were useful for defining a
methodology to guide the development of a tool that
meets specific requirements.

In light of the above, it was determined that the TAM would
serve as the foundation, with the inclusion of questions
related to trust in Al to address the requirements set out at
points 3 and 4. To meet requirements R1 and R2, while main-
taining the structural integrity of the TAM, it was decided that
an additional set of six questions should be included, bringing
the total number of questions to 18.

At the outset, there was some doubt among the experts
as to whether the proposed six-question approach would
be sufficient to meet expectations. During the discussion,
it was noted that if the TAM model could provide a useful
assessment of perceived usefulness and perceived ease of use
with six questions each, it was reasonable to assume that
something similar could be achieved for the perceived degree
of trust.

Additionally, other scales were discussed, such as the
System Usability Scale (SUS), which assesses usability
using 10 questions. Even simpler assessment tools, such
as those used by Guo [19], Schreibelmayr et al. [37], and
Sebastian et al. [31], were considered. Consequently, the
experts focused on trust-related requirements (|R3| and |R4/),
implementing the card sorting experiment as described in the
methodology section. The proposed questions were refined
through successive rounds of discussion, focusing primarily
on the following:

- Repetition: The same aspect was queried on two occa-
sions, albeit in different ways. For instance: “I am concerned
that I will not be able to discern if the [Al TECHNOLOGY]
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is giving me an inappropriate response” and “I think I could
easily detect when [THE Al TECHNOLOGY] is not giving me
the right indications and redirect the situation”

- Grouping: questions posed regarding different factors
that could be grouped together to achieve a similar opera-
tional outcome. For instance “I think I will feel that I will be
observed, watched or judged by [THE Al TECHNOLOGY]
during the course of my work.” was composed by group-
ing different questions asking just about “‘being judged” or
“being watched,” etc.

- Out of context: The question was not directly related to
the assessment of ‘“‘overtrust/mistrust,” but rather to a factor
derived from these or that is not controllable by the user. For
example, “I believe that the use of [AI TECHNOLOGY] will
be excessively expensive.”

- Generalization: Questions pertaining to trust in Al in
general rather than in the specific technology being tested.
For instance, the question “I believe that Al algorithms will
steal my data” is an example of a question that refers to any
type of AL

- Technical Expertise: The question can only be answered
by an Al subject matter expert and does not have an oper-
ational focus. For example, the question I consider that
this Al does not meet the requirements set by the European
Commission regarding Trustworthy AL

This process not only served to define the questions,
but also to make other decisions affecting the overall
questionnaire. These included:

. Reverse scores were used to detect inconsistencies dur-

ing the completion of the questionnaire.

. Observations were made on the possible relationships
between the original TAM questions and new questions
on the perception of operational trust.

. It was determined that the selected questions could be
employed independently from the TAM to gather data
on the extent of operational trust. Furthermore, alterna-
tive methodologies could be employed to assess other
aspects related to usability, usefulness, and UX.

. It was also concluded that the evaluation tool would
be beneficial in most cases where the perception of
the degree of trust in a system that employs Al is
to be evaluated, in addition to what is expressed in
requirement 1.

Table 8 lists the final wording of the six questions.
This indicates whether the value was normal (N) or
inverted (I). A normal value is associated with a higher
Likert score, indicating a more favorable assessment of
the technology using Al It also included comments on
the fulfilment of requirements 3 and/or 4, their relation to
other questions in the questionnaire, and the concepts of
trustworthy Al

As can be seen, there were two questions from a distrust
perspective, two from an overtrust perspective, and two on
a mistrust-overtrust scale. Of the six questions, three are
related to requirement 4, one of which (question 4) is a direct
question.
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TABLE 8. Final assessment questions.

QUESTION REQUISITES AND OBSERVATIONS
Q1. (I) I believe that |R3| Mistrust: The operator perceives that an
[THE Al Al is not mature, does not have the ability to
TECHNOLOGY] will be | perform the task, or simply distrusts Als in

prone to not give me the
most convenient

general.

indications
Q2. (N) I think I could |R3| Overtrust: The operator feels that his
easily detect when [THE | knowledge is sufficient to avoid over-

Al TECHNOLOGY] is
not giving me the right
indications and redirect
the situation.

reliance on what the Al dictates.

Q3. (D I think that
working with [THE AI
TECHNOLOGY] could
lead to overconfidence
and dependency.

[R3] Overtrust: The operator feels that the
technology may create an excessive/constant
need to consult the Al to validate its
decisions. This constant need could be
associated with [R4| because the operator
feels that performing a task contrary to what
the AT dictates could cause him harm.

04. (1) I think I will feel
that I will be observed,
watched or judged by
[THE Al
TECHNOLOGY] during
the course of my work.

This question is directly related to [R4| and
was an aspect highlighted by security experts
as a common concern for agents. Doubts
arise about the consequences of following or
not following Al recommendations (judged),
or that the Al is watching while the user
performing a task, or if the user is constantly
being observed by the Al As for [R3], it
would be associated with Mistrust.

Q5. (N) In cases where [
am not sure how to
proceed, I would
normally follow the
recommendations
provided by [THE Al
TECHNOLOGY].

|R3| Mistrust-Overtrust: Global scale on
whether the user would follow the Al's
instructions operationally when the user feels
that Al support is truly needed. This question
should be consistent with the previous
answers. The operator may be inclined to
follow the recommendations because he
really trusts the system (questions 1 and 2) or
because he perceives that not doing so could
have consequences (question 4). It may also
indicate how much weight the above
questions carry for the operator in the final
operational trust decision.

06. (N) I believe that
[THE Al
TECHNOLOGY] will
allow me to do my job
more safely.

|R3| Mistrust-Overtrust: Especially in cases
where decisions can be critical and need to
be made quickly, the ability of Al to provide
greater certainty in decisions is a key factor.
The feeling of being watched or judged using
Al can make the operator feel less trust
and/or distract them from their work. It is
therefore interesting to note the relationship
with the result of question 4.

E. RELATION WITH ISTAM APPROACH AND
RECOMMENDATIONS FOR THE USE OF POTDAI TOOL

In their article, Vorm and Combs [25] emphasize the impor-
tance of designing more transparent systems to foster trust
and acceptance of intelligent systems. They examine several
transparency frameworks and present a model where trans-
parency is added to “Perceived ease of use” (PEOU) and
“Perceived usefulness’ (PU). This model identifies differ-
ent transparency factors and shows how those factors play
moderating and supporting roles that combine to influence
trust and, ultimately, acceptance. Their research outlines the
significant impact that transparency has on trust and presents
a comprehensive approach to evaluating transparency based
on their findings. However, they do not provide a specific
set of questions or an evaluation tool. In this sense, their
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work is linked to the extended versions of the TAM model,
where more variables/factors and relations have been estab-
lished among PU and PEOU, with the aim of increasing the
robustness in explaining the use intention. This can be seen in
figure 4, extracted from Vorm and Combs [25] paper, where
they include “Transparency” at the same level as PU and
PEOU, as described in TAM3 version.

COMPUTER SELF-EFFICACY
PERCEPTIONS OF EXTERNAL CONTROL
COMPUTER PLAYFULNESS
COMPUTER ANXIETY

\ PERCEIVED ENJOYMENT
OBJECTIVE USABILITY

MONITORING

bl s
o [ museaReNcY) o P
\ / DISCLOSURE
AN ’
||| usEruLNESS
D /

IMAGE
hd J0B RELEVANCE
QUTPUT QUALITY
'RESULT DEMONSTRABILITY

BEHAVIORAL
INTENTION

INTELLIGENT SYSTEM TECHNOLOGY ACCEPTANCE MODEL (ISTAM)

FIGURE 4. ISTAM model as depicted in Vorm and Combs [25].

Our work is based on the fundamental tenets of the Tech-
nology Acceptance Model (TAM). It has a clear objective:
to assess user confidence in complying with the directives of
an intelligent system. We concur that transparency is a factor
that affects trust and, as a result, the final decision to follow
the instructions of an intelligent system. However, trans-
parency is also influenced by several other factors, as Vorn
and Combs have highlighted. One such factor is the user’s
technical knowledge, which is notably sophisticated in this
field. While organizations or states may offer certifications
to endorse different aspects of Al transparency, if the users
lacks the expertise, it will be challenging or impossible for
them to verify those claims independently. Consequently,
even if an intelligent system presents technically verifiable
transparency, the user may perceive the opposite.

We recognize that there are multiple factors that influence
trust, and that the information provided by POTDALI has its
limitations. POTDALI is designed to assess the user’s trust
perception in intelligent systems and their willingness to fol-
low recommendations from those systems, based on criteria
related to trust and mistrust. POTDAI is not designed to
provide specific recommendations about how to increase the
trustworthiness of an intelligent system or how to implement
those recommendations. However, it can provide valuable
insights into how to approach these questions. As previ-
ously stated, we believe that attempting to expand TAM to
encompass all the necessary information is unfeasible and
impractical. Instead, we recommend leveraging alternative
HCI techniques tailored to the specific objectives at hand.
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FIGURE 5. Conceptualization of POTDAI integrated into TAM.

We propose a set of 6 questions inspired by the 12 items
TAM [23] — 6 for PU and 6 for PEOU. These can be used
alone to make a quick assessment of the user’s inclination to
follow the recommendations provided by an intelligent sys-
tem. Our conceptualization is depicted in figure 5 — we used
the hexagon shape to represent the 6 questions. We encourage
researchers interested in using POTDALI to integrate it with
the basic version of TAM. This will allow us to gather evi-
dence regarding the interrelationships between POTDAI and
TAM’s PU and PEOU questions, as outlined in the conclu-
sions and future work section.

IV. CONCLUSION AND FUTURE WORK

There is no single definition for trust in Al. Different authors
have defined and assessed trust according to the factors
they consider relevant, derived from their object of study.
The objective of this study is to evaluate the final cause:
whether or not the user will tend to follow the Al instructions.
For this purpose, we consider the excess or lack of trust
(overtrust/mistrust) due to the user’s perception of the Al
system as key factors, and whether this is influenced by the
user’s perception of whether it is being monitored by the Al
system.

Our assessment tool does not delve into the motivation
for this perception but simply into its existence. By focusing
on perception and not delving into the reasons, it limits the
usefulness of the tool, which is also a common criticism of
the TAM model [54]. However, knowing the user’s perception
is of great importance, and other specific techniques can be
used to go deeper into the whys and wherefores, and how to
deal with the issues to be addressed.

For example, in the case of Question 2 of our tool
(see Table 8), the user could overestimate their knowledge.
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To verify this, it is necessary to carry out some tests. If this test
showed that the user did indeed overvalue their knowledge,
then another type of technique would be needed to determine
why and then consider how to remedy this. Thus, this could be
a limitation but not a disadvantage. As explained in the results
section, there is a huge variety of evaluation techniques in the
field of HCI, and each technique has a purpose and is useful
for extracting some kind of information, which can then be
used to develop another technique. Therefore, studies in this
field are not usually limited to the use of a single technique.

According to the authors, the level of trust perceived by
the user is a key element of its profile, which must be taken
into account in order to be able to evaluate the results of any
other type of test, for example, mistrust in the Al system, may
worsen the efficiency scores in a benchmark test or to plan
how the user should be trained to use the system.

The literature review also shows how the construction of Al
trust assessment tools often starts by referring to one or more
of the various definitions of trust or by creating a new one.
Once the definition of trust has been established, the authors
identify the factors that they consider relevant based on which
they proceed to define the evaluation tool, either through their
own methods or by adopting some or all existing evaluations.

In our case, we not only follow the approach used by
authors such as Park et al. [38] to define their assessment
tools but also

. We defined the main object and requirements through
expert analysis.

. We conducted a comprehensive literature review.

. We justified the lack of a previously established tool to
validate our requirements.

. We then defined the concept of ‘“‘operational con-
fidence” and identified three key factors: overtrust,
mistrust, and monitoring.

. We also generated the questions through a committee of
experts, supported by the application of the card sorting
technique, and provided details of the process of refining
the questions.

. Each question is clearly related to the established
requirements. In addition, the expected interrelation-
ships with the other questions are indicated (see Table 8).

This demonstrates the rigor in creating the evaluation tool
using a methodology that, as we have commented, exceeds
usual practice. POTDAI has been designed with the TAM
model as a reference and has been integrated into it, thus
aiming to fill the gap described by Vorm and Combs [25].
It should be emphasized that POTDALI can be used by itself
to extract information on the level of operational reliability,
although its integration with TAM would provide additional
information on usability and ease of use. This additional
information can be useful for inferring certain aspects or
checking the consistency of user responses.

Our forthcoming research will entail the application of
POTDALI to different use cases. This will allow to establish
relationships between TAM and POTDAI questions. Simi-
larly, the use of the tool would provide valuable information
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for its refinement and how to interpret the data gathered
through POTDAI. To this end, it would be advisable to
employ advanced statistical techniques such as structural
equation modeling (SEM), a multivariate statistical anal-
ysis technique that is widely utilized in the validation
of psychometric instruments. SEM integrates other tech-
niques, including analysis of variance (ANOVA), multiple
regression, and factor analysis. This would facilitate the iden-
tification of intricate patterns of relationships between test
factors, enable comparisons between them, and even allow
for the modeling of measurement error.
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