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Abstract

Cloud computing has transformed the IT landscape by offering users and orga-
nizations on-demand access to computing power, storage, data processing, and
machine learning resources. Despite the benefits, cloud resource management
faces challenges due to the heterogeneous and dynamic nature of workloads.
Inefficient provisioning manifests in two critical forms: underprovisioning leads
to degraded Quality of Service (QoS) and unmet Service-Level Agreements
(SLAs), while overprovisioning results in unnecessary energy consumption and
high operational costs. With the current rise of AI and machine learning in-
novations, machine learning-based workload prediction for resource provision
plays a vital role in predicting future scenarios and identifying new occurrences,
enabling service providers to prepare ahead of time. However, various challenges
are associated with machine learning-based workload prediction.

This thesis addresses the challenges of machine learning-based workload
prediction in cloud environments, including data drift due to dynamic workloads,
high computational overhead, and storage overhead. Firstly, cloud workloads are
dynamic, and models trained with old historical data can become obsolete over
time. We addressed the challenge of accurate prediction and data drift by incor-
porating machine learning and streaming data processing algorithms to assist
adaptive prediction. Secondly, constantly training and updating deep learning
models adds significant computational overhead to the cloud infrastructure. We
addressed this problem by proposing a solution that incorporates a knowledge
base repository with transfer learning-based adaptation. Moreover, we explored
the tradeoff between model accuracy and computational overhead. Finally, we
propose a data compression mechanism that leverages an autoencoder to reduce
storage overhead resulting from the continuous generation of monitoring data
in cloud management systems.

Our findings reveal that the proposed methods have significantly improved
the machine learning-based cloud management system. Extensive evaluation
using real-world datasets reveals that the proposed methods facilitate the
creation of accurate predictions, even in the face of ever-changing patterns in
cloud workloads. Moreover, the methods reduced computation overhead by
leveraging existing knowledge and highlighting the tradeoff required to achieve
a balance between prediction accuracy and computation overhead.
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Sammanfattning

Molntjänster har förändrat IT-landskapet genom att erbjuda användare och or-
ganisationer tillg̊ang till datorkraft, lagring, databehandling och maskininlärning-
sresurser p̊a begäran. Trots fördelarna st̊ar molnresurshantering inför ut-
maningar p̊a grund av heterogena och dynamiska arbetsbelastningar. Inef-
fektiv resurstilldelning visar sig i tv̊a kritiska former: underallokering leder till
försämrad tjänstekvalitet (QoS) och ouppfyllda serviceniv̊aavtal (SLA), medan
överallokering resulterar i onödig energiförbrukning och höga driftskostnader.
I och med den ökade innovationen inom AI och maskininlärning spelar mask-
ininlärningsbaserad arbetsbelastningsprognos för resursallokering en viktig roll
i att förutsäga framtida scenarier och identifiera nya händelser för att notifiera
tjänsteleverantörer i förväg. Dock finns diverse olika utmaningar kopplade till
maskininlärningsbaserad arbetsbelastningsprognos.

Denna avhandling behandlar utmaningarna med maskininlärningsbaserad
arbetsbelastningsprognos i molnmiljöer, s̊asom datadrift av dynamiska arbets-
belastningar, hög beräkningsoverhead samt lagringsoverhead. För det första
är molnarbetsbelastningar dynamiska, och modeller som tränats med gamla
historiska data kan bli för̊aldrade över tid. Vi antog utmaningen med noggrann
prognos och datadrift genom att integrera maskininlärning och strömmande
databehandlingsalgoritmer för att hjälpa i en adaptiv prognos. För det an-
dra, att träna och uppdatera djupinlärningsmodeller konstant lägger bety-
dande beräkningsoverhead p̊a molninfrastrukturen. Vi tacklade detta problem
genom att föresl̊a en lösning som integrerar en kunskapsbas med en trans-
ferinlärningsbaserad basanpassning. Dessutom utforskade vi avvägningen mellan
modellnoggrannhet och beräkningsoverhead. Slutligen föresl̊ar vi en datakom-
primeringsmekanism som utnyttjar autoencoder för att minska den lagringsover-
head som uppst̊ar fr̊an kontinuerlig generering av övervakningsdata i molnhanter-
ingssystem.

V̊ara resultat visar att de föreslagna metoderna avsevärt förbättrade det
maskininlärningsbaserade molnhanteringssystemet. Omfattande utvärdering
med verkliga dataset visar att de föreslagna metoderna hjälper till att skapa
noggranna prognoser trots de ständigt föränderliga mönstren i molnarbets-
belastningar. Dessutom minskade metoderna beräkningsoverhead genom att
utnyttja gammal kunskap och belysa avvägningen för att uppn̊a en balans
mellan prognosens noggrannhet och beräkningsoverhead.
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Chapter 1

Introduction

Cloud computing is the main driving force behind the modern era of rapidly
evolving technology and AI systems. It has revolutionized technology usage by
providing developers, private users, and companies with big data processing,
large model training, applications, and data services on demand while letting
users rely on it regarding hardware, installation, and maintenance. In this
chapter, we provide a detailed description of the motivation behind this work,
followed by its leading research objectives, methodology, and contributions.

1.1 Research Motivation

The widespread adoption of cloud computing has enabled cost-effective, scalable
access to computing resources and data storage management. It is crucial for the
scalable training of deep learning models [Aba+16], real-time big data analytics
for IoT [Bot+16; BB+12], bio-informatics [Kop+21], and autonomous systems
[DLN23]. Cloud computing infrastructures are rapidly expanding to provide
extensive services as demand grows; however, this brings about additional
challenges on effective resource management and auto-scaling. The dynamic
nature of cloud workloads and shared resources adds significant complexity to
efficient resource management, underscoring the need for adaptive, intelligent
solutions to handle real-time auto-scaling and resource management.

This work addresses the complexity of maintaining machine learning (ML)
models used for cloud workload prediction, enabling accurate predictions over
time. The core motivation of this research is to provide solutions that im-
prove resource management in cloud computing environments through accurate,
adaptive, and efficient workload predictions using machine learning. Accurate
workload prediction is crucial in cloud platforms due to their dynamic and
elastic nature, where resources are allocated on demand. This adds a layer
of complexity in maintaining performance and ensuring safety from under- or
over-provisioning. Therefore, developing effective workload prediction is crucial
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for optimizing resource utilization, reducing operational costs, and ensuring
optimal performance in cloud environments. Although machine learning and
statistical models are commonly used for workload prediction [Kha+22], typical
solutions fail to adapt well to temporal or seasonal fluctuations of workloads
in cloud environments and do not incorporate mechanisms that utilize past
knowledge. This often results in redundant calculations and suboptimal perfor-
mance. Hence, there is a critical demand for workload prediction mechanisms
that are not only computationally efficient but also adaptive and capable of
reusing knowledge in the dynamic realm of cloud infrastructures. Therefore,
this research is crucial to improve contemporary cloud environments.
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1.2 Research Objectives

As highlighted in Section 1.1, the primary focus of this research is improving
current cloud workload prediction methods to incorporate adaptability, resource
efficiency, knowledge reusability, and accuracy. Cloud workloads are dynamic
and complex to model, whilst static approaches fail to capture dependencies.
Moreover, training deep learning models periodically is computationally in-
tensive. The primary objective of this research is to investigate and develop
effective strategies for training and sustaining accurate machine learning models
specifically tailored for cloud workload prediction. This includes ensuring that
the models are lightweight in terms of computational and memory overhead,
while also being capable of dynamically adapting to fluctuations and evolving
patterns in workload behavior over time. The study emphasizes the balance
between predictive accuracy, resource efficiency, and adaptability in real-world
cloud environments. The high-level research objectives are outlined as follows.

RO1: To propose, implement, and evaluate workload change detection mecha-
nisms and efficient model update strategies for adaptive cloud workload
prediction, aimed at enhancing accuracy in dynamic cloud environments

RO2: To design, implement, and assess methods for reusing knowledge to
improve the computational efficiency of model updates.

RO3: To develop integrated methods for accurate cloud workload prediction
that minimize computational overhead and optimize storage, with the
objective of achieving a balanced trade-off between predictive accuracy,
computational efficiency, and resource optimization for scalable and adap-
tive workload forecasting in dynamic cloud environments.
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1.3 Methodology

The methodology followed in this thesis is based on the objectives of the Design
Science Research (DSR) methodology [VHM20], as provided in Figure 1.1.
To achieve these objectives, the following methodology is adopted: the first
step involves identifying primary challenges in cloud resource prediction and
problem identification, followed by finding the research gap. Next, following
the definition of research objectives, a rigorous review of existing literature
is conducted to achieve a thorough understanding of current knowledge and
technological developments. A solution is then designed, followed by the imple-
mentation of the algorithm. The proposed solution is evaluated using selected
metrics and real-world datasets, alongside state-of-the-art solutions from the
literature. The iterative process facilitates the development of efficient and
accurate workload prediction algorithms that align with the objectives. Finally,
the results and findings are compiled into a research article for dissemination
and communication.

1. Problem
Identification

2. Define Objectives 3. Literature Review 4. Design

5. Implementation 6. Evaluation 7. Communication

Figure 1.1: DSR methodology
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1.4 Research Contributions

The main contribution of this study is designing, improving, implementing, and
evaluating accurate and efficient machine learning based workload prediction
methods for cloud environments for research objectives (ROs)defined in Section
1.2. Paper I addresses RO1 by proposing and implementing a concept drift
detection-based identification of model retraining steps to adapt to unforeseen
changes in cloud workloads. Moreover, Paper II addresses both objectives
RO1 and RO3 by introducing an efficient way of retraining machine learning
models for dynamic workloads. It proposes a hybrid approach that combines
concept drift based along prediction performance monitor to detect changes
in workload and evaluate various baselines. In Paper III, we cover RO2 by
introducing a method that assists in prior knowledge reusability. We implement a
knowledge base to save past knowledge along with trained models to assist in the
adaptation to dynamic cloud workloads. Paper IV presents RO3 by introducing
and implementing an autoencoder-based workload prediction method to assist in
storage efficiency and workload prediction accuracy. Finally, Paper V addresses
RO1, RO2, and RO3 by introducing and implementing a comprehensive
solution for accurate, efficient, and adaptive workload prediction. It emphasizes
the identification of various settings and the outcome in the solution’s overall
resource efficiency and accuracy.

1.5 Thesis Organization

The rest of the thesis is organized as follows. Chapter 2 explores the funda-
mentals of cloud computing and resource management. Next, in Chapter 3,
we identify the main challenges with machine learning-based cloud resource
prediction and provide a comprehensive overview of machine learning in cloud
workload prediction. Chapter 4 focuses on evaluation strategies, evaluation
metrics, and datasets. An in-depth analysis of the detailed contribution of each
paper is described in Chapter 5. Finally, Chapter 6 discusses potential future
directions in the area of machine learning based cloud resource prediction and
presents possible research tracks for further investigation.

5





Chapter 2

Foundation of Cloud
Computing

This chapter provides a general overview of cloud computing environments with
a special focus on cloud resource management. This chapter begins with a
general background and definition of cloud computing, discusses its standard
characteristics, service models, and classifications, and concludes with a section
focusing on cloud resource management in general, as well as the challenges of
cloud resource management and the characteristics of workloads.

2.1 Cloud Computing Environment

Cloud computing enables the delivery of services, including computing, net-
working, storage, databases, and software, to users without the need to own
and manage physical infrastructure. Based on the definition from the National
Institute of Standards and Technology (NIST), cloud computing is ”a model for
enabling ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources that can be rapidly provisioned and released
with minimal management effort or service provider interaction” [MG11]. The
NIST definition points out five essential characteristics as illustrated in Figure
2.1. It allows on-demand service where users can automatically provision their
resources. Secondly, cloud services are available over a broad network and
accessible by a set of heterogeneous devices. Third, rapid elasticity allows
services to be scaled up and down to match workloads automatically, quickly,
and seamlessly. Finally, it can be measured with automatic monitoring and
control, allowing for pay-per-use billing. The characteristics enable the model to
provide a cost-effective, flexible, and scalable service, in contrast to traditional
IT infrastructure [Arm+10a; BVS18]. Services are offered through Software as
a Service (SaaS), Infrastructure as a Service (IaaS), and Platform as a Service
(PaaS) models as shown in Figure 2.2.
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Figure 2.1: NIST visual model for cloud computing definition [Nav+16]

The key technology that enables cloud computing is virtualization. It
abstracts physical resources to multiple virtual machines that share physical
systems. It improves resource and power utilization through consolidation.
Moreover, it provides a high degree of isolation due to isolated memory, processes,
and operating environments [Sin18]. Other benefits of virtualization include
load balancing, scalability, and security. There are several types of virtualization
today as illustrated in Figure 2.3:

Figure 2.2: Cloud computing service models [BBG11]
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Hypervisor-Based Virtualization: The hypervisor is a type of operating
system that emulates the server hardware and enables multiple instances
of virtual machines (VMs). The instances share the same hardware but are
completely isolated. KVM [Djo+21], VMware ESXi [Mis10], and Hyper-V
[Mic24] are widely used hypervisor-based virtualization technologies.

Container-Based Virtualization: Unlike hypervisors, container-based vir-
tualization emulates the operating system (OS) level. They allow virtual-
ization at the operating system level by packaging applications with their
dependencies as lightweight instances. Docker [Smi17] is a widely used
container-based virtualization technology that isolates containers with a
shared host OS kernel. Compared to a hypervisor, containers have shorter
startup time and lower performance overhead [BK21].

Figure 2.3: Overview of traditional vs. virtualized infrastructure models [BK21]

In order to allow modern cloud applications to be scalable, easy to develop,
and maintain, Microservices come into the picture. They allow breaking down
applications into small parts and are responsible for one task [Thö15]. They
can be deployed independently across containers efficiently.

Several software systems are responsible for the management of data centers
and workload orchestration. Kubernetes is an open-source software responsible
for container orchestration by removing the burden of automating the scaling,
management, and deployment process [Bur+16]. On the other hand, another
open source software support managing cloud infrastructure by providing tools
to manage compute, storage and network resources [SAE12]. Other technologies
have also become important in cloud-native ecosystems:

Edge Computing: Edge computing transformed the real-time decision-making
process by bringing the compute closer to the data sources, such as Internet
of Things (IoT) devices [Shi+16]. It allows low-latency processing.

Serverless Computing: Serverless computing model allows deployment of
code as functions that respond to specific events [Bal+17]. It removes
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the burden of infrastructure provisioning, scaling, and maintenance from
developers. As users are charged only for compute time utilized, it lowers
cost and improves efficiency.

Infrastructure as Code (IaC): This enables automation of configuration
and management of cloud infrastructure through code and configuration
files [RMW19]. IT allows consistent deployments.

Cloud computing has become the primary backbone of contemporary infor-
mation technology, enabling cost-effective solutions and eliminating the initial
expenditure of building an IT infrastructure [Isl+23]. According to [GS21b],
by 2025, the majority of new digital workloads are expected to be hosted on
cloud-native platforms, with projections reaching over 95%, a significant increase
from 30% in 2021. Moreover, Cloud has accelerated the innovation and usability
of Artificial Intelligence (AI) and Machine Learning(ML). The convergence of
AI and cloud computing services has led to AI-as-a-Service (AIaaS), enabling
organizations to advance their data analytics, machine learning, and smart
decision-making capabilities [Ram23].

Although cloud computing is widely popular and adaptable, it encounters
multiple challenges that affect its efficiency. Firstly, security and privacy risks
associated with storing private data in shared environments present significant
issues [Par+22]. Additionally, resource retention in virtualized environments
leads to performance fluctuations and potential declines in service quality
[Ios+11]. Resource management is a complicated task due to dynamic workload
patterns and heterogeneous resources [Arm+10b]. Additionally, the carbon
emissions from data centers and concerns related to energy efficiency raise
sustainability concerns [BBA10]. These obstacles underscore the need for
intelligent resource management solutions, particularly those that are both
cost-effective and resource-efficient.

2.2 Resource Management in Cloud Computing

Data centers’ energy consumption is predicted to account for nearly 8% of global
electricity demand by 2030 [Jon+18], thus making efficient resource management
a necessary step. However, there are undeniable challenges to achieving this due
to the dynamic nature of cloud environments [ZCB10]. Resource management
involves efficiently allocating computational resources such as CPU, memory,
storage, and network bandwidth to meet dynamic user demands based on
real-time needs [BAB12]. Dynamic resource allocation is done through methods
such as virtualization, load balancing, quality of service (QoS), and auto-scaling.
Virtualization allows multiple virtual machines to run on a single physical server,
thus enhancing efficient hardware utilization and elasticity[Arm+10a]. VM
consolidation enhances virtualization by enabling the migration of underutilized
virtual machines across servers, thereby reducing energy consumption [BAB12].
To ensure QoS, more complex solutions for scheduling are also used, such as
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auto-scaling, load balancing, and VM consolidation [Li+14]. The load-balancing
technique evenly distributes workloads across servers to prevent bottlenecks,
while autoscaling dynamically adjusts resources in response to real-time demand
[Guo+17]. While the sophistication is in place, resource management faces
further challenges such as over-provisioning and interference between workloads
[Li+14]. These challenges heightened the need to find more effective solutions
through machine learning techniques [Guo+17].

2.3 Challenges of Cloud Resource Management
and Characteristics of Workloads

Resource management in cloud computing requires handling dynamic resource
allocation and heterogeneous workloads [ZCB10]. Due to this, various challenges
arise, such as co-located workloads with shared resources competing for resources
and resulting in performance degradation [Xu+13]. Moreover, rapid scaling
to meet the quality of service requirements for users results in cost-ineffective
provisioning and over-provisioning [Li+14]. Finally, energy-aware resource
management techniques are also in great need due to high energy consumption
by data centers [BAB12].

Workloads in cloud environments exhibit heterogeneous patterns that com-
plicate resource management. Moreover, various workloads in web applications
exhibit sudden, short-lived spikes [Guo+17]. Workloads can be categorized as
data-intensive or time-critical. Data-intensive workloads for big data processing
applications often prioritize I/O and network bandwidth to gain fast access
and high throughput. On the other hand, time-sensitive workloads emphasize
low latency [Wan+21]. Moreover, cloud workloads fluctuate due to user and
application request fluctuations [TBG20]. These characteristics underscore the
need for adaptive resource management strategies, where machine learning
models facilitate proactive resource provisioning by predicting future work-
loads and implementing workload classification approaches [Che+19] or hybrid
approaches.

11





Chapter 3

Machine Learning Based
Resource Management in
Cloud Computing

This chapter discusses machine learning (ML) techniques for managing cloud
resources, including workload prediction models such as regression, neural
networks, and reinforcement learning, as well as their associated challenges,
including data variability, scalability, and real-time adaptability in dynamic
cloud environments.

3.1 Workload Prediction in Cloud Management:
Importance and Challenges

Machine learning (ML) models enable proactive scaling in the cloud by iden-
tifying and learning complex patterns within workloads. Predicting workload
accurately enables the proactive optimization of resources at minimal cost,
thereby maintaining service-level agreements (SLAs) [Isl+12] and consider-
ably minimizing both under-provisioning and over-provisioning, thus enhancing
Quality of Service (QoS). Cloud workload prediction is increasingly supporting
autoscaling and dynamic scheduling in cloud environments [MK20].

3.2 Components of Machine Learning based Work-
load Prediction

The general architecture of the machine learning method comprises various
components, including data collection, data preprocessing, feature engineering
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and selection, model training, evaluation, deployment, and monitoring and
feedback loop. The full process is illustrated in Figure 3.1.

Data collection: The data collection module collects data from various sources,
including system logs, application performance metrics, VM resource
utilization, and monitoring systems like Prometheus [Tur18]. Metrics
collected include CPU usage, memory usage, and network throughput.

Data Preprocessing: The preprocessing module encompasses normalization,
missing value handling, and time series transformation. The raw data
collected from monitoring systems is noisy and unstructured, and often
consists of missing values [Cor+20].

Feature engineering: The Feature engineering module consists of methods
for feature extraction and selection steps. This stage performs statistical
analysis and correlation assessment to determine the correlation level
among features, and dimensionality reduction to transform time series
data from a high-dimensional space to a lower-dimensional space. This
module is a crucial step in improving prediction performance and reducing
computational overhead through efficient training [Wan+22].

Model selection and training: The Model selection and training module is
the central component that comprises the selection of feasible models
ranging from traditional ML models, including linear regression and
decision trees, to advanced deep learning approaches. Model training
involves feeding data, optimizing hyperparameters, and validating results
using selected metrics.

Evaluation and Deployment: The evaluation and deployment module eval-
uates the trained model using selected hyperparameters such as RMSE,
MAE, or MAPE on test data. Once predictions have an acceptable level
of accuracy according to system requirements, the model is deployed in
the production environment.

Monitoring and feedback loop: The monitoring and feedback component
assists in detecting model degradation and concept drifts [lu2018learnin]
and ensures model usability in production.

3.3 Machine Learning based Workload Predic-
tion Methods

Machine learning-based prediction of cloud workloads has transformed and
enhanced resource allocation strategies in cloud environments, significantly
improving resource utilization and efficiency. This step is possible due to the
availability of training data generated from system logs or monitoring systems.

14



Figure 3.1: ML-based workload prediction

The prediction techniques range from simple time-series forecasting models to
complex deep learning approaches, depending on the system’s requirements.

3.3.1 Traditional Machine Learning

Traditional regression-based machine learning models have initially been used in
cloud workloads. A Linear Regression [AA13] has been proposed by [Yan+14]
to predict a number of requests for cloud service with the assumption that
workloads are linear in short time intervals. Moreover, Support Vector Machines
(SVM) are utilized to predict Service Level Agreement (SLA) violations based
on workloads and resource allocation [BA13].

3.3.2 Deep Learning

Deep learning approaches have been widely applied to cloud workload prediction
scenarios. After preprocessing, the data is passed through a deep learning model,
and hyperparameters are tuned based on the learning process. Deep neural
network-based models have successfully addressed the high-dimensional and
highly variable features of cloud workloads [Xu+22] and workload prediction
from multiple virtual machines to predict peak demands [BRC21]. Recurrent
Neural Networks (RNN) have successfully worked with sequential data, includ-
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ing time series data. However, Long Short-Term Memory (LSTM) models are
introduced to address the limitations of RNNs in capturing long-term depen-
dencies in time series data [Yu+19]. This significantly transformed machine
learning-based cloud workload prediction approaches, which train on long-term
historical workloads to produce accurate results [KGS18].

3.4 Challenges of Machine Learning-Based Work-
load Prediction

While machine learning techniques have significantly improved the accuracy
of workload prediction in cloud environments, they introduce several unique
challenges that impact their practical deployment [Che+19]. Cloud environments
are dynamic, with ever-changing resource demands and user and application
requests [GS21a]. One fundamental issue is the data quality and availability
problem. ML models require large volumes of high-quality training data. Still,
real-world cloud workloads often exhibit missing values, outliers, and noise due
to multi-tenant interference and system failures [Xu+13]. Furthermore, the
dynamic nature of cloud applications leads to concept drift, where statistical
properties of workloads change over time, requiring continuous model retraining
[Lu+21].

The computational overhead of complex ML models presents another sig-
nificant challenge. Deep learning approaches, such as LSTMs and Transformers,
while accurate, require substantial computational resources for both training and
inference, potentially negating the energy savings they aim to achieve [Liu+20].
This is particularly problematic for real-time prediction scenarios where low
latency is critical. Additionally, most state-of-the-art models suffer from poor
interpretability, making it difficult for cloud operators to understand and
trust the predictions [Aru+22].

The diversity of workload patterns across different cloud services ex-
acerbates these challenges. A model trained on web application traces may
perform poorly when applied to scientific computing workloads or serverless
functions [Wan+21]. This necessitates either service-specific models, which
increase maintenance complexity, or extremely generalized architectures, which
reduce accuracy. Recent attempts to address this issue through meta-learning
and transfer learning have shown promise, but they introduce new challenges in
terms of model stability and training efficiency [Mah+22].

3.5 Efficient Workload Prediction in Cloud En-
vironments

Despite the promising potential of machine learning-based cloud workload predic-
tion solutions, various challenges arise that negatively affect their performance
and applicability [Mir+19]. An efficient workload prediction is defined as a
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method that can generate an accurate prediction based on system requirements,
with minimal or acceptable computational overhead. Thus, computation and
energy-aware prediction models are a necessary step to follow [Pre+14]. A list
of possible challenges for an efficient workload prediction approach is stated
below:

Concept Drift: Workload patterns in cloud environments are dynamic and
ever-evolving due to changing user behavior and seasonal trends [Mir+19].
Static models become obsolete as new workload patterns arrive in the
system. Solving this requires concept drift handling mechanisms, including
online learning or retraining approaches [Gam+14].

Computation Overhead: Deep learning models utilized in cloud workload
prediction often result in significant computational overhead during train-
ing and prediction steps. While they assist in accurate predictions, the
overhead resulting from utilizing those models decreases their overall
usability and benefits [Che+20; HMM18].

3.5.1 Navigating Concept Drift Aware Workload Predic-
tion

Concept drift refers to unforeseen changes in the statistical properties of data
over time [Lu+18], as illustrated in Figure 3.2. This situation is particularly
challenging in the case of workload prediction systems relying on historical data.
Types of concept drifts include:

• Sudden drift: Abrupt changes in workload patterns, e.g. hardware update
or popularity of deployed application [Seh+18].

• Gradual drift: Slow evolution of usage patterns over time.

• Recurring drift: Seasonal or periodic changes in workload patterns over
time [Sun+19].

• Incremental drift: Continuous small changes either in ascending or de-
scending order in workload patterns.

3.5.2 Concept Drift Detection Approaches

Concept drift detection algorithms are generally based on a variety of techniques
spanning fields such as statistical, window-based, and model error-based.

Statistical methods: These approaches utilize statistical methods to evaluate
ongoing predictions against both the existing data and the initial training
data to determine whether concept drift is occurring. One such method
is the Page-Hinckley Test (PH), a method based on the cumulative sum
(CUMSUM) algorithm, which computes a running average across the data
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Figure 3.2: Types of concept drift [Lu+18]

points. Computes a running mean and adjusts it on the arrival of a new
entry. A detected alarm is set when the variation between the minimum
mean and the current mean surpasses a user-defined threshold [Gam+14].

Window based Window-based techniques are employed when it is not practi-
cal to store all streaming data. Adaptive Windowing (ADWIN), which
utilizes a sliding window of variable size. New data points are added to
the window as long as no concept drift has been identified. A change
in distribution is recognized when the average distance between the two
sub-windows surpasses a confidence value defined by the user, resulting in
the removal of the older sub-window [BG07].

Model error rate based These algorithms are performed by identifying changes
in systems through the monitoring of prediction errors from a forecasting
model currently in use [Bai+20]. Drift Detection Method (DDM) tracks
the error rate of the prediction model and detects drift when significant
changes are seen. It uses a binomial distribution to detect drift and warn-
ing levels when the error rate exceeds a pre-set threshold level [Gam+14].
Moreover, the Early Drift Detection Method (EDDM) works by monitor-
ing the distance between two consecutive errors, generating warning and
alarm rates [Bae+06]. This method improves DDM by detecting gradual
concept drift.

We address change detection in cloud workloads through concept drift detection
methods in this work. Statistical and window-based algorithms perform a
change in distribution test in the incoming workload data; they have been
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used in workload change detection with various metrics. On the other hand,
model error rate methods track changes in the workload prediction model. The
techniques have been applied to workload change detection using various metrics.
At later stages, a combination of the methods is also adapted to remove false
positives and enable smooth adaptation.

3.5.3 Approaches for Concept Drift-Aware Workload Pre-
diction

Various steps can be followed to adapt models to concept drift in workloads. The
approaches vary in terms of usability and the methods employed as illustrated
in Figure 3.3.

• Passive mode: This can be accomplished by periodically updating mod-
els with new incoming data through online learning techniques [MK15],
or by employing ensembles of models trained on data from different
time windows. Notable approaches include incremental learning [He+11],
weighted ensemble methods [KM07], and the sliding window technique
[Gam+14]. While online learning offers adaptability, it is often compu-
tationally intensive—particularly when applied to deep learning models
in cloud computing environments. In contrast, ensemble-based methods
mitigate this overhead by limiting the frequency of model retraining, in-
stead retaining and reusing models trained on distinct temporal segments
[MSB15].

• Active mode: This employs concept drift detection mechanisms to monitor
prediction errors and identify shifts in the distribution of incoming work-
load data. The model is retrained whenever a change in data distribution
is detected or a significant decline in prediction accuracy occurs [Lu+18].

Figure 3.3: Concept drift adaptation techniques [Xia+23]
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3.5.4 Challenges in Production Systems

• Latency requirements: Real-time adaptation for workload prediction
models must meet Service Level Agreement (SLA) requirements.

• Resource Constraints: Adaptive models require more computational re-
sources to train models and adapt to new patterns in workload, either
periodically or on change detection [Che+20; HMM18].

• Cold start problems: The period after drift detection and until enough
data is collected to update the working model needs a handling mechanism.
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Chapter 4

Evaluation Strategies

This chapter presents an extensive assessment of the proposed workload pre-
diction model for application in cloud management. The primary objectives
are to assess its accuracy, computational efficiency, and feasibility in real-world
cloud environments. Comparison with state-of-the-art methods is made based
on synthetic and real-world datasets and metrics.

4.1 Experimental Setup

4.1.1 Datasets

The evaluation uses both real-world and synthetic workload traces:

• Synthetic Dataset: We implement a load generator with specifications
described in the cloud-native microservices demo application 1. The
implemented load generator has been modified to incorporate abrupt
concept drift in the dataset and runs on two Kubernetes clusters, with
samples recorded at a frequency of 15 minutes.

• Wikipedia Traces: Data consists of 10% of all HTTP requests directed
to all wiki projects from Sept 19, 2007, to Dec 31, 2013. Front-end proxy
caches generate requests [Urd+09], and contain HTTP requests for all
languages supported by Wikipedia. Each request is aggregated over a
one-hour period and contains a unique ID, a timestamp, and the number
of requests at that specific time. We select the Arabic wiki trace because
it exhibits both gradual and sudden concept drifts over the period during
which the traces were collected.

• Ericsson Dataset: A real-world dataset collected from Ericsson Sweden
data center. We select two performance metrics from the traces for
prediction: CPU utilization and memory utilization.

1https://github.com/GoogleCloudPlatform/microservices-demo/
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4.1.2 Baseline Models

We compare our proposed approach with the widely adopted prediction baseline,
the Long Short-TermMemory Network (LSTM) model. All models are optimized
via cross-validation and trained on identical data splits.

4.1.3 Evaluation Metrics

To assess prediction performance, we use the following standard metrics:

Mean Absolute Error (MAE):

MAE =
1

n

n∑

i=1

|yi − ŷi| (4.1)

Root Mean Squared Error (RMSE):

RMSE =

√√√√ 1

n

n∑

i=1

(yi − ŷi)2 (4.2)

Mean Absolute Percentage Error (MAPE):

MAPE =
100

n

n∑

i=1

∣∣∣∣
yi − ŷi

yi

∣∣∣∣ (4.3)

Training time: Time taken to train a model across the selected workload
dataset.

Prediction time: Time taken to compute a single prediction, averaged over
all instances.

Resource Overhead: Measured by CPU and memory usage during model
inference.
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Chapter 5

Summary of Contributions

5.1 Paper I

Lidia Kidane, Paul Townend, Thijs Metsch, and Erik Elmroth. MicroSplit:
When and How to Retrain Machine Learning-based Cloud Management Systems
In Proceeding of 2022 IEEE International Parallel and Distributed Processing
Symposium Workshops (IPDPSW).

5.1.1 Paper Contributions

Paper I addressesRO1 by examining the detection of changes in cloud workloads,
the degradation of workload prediction models, and exploring methods for
retraining the models used in cloud workload prediction.

This paper introduces and explores methods for retraining machine learning
models in cloud management systems in the presence of concept drift. By
leveraging concept drift detection approaches with Long Short-Term Memory,
the work explores various methods for retraining a model in the presence of
concept drift. The analysis of when to retrain examines approaches for detecting
when retraining is necessary, utilizing concept drift detection and prediction
error thresholds, as well as determining the optimal point at which retraining
should occur. Additionally, the analysis of how to retrain focuses on the data
required for retraining, and the proportion should be taken from before and
after the need for retraining is detected. The primary objective of this model is
to determine when and how to retrain these models effectively in the presence
of concept drift. Through a comprehensive evaluation using synthetic and
real-world workload data, the approach improved performance on all models
after concept drift. Furthermore, it showed that we provided recommendations
for cloud management systems with support for the automatic retraining of
ML-based models.
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5.2 Paper II

Lidia Kidane, Paul Townend, Thijs Metsch, and Erik Elmroth. Efficient
Retraining of Machine Learning Algorithms in Cloud Management Systems,
2023, 18 pages.

5.2.1 Paper Contributions

Paper II targets RO1 and RO3 and focuses on detecting changes that manifest
in cloud workloads and efficient retraining of workload prediction models.

In this paper, we examine an efficient method for retraining machine learning
models used in cloud workload prediction models. While state-of-the-art data
mining techniques have been developed to address this problem, the extreme
characteristics of data produced in cloud environments raise concerns about
their applicability. In this work, we perform an experimental evaluation of
methods to detect when retraining is needed, how retraining should be done, and
what data should be used. However, current concept drift detection methods
in the literature are prone to false positives. To mitigate this, we propose
a hybrid concept drift detection approach that combines data monitoring
with model performance metrics. Our evaluation of synthetic and real-world
cloud workload datasets highlights challenges in applying concept drift-aware
prediction methods in cloud environments. The results show that our proposed
approach and implemented methods improve drift detection and lead to more
than 60% improvements over the baseline prediction accuracy. Furthermore,
the proposed method significantly reduces computation by eliminating false
detections, which in turn eliminates the need for necessary retraining.
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5.3 Paper III

Lidia Kidane, Paul Townend, Thijs Metsch, and Erik Elmroth . Automated
Hyperparameter Tuning for Adaptive Cloud Workload Prediction, In Proceed-
ings of the IEEE/ACM 16th International Conference on Utility and Cloud
Computing (UCC), Article No.: 45, Pages 1 - 8, ACM, 2024.

5.3.1 Paper Contributions

Paper III addresses RO2 by presenting a knowledge reusability framework
built upon a pre-existing knowledge base for a cloud workload prediction
system. It investigates key concepts such as workload change detection, adaptive
mechanisms, and computational efficiency.

This paper proposes an innovative approach to accurately and efficiently
adapting cloud workloads by introducing a knowledge base. It proposes an
automated framework for cloud workload prediction that addresses critical
challenges of accuracy, adaptability, and computational efficiency. The key
innovation is a self-tuning approach that dynamically optimizes model hyper-
parameters and detects concept drift using a pre-built knowledge base derived
from historical workload statistics, thereby eliminating the need for manual
intervention. The framework adapts pre-trained models to evolving workload
patterns by integrating transfer learning, while embedded concept drift detection
ensures robustness to non-stationary data streams. Evaluated on synthetic
and real-world datasets, the method achieves 50% higher prediction accuracy
compared to static approaches, significantly reducing computational overhead.
The solution bridges theory and practice, providing cloud operators with a
scalable and deployable tool for resource provisioning that strikes a balance
between accuracy, automation, and efficiency.
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5.4 Paper IV

Lidia Kidane, Paul Townend, Thijs Metsch, and Erik Elmroth. A Hybrid
Autoencoder-LSTM Framework for Efficient Workload Prediction, 2024, 10
pages.

5.4.1 Paper Contributions

Paper IV contributes to RO3 by proposing a method for efficient workload
prediction and data compression.

This paper presents a deep learning framework for efficient cloud workload
prediction, addressing the challenges of high-dimensional monitoring data and
computational complexity. The proposed solution combines autoencoders for
data compression and feature extraction with LSTM networks for accurate work-
load forecasting, significantly reducing processing demands while maintaining
prediction quality. By training the LSTM on compressed data representations,
the framework achieves a balance between dimensionality reduction and model
performance, demonstrating up to 60% data compression with minimal recon-
struction loss. Experimental results on both synthetic and real-world datasets
show improvements in both prediction accuracy and computational efficiency
compared to baseline methods while systematically analyzing the trade-offs
between compression ratios and forecasting performance. This approach pro-
vides cloud systems with a solution for resource provisioning that addresses the
critical challenges of high-volume workload processing and workload prediction
compression.
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5.5 Paper V

Lidia Kidane, Paul Townend, Thijs Metsch, and Erik Elmroth. A Data-
driven Framework for Efficient and Automated Workload Prediction in Cloud
Computing, 2025, 9 pages.

5.5.1 Paper Contributions

Paper V contributes to RO3 by presenting a combined framework for accurate
and efficient workload prediction. It incorporates change detection and adap-
tation, knowledge reusability, and workload compression, while also analyzing
the trade-offs between different techniques in terms of prediction accuracy and
efficiency.

This study introduces a comprehensive data-driven framework for auto-
mated workload prediction in cloud computing, specifically designed to min-
imize operational overhead for resource providers. The framework addresses
five critical challenges: workload variability, predictive accuracy, computational
efficiency, storage optimization, and knowledge reusability. Key innovations
include (1) a knowledge base system that stores and reuses prediction models
to enable rapid adaptation while eliminating redundant computations and (2)
an autoencoder-based compression method that reduces long-term historical
data storage requirements without sacrificing prediction quality. Through the
systematic evaluation of various configurations, the framework demonstrates
significant improvements in both operational efficiency, which reduces com-
putational and storage costs, and prediction accuracy. Experimental results
show that this integrated approach maintains high service quality while en-
hancing cost-effectiveness for cloud providers, offering a practical solution for
dynamic cloud environments where prediction overhead directly impacts op-
erational economics. The framework’s balanced optimization of accuracy and
efficiency represents a meaningful advance toward sustainable, scalable workload
prediction systems.

5.6 Contributions by the Author of This Thesis

The contributions of the thesis author to these papers are as follows: Starting
from a high-level description of the problem domain, the thesis author refined
and formulated specific research problems for each paper, developed correspond-
ing solutions, designed and conducted experiments, and produced the papers.
Throughout the process, the work was carried out with continuous feedback,
suggestions, and guidance from the co-authors.
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Chapter 6

Future Research Directions

As more users and organizations utilize cloud assets, various problems and
research issues are likely to arise when managing resources. This chapter
outlines a number of specific problems and provides information on potential
research directions and innovations. Moreover, emerging cloud paradigms, such
as edge computing and serverless architectures, introduce additional complexity.
The geographical distribution of edge resources creates prediction scenarios
that differ markedly from traditional cloud workloads [Sha+21].

6.1 Cross-Domain Transfer Learning and Meta-
Learning

A major challenge associated with predicting cloud workload behaviors using
machine learning methods is the computational overhead incurred during the
model training and inference phases. It is necessary to develop computation-
ally lightweight models. The knowledge base and transfer learning approach
developed in this thesis serve as a baseline for further research on cross-domain
adaptation and meta-learning in cloud settings. Future work can investigate
federated meta-learning [FAL17] for allowing decentralized model adaptation
across various cloud infrastructures without compromising data privacy. Ad-
ditionally, methods such as neural architecture search (NAS) [ZL16] should
be investigated to facilitate the automatic creation of lightweight yet accurate
prediction models.

6.2 Better Compression of Long-Term Cloud
Monitoring Data

The steep rise in cloud monitoring data underscores the urgent need for sophis-
ticated compression methods that optimize storage efficiency while ensuring
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efficient retrieval. Future research would examine hybrid compression schemes
that combine both lossy and lossless compression algorithms [CLL22], as well
as learned compression algorithms [The+17], to adapt to temporal changes in
resource metrics dynamically. Research should also focus on trade-offs involving
compression ratios, computational overheads, and their effect on subsequent
analytics processes.

6.3 Interpreting Explainability for Dynamic Cloud
Contexts

As cloud infrastructures become more dynamic and complex, it is important
to ensure the transparency of resource management decisions. Future research
should explore explainable artificial intelligence (XAI) techniques [Arr+20]
tailored to cloud environments, including real-time feature attribution methods
and visualization tools for temporal models. Additionally, hybrid approaches
[Zha+21] that combine rule-based systems and deep learning techniques can
enhance trust and simplify debugging in autonomous cloud orchestration.
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