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ABSTRACT ARTICLE HISTORY
Generative artificial intelligence (GAI) systems, such as ChatGPT and Received 22 November
DALL-E, enable the automatic creation of content that closely resembles 2024
human-produced work, allowing for both constructive and potentially ~ Accepted 25 June 2025
harmful applications. This study investigates the impact of GAIl on digital KEYWORDS

resilience in society, focusing on the opportunities and challenges these Generative Al; digital
technologies present. Digital resilience is defined as the capacity to resilience; large language
maintain societal functions despite disruptions to or by digital systems. models; governance
This study draws on a systematic literature review of 164 research articles,

with findings categorized into three key perspectives: technology, orga-

nization, and governance. Within each perspective, themes for further

research are identified. The results highlight the importance of recog-

nizing GAl's dual nature to both support and threaten digital resilience.

To promote secure digitalization, our study calls for more empirical

research on the risks associated with GAIl applications, transparent arti-

ficial intelligence usage, and the establishment of ethical guidelines. The

study also advocates for increased interdisciplinary research to ensure

that new technologies and resilience can coexist as foundational elements

of a resilient, democratic society.

1. Introduction

According to the World Economic Forum’s 2023 Global Risks Report (World Economic Forum
2023), artificial intelligence (Al)-driven mis- and disinformation is currently one of the most
pressing global threats. Emerging disruptive technologies—specifically generative artificial intel-
ligence (GAI) tools that create various types of content, including text, images, and videos—have
rapidly become accessible to the public. It is easy to envision a near future where anyone with
access to a digital photograph of a person’s face could seamlessly insert it into videos across
any context. While these tools offer entertainment opportunities (e.g. placing actor Arnold
Schwarzenegger into the musical Sound of Music), they can also be used for malicious purposes,
such as disinformation (e.g. fabricated videos depicting political leaders). The adoption of
Al-related technologies, such as machine learning (ML), deep learning (DL), and GAI (e.g.
ChatGPT), has surged over the past decade (Dwivedi et al. 2023). This growth has been enabled
by increased access to affordable computing power, large datasets, and more advanced algo-
rithms (Duan, Edwards, and Dwivedi 2019). While these advancements can bring societal,
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organizational, and individual benefits, they also present serious challenges, including threats
of unemployment (Ponce Del Castillo 2023) and the risk of “intelligent” systems discriminating
against specific groups (Sadowski and Andrejevic 2020). A particularly troubling issue linked to
Al systems is disinformation. New GAIl systems are capable of generating highly realistic texts,
images, and videos (e.g. deepfakes) that are difficult to distinguish from authentic human-made
content. Recently, deepfakes have spread widely on social media (Karnouskos 2020), raising
concerns about their potential to influence public opinion. Consequently, Al technologies are
increasingly seen as tools that could be exploited by foreign powers to manipulate public
sentiment, as evidenced by their use in the conflict between Russia and Ukraine and during
elections in the United States and lIsrael (GroBe 2023). As such, in addition to the potential
benefits GAI technologies bring to society, their extensive use also entails many challenges. In
this paper, we investigate GAI in relation to digital resilience, defined here as the capacity to
maintain societal functions despite disruptions to or by digital systems (Shandilya et al. 2024).

Against this backdrop, we identify a need to review literature that examines how GAI can
be deployed safely, with relevant governance mechanisms in place to ensure responsible Al
development and build resilience against its adverse effects (Schintler and McNeely 2022). The
purpose of this study is to synthesize knowledge on the relationship between GAI and digital
resilience by investigating the benefits and risks associated with GAl and identify needs for
further research.

We pose the following research question (RQ): How can generative Al contribute to or counteract
digital resilience?

Our study builds on a systematic literature review on GAIl technologies, their applications,
and their implications for digital resilience. The study contributes with providing a foundation
for further investigations in this area through ten directions for future research.

The remainder of this paper is organized as follows. Section 2 provides background on GAl
and digital resilience; Section 3 describes the methods for data collection and analysis; Section
4 presents the findings; Section 5 discusses the results; and Section 6 concludes the study.

2. Background: generative Al and digital resilience
2.1. Generative Al

The development of Al has accelerated rapidly in recent years, with modern Al systems char-
acterized by varying degrees of autonomy and complexity (Berente et al. 2021). Advances in
ML (Jordan and Mitchell 2015) and DL (LeCun, Bengio, and Hinton 2015), along with access to
vast amounts of digital data, have enabled the creation of increasingly sophisticated systems.
The evolution of neural networks has allowed machines to detect and interpret complex phe-
nomena previously beyond their capacity, for example recognizing handwritten texts (McKim
2022) or tumors in X-ray images.

While the recent increase in practical Al applications has brought these systems to the fore-
front, their roots trace back to regression methods of the late nineteenth century (Galton 1889;
Cramer 2002) and algorithmic advancements in the second half of the twentieth century (Kelley
1960; Rumelhart, Hinton, and Williams 1986; LeCun et al. 1989). However, commercially viable
Al systems were rare, aside from some expert systems in the 1980s, which soon fell out of favor
due to perceived inefficiency (Gill 1995), difficulties handling uncertainty, and limited learning
capabilities (Russell and Norvig 2022). A key distinction between these earlier systems and
today’s Al is that the former were typically rule-based, whereas contemporary systems are
designed to “learn” from data.

The recent advancement of Al has been driven by powerful computational capabilities and
access to vast datasets (McKim 2022), contributing to the emergence of terms like “big data”
(Lycett 2013; Glinther et al. 2017; Jones 2019). In 2012, Alex Krizhevsky and colleagues marked
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an important milestone by winning the ImageNet Large Scale Visual Recognition Challenge
with their DL, AlexNet (Krizhevsky, Sutskever, and Hinton 2017). This achievement is widely
regarded as the start of a “golden era” for large, data-driven models across fields such as image
recognition, as well as domains like music (MusicNet: Thickstun, Harchaoui, and Kakade 2016)
and 3D object recognition (ShapeNet: Chang et al. 2015). This breakthrough also spurred
heightened interest in natural language processing (NLP) models designed to interpret and
generate language, exemplified by bidirectional encoder representations from transformers and
generative pretrained transformer, as described by Devlin et al. (2018) and Brown et al. (2020),
respectively.

The next generation of Al systems promises capabilities beyond simple categorization and
object recognition. Advances in neural networks, particularly through generative adversarial
networks (Goodfellow et al. 2020), have enabled Al to not only recognize but also generate
content. Central to these capabilities is the transformer architecture, an efficient framework that
allows ML models to process text data by leveraging different types of weighting. This archi-
tecture incorporates both an encoder and decoder in a process known as “self-attention,” which
enables more nuanced and context-aware learning (Vaswani et al. 2017).

Generative Al is a collective term for these technologies, which have gained attention in
recent years. The “new” aspect of GAI lies in its ability to generate content—such as text and
images—based on user instructions, called “prompts.” Popular platforms include ChatGPT,
CodePilot, DALL-E 2, Midjourney, and Stable Diffusion. An early milestone for GAl came when
an Al-generated painting won an art competition in 2022 (Dataconomy 2022).

Generative Al's adoption surged after OpenAl launched ChatGPT in November 2022. Within
a few months, ChatGPT amassed over 100 million users—by comparison, Instagram took two
and a half years to reach this milestone, and TikTok nine months (Reuters 2023). In early 2023,
OpenAl released a more advanced version, ChatGPT-4, although the company has not disclosed
the specific data used to train its models (OpenAl 2023). These large language models (LLMs),
sometimes referred to as “foundation models” (Schneider, Meske, and Kuss 2024), are trained
on vast datasets, allowing them to achieve a more nuanced “understanding” of context and
content than earlier Al systems (Sundberg and Holmstrom 2024). This advancement has enabled
GAI to perform a broad range of tasks, from classifying and summarizing text to programming,
creating smart assistants, and supporting various types of data analysis. Consequently, GAI is
expected to drive substantial value and innovation (Dwivedi et al. 2023). At the same time,
critical voices have raised concerns about how these models are trained, the societal impacts
of their widespread adoption, and the potential risks should they fall into the “wrong” hands
(Feuerriegel et al. 2023). These concerns form the motivation for this study.

2.2. Digital resilience

This study addresses the need for research on how GAIl can be securely implemented with
appropriate governance mechanisms to ensure responsible Al development and strengthen
societal resilience against adverse impacts (Schintler and McNeely 2022).

The term resilience originates from Latin and is often defined as a system’s ability to return
to its original state after a temporary disruption (Holling 1973). However, resilience following a
disruption does not necessarily imply a return to the previous state (Handmer and Dovers 1996).
It may also signify a pathway toward transformation (Miles and Petridou 2016), opening new
opportunities and fostering actions that reflect an evolved outlook. Resilience can therefore be
viewed as the adaptive behavior of a system, capable of evolving by coping with vulnerabilities
through recovery, transformation, and adaptation to new conditions. It emerges as a character-
istic of complex, interconnected systems, meaning it is often easier to identify resilience once
it manifests rather than to engineer it directly. A common definition of resilience is the ability
to withstand singular or extraordinary events (Kendra and Wachtendorf 2003). Resilience also
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involves the capacity of a society or system (e.g. critical infrastructure) to maintain essential
functions when exposed to a shock (Rose 2007).

Consequently, we argue that resilience should be approached from a broad perspective
(GroBe 2022; Shandilya et al. 2024), particularly in studies of emerging technologies. Digital
resilience, therefore, should encompass both technical and social dimensions: beyond technical
attributes, it includes human behaviors and cultural factors. It may involve adapting to rapid
changes and displaying organizational flexibility. Resilience also requires the capacity to manage
and cope with the stresses induced by unexpected events (Salehi, Veitch, and Musharraf 2020).
Effective adaptability is important for crisis management, particularly in situations where multiple
actors must collaborate across organizational boundaries. The resilience of society depends
largely on how well organizations and individuals can adapt to evolving circumstances, which
calls for a measured approach to adjustment rather than reactive changes. This aspect of resil-
ience is especially important in the context of digital resilience, as it fortifies societal resistance
against disinformation and influence campaigns from foreign actors (see Grof3e 2023).

The risks associated with Al and digitalization are inherently systemic. As digital systems
increasingly shape the fabric of daily life and organizational processes, these risks become
embedded within our routines and structures (Sundberg 2024). Regulating these systems poses
challenges due to the absence of standardized definitions and the rapid pace of technological
advancement. The shift toward a more digital society also complicates risk and crisis commu-
nication (Ngwenyama, Henriksen, and Hardt 2023), as people encounter vast amounts of infor-
mation, making it harder to differentiate between verified public information and, for instance,
social media disinformation (Karnouskos 2020). Previous research highlights various challenges
in (inter-)organizational communication, particularly when dealing with classified information
(Andersson 2023), with important knowledge and relationships often lost through staff turnover.
Managing uncertainty from multiple sources, especially in planning and decision-making that
involves many actors, remains a critical issue in risk and crisis management (Gro3e 2019), where
the role of GAIl is now a consideration.

Research has demonstrated the important role of digital technologies in navigating societal
disruptions, such as the COVID-19 pandemic, spurring increased interest in digital resilience (Cuel,
Ponte, and Virili 2022; Boh et al. 2023; Tim, Leidner, and University of New South Wales 2023),
with Al emerging as a key technology. Although Al holds promise for addressing societal chal-
lenges, concerns persist about its irresponsible use. Here, researchers have emphasized the need
for an “Al-resilient” society, characterized by openness, awareness, and agreements (e.g. through
regulations) where humans can navigate the uncertainties Al technologies bring (Bartz-Beielstein
2019). Building such a society requires cross-disciplinary engagement (Buzzanell 2023) to form a
comprehensive understanding of these transformative technologies’ implications for societal pre-
paredness and resilient digitalization. We contend that this understanding must embrace a holistic
view, moving beyond a narrow focus on technical risks alone. A sociotechnical approach is essential
to build resilience and insight into managing the complexities that accompany the rise of GAI
technologies. Therefore, our literature review, further described in the following section, incorpo-
rates both technical and social dimensions and their interactions, along with ethical and legal
considerations, to build an integrated understanding of GAl's role in strengthening resilient dem-
ocratic societies. Accordingly, this study contributes a foundation for advancing digital resilience.

3. Materials and methods
3.1. Sampling

The search and selection of publications for this systematic literature review followed a four-step
process, involving the identification of relevant scientific articles and a thematic analysis of
selected articles (Vom Brocke et al. 2009; Paré et al. 2015). The steps are as follows: 1) Defining
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Table 1. Search strategy, including keywords, hits in scopus, and level of analysis.

Search Terms Hits Level of Analysis
TITLE-ABS-KEY (“generative Al” OR “generative artificial intelligence” OR “large 10,397 —
language model*” OR chatgpt OR IIm)
AND TITLE-ABS-KEY (preparedness OR resilience OR risk) 773 Title
AND TITLE-ABS-KEY (preparedness OR resilience OR risk OR threat OR hybrid OR 1,008 Title
secur® OR public OR safe*) AND NOT (student* OR teach* OR in-situ OR patient*)
TITLE-ABS-KEY (“generative Al” OR “generative artificial intelligence” OR “large 1,030 Title, keywords

language model*” OR chatgpt OR Ilm) AND TITLE-ABS-KEY (preparedness OR
resilience OR risk OR threat OR hybrid OR secur* OR public OR safe* OR defen*)
AND NOT (student* OR teach* OR in-situ OR patient*)

AND (LIMIT-TO (LANGUAGE,"English”) OR LIMIT-TO 919 Title, keywords
(LANGUAGE,"German”))
LIMITED TO articles, conference, editorial, review 773 Abstract
After first review of the selection: Relevant for systematic literature review 344 Full text
After removal of conference proceedings (books) and inaccessible and incorrect 323 Full text
texts

Table 2. Most frequent sources of publications in the dataset.

Number of

Publications Source

1 Findings of the Association for Computational Linguistics. Conference on Empirical Methods in Natural
Language Processing (EMNLP) 2023

10 ACM International Conference Proceeding Series

10 CEUR Workshop Proceedings

8 IEEE Access

8 Lecture Notes in Computer Science Including Subseries
LN Artificial Intelligence and Bioinformatics

4 Proceedings of the Annual Meeting of the Association for Computational Linguistics

3 Al & Society

the search strategy, 2) Reviewing titles and keywords, 3) Initial analysis of abstracts, and 4)
Identifying each publication’s focus and application area.

Due to Scopus’s extensive coverage of scientific publications, we selected this database as
the primary source. Various keywords were combined to refine the search focus. Table 1 sum-
marizes the search and selection process.

The review of titles and keywords guided the refinement of search terms. Selection criteria
were limited by language, English or German, and by document type, including journal articles,
conference papers, editorials, and reviews. This process yielded an initial set of 773 publications
for further analysis. Based on reviews of the abstracts the review of the abstracts, 344 publica-
tions were deemed relevant to the literature review, though 21 were subsequently excluded
for various reasons, including lack of full-text availability, incorrect full texts, or identification
as introductory material for conference proceedings.

After identifying each publication’s focus and application area, 132 articles were assessed as
irrelevant for this review. Additionally, 27 publications were excluded due to their focus on
narrow cases of Al application without broader scientific reflection on the implications in a
wider context. The final selection for in-depth analysis comprised 164 scientific contributions,
published across 103 journals and conferences. Table 2 displays the most frequent sources of
the reviewed publications.

The search for this review reveals a vast increase in publication rate, with a modest number
of papers published before 2023, followed by over 700 publications throughout 2023 and a
similar number in the first half of 2024. This dramatic increase is closely linked to the growing
relevance of GAI tools, such as ChatGPT, across various fields. It also reflects the rapid evolution
of the research landscape, highlighting that this study serves as a snapshot, providing a foun-
dation for proposals for future research. Approximately 50% of the publications are conference
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papers, while around 40% are journal articles, with the remaining contributions comprising
reviews and editorials.

3.2. Analytical procedure

In this paper, we adopt a broad perspective to investigate the relationship between GAIl and
digital resilience. We do not view the phenomenon under study as solely “technical,” even
though technical artifacts and algorithms are integral to the ways GAl manifests. To provide an
analytical framework for understanding the broader consequences of these technologies, we
engage with three analytical levels: technology, organization, and governance (adapted from,
Johansson and Eriksson 2024; see also, Tornatzky and Fleischer 1990):

o Technology. Modern technologies such as GAI are manifested through artifacts, hardware,
and software (algorithms) in our surroundings.

¢ Organizations. Organizations represent domains where technology is developed and
used and are also critical arenas for ensuring the responsible development of Al
systems.

e Governance. Institutions embody formal (e.g., legislation and rules) and informal (e.g.,
norms, values, routines) methods of governing technology. They also include cognitive
dimensions that shape how we interpret and learn social interactions (Scott 2013).

The papers were initially categorized into three groups based on their focus (technology,
organization, governance). We then conducted a thematic analysis within each group. To ensure
transparency and rigor in the coding and analysis of the the selected papers, we employed the
Gioia methodology (Gioia, Corley, and Hamilton 2013). This methodology was chosen because
it allows for the generation of theoretical abstractions from initial observations and has been
effectively used in previous literature reviews. In line with this approach, we first extracted
first-order codes from the papers, then identified second-order themes based on common
features within these codes. Finally, these themes were aggregated into higher-level constructs,
aiming to encapsulate the overall insights from the literature. This process required several
iterations, and some papers were challenging to categorize into a single theme. While the
papers under the “technology” group were rather straight-forward to categorize, as their scope
was relatively distinct, many papers addressed both organizational and governance issues. Thus,
as expected from our qualitative approach, there were inevitable overlaps between some groups/
themes/papers. To solve ambiguities and achieve intercoder agreement we engaged in a “nego-
tiated agreement” where “researchers code a transcript, compare codings, and then discuss their
disagreements in an effort to reconcile them and arrive at a final version in which as many
discrepancies as possible have been resolved.” (Campbell et al. 2013, p. 305). Here, both authors
took turns categorizing the papers, and iteratively generating themes. The insights into the
characteristics of GAl technology and its implications for society were organized into the three
perspectives: technology (86 papers), organization (25 papers), and governance (53 papers),
each with the associated themes, highlighting both potential threats and benefits.

4. Results
4.1. Technology

This section summarizes key findings regarding how GAI technologies (e.g. LLMs) can present
both threats and opportunities in relation to digital resilience (see Table 3). The articles cate-
gorized under this theme primarily focus on the characteristics of the technology itself. Most
of these publications are from the fields of computer science and engineering.
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Table 3. Technology.

Theme Description
Generation and detection of Exploration of methods for generating and detecting Al-generated “deepfakes,”
adversarial content disinformation, and toxic content.
Cybersecurity Examination of language models as both potential threats and defenses against
cyberattacks.
Inherent vulnerabilities Discussion of vulnerabilities arising from model training data and the inherent

ambivalence in the content generated by Al systems (e.g. “hallucinations”).

4.1.1. Theme 1: adversarial content generation

Using LLM-based chatbots in sensitive domains presents new challenges due to the unpredict-
able nature of these models (Basar et al. 2022). Although many LLMs are equipped with safety
measures to mitigate harmful outputs, there are ways to manipulate them, through training
and prompting, to generate “adversarial texts” (Crothers, Japkowicz, and Viktor 2023; Dong et al.
2023; Wan et al. 2023; You, Hammoudeh, and Lowd 2023; Mumuni and Mumuni 2024). Scholars
have proposed several strategies to prevent harmful outputs from LLMs (Kandpal, Wallace, and
Raffel 2022; Deng et al. 2023; Ha, Tran, and Kim 2023; Prabhumoye et al. 2023; Vashishtha et al.
2023; Yu 2023; Chen, Paliwal, and Yan 2023a; Chen et al. 2023b; Chen, He, and Wu 2024).

As noted by Akhtar (2023), there is an “arms race” between the generation and detection of
deepfakes and disinformation (see also Mirsky and Lee 2021; Naitali et al. 2023; Wang et al.
2023). Researchers have developed tools to detect various forms of Al-generated content,
including fake news (Bruno et al. 2023; Aman 2024; Patil et al. 2024), fake social media profiles
(Ayoobi, Shahriar, and Mukherjee 2023), hate speech (Gupta 2022; Luo et al. 2023; Roy et al.
2023), Al-generated images (Das et al. 2023; Gupta, Raja, et al. 2023;; Khan and Malik 2023),
videos (Gupta, Raja, et al. 2023), audio (Khan and Malik 2023; Yu, Zhai, and Zhang 2023), text
(Liyanage and Buscaldi 2023; Pan 2023), “internet trolls” (Ezzeddine et al. 2023), and disinfor-
mation (Faye et al. 2023; Pan et al. 2023; Paraschiv and Dascalu 2023; Hamed, Zachara-Szymanska,
and Wu 2024).

4.1.2. Theme 2: cybersecurity

In their paper “From ChatGPT to ThreatGPT,” Gupta, Akiri, et al. (2023) highlight how LLMs are
vulnerable to jailbreaking, reverse psychology, and prompt injection attacks. In addition to being
susceptible to manipulation via prompts, LLMs can be used in cyberattacks to conduct social
engineering, phishing, hacking, and the generation of payloads and malware. However, these
models can also be used to protect against such attacks through automation of cyberattack
detection, malware identification, system defense measures, incident reporting, and threat
intelligence. They can also support the development of secure code, ethical guidelines, and
incident response plans. As such, LLMs are double-edged swords, capable of both defending
against cybersecurity threats and introducing new risks (Hu and Chen 2023; Taveekitworachai
et al. 2023; Bezzi 2024; Ozkan-Okay et al. 2024), such as enabling “phishing” attacks (Begou
et al. 2023).

Alwahedi et al. (2024) suggest that GAl and LLMs can enhance cyber threat detection due
to their ability to understand language and process large volumes of unstructured data. They
can be employed to analyze network traffic and logs, reinforce encryption, improve authenti-
cation and access control, support blockchain and loT-based security systems, and assist with
penetration testing (see also Ferrag, Debbah, et al. 2023:1; 2023:2). The context awareness of
such models is particularly beneficial in protecting critical infrastructure, including so-called
safety-critical systems (Diemert and Weber 2023).

Further studies have demonstrated how LLMs can be used to automatically generate
malware (Botacin 2023; Chatzoglou et al. 2023; Pa Pa et al. 2023), as well as to strengthen
countermeasures like malicious webpage detection (Li and Gong 2023), email scam decoying
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(Cambiaso and Caviglione 2023), penetration testing (Happe and Cito 2023), and the repair
or generation of secure code (He and Vechev 2023; Nair, Sadhukhan, and Mukhopadhyay
2023; Said Ozturk et al. 2023; Pearce et al. 2023), including automatic “self-healing” code
(Khlaisamniang et al. 2023; see also Zhang et al. 2023). Moreover, GAl can generate synthetic
network traffic for cybersecurity training (Khosh Kholgh and Kostakos 2023), detect vulner-
abilities in programming code (Bakhshandeh et al. 2023; Jain et al. 2023; Liu, Deng, et al.
2023; Purba et al. 2023; Tihanyi et al. 2023; Chen et al. 2023¢), test vulnerabilities on websites
(Gallus et al. 2023), and create “honeypots” to engage and detect attackers (Ragsdale and
Boppana 2023).

4.1.3. Theme 3: inherent vulnerabilities

Large language models are vulnerable to piracy and redistribution. Scholars have proposed
“watermarking” as a method to address these issues by “labeling” the content generated by
a model to protect intellectual property (Dai et al. 2024). These models have faced criticism
for scraping vast amounts of data from the internet without proper consideration for privacy
or copyright concerns (Kshetri 2023). Additionally, LLMs are susceptible to “training data
extraction attacks” (Carlini et al. 2021; Li, Guo, et al. 2023; Subramani et al. 2023), which
pose serious threats to privacy. Recent research has introduced countermeasures to prevent
the extraction of sensitive data used to train these models (Behnia et al. 2022; Safa Ozdayi
et al. 2023). On a more positive note, Agarwal, Chan, and Pattabiraman (2023) highlight
that LLMs possess an advantage in terms of their high fault tolerance, making them less
sensitive to transient hardware failures, such as those caused by solar storms or power
disruptions.

Like other Al systems, GAl systems are sensitive to biases in their training data and lack
transparency. These systems are also unaware of the limits of their own knowledge. As a result,
in addition to exhibiting prejudice and discriminatory behaviors, they can generate hallucinations,
“which manifest themselves in confidently generated results that seem plausible but are unrea-
sonable with respect to the source of information” (Banh and Strobel 2023, p. 63; see also
Fayyad 2023; Pinter and Elhadad 2023). Acerbi and Stubbersfield (2023) note that LLMs display
patterns similar to those of humans in their outputs, including biases related to gender, social
groups, and the type of messages conveyed, particularly when used for summarizing content
(see also Fields, Chovanec, and Madiraju 2024). However, LLMs can also be used for content
moderation to mitigate such biases (Franco, Gaggi, and Palazzi 2023).

The literature presents various methods for preventing hallucinations in LLMs (Ramakrishna
et al. 2023), including iterative prompting (Jha et al. 2023), aligning training data (Semnani
et al. 2023), and involving humans to assess the outputs (Ji et al. 2023). Hammond and Leake
(2023) argue that LLMs need further development, particularly with the integration of higher
levels of “symbolic Al,” to enhance their reasoning capabilities.

4.2, Organization

This section focuses on the use and implications of GAIl in organizational contexts. Table 4
provides an overview of the themes covered in this section.

Table 4. Organization.

Theme Description

Knowledge management and Considerations necessary for using GAl in organizations to create value and facilitate
innovation innovation.
Organizational policy Policies to ensure proper use of GAI.
Human alignment Efforts to align Al systems with important ethical values (e.g. transparency, equality,
accountability, justice).
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4.2.1. Theme 4: knowledge management and innovation

Both private and public organizations are increasingly adopting GAl. The literature highlights
strategies for addressing the challenges associated with these systems (see Section 4.1) and for
creating organizational structures that enable innovation and learning. As noted by Alavi, Leidner,
and Mousavi (2024), GAl introduces several organizational implications for knowledge manage-
ment. While the technology can enhance information processing and improve organizational
learning, it also presents risks such as biases, reduced social interactions and cognitive efforts,
and the marginalization of certain groups. Igbal (2023) discusses a shift from traditional knowl-
edge management to intelligence engineering, where LLMs are fine-tuned on organizational
data to create organizational value. These authors suggest that using open-source LLMs can
mitigate privacy and security concerns (see also Culotta and Mattei 2024). Moreover, LLMs can
help generate value from open government data (Loukis et al. 2023), and with proper prompt
engineering, GAI tools can support regulatory compliance (loannidis et al. 2023).

Thus, it is important to consider the dual nature of GAIl, acting both as a threat and as a
facilitator of innovation (Cook, Hagiu, and Wright 2024). Managing GAl-driven innovation requires
not only educating employees but also preparing for shifts in organizational power structures
that accompany the implementation of new technologies (Holm et al. 2023).

Ebert and Louridas (2023) argue that tools such as ChatGPT, CoPilot, Tagnine, and transformers
available on platforms like HuggingFace can greatly benefit the software development industry.
Gupta, Sharma, et al. (2024) emphasize the need to address concerns related to the precision,
security, and ethical implications of these technologies (see also Ozkaya 2023). Singla et al.
(2023) demonstrate how LLMs can be used to analyze errors within the software development
supply chain.

4.2.2. Theme 5: organizational policy

The use of LLMs and chatbots presents several challenges for organizations due to the unpre-
dictable behavior of these systems (Basar et al. 2022), requiring new competencies among
employees, such as the ability to mitigate potential negative effects. This may involve training
LLM operators to ensure data privacy and helping LLM users develop effective prompting skills.
The organizational changes introduced by GAl, therefore, require effective policymaking within
organizations (Milic-Frayling 2023; Pasupuleti, Vadapalli, and Mader 2023). Meanwhile, GAI sys-
tems can be leveraged to tailor corporate cybersecurity policies (McIntosh et al. 2023). However,
implementing LLMs in organizations raises concerns about information and data security, as
well as uncertainties regarding their outputs. These issues must be addressed through proper
governance (O’Leary 2023). Managers and decision-makers must understand the properties,
capabilities, limitations, and underlying mechanisms of LLMs to use them effectively for
decision-making purposes, particularly in areas that impact people, such as recruitment, orga-
nizational strategy development, and operational process support (Chen et al. 2023d).

4.2.3. Theme 6: human alignment

While tools such as ChatGPT can perform a variety of functions—including generating insights
into financial markets, improving customer service, generating financial summaries, forecasting,
personalizing investment recommendations, and preventing fraud—these systems are also sus-
ceptible to biases, disinformation, privacy and legal issues, and negative effects on the workforce
(Oppenlaender et al. 2023). Research in this area proposes several solutions, such as enhanced
training of LLMs, human supervision, policy alignment, and collaboration with domain experts
(Khan and Umer 2024), as well as the use of synthetic data (Tkachenko 2023) to align these
systems with ethical principles. Numerous principles related to the development of “responsible
Al" are also presented (Lu et al. 2023), aiming to balance technological progress with human
involvement (Patel, Pandya, and Sojitra 2023). Edenberg and Wood (2023) argue that it is
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insufficient for GAI and algorithms to be designed as “neutral” agents; instead, they should
actively promote justice, equity, and accountability. Similarly, Kieseberg et al. (2023) propose
various measures to achieve “Controllable Al including detecting and managing control loss,
ensuring transparency in Al decision-making, and addressing biases and backdoors (Akbar, Khan,
and Liang 2023).

4.3. Governance

Generative Al is becoming an increasingly integral component of many complex, global systems,
where its implementation does not neatly align with state borders. Researchers have raised
concerns that GAI could undermine fundamental rights and existing laws (Favela and Amon
2023; Feldstein 2023). There are also indications of a growing imbalance between technological
advancement and the institutional capacity to govern it, leading to increasing power asymme-
tries in society (Luitse and Denkena 2021; Rosengriin 2023), along with a lack of accountability
in the use of Al in public administration (Transatlantic Reflection Group on Democracy and the
Rule of Law in the Age of “Artificial Intelligence” 2023). The literature also highlights various
issues related to intellectual property, privacy and data protection, market monopolies, cyber-
crime, the societal status of Al subjects, legal regulation, and ethical considerations (e.g. Li, Guo,
et al. 2023; Qu, Bai, and Zhang 2023). Table 5 summarizes the themes covered in the following
sections.

4.3.1. Theme 7: legitimacy, democracy, and humanity
The legitimacy of Al technology evolves in relation to the competence and trust society places
in it. Literature on the social status of GAI spans a spectrum, from Al being seen as a mere,
albeit sophisticated, tool, to Al as a competent and creative partner, and even as a quasi-magician
(Bran et al. 2023; Fisher 2023). Studies have shown that media portrayals of Al are often sen-
sationalized, oscillating between depictions of Al as a solution to major societal challenges and
warnings of imminent, systemic dangers. This highlights the role of media discourse in shaping
public attitudes toward Al technology (Roe and Perkins 2023). Furthermore, the conflation of
science with ideological hegemony may impede global technological progress. For instance, in
China, the convergence of “scientainment,” patriotic education, and the perceived association
of Al technology with political entities has fostered negative attitudes toward foreign tools and
spurred conspiracy theories and nationalist sentiments (Zou and Liu, Deng, et al. 2023).

Venturini (2023) rejects the notion that machines like GAI are detached from their creators,
arguing that these technologies only exist through the support of human assistants—developers,
sellers, and users. In this light, the risks associated with GAI do not stem from an unlikely sin-
gularity, but rather from their embeddedness “in the dull and exploitative industry of the digital
attention economy” (Venturini 2023, p. 101).

The analysis of GAl's impact on democracy has become an interdisciplinary research area,
focusing on the intersections between Al and democratic values, such as self-rule, equality,
elections, and competition between state systems (Jungherr 2023). Studies caution that the

Table 5. Governance.

Theme Description

Legitimacy, democracy, and The impact of Al on democratic processes and legitimacy, addressing issues of
humanity ethics, equality, justice, and representativeness.

Governance, legislation, and Strategies to manage Al-related risks, regulate Al development and use, and ensure
regulation accountability.

Trust and power Maintaining public trust in government and public administration and addressing

concerns related to (inappropriate) power projection.
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growing monopolization in the technology sector, with power concentrated in a few large
companies, poses risks of societal disruption. For instance, the deployment of LLMs may reinforce
hegemonic worldviews, marginalize vulnerable communities (Luitse and Denkena 2021), or even
lead to an epistemic tipping point in the public infosphere (Nannini 2022). These shifts have
been linked to asymmetric power structures driven by commercial interests related to GAl,
which may undermine democracy by promoting the spread of disinformation and conspiracy
theories (Rosengriin 2023). This misalignment, where essential societal values are overlooked
or contradicted during the development of Al systems, has been recognized as a serious issue.
It could lead to the permanent disempowerment of humanity, as such misalignments increase
with the development of more capable Al systems (Dung 2023; Editorial Nature 2023). To mit-
igate these risks, some propose training LLMs in cultural norms and cognitive tasks, aiming to
develop language agents that can are more aligned with human values (Goldstein & Kirk-Giannini
2023; Ramezani and Xu 2023).

The recognized potential of GAI to facilitate human rights violations has led researchers to
call for intensified efforts to prioritize ethical discussions and promote cross-disciplinary collab-
oration in Al development and its responsible use (Favela and Amon 2023; Gromova, Ferreira,
and Begishev 2023; Head et al. 2023; Kaffee et al. 2023; Ortega, Tran, and Bandeen 2023;
Pifieiro-Martin et al. 2023; Horzyk 2024).

4.3.2. Theme 8: Al governance, legislation, and regulation

The governance of GAl is an expanding area of research as legislation surrounding these systems
evolves, such as the European Al Act (EU 2024/16891689 2024). The Al Act is a legislative pro-
posal from the European Union aimed at regulating Al use. It categorizes Al systems into four
risk levels: unacceptable risk, high risk, limited risk, and minimal risk. Al systems deemed of
unacceptable risk, such as state-run social scoring, are entirely banned. High-risk systems, used
in critical areas like health and education, require stricter regulation and monitoring. Limited-risk
systems must meet specific transparency requirements, while minimal-risk systems face few or
no restrictions. The goal is to ensure that Al is used safely and ethically within the EU. However,
the European Al Act has faced criticism for its inability to support comprehensive Al risk man-
agement and its failure to adequately address GAl-related risks (Elgesem 2023; Helberger and
Diakopoulos 2023; Novelli et al. 2023; Rubinic et al. 2024;; Vahabava 2023; Woérsdorfer 2024).

There is a growing consensus in the literature that more comprehensive approaches are
necessary to manage the expanding risk landscape associated with the use and misuse of Al
technologies in society. Issues include privacy, copyrights, and the responsible use of publicly
available information (Dermawan 2024;; Fenwick and Jurcys 2023). Additionally, research has
explored the area between deception and negligence regarding consumer information provided
by Al tools acting as corporate agents, to address issues of responsibility (Herbosch 2024). A
subset of this literature discusses GAl in relation to open data. One empirical study argues that
open data “will not be sufficient to mitigate the harmful consequences of thoughtless deploy-
ment of LLMs, nor the questionable copyright implications of scraping all publicly available
data from the internet” (Liesenfeld, Lopez, and Dingemanse 2023, p. 4). However, the availability
of open data can also facilitate original research and promote accountability for data use.
Meanwhile, the scholarly discussion of the ethical, moral, and legal implications of Al and other
technologies raises concerns about the responsibilities of developers and the IT industry for
the abuse of their products in supporting financial fraud, identity theft, chaos, discord, disin-
formation, and hybrid warfare (Gradon 2023).

The literature has also explored various means of governing Al systems and their develop-
ment. For instance, three regulatory mechanisms to govern GAIl systems have been proposed:
industrial observability, public inspectability, and technical modifiability (Ferrari, van Dijck, and
van den Bosch 2023). Here, research advocates for global approaches, such as regulatory
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sandboxes, to implement responsible oversight (Gonzalez Torres, Kajava, and Sawhney 2023).
Other suggestions include that Al governance should aim to balance security and development,
adhere to human-centered principles, and promote a comprehensive legal framework supple-
mented by specialized management approaches for GAI (Li, Guo, et al. 2023). A study examining
European Al Liability Directives advocates for a more comprehensive approach to strengthen
coordination and harmonize regulation, while also addressing enhancements related to
non-discrimination, explainability, and sustainability issues, both within Europe and globally
(Hacker 2023).

However, the regulations for GAI are fragmented worldwide. Only a few countries have issued
Al-related regulations (Feldstein 2023; Gonzalez Torres, Kajava, and Sawhney 2023; Katrencik,
Mucha, and Zatrochové 2023). The literature also expresses concerns about competitive imbal-
ances or the relocation of corporate operations to regions without regulations—effects that
often follow enforcement actions by regulatory bodies and can undermine the effectiveness of
national and supranational regulation (Park et al. 2023). Moreover, the broader use of GAI tools
in international law, particularly in treaty interpretation, is expected to impact the dominant
narratives in this context (Nelson 2023).

4.3.3. Theme 9: trust and power

Generative Al faces the same challenge as other Al systems in terms of explainability: it is
difficult to understand why the models make certain decisions. This limitation hinders its use
in public administration (Cantens 2024). However, the literature envisions a transformative impact
on the intellectual production within public institutions, including the potential replacement or
“enslavement” of officials by machines (Cantens 2024), as well as automation of tasks such as
disease case examination, documentation, and decision-making (Sonntagbauer, Haar, and
Kluge 2023).

Consequently, researchers emphasize the need for greater focus on training public officials
to understand and use GAl in a nuanced manner, and to engage both public and private actors
in ethical discussions (Nannini 2022; Favela and Amon 2023; Linegar, Kocielnik, and Alvarez
2023; Masotina, Musi, and Spagnolli 2023; Cantens 2024). For instance, research on official
pro-vaccination COVID-19 messaging revealed that while Al (with human supervision) can gen-
erate effective public health messages, individuals prefer to receive such messages from human
institutions rather than GAIl sources (Karinshak et al. 2023). This suggests that public adminis-
tration must be particularly careful and transparent when implementing GAI technology to
maintain public trust.

Moreover, studies have shown how GAI can support public policy processes related to climate
change by monitoring technological innovation in society. This research illustrates the potential
for enhanced information while also highlighting challenges such as data scarcity, algorithmic
interpretability, and the need for cross-disciplinary collaboration (Toetzke, Probst, and
Feuerriegel 2023).

The advent of deepfakes to spread disinformation, is a significant threat to the trust placed
in public organizations and government information. Studies have investigated how deceptive
Al can be understood (Sarkadi 2023) and have emphasized the need for a holistic approach
that integrates technical solutions with public awareness, and legislative action. This approach
is essential to mitigate the potential for deepfakes to severely distort political discourse, desta-
bilize markets, and escalate disinformation in online discussions (Mubarak et al. 2023). Here,
Barbaro and Skumanich (2023) highlights the impact of disinformation, cyberbullying, and hate
speech, all amplified by GAIl and spread across unmoderated information-sharing platforms, on
societal stability. As Al technology evolves, it can enable an enhanced form of information
dissemination that is adaptive, interactive in real-time, and can be personalized for any purpose
and targeted user. This evolution can be exploited to exert undue influence and manipulate
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public sentiment (Rosenberg 2023). Conversely, GAIl is also envisioned to support public crisis
preparedness by enabling the simulation and training of potential crisis scenarios (Karinshak 2024).

At the state level, GAIl has been recognized as a tool that can support authoritarian govern-
ments by advancing propaganda and surveillance efforts, further strengthening the spyware
and cybercrime market (Feldstein 2023). Therefore, governments must establish common stan-
dards for the ethical and responsible use of Al tools, including in military operations and defense
(O’Connell 2023; Rubinic et al. 2024).

5. Discussion

In this chapter, we discuss potential areas for future research in the intersection between digital
resilience and Al risk management, based on the findings. Specifically, our coding of the mate-
rials identified three aggregated themes, as illustrated in Figure 1, which are further elaborated
upon in the following sections.

5.1. Generative Al as a cat-and-mouse game

The findings from the literature within the “technology” perspective illustrate a cat-and-mouse
dynamic, where the technology driving Al-generated content continuously evolves, while
researchers simultaneously develop methods to detect and mitigate this content, such as deep-
fakes. This dual-use nature of GAI has led to research on how it can both facilitate and help
combat disinformation and cyberattacks.

Figure 1. Coding and themes.
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Two key problem areas emerged in the literature: first, the inherent vulnerabilities in LLMs that
make them susceptible to various types of (manual and automated) attacks; and second, the inten-
tional use of GAIl to produce harmful content, such as malware, toxic material, and disinformation.

It is important to note that tools like ChatGPT are designed with built-in guardrails to prevent
the generation of harmful or inappropriate content, whereas uncensored language models lack
these safeguards. Importantly, GAI systems designed to detect harmful content are trained using
such content. One example of this is the use of uncensored models to generate “synthetic”
training data, such as for training models to identify phishing attempts. In other words: it takes
one to know one.

Meanwhile, new risks introduced by these tools, particularly in relation to digital resilience
and cybersecurity, must be acknowledged. These models are built on existing data, and while
LLMs may make harmful tools more accessible to a broader range of users, cybersecurity should
be viewed as part of a larger, interconnected ecosystem.

In sum, there is an ongoing “cat-and-mouse” game between attackers and defenders, where
GAIl is used both to generate and identify harmful content and cyber-attacks. Beyond technical
considerations, it is essential to address how human behavior evolves as these technologies
proliferate, highlighting the growing importance of interdisciplinary approaches to advance
digital resilience.

5.2. Generative Al as a double-edged sword

Generative Al is recognized for its potential to enhance competitiveness and drive innovation,
but researchers also caution about the risks associated with its misuse. Organizations are inte-
grating GAIl into their operations, and these environments are where people will both benefit
from and be exposed to these tools. For instance, organizations are employing techniques like
retrieval-augmented generation (“RAG”), which enhances the accuracy of language models by
cross-referencing them with external sources (see, Lewis et al. 2020), to mitigate risks like hal-
lucinations. Looking at the literature as a whole, GAl is framed as a double-edged sword, where
organizations can drive innovation but must also develop new competencies and implement
robust measures to ensure these models align with ethical standards and guidelines.

One edge of the sword points at the perceived need to accelerate the adoption of GAIl to
secure potential business benefits, while the other edge of the sword relates to the various costs
of such innovation, including technology, employee training, and considerations of appropriate
use and for what tasks and purposes. Hence, it is important to understand the organizational
value creation processes and if and how GAI can outperform the benefits compared to the costs.

In addition, the digital ecosystem in organisations is difficult to oversee and manage, as Al
technologies are increasingly incorporated in widely used business software. These preconditions
also reinforce the double-edged nature of GAIl: while it becomes easier to use, it is not always
clear to the user that Al is being used, which in turn also challenges the development of
meaningful policies and guideline for GAI use in organizations.

In sum, GAI constitutes a double-edged sword for organizations, as these technologies are
presented as facilitators for innovation and growth, while also introducing several disruptions,
threats and uncertainties. An important avenue for future research on digital resilience is to
explore the conditions necessary to establish principles and best practices that guide the ethical
development and deployment of GAI systems in organizations.

5.3. Generative Al as a moving target

Researchers highlight issues like discrimination, manipulation of democratic processes, and the
destabilization of public opinion in the wake of GAI use. The rapid evolution of GAIl has sparked
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a polarized debate, with Al being perceived as both a utopian advancement and a dysto-
pian threat.

A critical point in the literature challenges the perception of GAI as “neutral,” “objective,” or
“independent.” Instead, it emphasizes that GAIl is a technology that needs to play a role in
promoting justice, equality, and accountability in society. Moreover, efforts toward global gov-
ernance of these systems, based on ethical principles, must consider the diverse norms and
values present across different regions of the world.

As indicated, governments are increasingly recognising the risks associated with GAl, leading
to the development of new policies and regulations. However, monitoring compliance with
national and international regulations is a complex endeavour and requires adapted method-
ologies and a better understanding of how GAIl is and should be embedded in digital services
used on a regular basis.

The findings suggest that policy makers must develop a broad understanding of Al and
respond to challenges relating to upholding public trust. As the growing monopolization in the
technology sector leads to power concentrated in the hand of a few large companies, the risks
of societal disruption need enhanced attention. The findings also highlight emerging risks
associated with the use of GAIl for the purpose of inappropriate foreign power projection.
Officials involved in civil preparedness and digital resilience need therefore to consider inter-
organizational and societal perspectives, as the impact of Al transcends traditional administrative
boundaries.

In sum, the rapid evolution of GAI constitutes a moving target for governments, which makes
it challenging to adapt countermeasures and regulations to address the potential negative effect
of these technologies. However, the literature addressing the ethical, organizational, and account-
ability challenges governments face with GAI remains limited, highlighting a critical gap in
digital resilience research that warrants further exploration.

5.4. Proposals for future research

From the initial literature search in early January 2024 to the completion of the analysis in June
2024 and this article in November 2024, the number of publications identified through the
search string grew from 773 to 1,364 and 3,580, respectively, highlighting the rapid growth of
this field and the need for continued attention. Based on the findings presented in the previous
sections, this study proposes ten future research avenues. Table 6 summarizes the focus areas,
with a brief motivation and a suggested RQ for each. These questions are broadly framed to
offer an umbrella for diverse studies, employing various perspectives, research methods, and
theoretical frameworks, and exploring interconnected issues.

6. Conclusions

The objective of this study was to consolidate knowledge on GAI and its implications for soci-
ety’s digital resilience by examining both the benefits and risks associated with GAI. Additionally,
the study aimed to identify key knowledge gaps, providing a foundation for future research.
The literature review was guided by the following RQ:

How can generative Al contribute to or counteract digital resilience?

This study sought to enhance understanding of digital resilience in an era of increasing
GAI use. The swift pace of technological development and research presents important chal-
lenges for individuals, organizations, governance, and policymakers. This systematic literature
review provides an overview of several challenges that require further investigation. Based
on the findings, nine key themes were identified where GAI either introduces new risks or
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Table 6. Proposals for future research.

Future Research Proposal Motivation and Example Research Questions

Moving from the lab to reality Much of the research on GAl is conducted in controlled, experimental settings.
Empirical studies of its practical applications, especially in areas like
cybersecurity, are needed.

RQ: What are the lessons learned from real-world applications of GAI?

Outlining new risks posed by GAI While the literature outlines potential benefits and threats, case studies on the
tangible impacts of GAI on digital resilience are sparse.

RQ: What are the risks accompanying GAIl, and how can they be understood,
evaluated, and mitigated?

Studying a society where anyone can  Research has largely focused on the technology itself. There is a need for

generate anything interdisciplinary studies examining the societal implications of living in an
Al-mediated world.
RQ: What are the societal impacts of increased GAl use, particularly on
social media, and how can they be analyzed and understood?
Understanding organizations’ role in Organizations are the arena where GAI will be implemented and use. These
resilient GAl use are also settings where important principles of digital resilience are to be
enacted.
RQ: How can organizational GAI be used to uphold principles such as
justice, equality, and responsibility?
Improving leadership and Organizations are key to the implementation of GAIl, and these settings are
decision-making where important principles of digital resilience must be enacted.
RQ: What competencies do leaders and decision-makers need to ensure the
safe and responsible use of GAI?

Intra- and interorganizational Al The effects of Al usage extend beyond organizational and national borders,

governance necessitating new forms of cooperation across private and public sectors.
RQ: How can collaboration and coordination be designed to address the
systemic risks posed by Al use?

Trust in the public sector Public organizations must not only develop a broad understanding of Al but
also address both technical and organizational challenges to uphold public
trust.

RQ: How can the management and implementation of GAl in public
administration be organized responsibly to preserve trust in institutions?

Enactment of legal requirements New laws and regulations, such as the EU’s Al Act, will have a profound
impact globally. Research is needed to examine how these laws and
regulations are enacted within organizations.

RQ: How can providers and users be supported in applying pan-national
laws, such as the EU’s Al Act?

Studying the relationship between The public sector faces challenges in maintaining public trust, especially

disinformation and trust during activities such as crisis communication, in an era of widespread
disinformation.
RQ: How can the public sector manage risk and crisis communication in an
era where discerning truth from falsehood is increasingly difficult?
Preventing inappropriate exertion of There is a broad “hybrid” zone between peace and war where disinformation
influence and power. and misinformation are used to destabilize and manipulate.
RQ: How can hidden power projections be made visible, focusing on actors’
goals, the credibility of information sources, and ethical norms?

amplifies existing challenges, warranting continued research. As indicated by the results, GAI
accelerates a growing arms race between attackers and defenders of digital systems, with
both attacks and defenses increasingly automated. A particularly challenging aspect is the
sheer volume of data, information, and disinformation that must be filtered, processed, and
understood. The surge in information, driven by automated content creation and distribution,
parallels a rise in automated content monitoring, leading to a “cat-and-mouse” game in which
algorithms are created to detect content generated by other algorithms. It is thus essential
to recognize the dual-use nature of GAI. While GAI can serve multiple purposes, the benefits
for one stakeholder may not necessarily align with the interests of others. For instance,
research indicates that LLMs, trained on existing data, often disadvantage minorities and
reinforce existing social norms. Beyond issues of bias, there is the risk of deliberate misuse,
such as using GAI to exert power and destabilize societies, particularly in the context of
gray-zone or hybrid warfare. Therefore, further research is needed to understand GAIl as a
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moving target, exploring how its development can be managed to protect democratic values
and global sustainability goals. This includes examining governance and collaboration at the
organizational level (within companies and government agencies), and at the societal level,
considering the interplay of individual, local, national, and global interests. Meanwhile, it is
essential to address ethical, regulatory, delegation, and accountability issues, along with risk
management and conflict resolution strategies.

Much of the existing research has primarily focused on technological development, Al model
training, and applied examples. However, many of the challenges identified in this study are
sociotechnical in nature. Therefore, we advocate for more interdisciplinary studies that address
these challenges and examine the underlying issues where GAI will play an amplifying role.
This study highlights the potential implications of GAI and related technologies for society’s
digital resilience and ultimately proposes ten directions for future research. The development
of GAl may necessitate a renewed emphasis on human dialogue and interaction to preserve
public trust, countering the temptation for government agencies to rely on GAIl for information
generation. Future initiatives should strive to help society cultivate a more nuanced understand-
ing of Al, moving beyond utopian and dystopian perspectives, and encouraging a more thought-
ful and refined discourse around GAl.
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