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In the realm of edge computing, the optimization of latency, energy, bandwidth, and local computation is
critical, especially for mission-critical applications in sectors like disaster management and healthcare. Such
applications, exemplified by deploying UAVs and autonomous robots, demand instantaneous data processing.
Given the inherent constraints of edge servers—characterized by their limited capacity—meticulous resource
management becomes paramount. This entails judicious resource allocation, astute provisioning, strategic task
offloading, and judicious application placement, all pivotal for both fixed and mobile resource service delivery.
This survey delves deep into the nuances of deploying mission-critical applications in an edge environment,
dissecting their technological prerequisites. Our exploration employs a systematic literature review grounded
in a conventional review methodology. We analyze the cornerstone quality of service metrics pivotal for such
critical applications in edge contexts, aiming for efficient service delivery. Moreover, we identified some major
gaps in current resource management strategies. Our overarching ambition is to pave the way for robust edge
computing paradigms tailored for mission-critical applications.
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1 Introduction

The proliferation of Internet of Things (IoT) applications has significantly altered our digital
engagement methods. The advent of IoT has resulted in a novel epoch characterized by the inter-
connected various devices. This interconnection spans a wide range of domains, including smart
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homes, connected automobiles, industrial automation, and healthcare monitoring. Consequently,
IoT facilitates the smooth flow of data and the acquisition of real-time insights. The functionality of
these IoT applications is dependent on a diverse range of intelligent devices, including sophisticated
sensors and mobile devices, which establish connections with IoT networks in order to collect,
analyze, and transfer data. However, as the scope and complexity of IoT applications grow, so
do the resource demands on individual devices. Despite continuous advancements in process-
ing capacity, many IoT devices struggle to handle the intensive computational tasks required by
resource-intensive applications. Cloud computing has traditionally offered a viable solution to this
challenge, providing extensive storage and computing resources in centralized cloud data centers.
Users can offload resource-intensive tasks to these remote cloud servers, enhancing their devices’
computing and storage capabilities and enabling efficient task processing. However, offloading
tasks to remote cloud servers often results in transmission delays, which can negatively impact user
experiences, especially for latency-sensitive applications. In the context of real-time monitoring
and control systems, many of which are now powered by IoT devices, such delays are not just about
user experience but also have direct implications on the system’s safety and operational reliability.
Recognizing these challenges, there has been a paradigmatic shift toward edge environments,
paving the way for the rise of edge computing. This approach brings computation and data storage
closer to the location of end-users and IoT devices, significantly reducing latency and enhancing
system responsiveness and safety.

Edge computing’s fusion with mission-critical applications has the potential to revolutionize
industries. These applications, due to the high stakes involved—be it the loss of lives, critical assets,
or societal structures — demand utmost reliability. Examples abound: disaster management where
rapid response during the golden relief time can save lives [1], military operations safeguarding
national security [2], telemedicine offering crucial medical interventions [3], and industrial systems
managing vital infrastructures. The intersection of edge computing with IoT technology elevates
these applications, ensuring quicker responses, precise decision-making, and optimal resource
management. However, integrating them into edge-cloud architectures, especially in multi-tenant
setups, brings unique challenges. The key lies in managing reliability, availability, cost, and energy
efficiency harmoniously across varied applications.

This work provides a comprehensive overview of edge resource management, examining recent
advances and identifying research needs. This article is important to the wider community because
it identifies the main problems and benefits in the field, helping others understand what has been
done and what still needs attention. The ambition is to provide a picture of resource management
for mission-critical edge computing applications at this time for future researchers. Table 1 includes
a compilation of the abbreviations utilized within the article.

This article undertakes a nuanced, semantic review of resource management for mission-critical
applications in edge computing, based on references published between 2018 and 2023. While other
prior studies have conducted comparable evaluations, our research sets itself apart by

— A Comprehensive Lens: We capture the broader landscape, encompassing not just edge
computing but also Mobile/Multi-access Edge Computing (MEC), Edge-Cloud, and Fog
environments. This begins with a detailed assessment of review papers to explain the literature
landscape and identify trends (Section 2).

— Deep-dive into Mission-Critical Challenges: Our focus intensifies on the unique chal-
lenges posed by mission-critical applications within the edge computing context, for this
purpose, we cover mission-critical edge computing applications in detail, establishing the
groundwork for later sections (Section 3). Then, our study technique is explained in Section 4.
This includes identifying our research topics, discovery method, and article inclusion/exclu-
sion criteria.
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Table 1. Abbreviation Table

Description Description Description
AP Access Point GA Genetic Algorithm PSO  Particle Swarm Optimization
AR Augmented Reality GT Game Theory QoS Quality of Service
CAME Cloud Assisted Mobile Edge IoT Internet of Things RL Reinforcement Learning
CCC  Conventional Cloud Computing ToV Internet of Vehicles SDN  Software-Defined Network
CSA  Cuckoo Search Algorithm MAR  Mobile Augmented Reality SLA  Service Level Agreements
DAG  Directed Acyclic Graphs MCC  Mobile Cloud Computing SLR  Systematic Literature Review
DL Deep Learning MDP  Markov Decision Process UAVs Unmanned Aerial Vehicles
DNN  Deep Neural Network MEC Mobile/Multi-Access Edge Computing ~ V2X  Vehicle-to-Everything
DQON  Deep Q-Network MINLP Mixed-Integer Nonlinear Programming VAF  Vehicle Adaptive Feedback
DRL Deep Reinforcement Learning ML Machine Learning VEC Vehicle Edge Computing
DVFS Dynamic Voltage and Frequency Scaling MTG Multi-Technology Gateway VMs  Virtual Machines
FL Federated Learning NFV Network Function Virtualization VNF  Virtualized Network function
FO Full Offloading NN Neural Network VR Virtual Reality

— Emphasis on QoS Resource Management: We shine a spotlight on the intricate balancing
act in Quality of Service (QoS) resource management, highlighting its significance (Sec-
tion 5). A taxonomy of all reviewed publications to help readers understand this section is
also designed.

— Future Research Needs: We identify and highlight gaps in current research, presenting
readers with promising opportunities for future studies. Topics discussed include multi-
objective solutions, fault tolerance, renewable energy, and others (Section 6). The report
concludes with reflective insights and conclusions drawn from our comprehensive domain
exploration in Section 7.

2 Related Works

Designing efficient systems and applications requires understanding resource management in edge
computing, which is expanding rapidly. This section summarizes current survey articles on edge
computing resource management to provide readers with the latest research trends and perspectives.
We will review relevant material more thoroughly in Section 5. A summary of comparable works
is shown in Table 2. It is important to note that certain technical terms in edge computing, MEC,
fog computing, and IoT share similar functionality and meaning. Nevertheless, these technologies
maintain their generality and integrity, especially when addressing the requirements and challenges
posed by mission-critical applications and tradeoffs between specific QoS parameters.

2.1 Focus on Methods

Zabihi et al. [4] performed a thorough and organized examination of the utilization of Reinforce-
ment Learning (RL) and Deep Reinforcement Learning (DRL) techniques in computation
offloading for fog Computing, MEC, and Mobile Cloud Computing (MCC) paradigms. Their
review was grounded in categorizing previous studies that had explored RL/DRL in this context.
The researchers examined several scholarly articles published between the timeframe of 2013 to
2017. Acheampong et al. [5] reviewed the current state of task offloading and resource allocation in
edge computing. Their work included an examination of offloading strategies, offloading algorithms,
and the factors that influence offloading decisions. Based on Full Offloading (FO) and Partial
Offloading (PO), relevant surveys were presented. They also classified articles into two main
groups: Machine Learning (ML) and non-ML algorithms. Zhang et al. [6] focused their efforts on
discussing optimization problems that arise from both the system and application perspectives in
MEC systems. The researchers focused on the investigation of compute offloading decision-making,
resource allocation, and configuration adaptability to efficiently manage the dynamic nature of
edge systems. They focused on optimizing video analytic applications in the following ways: ensur-
ing a balance between video analytic performance and cost on mobile devices, determining task
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placements for diverse video pipelines (sequential, parallel, and hybrid configurations) based on
Directed Acyclic Graph (DAG) representations, and optimizing Deep Neural Network (DNN)
operations, including distributed and collaborative model inference. Djigal et al. [7] carried out
an extensive investigation into the advantages of applying ML and Deep Learning (DL) in MEC,
focusing on ML/DL-enabled MEC. They presented three use cases from different perspectives and
discussed the potential technologies, algorithms, and recent works related to resource allocation in
MEC using ML and DL. They also analyzed the lessons learned from existing ML and DL-based
methods and discussed the challenges and future research directions fin utilizing ML and DL
for resource allocation in MEC. Shakarami et al. [8] primarily concentrated on examining the
resource provisioning framework and mechanism. They extensively explored various mechanisms,
including heuristic/meta-heuristic-based, framework-based, model-based, ML-based, and Game
Theory (GT)-based approaches, to facilitate a comprehensive comparison among articles related
to resource provisioning. Through their findings, it was observed that general heuristic-based and
model-based mechanisms had a notable impact, followed by hybrid methods and RL in ML-based
mechanisms. Furthermore, container-based mechanisms in framework-based approaches were
identified as significant contributors to the existing literature. Lin et al. [9] discussed several funda-
mental models, including the channel model, computation and communication model, and energy
harvesting model, that had been proposed in the field of offloading modeling. They then explained
various offloading modeling methods, which were rooted in non-convex optimization, the Markov
Decision Process (MDP), and others. Shakarami et al. [10] focused on ML-based computation
offloading mechanisms in the MEC environment. They presented a taxonomy divided into three
categories: RL-based, supervised learning-based, and unsupervised learning-based mechanisms. A
comparison of these categories was provided based on performance metrics, case studies, techniques
used, and evaluation tools, highlighting their advantages and weaknesses. Duc et al. [11] explored
the challenge of ensuring reliable resource provisioning in joint edge-cloud environments. They
examined various technologies, mechanisms, and methods aimed at enhancing the reliability of
applications that are dispersed over a variety of different network configurations. The primary
emphasis was placed on utilizing ML methodologies to tackle the complexity of the issue and
efficiently oversee and regulate complex distributed applications. The reliable resource provisioning
challenge was classified in the study into three primary techniques: workload characterization and
prediction, component placement and system consolidation, and application elasticity.

2.2 Focus on Energy Consumption, Delay, Latency, and Mobility as an Objective

Zhou et al. [12] introduced the fundamental concepts and common application scenarios of MEC
while also presenting the formulation of the task offloading problem. They then proceeded to
analyze and consolidate the current state of industry research concerning essential technologies
and use cases for MEC. They classified literature based on FO and PO by focusing on only two
objectives, such as delay and energy. They furthermore provided guidance on areas for further
investigation in follow-up research work. Singh et al. [13] conducted a comparative analysis of
their study with other surveys published between 2018 and 2021, focusing on various parameters
such as architecture, use cases, and mobility. They moreover explored the impact of mobility on
the functional components of MEC. The article highlighted open and future research directions
concerning mobility-related aspects of MEC. Lyu et al. [14] summarized the existing research
related to the reduction of time delay and energy consumption from the perspectives of both
single nodes and multiple nodes. They conducted an analysis of the methods utilized in previous
studies, highlighting the merits and disadvantages associated with these approaches. Jiang et al. [15]
reviewed articles in computation offloading for edge computing. They examined various aspects,
including QoS assurance and enhancement of quality of experience. They surveyed resource
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allocation approaches and optimization techniques, such as GT and heuristics, for improving
system performance and reducing overheads in computation offloading decision-making.

2.3 Focus on Applications

Sonkoly et al. [16] identified three key dimensions that influenced the placement problem and poten-
tial solutions. These dimensions included the platform capabilities (such as cloud-edge architecture
and placement controller policy), the application characteristics (including supported application
types, service structure, and security and privacy considerations), and the mathematical aspects
(problem formulation, optimization methods, objectives, constraints, and solution complexity).
Santi et al. [17] undertook a review of mission-critical applications and resource allocation. They
specifically examined two use cases, namely disaster management and military operations, to
demonstrate the practical implementation of MEC. The study identified future challenges in the
areas of mobility, security, and privacy, the development of sustainable and environmentally friendly
MEC solutions, and the establishment of effective test beds for experimentation and validation.

2.4 Focus on Architecture and Model

Raeisi et al. [18] conducted a thorough and extensive comparison between their research and a
select few review papers. Their study effectively addressed the topic of computational offloading,
which was also explored in the other papers. However, their work delved deeper into areas such
as collaboration computing, fairness, and load distribution. The authors provided comprehensive
coverage of these aspects, demonstrating an understanding of the subject matter. Hou et al. [19]
performed a comprehensive analysis, comparing MEC with other paradigms such as MCC, Conven-
tional Cloud Computing (CCC), and edge-cloud computing. The authors furthermore extensively
discussed the features, challenges, and open issues related to MEC-enabled vehicular architecture.
Luo et al. [20] provided an analysis of the architectural structure and presented a three-tier hetero-
geneous edge computing network consisting of things layer, edge layer, and cloud layer. However,
it should be noted that several other surveys and research papers have also examined similar
architectural frameworks. They moreover proposed a foundational framework for the allocation
of resources in edge computing. This model guided users in determining whether to engage in
offloading actions based on the current state of communication and computing resources.

In contrast to the previously stated efforts outlined in Table 2, this article presents its own unique
contributions.

(1) In this article, we specifically concentrate on filtering and analyzing research papers, both
surveys and related articles, from the last five years. By focusing on recent contributions, we
aim at presenting a comprehensive review of the latest advancements and developments in
the field, providing relevant and up-to-date insights.

(2) As a brief explanation of the architecture for resource scheduling in edge computing, along
with its collaboration methods and even a basic model, was discussed in most of the afore-
mentioned reviews, we have made the decision to omit its discussion from this article.

(3) Most of the mentioned works have thoroughly covered explanations and clarifications related
to computational offloading. As a result, this aspect falls beyond the scope of this study.

(4) In the landscape of resource allocation and task offloading in edge computing, researchers’
endeavors encompass tailoring resource management to suit individual users’ needs and
optimizing resource allocation for multiple users concurrently. While the classification of
single-user and multi-user scenarios is widely explored in existing surveys, we consider
avoiding utilizing this classification approach.

(5) A restricted number of surveys examined resource management regarding “applications”,
with just one of them specifically targeting mission-critical applications, in which only two
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Table 2. Comparison of Surveys on Resource Allocation and Computation Offloading in Edge Computing

Ref. Year Paradigm Research Area Main Focus
Mobile Edge Computing
[4] 2023  Cloud Computing Computing Offloading Focus on task offloading with RL/DRL
Fog Computing
Resource Allocation Focus on PO and FO,

B3] 2023 Edge Computing Computation Offloading Two types categorized algorithms

Focus on decentralized task offloading
based on Learning-based Optimization,
Video Analytic

Resource Allocation

[6] 2023  Mobile Edge Computing Computing Offloading

[12] 2023  Mobile Edge Computing Computation Offloading The existing body of literature derived

from Delay and Energy
Multi-access Resource Allocation fﬁ;ﬁiﬁg’
[13] 2023 . Computation Offloading e
Edge Computing h o Architecture,
Service Migration, . .
Computing paradigms
Architecture,
. Resource Allocation Collaboration computing,
(18] 2023 Edge Computing Computation Offloading Offloading mode,
Comparison between surveys
Multi-access Resource Allocation . .
[7] 2022 Edge Computing Computation Offloading ML/DL-based RA mechanisms in MEC
Fog Computing Review of resource provisioning

(5] 2022 Edge Computing Resource provisioning approaches in computation paradigms

Multi-access

[19] 2022 Edge Computing MECAframework and Cloud Review of MEC-Enabled Vehicular
. Architecture Networks
Cloud Computing
[14] 2021  Mobile Edge Computing Computation Offloading Challenge§ of Latency and Energy
consumption
[16] 2021  Edge Computing Computation Offloading Offloading modeling methods
. . Comparison of techniques based on
[20] 2021  Edge Computing Resource scheduling centralized and distributed modes
. . . Categorizes previous works on
[9] 2020  Edge Computing Computation Offloading Computation Offloading
[10] 2020 Multi-access Resource Allocation ML-based Computation Offloading
Edge Computing Computation Offloading Mechanisms
(1] 2016 Edge-Cloud Resource Allocation Reliability of distributed applications
Computing Workload Prediction ML Approaches
. . . Covering QoS, Quality of Experience, and
[15] 2019  Edge Computing Computation offloading Decision Making
This Mobile Edge Computing Resource Allocation Resource Management for Mission-critical
Survey 2023  Edge-Cloud Computation Offloading applications and other Time-sensitive

Vehicular Edge Computing Application Placement & Replica applications

types of mission-critical applications were addressed, and also the resource management
aspects were not considered.

(6) Some researchers in previous works primarily focused on specific objectives, such as en-
ergy and latency, while neglecting other equally important aspects. It is crucial to consider
that resource management in edge computing involves multiple objectives, each playing a
significant role.
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Research based on specific keywords
and terms

1

Articles are divided to
two supplementary categories

2

The abstract and full text are used to make
the choice, some unrelated are excluded.

o§

Fig. 1. The process of searching and selecting articles.

The final selection

(7) Lastly, another aspect the review papers emphasize is the distinction between ML and non-
ML methods. As the development methodologies were briefly covered, providing a detailed
discussion or categorization of these approaches is beyond the scope of this work.

3 Research Methodology

The primary objectives of this study revolve around identifying, differentiating, analyzing, and
evaluating key articles in the field of resource management for specific types of applications like
mission-critical applications in edge computing. The focus is investigating the tradeoffs between
various QoS parameters in the edge computing environment. We have employed a Systematic
Literature Review (SLR) methodology to achieve these goals. The SLR approach allows us to
comprehensively study the different elements and characteristics of methods utilized in this domain,
with an aim at gaining a comprehensive understanding of the significant challenges and issues
encountered within this industry. We conducted a systematic review following the technique
outlined by Kitchenham [21], which is in accordance with the criteria provided by the “Centre
for Reviews and Dissemination”. To guide our investigation, we have formulated a set of research
questions, as follows:

(1) How can QoS requirements for mission-critical applications be effectively captured and
defined in the context of edge computing and IoT?

(2) What are the existing resource management techniques that consider QoS requirements in
edge computing environments?

(3) How can resource allocation and scheduling algorithms be optimized to meet the QoS
requirements of mission-critical applications in edge computing?

The article search and selection methodology employed in this study is a comprehensive and
systematic process that has been meticulously partitioned into four distinct stages, as visually
depicted in Figure 1. In the initial phase, to ensure a thorough search, we employed a carefully
curated list of phrases and keywords, as presented in Table 3. Our search for articles was extensive,
encompassing an array of electronic databases renowned for scholarly publications, such as Google
Scholar, IEEE, ACM, Springer Link, Wiley, Elsevier, and MDPI. For the sake of this study, papers
published prior to 2018 were removed from the literature review.

To maintain the rigor of our selection process, we utilized the Snowball Sampling procedure [22],
allowing us to systematically expand our search by identifying additional relevant articles from
the reference lists of the initially retrieved papers. This iterative approach enabled us to unearth
a comprehensive pool of papers related to our study’s objectives. From this pool, we ultimately
selected 154 papers for detailed analysis. Notably, 17 of these selected papers are survey papers, and
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Table 3. Search Terms and Keywords

S# Search Terms and Keywords

S1  “Resource Management” and “Edge Computing”

S2  “Mission-critical Application” and “Edge Computing”

S3  “Mission-critical Application” and “TIoT”

S4 “Low-latency” and “Resource management” in Edge

S5 “Fault tolerance” and “Resource allocation”

S6  “Energy efficient” and “resource allocation” in MEC

S7  “Resource scheduling” in Edge computing

S8 “Availability in Edge Computing”

S9  “Task Offloading Multi-Access Edge Computing” and “Mission-critical”

IEEE (Journal) (40, es%)D

Elsevier;(11:66%) [l

Journal Paper (120, 77.42%).
Aticles (154, 100.00%) Springer(9:72%)

ACM (Journal) (5:86%) =

Wiley (2:59%) =
D ConferencePaper (34, 21:94%)

Others (Journal) (3:25%) =

MDPI (2:59%) =
IEEE (Conference) (18.28%) [J]]

ACM (Conference) (3.05%) ==

Others (Conference) (0:61%)—

Fig. 2. Artifact track.

we performed a thorough comparison between our study and these survey papers to contextualize
and position our work. The main body of our investigation focused on 115 recent articles, which
we rigorously examined to contribute significant insights to our research.

Upon completion of the search, we diligently categorized the publications based on their titles,
leading to interesting insights into the distribution of the literature. Remarkably, out of a total of 154
articles, a substantial proportion of roughly 77.42% was categorized as journal papers, indicating
the notable importance of this format in the realm of resource allocation and job offloading within
the domain of edge computing. Furthermore, it was found that around 21.94% of the sources fell
under the category of conference papers, while a mere 0.65% of the materials were identified as
books.

For the conference papers, IEEE remains predominant, accounting for 18.28% of the total pa-
pers. ACM-affiliated papers represent 3.05%, while a lesser fraction, 0.61%, is sourced from other
publishers.

For the journal papers, IEEE continues its dominant presence, comprising 40.85% of the total
papers. Elsevier follows with a contribution of 11.66%, and Springer at approximately 9.72%. ACM
publications account for 5.86% of the dataset. Additionally, both Wiley and MDPI each make up about
2.59%. We also incorporated an additional 3.25% from various esteemed publishers, emphasizing
the diverse range of sources in our study to ensure a comprehensive analysis. Figure 2 depicts this
distribution.

The thoroughness of our article search and selection methodology encompasses a wide range of
databases and employs a rigorous categorization process. This makes us believe that our study’s
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findings are based on a diverse and representative set of publications in the domain of resource
management for mission-critical applications in edge computing.

4 Foundational Concepts

As we explore the complexities of edge computing solutions designed for mission-critical situations,
it is crucial to base our discourse on fundamental principles. This section provides a fundamental
framework, explaining essential concepts and terms that are vital to our research. The readers can
expect to gain a thorough comprehension of virtual edge computing and its significant involvement
in mission-critical applications. The text will provide in-depth analysis and knowledge of mission-
critical applications such as Augmented Reality (AR), healthcare, and retail. The section exhibits a
systematic organization, commencing with overarching notions and progressively delving into more
specific applications, thereby providing a coherent and rational progression. By comprehending
these fundamental components, readers will possess enhanced capabilities to comprehend the
sophisticated dialogues in the ensuing sections, consequently integrating the comprehensive
storyline of the article.

4.1 Vehicular Edge Computing

Edge computing promotes data processing near the source over cloud data centers. Automobile-
specific edge computing is called Vehicular Edge Computing (VEC). This technology allows
vehicles to analyze data locally, making connected and autonomous vehicle services more efficient.
It supports intelligent transport systems, smart cities, and urban computing, reducing latency and
meeting service requirements [23]. VEC leverages vehicle and nearby infrastructure resources to
optimize data-intensive and real-time applications, minimizing reliance on centralized cloud data
centers. This enhances vehicular applications, contributing to safer, more effective transportation
systems. Mission-critical applications often involve tasks that require real-time responsiveness
and are highly sensitive to delays. In scenarios where these applications are deployed in vehicular
environments, such as emergency response systems or autonomous vehicles, the mobile nature
of the platforms introduces unique challenges that need to be addressed to ensure reliable and
efficient operations. The integration of mission-critical applications with VEC provides a more
reliable, responsive, and efficient computing environment for tasks that require high reliability, low
latency, and real-time processing in vehicular settings.

4.2 Mission-Critical Applications

Mission-critical applications refer to those applications that typically perform critical functions,
requiring real-time or near-real-time processing, analysis, and decision-making at the edge. In
Figure 3, several prevalent classifications of mission-critical applications are depicted which are
opted through reviewing related articles. The failure of these applications carries significant weight;
it extends beyond IT systems and can result in severe societal and human consequences. For
instance, if mission-critical applications fail, it can lead to loss of life, halting of essential societal
functions, and significant financial loss. This is not a mere assessment based on technical analysis;
such applications are considered “mission-critical” in broader regulatory contexts as well. For
example, the European Union [24] has regulations that underline the essential nature of certain
applications and services, acknowledging their critical role in society and the severe consequences
associated with their failure. For each of them, an example is listed in Table 4.

4.2.1  Unmanned Aerial Vehicles. Unmanned Aerial Vehicles (UAV) are conceptualized as
interconnected devices capable of forming groups and being functionally designated to achieve
strategic objectives within the framework of the Internet of Drones [27]. It refers to an aircraft
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Fig. 3. Classification of mission-critical applications.

Table 4. Application Categories in Mission-Critical Context

Categories Examples

Financial Systems Trading platforms, Core banking systems, Risk management systems

Healthcare Applications Electronic health records, Hospital information systems, Picture archiving and communication
systems, Telemedicine platforms

Emergency Response Systems Computer-aided dispatch systems, Emergency communication systems, Incident management
systems, Disaster recovery systems

Transportation and Logistics Air traffic control systems, Railway signaling systems [25], Fleet management systems, Supply
chain management systems

Energy and Utilities Power grid control systems, Supervisory control and data acquisition systems, Smart grid
management systems, Oil and gas pipeline monitoring systems

Defense and Aerospace Command and control systems [26], Satellite communication systems, Military-grade encryp-
tion systems, UAVs control systems

Telecommunications Telecommunication network management systems, Mobile network switching systems, VoIP
(Voice over Internet Protocol) infrastructure, Network security and monitoring systems

Public Safety and Security Video surveillance and monitoring systems, Access control and alarm systems, Emergency

alert systems, Forensic analysis systems
Manufacturing and Industrial Control Industrial automation systems, Robotics control systems, Quality control systems, Production
planning and scheduling systems

E-commerce and Online Retail Inventory management systems, Payment processing systems

that is operated without a human pilot on board. UAVs are commonly known as drones and are
used for various purposes such as aerial surveillance, photography, delivery, research, and military
applications. For instance, MEC servers can perform real-time traffic monitoring and analysis at
intersections [28].

4.2.2  Augmented Reality. AR overlays computer-generated images onto the real world. [29].
It uses inputs like visual images, video, sound, graphics, or GPS data. Low latency and high data
processing are crucial for accurate AR services, and the MEC platform on the cloud provides
localized data and meets these requirements. An example scenario involves the placement of a
Virtual Reality (VR) control center on a MEC server to enhance the tracking accuracy of VR
applications [30].

4.2.3 The Internet of Vehicles. The Internet of Vehicles (IoVs) connects vehicles to the In-
ternet, enabling communication between vehicles, infrastructure, and devices [31]. It enhances
transportation efficiency and safety through applications like real-time traffic information and
vehicle-to-vehicle communication.

4.2.4 Smart Grid. Smart grid management systems are advanced technologies that monitor,
control, and optimize electrical grids. They use sensors, communication networks, and data analytics
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to improve energy management, reliability, and renewable energy integration. These systems enable
remote monitoring, outage detection, load balancing, and demand response [32].

4.2.5 Healthcare Applications. Healthcare applications in mission-critical MEC involve utilizing
MEC technology to enhance healthcare services in urgent and critical situations. This includes
enabling telemedicine and remote monitoring for real-time patient consultations and data analysis,
supporting emergency medical services with rapid access to vital patient information, providing
real-time analytic and decision support for healthcare providers, and developing mobile health
applications for personalized healthcare management [33]. For instance, humanoid robots would
be able to provide caretaking services to elderly patients by utilizing the collected information with
MEC technology [34].

4.2.6 E-Commerce and Online Retail. Mission-critical applications play a crucial role in the
success and operation of e-commerce and online retail [35]. These applications encompass various
systems and processes that are essential for conducting online transactions, managing inventory,
processing payments, ensuring secure transactions, and providing a seamless shopping experience
for customers. The retail industry is one of the applications that can leverage the deployment of
MEC technology. For instance, MEC servers can be utilized to offer WiFi connectivity to users in
retail stores [36].

5 Review on the Recent Papers in Resource Management

In this section, we propose a taxonomy to organize the literature from our exploration of the
selected references, as shown in Figure 4. The main branch of our taxonomy is the objective,
which is either energy consumption, cost, availability, reliability, fault tolerance, mobility, or even a
combination of each as a multi-objective. Each sub-section focuses on one objective and briefly
describes papers related to that objective. If, within an objective, there are noteworthy papers

ACM Comput. Surv., Vol. 58, No. 3, Article 71. Publication date: September 2025.



71:12 N. Rasouli et al.

related to different infrastructures of application types, we highlight those in separate paragraphs.
For each objective, we also provide a concise summary of relevant academic publications in tabular
format. This approach aims to provide the reader with a quick and comprehensive overview of
the literature surveyed. Each table categorizes the reviewed literature based on its objectives and
constraints, as well as on which researchers focus based on their research areas technique, such as
specific types of applications or general tasks, and so on, and the deployment methods employed.
These tables provide a comprehensive overview of the different research areas explored in the field
of computing. Each row in the table represents a unique research study, and the columns contain
specific information about each study. The “Ref” column provides the corresponding reference or
citation for each study. The “Platform” column specifies the platform or environment on which the
research was conducted. The “Research Area” column indicates the specific area of interest or focus
in the study. The “Focus” column identifies the main focus of each paper in the area of computation
offloading, resource allocation, or any other aspects of resource management in the computing era.
The “Constraint” column lists any constraints or limitations addressed in the research. The “The
other Objective” column highlights any additional targets or considerations in the study. Finally,
the “Methodology” column outlines the approach or methodology used in each research study.

5.1 Energy Consumption

The role of energy consumption is pivotal in determining the cost of services within edge computing
systems and carries substantial implications for the environment. Furthermore, in heterogeneous
edge computing systems, energy efficiency is a critical concern, particularly for a wide range of
latency-sensitive applications. These applications demand both rapid response times and effective
power management. Therefore, researchers have proposed several solutions in resource manage-
ment by using artificial intelligence or mathematical algorithms with the aim of enhancing energy
efficiency in the context of edge computing.

The energy-efficient smart allocator algorithm for Virtual Machines (VMs) was represented
in Reference [37], which utilized DL to efficiently allocate requests to optimal servers. The problem of
minimizing energy consumption while considering task completion time [38], [39], [40] has been a
recurring focus in numerous articles. With the same objective, while satisfying caching and deadline
constraints, in Reference [41] a joint caching, offloading, and time allocation policy was proposed.
Otherwise, authors in Reference [42] considered user mobility when making offloading decisions.
They introduced a lightweight mobility prediction and offloading framework that utilizes the
artificial Neural Network (NN) to predict user locations and efficiently offload compute-intensive
tasks. The problem is challenging and falls into the category of a two-timescale Mixed-Integer
Nonlinear Programming (MINLP) problem. The study [43] presented a mathematical framework
for workload allocation, modeling power consumption, and delay functions for fog and clouds. A
modified least laxity first algorithm was proposed to minimize the maximum delay threshold. A non-
dominated Particle Swarm Optimization (PSO) approach was further introduced to reduce energy
consumption. To continue, the new MEC model [44] took into account task dependencies and data
distribution in a comprehensive manner. In this article, to address the optimization problem, a multi-
objective evolutionary algorithm framework was employed. The authors in Reference [45] proposed
an approach to introduce a heuristic algorithm for workflow applications with dependent tasks. It
involves a task offloading step based on the Genetic Algorithm (GA) and an additional step that
utilizes the Dynamic Voltage and Frequency Scaling (D VES) technique to minimize energy usage.
The suggested architecture in Reference [46] incorporates user-side decision-making algorithms
that rely on locally received feedback. These algorithms were specifically designed to minimize
control overhead, expedite the decision-making process, and ensure that the QoS requirements
of the users were met. In the study [47], the resource allocation problem was formulated as a
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mixed integer linear program. This formulation was chosen because computing capacities had an
impact on both the execution time of instances and energy consumption. Authors [48] addressed
achieving energy-effective computation offloading in a wireless power transfer MEC. The objective
was to allocate resources efficiently while considering the hard constraints. To overcome the doubly
near-far problem, a user cooperative scheme was proposed, where a near user forward the tasks
of a far user to the edge cloud using its surplus harvested energy. The scheme aimed to maximize
users’ energy efficiency, defined as the ratio of user throughput to harvested or consumptive
energy while considering green network principles. The authors [49] focused on optimizing the
energy consumption of stochastic tasks on DVFS-enabled embedded systems with reliability and
deadline constraints. They introduced a metric for modeling the deadline constraint of soft real-time
applications and evaluated their technique using a UAV electronic system. To minimize total time
consumption and ensure the energy limit of mobile devices, in Reference [50] a MEC-enabled
Federated Learning (FL) model was introduced. This model addressed the tradeoff between the
performance of the training model, the total time required, and the power consumption of mobile
devices. Minimizing completion time, a bisection-based algorithm to obtain the optimal solution
was introduced [38], which had an impact on reducing energy. The problem of service migration
was represented and formulated in Reference [51] using MDP, and then the Deep Q-Network
(DQN) algorithm was utilized to find the best possible solution for the model. The comprehensive
dataset generated from our mathematical model was used to train DNN, resulting in reduced
objectives in this category [52].

In terms of application types, energy-efficient MEC plays a vital role in mission-critical
applications, as frequent node deployment or battery replacement is challenging in these scenarios.
Some examples of mission-critical applications that benefit from energy-efficient MEC include
healthcare applications, environmental monitoring, control applications (such as Tsunami alerts,
earthquake alerts, and areas prone to volcanic eruptions), and surveillance applications [53]. These
applications demand effective power management to achieve energy efficiency without surpassing
critical latency thresholds. Tackling challenges in offloading IoT tasks to the cloud, including
suboptimal execution time, resource contention, and the need for dynamic VM optimization in
resource scheduling has grabbed attention. For instance, an energy-aware resource allocation and
scheduling strategy based on the multi-criteria decision-making method was introduced in [54] in
the IoT environment. The authors presented a cooperative approach based on the technique for
order of preference by similarity to the ideal solution, which was a multi-criteria decision-making
method. The work [55] considered the entire high-complexity and latency-sensitive application and
divided it into DAG-based subtasks. The goal was to satisfy reliability and latency requirements
through computation offloading in order to reduce power consumption. Authors [56] calculated
the expected worst-case energy consumption for time-sensitive applications implemented on the
Android platform. In [57], two classes of latency-sensitive applications were considered: those
requiring FO and PO. The authors formulated joint optimization problems for each class to minimize
overall energy consumption while satisfying latency and computational budgets. An efficient
technique by using ant colony was introduced in [58] that aimed to minimize the energy overhead
in time-constrained applications modeled by DAG within such systems.

IoT services refer to the collection of applications provided or enabled through IoT devices and
systems. Researchers [59] have suggested a priority-based offloading strategy that takes into account
the QoS needs of mission-critical services and green resource allocation. Lyapunov optimization
minimized queue lengths with energy and task priority considerations. The approach in [60]
monitored the QoS requirements of IoT services and the capabilities of available fog nodes. In this
article, the whale optimization algorithm was used to determine an efficient service placement plan.
The evolutionary-based mechanism considered throughput and energy usage to find a desirable
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Table 5. Categorized Based on the Energy as an Objective and Review the Constraints, Focus of the
Research Area, and the Deployment Method

Ref. Platform Research Area Focus Constraint 'Ihe. ot}}er Methodology
Objective
Bisection-]
[38] NOMA-based Resource Allocation User data — Task completion time isection based
Algorithm
Task offloading, - .
[39] MEC Resource Allocation Task Delay UEU Heuristic Algorithm
N . Latency-sensitive .
Software Caching, . Deadline, - S
[41] MEC Task Offloading comPutatlon Cache size Convex Optimization
services
[43]  Cloud-Fog Workload Allocation ~ Task Delay — Non-dominated PSO
Task allocation L GA,
[44] MEC with dependency Task Delay Task Computation time DAG
- N - N . . DAG model,
[45] MEC Task Offloading Workflow Mobility Application execution time Green DVES
[50] MEC Resource Allocation Task — Total time consumption FL
[58] Heterogeneous edge Task Offloading Task PD:iztjkne’ The completion time Modified DVFS
computing Y
[64] VEC Resource Allocation Vehicular — Communication Iél_il

Edge-based Smart Grid
Networks

Task offloading,
Resource Allocation

Task

Task completion time

Non-convex Optimization

[66]

Edge computing based
Electric Power IoT

Task Offloading,
Resource Allocation
on UAV

Task-Container

Business delay

Improved decomposition
based methods

[67] Fog Computing Task Scheduling 10T Application ~ Delay — RL
) ) Mobility, The regularization
[68] Edge Computing Resource Allocation User Workload Delay between edge-clouds technique

placement plan. Cui et al. in Reference [61] proposed a technique for mapping tasks in parallel
applications to achieve energy efficiency while ensuring real-time constraints. Moreover, taking
into account the impact of Mobile AR (MAR) client energy consumption, service delay, and
detection accuracy during task offloading, a function was devised to assess the energy efficiency of
MAR clients by using a heuristic algorithm [62].

Concerning the VEC environment, Qin et al. [63] proposed an iterative algorithm with a
double-loop structure, meaning there were two main iterative processes in the optimization routine.
They used Dinkelbach’s method and the block coordinate descent technique in the optimization,
which are mathematical methods for solving optimization problems. The primary objective was
to maximize the energy efficiency of the RIS-assisted UAV-enabled MEC system using the NOMA
protocol. They aimed to achieve this by optimizing several parameters: bit allocation, transmit power,
phase shift, and UAV trajectory. The authors of Reference [64] examined a difficulty related to the
effective allocation of resources in autonomous vehicular communication networks. The primary
emphasis was placed on the distribution of joint spectrum and power in vehicular communication
networks, which has the potential to optimize energy utilization. Efficient power allocation can
result in optimized energy utilization, enabling vehicular networks to employ the minimum required
power for communication. Consequently, this practice has the potential to extend the operating
duration of equipment or cars and conserve energy resources. In Table 5, we have listed the articles
that address “energy” as an objective.

5.2 Latency

Latency plays a critical role in mission-critical applications where situations can be life-threatening,
as seen in search and rescue missions. As a result, there has been a substantial body of literature
addressing the need to reduce latency, particularly in the context of resource allocation and task
offloading. Many articles have been published, focusing on strategies to minimize latency in these
scenarios. An online algorithm, assisted by DL, was proposed in Reference [69], which could
make fast decisions. In particular, an offline solver for the problem was designed, and a DNN was
used to emulate the solver, allowing for online task offloading with the overall system latency
minimized. In Reference [70], the authors introduced collaborative resource allocation optimization
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in MEC and proposed two optimal edge server deployment schemes, enumeration-based optimal
and ranking-based near-optimal edge server placement algorithms, based on Software-Defined
Network (SDN) technology. The research contributed [71] to the understanding and improvement
of optimal Virtualized Network Functions (VNF) placement and routing for low-latency IoT
services within a multi-tier cloud network. The authors also introduced learning-based heuristics for
VNF provisioning, taking into account IoT device mobility and energy conservation. The work [72]
focused on optimizing microservice coordination in MEC to reduce service delays for mobile
users. Clarity-based services can be improved by dynamically deploying and migrating lightweight,
independent microservices across edge clouds. This work addressed the challenge of increased
service delays caused by frequent edge-cloud switching due to user mobility. To address reliability,
authors in Reference [73] utilized a mathematical programming framework to derive an optimal
task allocation, considering multiple operational constraints such as latency, energy in computation
and communication, and the reliability demands of the application. In MEC with small cell networks,
authors [74] presented task offloading scenarios. To achieve lower time consumption for all tasks
and reduce the number of task failures, their proposed collaborative architecture shared computing
resources among mobile devices, distributed small base stations MEC servers, and remote cloud in
MEC-enabled small cell networks. In Reference [75], researchers focused on optimizing offloading
with caching enhancements in the femto-cloud and MEC scenarios, specifically targeting multi-user
environments. This scheme significantly reduced execution delays.

In terms of application types, time-sensitive applications generate a massive volume of data at
the edge, which is then stored and analyzed in the cloud. However, traditional cloud infrastructure
suffers from issues such as response delays, network congestion, and overall inefficiency due to
the centralized nature of the system [76]. By bringing computation power and storage capabilities
closer to end users at the network edge, edge computing enables the deployment of mission-critical
applications on edge devices. This approach facilitates real-time data analysis, reduces latency, and
enhances QoS for this type of application. For resource allocation, while considering industrial
applications, the greedy border allocation into Kubernetes was introduced [77]. The authors [76]
designed a conceptual model for the QoS paradigm in edge computing, specifically for time-sensitive
applications. This model had the potential to enhance latency in time-critical applications. The
precise placement of fog nodes is crucial, as it directly impacts the latency experienced by the
hosts utilizing them. Therefore, careful assessment of fog node placement is necessary to meet
the stringent QoS requirements of critical and time-sensitive IoT applications [78]. In this article,
the authors formulated the fog node placement problem and proposed optimal and approximated
methods to solve it by reducing latency and execution time. On the other hand, in Reference [79], the
problem of task assignment in MEC for scenarios involving multiple tasks and users was investigated.
The assignment was treated as a constraint satisfaction problem, and a lightweight algorithm was
presented that considered task information and user mobility. The study [80] introduced a method
aimed at addressing the resource allocation challenge in edge-IoT by employing DRL. Additionally,
it provided a compilation of common edge-IoT applications along with their specific attributes. The
prioritization of these applications was determined based on the significance of resource allocation
for each of them.

Concerning the VEC environment, considering QoS parameters, the mobility of vehicles and
the latency involved in offloading tasks to VEC servers could be divided into three components: the
time taken to transmit the data to the nearest VEC server, the readiness time of the task on the VEC
server, and the execution time on those servers. Focusing on time-critical tasks as one of the aspects
of mission-critical applications within IoVs, researchers in Reference [81] reduced latency and
minimized the distance between endpoints and service nodes. They prioritized the computing tasks
based on their maximum tolerated latency and utilized a clustering algorithm to make informed
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Table 6. Categorized Based on the Latency as an Objective and Review the Constraints, Focus of Research
Area, and the Deployment Method

Ref. Platform Research Area Focus Constraint The. otl.ler Methodology
Objective
Heterogeneous . Time-sensitive Communication, DL,
(6] MEC Task Offloading Task Processing Latency ) DNN
[70] MEC Resource Allocation Service Delay Deployment of Enhanced Clustering
edge servers
Reliability,
[73] Cloud/hub/Edge  Task Allocation Critical Applications Energy Budgets, —_ Dual Modular Redundancy
Availability of resources
MEC-Enabled . . . .
[74]  Small-Cell Task Offloading AR Applications The processing time Task Cgmpletlon Time, Mat‘hefnat.lcal Mode%mg,
Task Failure Optimization Technique
Networks
Task Offloading, Single-user,

MEC

Offloading Decision

Application

Caching Enhancement

Multi-user

Cooperative GT

Industrial Fog Failover time

[77]  Fog Computing Container orchestration —_ Heuristic Algorithm

Application requirements
. - Priority of . . DRL,
[80] Edge-IoT Resource Allocation IoT Applications applications’ sensitivity Quality of Experience DNN
[81] IoV Task Offloading, Time-critical Tasks Power, o Priority-based Clustering,

Resource Allocation Priority Constrained Optimization

offloading decisions. The research [82] focused on addressing the problem of optimally placing
Vehicle-to-Everything (V2X) services in a hybrid cloud/edge environment. To achieve this, an
analytical optimization model was developed. The objective of this model was to place V2X services
on computing nodes in a way that minimizes the aggregate average delay/latency. The model
considered various constraints, including delay, computation resource availability, redundancy, and
placement constraints. Articles that consider “latency” as an objective are cataloged in Table 6.

53 Reliability

Given the nature of computing platforms, applications deployed in edge-cloud computing envi-
ronments inevitably confront a multitude of challenges stemming from limited bandwidth, the
unreliable and heterogeneous nature of wireless communications, computation offloading, and
security considerations [11]. Deploying these devices in critical applications like search and rescue
missions or monitoring and controlling critical infrastructure poses a significant challenge to ensur-
ing the overall reliability of the application. A few articles that focused on ensuring reliability have
been investigated here. The objective of Reference [83] was to ensure high service reliability while
minimizing the reserved edge resources necessary for system redundancy. This was achieved by
proposing a heuristic algorithm. In work, Reference [84] an intelligent agent using deep Q-learning
at the edge computing node developed a real-time adaptive policy for resource allocation. The goal
was to improve average end-to-end reliability for offloaded tasks from multiple users.

In 5G mobile networks, high-rate mission-critical traffic requires support from multiple radio
access technologies and dynamic resource allocation. To address this in Reference [85], a softwarized
5G architecture was introduced along with a mathematical framework to model critical session
transfers in the network. With regard to resource allocation, [86], a metric to measure the balance
condition of physical resources was proposed, and also an algorithm that optimized resource
allocation based on this metric to improve resource utilization and acceptance rate.

In terms of application type, certain tasks within mission-critical applications hold the utmost
significance, necessitating a certain level of reliability from MEC to ensure their successful execution.
This paragraph delves into various articles that concentrate on this specific objective, exploring
ways to enhance MEC’s reliability for handling these crucial tasks. Mission-critical machine-type
communications applications have challenges in terms of insufficient radio resource management
and orchestration. One solution [87] involved the optimal selection of Multi-Technology Gateway
(MTG) and resource allocation. This was achieved through a combination of predicting MTG loading
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using recurrent NN-based long short-term memory and adjusting MTG loading DRL techniques.
These challenges lead to a decrease in end-to-end communication reliability, particularly in edge
areas. Mission-critical task offloading in non-orthogonal multiple access-assisted MEC networks
was considered [88], where local information collected from multiple local devices was involved.
This design was constrained by strict delay requirements and limited energy resources. Authors [83]
developed a resource model for latency-critical services in distributed edge computing. To minimize
reserved placeholders for edge node failures, they proposed a fast heuristic algorithm. Authors [89]
focused on improving service reliability in the deployment of application instances on edge servers.
They introduced the coverage-reliability for the K-Budgeted edge application deployment problem
and proposed optimal and greedy approaches to solve it. In Reference [90] focused on a scenario
where multiple edge nodes collaborate to complete the AR task. The task’s component dependencies
were modeled by a DAG, and an integer PSO-based algorithm was proposed. In Reference [91], the
authors presented a method for optimizing the allocation of hardware resources in a multi-tier MEC
hierarchy. To enhance the overall computational capacity of a 5G-based MEC system, a parametric
Bayesian optimizer was employed for allocating hardware resources. It was shown in Reference
[92] that extending the deadline of IoT applications can effectively avoid QoS violations without
impacting bandwidth consumption, application completion time, or the execution time of the
approach. The work focused on achieving an equilibrium state where the bandwidth consumption
of IoT applications was minimized while simultaneously maximizing the reliability level of these
applications during task offloading. Conversely, the article [90] addressed collaborative AR task
completion among multiple edge nodes. Task dependencies were modeled using a DAG. An integer
PSO-based algorithm was designed, but its computational complexity restricts real-time applicability
for AR services. Nguyen et al. [93] proceeded to discuss the MEC platform that had its resources
spread out over a metropolitan region. Additionally, a scenario that entails the implementation of
an application that was exceptionally sensitive to latency like AR applications. They emphasized
difficulties associated with allocating resources to support the aforementioned application, to ensure
satisfactory performance thresholds.

5.4 Cost

Through this section, valuable insights into MEC resource management for cost optimization are
uncovered. GA was combined with the problem of computing offloading of multi-service tasks
based on edge computing, which was proven to be NP-hard in Reference [94]. The influence factors
of genes on chromosomes were considered, and a probability formula for crossover selection
was designed. In work [95], it was pointed out that the Cloud Assisted Mobile Edge (CAME)
computing framework tackled scalability challenges in MEC by outsourcing mobile requests to
diverse cloud instances. Proposing a solution to optimize resource provisioning and cloud tenancy
within CAME, the proposed optimal resource provisioning algorithms exploited problem convexity.
Authors [68] addressed the problem of online edge resource allocation by formulation mixed
nonlinear optimization problem. They proposed a mobility-agnostic algorithm, decomposed the
problem into subproblems with regularized objective functions, and utilized convex programming
methods for their solution. An optimization scheme for computation offloading and resource
allocation in a network with multiple wireless access points and MEC was proposed in Reference
[96]. The paper’s objective was to minimize the cost of the system. Authors in Reference [97]
explored MEC in an ultra-dense network, where mobile users could choose from multiple Base
Stations for computation offloading. They formulated the problem as MDP to determine an optimal
computation offloading policy to minimize long-term costs.

Several research studies have put forward proposals to optimize joint offloading and compute
resource allocation within the edge infrastructure, like [98] and [99]. The work [100] considered
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various network states such as channel conditions, computation task queue, and remaining com-
putation resources of end devices in this area. It formulated the decision-making problem at end
devices as a MDP and employed a RL approach to address it.

Researchers are working on addressing security and privacy concerns in MEC, which is another
significant area of focus. The authors [101] aimed to reduce the cost of energy by proposing a
distributed algorithm that optimizes various parameters, such as clock frequency configuration,
transmission power allocation, channel rate schedule, and offloading strategy selection. They
considered a satisfactory user experience while achieving high energy efficiency in MEC. In order
to meet the deadline constraint and minimize data access costs, the problem of scheduling data
replication had been formulated in [102] as an integer programming problem. To address this
problem, a faster meta-heuristic algorithm was developed and applied. Authors [103] analyzed
the relationship between minimal purchasing cost, computation delay, and available computation
resources to maximize long-term profits. They designed schemes for resource reservation, expansion,
and real-time purchasing to optimize resource allocation dynamically.

In terms of application type, research papers have been analyzed to identify effective resource
management techniques for cost reduction in MEC and their influence on mission-critical tasks.
The study [104] pointed to minimizing energy costs for mission-critical IoT in a MEC system. The
problem was decomposed into two sub-problems: task offloading decision-making and resource
optimization. In Reference [105], service placement occurred at a larger scale, specifically at the
level of frames, to prevent system instability. Request scheduling for data-intensive applications
was performed at a smaller scale, known as slots, to support real-time services. A budget constraint
was furthermore imposed to control the operation costs associated with service replication and
migration. Lou et al. in Reference [106], proposed deciding which tasks, along with their subsequent
tasks (excluding the final task), should be executed in the cloud to meet the overall project deadline
for latency-sensitive applications such as LIGO, which is used in physics for detecting gravitational
waves and involves CPU-intensive tasks that consume large amounts of memory and CyberShake
which is used to characterize earthquake hazards by generating synthetic seismograms. To address
scheduling decisions in Reference [107], the IoT application was allocated to a specific SLA category,
such as gold, silver, or bronze. These categories indicated the relative significance or criticality
of each application. Additionally, each category was assigned a penalty weight that measures
the financial consequences of failing to meet the performance requirements associated with an
application in that particular category.

Concerning the VEC environment, in Reference [108], latency as a constraint with regard
to mobility was examined to reduce the PO cost. Considering the same constraints, authors [65]
proposed a model in which a vehicle passed through the coverage area of an Access Point (AP)
at fast-moving speed, and the offloading tasks could be processed by the MEC servers deployed
at AP independently to drop the system cost. To ensure the delay tolerance of all vehicular user
equipment, the proposed problem in Reference [109] aimed to minimize the system cost. This
problem was formulated as a MINLP. To aim for the identical goal, the work in Reference [110],
the vehicle-DON algorithm, was proposed. The vehicle-DQN algorithm incorporated a Vehicle
Adaptive Feedback (VAF) algorithm, which determined the priority assignment of processing
tasks for service vehicles. Subsequently, the vehicle-DQN algorithm utilized the results from VAF
to develop a task-offloading strategy. Table 7 encompasses the articles where “cost” is explicitly
addressed as an objective.

5.5 Mobility

Although mobility-aware scheduling has been extensively investigated in MEC, primarily as a con-
straint that must be managed (e.g., Refs. [111], [112]), there are few studies that have concentrated
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Table 7. Categorized Based on the Cost as an Objective and Review the Constraints, Focus of the Research
Area, and the Deployment Method

Reference Platform Research Area Focus Constraint The' otl'xer Methodology
Objective
[o1] 5G Network Resource Allocation Task Budget, nghc{f Computational Seq%lm?ual‘ Model-Based
Latency Capacity Optimization
. Delay tolerant rate,
[95] f/[lgéd Assisted Resource Provisioning Edge nodes Delay-sensitive —_— Convex Optimization
applications ensuring QoS
. Task to server
[96] MEC Task Offloading, . Task via multiple Transmission power allocation GT
Resource Allocation :
wireless APs
Computation task
Task Offloading, Computation execution delay
7] MEC Offloading Decision Task . the Handover DRL
delay trade-off
Service Placement, . . e S
[98] MEC Computation Scheduling Service Multiple Types of Resources  Feasibility Optimization Theory
Task Offloading, AR Energy, System performance s
9 v
(2] MEC Resource Allocation Applications User Mobility under different task Convex within GT
- Latency-sensitive - .
(102] Edge Computing  LcPication Data Deadline Violation of number Metaheuristic Algorithm
Management of data transmission
Workload
Computation Available computation
[103] Edge-Cloud Resource Management Taskp resources, — ML
Delay
- - Task offloading,
[104] Mlssmn—crmcal Offloading Decision, Short Pz.mlfel —— — MINLP
IoT in MEC . Transmission
Resource Allocation
[105] Edge-Cloud Service Placement, Data-intensive Communication Budget System Stabilit GA
- 8¢ Request Scheduling Applications & oyste Y ’
(106] MEC Task Scheduling Latency-sensitive 101\ beadline — Heuristic Algorithm
Applications
[108] VEC Task Scheduling Task Mobility, —_ Heuristic Algorithm
Latency
[109] NOMA-Enabled Offloading Decls\.on-makmg, Task Latency requirement Vehicular User Mathematical Optimization
VMEC Resource Allocation Equipment

on mobility enhancement approaches, which are designed to actively enhance user or service mobil-
ity as part of resource management. Mouradian et al. in Reference [113] explored the cost-efficient
deployment of robots for a search and rescue use case during large-scale disaster management. The
majority of the examined physical robots are mobile, unlike traditional IaaS resources such as data
centers. This mobility characteristic of robots significantly raises the likelihood of QoS degradation.
Therefore, the mobility aspect of robots is of great importance. With regard to user mobility [114],
the task offloading problem was decomposed into two subproblems: a convex computation alloca-
tion subproblem and an INLP offloading decision subproblem. These algorithms focus on optimizing
the system utility under the constraints of shortages of resources, and task latency. The primary
goal of authors in [115] was to optimize the availability of resources utilized in response to MEC
requests. They incorporated mobility prediction to minimize unnecessary re-allocations due to
user mobility. To predict user flow across various MECs, a Gaussian method is utilized, aiming to
anticipate resource utilization. Additionally, service time and network consumption were taken
into account to minimize service allocation. Vasilakos et al. [116] presented a theoretical framework
that utilizes the capabilities of ML at the network’s edge. This framework involved deploying
intelligent models near mobile users, allowing them to take proactive or reactive measures such as
predicting mobility for ultra-low-latency 5G streaming services. Based on the mobility of users,
the work [117] proposed an approach based on thresholds, which created new registries when
application provisioning times became excessively high while deprovisioning existing registries
located far from users to prevent resource wastage. A selection of the relevant articles is presented
in Table 8.

5.6 Availability

In terms of the availability of physical resources, edge computing resource allocation involves
optimizing computing resources, storage capacity, and network bandwidth in a resource-constrained
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Table 8. Categorized Based on the Objectives and Review the Constraints, Focus of the Research Area, and
the Deployment Method

Obj | Ref. Platform Research Area Focus Constraint Thg 0t}}er Methodology
Objective
. . Latency-critical Mathematical Model,
& [83] Edge Computing  Resource Provisioning Service Delay — Heuristic Algorithm
= [84] Edge Computing  Resource Allocation ~ Task Latency —_ Deep Q-learning
3 . o .
E] N Softwarized 5G Mission-critical .
2 [85] 5G Networks ‘Architecture Data Packet delay —_ Mathematical Model
[35] NOMA-assisted Task Offloadin, Mission-critical g\erla;lahle resouree, o Modified Block
MEC € Tasks 2% Coordinate Descent
Limited energy budget
[89] MEC Application  Deploy- Application Application Both Small and Large-Scale Heuristic Algorithm
ment Instances Deployment Budget Scenarios
[90] MEC Code-P?rtmonmg AR service Latency Service Failure Probability Met.ah.eun.stw
Offloading Optimization
[92] MEC Task Offloading 10T Applications - Bandwidth Consumption Heuristic Algorithm
H [79] MEC Task assignment Task User Mobility Task execution Heuristic Algorithm
] Task Offloading, User Mobility, . - .
[114] MEC Resource Allocation User Task Latency System Utility Heuristic Algorithm
Replica Placement, Data Node, o Improves Storage, .

9 " . ’
> [119] Edge-Cloud Load Balancing Data Blocks Data Availability Service Performance Mathematical Model Based
= . . ) ) . . MINLP,

E [121] Fog Computing App-Aware Placement Microservices Bandwidth Consumption Throughput Heuristic Algorithm
< X X Improves Storage . S
g P . s
Z [122] Edge Computing  Replica Placement Data Blocks Service Performance Metaheuristic Optimization
. Vehicular . . .
[123] . Resource Allocation ~ MEC Service The Handover Frequency — Mathematical Method
Fog Computing
$ |[24] MEC Service Scheduli Servi Mobility, E RL
§ ervice Schedu! mg ervice Threshold nergy
H] Latency,
'[:o: [127] Edge-Cloud Task Allocation IoT Application Reliability Requirements, Deadline Missing Ratio Mathematical Model
= Availability of Resources
2 Communication delay,
1 . - 1T g
= [128] Fog Computing Task Allocation Real-Time Task Task Reliability Successfully Executed Task RL

edge environment. Efficient resource management ensures the edge infrastructure can handle
workloads, provide reliable services, and meet data availability requirements. The adaptive replica
placement strategy and associated algorithms considered user access characteristics, the number
of replicas, replicas’ location, and resource-related factors (such as node performance and replica
consistency) to optimize data availability while effectively managing the aforementioned physical
resources in that environment. Considering both availability and reliability [118], the replica
synchronization strategy improved data readability by reducing write latency and enhancing write
throughput, ensuring replica consistency. The replica recovery strategy enhanced data reliability by
reducing write time and improving read throughput. Adding the cost factor, authors in Reference
[119] proposed a resource management strategy to optimize workloads and costs in the edge
cloud. They also presented a replica management strategy to enhance the user experience, reduce
storage overheads, and ensure data consistency. In Reference [120], the authors developed analytical
models and solutions to evaluate the availability of IoT systems with Byzantine fault-tolerance
for mission-critical applications. They aimed to understand the relationship between the number
of servers in the system, the proportion of honest users (non-malicious nodes), and the overall
availability of the network.

In terms of application type, Faticanti et al. [121] focused on the efficient orchestration
of applications in a combination of a cloud module and a fog module, fog computing. Multiple
constraints arose from the computation and communication demands of fog applications, available
infrastructure resources, and the location of target IoT objects. They developed a greedy algorithm to
solve the app-aware placement formulation. As the Internet of Everything expands, IoT applications
in areas like smart manufacturing and transportation are growing. These applications have needs
like quick data transmission, adequate bandwidth, and security. To address these demands and
provide users with swift connections, instantaneous services, smart applications, and secure data
management, authors in Reference [122] offered services that place copies of data at this network
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edge. They considered four practical use cases and discussed how their approach was implemented
in smart manufacturing, transportation, cities, communities, and AR.

Concerning the VEC environment, Souza et al. [123] employed RL to optimize resource
availability by minimizing handover frequency in vehicular scenarios through intelligent resource
placement. Table 8 displays a compilation of the pertinent articles.

5.7 Fault Tolerance

Smart devices used as edge nodes are resource-constrained and face a higher failure rate than
traditional distributed systems. Therefore, ensuring reliability and application availability through
fault-tolerant systems becomes crucial. To reach this goal, the authors [124] represented fault
tolerance in a diverse multi-user MEC environment. To enhance service offloading efficiency,
a semi-online and RL-based model was introduced to determine users’ offloading behavior. A
threshold value was incorporated to prevent offloading failure due to resource overload. An adaptive
check-pointing, like the previous article, the offloading algorithm was developed to ensure reliable
offloading as well.

In terms of application type, to ensure QoS, the infrastructure responsible for QoS man-
agement must possess a thorough understanding of the application’s characteristics and the SLA
requirements in order to effectively enforce QoS [125]. To enable the execution of latency-oriented
IoT applications within an edge computing environment, workflows offered a standardized ap-
proach for managing multiple applications across distributed systems [126]. In Reference [127],
a fault tolerance technique for critical IoT applications that aimed to increase task reliability in
distributed edge computing was introduced. The technique involved locally assessing the reliability
of an edge node and providing fault tolerance to enhance overall application availability. The
method involved simulating a smart battlefield scenario and using decentralized edge computing
and fault tolerance techniques to handle fault tolerance in a critical and changing setting like a
battlefield. To enhance the reliability of executing real-time tasks in fog-based IoT systems, in [128]
a RL approach was proposed to assign primary and backup tasks to appropriate nodes in this system.
The authors mentioned that the existing methods often focused on delay and functionality but
neglected the reliability of real-time tasks in dynamic environments. The authors [129] highlighted
the importance of a rapid response from the healthcare system, considering it a safety-critical
system. The fault-tolerant data transmission feature ensured that the transmission of data between
the storage nodes and the processing nodes were reliable in the fog environment.

Given our discussion related to objectives including reliability, mobility, availability, and fault-
tolerance within the context of resource management, we note a strong interconnection among
these objectives. In order to illustrate the platforms where these objectives have garnered significant
attention and have become primary targets for researchers, as well as the constraints they are
bound by, a selection of the relevant articles is presented in Table 8.

5.8 Multi objectives

5.8.1 Simultaneous Optimization of Energy Consumption, Cost Minimization, and Latency Re-
duction, with or without reliability. With the perspective of fog computing, researchers in [130]
decoded the interplay between latency, reliability, cost, and energy in the resultant resource pro-
visioning. This analysis provides valuable insights into how these factors impact the process of
resource allocation and helps understand their effects on resource provisioning outcomes. In an
identical computing era, [131] introduced a fault-tolerant scheduling algorithm that addressed the
issue of communication reliability in IoT. The proposed algorithm incorporated energy-efficient
check-pointing and load-balancing techniques, resulting in improved performance for the delay,
energy consumption, execution cost, network usage, and the total number of executed modules.
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In Reference [132], the tradeoff between conflicting objectives was considered. Reducing the task
processing time leads to higher costs for VMs. Similarly, maximizing task associativity requires
increasing the number of VMs, which also increases the service cost. To address this, a task schedul-
ing and load-balancing technique based on an integrated accelerated PSO algorithm was introduced.
Taking into account energy consumption, time delay, and computing cost, [133] considered joint
optimization of resource allocation and offloading decisions. The main goal of the research was
to optimize the performance of a MEC-based industrial IoT network. The problem was divided
into two subproblems: the first subproblem was solved using the Lagrangian multiplier method,
and the other by GT. In [134], researchers developed a computation offloading scheme in two
steps: centralized user clustering and distributed computation offloading. They used the K-means
clustering algorithm, considering user priorities as features. Clusters with high and low priorities
were assigned for edge computing and local computing, respectively. Using DQN, an optimal
distributed computation offloading policy was learned for users in other clusters. This was done to
keep long-term system costs as low as possible. The article [135] introduced a resource provisioning
model for microservices in smart healthcare systems, emphasizing device mobility and addressing
service migration mobility. It effectively lowers operational costs and mitigates its impact on energy
consumption. In [136], authors suggested employing iterative methods to enhance the assignment
of servers to tasks, taking into explicit consideration agent mobility. Their algorithm aimed to
optimize the allocation process, considering factors like communication latency. In this article, the
application use case involved a fire emergency management service implemented within a smart
factory setting.

Concerning the VEC environment, the work in [137] introduced the cooperative offloading
and task scheduling algorithm, which iteratively scheduled tasks and generated near-optimal solu-
tions within a polynomial time complexity. The algorithm optimized task execution by considering
the tradeoff between latency, cost, and resource performance, enabling efficient utilization of avail-
able resources. In this article, different types of applications were used for generating experience
results, such as E-transport and healthcare.

5.8.2  Only two conflicting objectives together. Several research works have suggested joint opti-
mization of computational costs and another objective in edge infrastructure. In the research [138],
the authors used GA to address the service placement problem for critical IoT applications, aiming
to optimize cost and availability by placing multiple replicas in different network parts. The second
subproblem was addressed using GT principles. Researchers in [139] calculated cost-optimal group-
ings, assigned compute resources, and placed application components while meeting end-to-end
latency constraints. They not only deployed tasks onto the edge and cloud resources accordingly
but also optimized the placement of externalized data to minimize data access latency. The tradeoff
between system cost and reliability for deadline-sensitive IoT services was investigated in [140],
where the authors presented the weighted best fit decreasing algorithm, driven by the best fit
decreasing algorithm used to solve the bin packing problem.

To address the high sensitivity of IoT applications to latency, especially in critical sectors like
medical and healthcare industries, [141] introduced a non-dominated sorting GA tailored for data-
intensive IoT applications in fog infrastructure. The algorithm aimed to enhance data availability,
reduce data access costs, and account for latency. A privacy-preserving and cost-efficient task
offloading scheme was represented [142]. The scheme, based on the generic Lyapunov optimization
framework, aided in preserving user privacy while ensuring the best possible user experience.
The article [143] focused on cost and energy consumption in a multi-tier MEC system, achieving
this by optimizing task offloading, transmission power and radio resource allocation, and server
computation. The problem is formulated as a mixed-integer non-convex program, taking into
account devices’ latency requirements. An online dynamic resource allocation scheme based on
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GT was presented in [144], which adapted to changing workloads, ensuring application latency
requirements. The study utilized two types of applications: a near real-time scenario involving the
well-known electroencephalography tractor beam game and a delay-tolerant scenario with a video
surveillance/object-tracking application.

However, the topic of reducing energy usage while considering latency has attracted consistent
attention in numerous articles. The authors in [145] introduced a technique named Mobile-Kube,
which utilizes the RL algorithm to decrease the latency of Kubernetes applications on MEC devices.
Ramzanpoor et al. [146] proposed a mechanism that enhanced the reliability of IoT applications
using the Cuckoo Search Algorithm (CSA). They formulated the component deployment as
a multi-objective optimization problem, aiming to reduce both energy consumption and latency in
fog structures. Similarly, a joint-clustering algorithm was introduced in [147], utilizing probabilities
to cluster fog nodes based on specific application requirements. This algorithm enables the selection
of appropriate fog nodes and allows a node to be part of multiple clusters simultaneously, unlike
traditional clustering methods. The task assignment and power allocation were jointly formulated
in [148] to minimize the total task execution latency, taking into consideration user mobility, task
properties, and energy constraints of the user device. Initially, a GA-based evolutionary scheme was
proposed to solve the formulated MINLP problem. The diverse requirements for service delay and
energy consumption in different application scenarios are evident. For instance, in industrial IoT
applications, minimal delay is critical to avoid disasters, while autonomous driving prioritizes low
energy consumption alongside critical latency needs. Online gaming on mobile devices, like AR, de-
mands low service latency and high energy efficiency, necessitating a balance between these factors
to enhance the user’s quality of experience. Hu et al. [149] conducted a comprehensive investigation
of the fundamental tradeoff between energy efficiency and service delay in a multi-server multi-user
IoT network. They considered various factors, such as user mobility, random channel states, and
stochastic task arrivals to explore this tradeoff. In another study by Matrouk et al. [150] tasks
were categorized into four types (real-time, non-real-time, delay-sensitive, and resource-intensive)
and scheduled based on constraints like priority and data size. The Di-process modular NN was
used to calculate the weight value of each task, which was then assigned to the optimal fog node
using the capacity-based Hungarian assignment algorithm. This approach effectively optimized
task allocation in the network. Authors [66] addressed the UAV inspection business collaboration
problem in the electric power IoT using edge computing. A two-stage mechanism is proposed
to optimize energy consumption and delay, achieving a balance between the two objectives.

Considering fault tolerance, the article [126] introduced a fault-tolerance methodology based on
check-pointing and replication. In another work focusing on VNF, a placement scheme specifically
designed for MEC within a Network Function Virtualization (NFV) environment was proposed
in [151]. The problem of VNF placement was tailored to ultra-reliable low-latency communications
with two conflicting objectives: minimizing access latency and maximizing service availability. By
addressing these various aspects and tradeoffs, researchers aim at developing efficient resource
management strategies tailored to different application requirements in the context of MEC, IoT,
and fog computing.

Concerning the VEC environment, being multi-objective, in [152], an optimization problem
to minimize the weighted sum of service delays for all IoT devices and power consumption for UAVs
were presented. This was achieved by jointly optimizing the position of the UAV, the allocation
of communication and computing resources, and decisions related to task splitting. Considering
the limited resources of mobile devices [153], mobility of devices and migration of services were
considered in the offloading technique, resulting in an improvement in the energy and latency
of industrial IoT applications. Authors [154] introduced a new mobile edge mechanism known
as V-edge, which involves deploying edge computing capabilities on vehicles. Their focus was on
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Table 9. Optimization Considerations in MEC: Costs, Energy, Reliability, Latency, and Availability

Objective Parameters
Energy — The energy consumed by mobile devices during task execution
— The energy consumed during data transmission between mobile devices and edge servers or
other network entities
- Radio Access Network (RAN) Energy Consumption
— The overall energy consumption of the entire MEC system, considering all components
involved
— The beneficial offloading energy
Cost - The energy consumed by mobile devices, edge servers, or network communication
— The computational cost involves efficient utilization of available resources.
- The communication cost involves optimizing data transmission and network resource usage.
— The resource costs
— The trade-off between the desired quality of service and the resources required to achieve it
Reliability - It involves ensuring the availability and robustness of edge servers to handle incoming tasks
and deliver reliable services
— Fault Tolerance: It refers to the ability of the system to continue operating reliably in the
presence of failures or faults
— The resource Reliability
Latency - The execution latency
- The communication Latency
- Offloading decision latency
— The time taken to receive a response or result after task offloading and execution (Response
latency)
Availability - The device availability
— The edge server availability
— The service availability named data storage

maximizing the completion of tasks with sensitive deadlines using the V-edge. They optimized both
mobility and cost. In work [155] proposed an adaptive resource allocation approach to address
queuing delays in mission-critical applications. By substituting computing configurations and
efficiently controlling data drop rate, MINL stochastic optimization minimized computing quality
loss while meeting task deadlines and balancing queuing delay in multi-cell, multi-user edge
computing networks. The algorithm adaptively adjusts task placement, radio resource, computation
configuration, and data drop, enhancing the long-term user experience for vehicles without prior
knowledge of future network states.

Table 9 provides a complete review of edge computing optimization issues. It displays many
aspects such as costs, energy consumption, delay, dependability, and availability. Highlighting
these criteria provides a comprehensive understanding of aspects affecting MEC system efficiency,
performance, and effectiveness. This information can guide decision-making processes and
inform the design and development of edge computing and MEC solutions that prioritize these
optimization objectives.

In Table 10, we examine papers on resource management that consider multiple objectives. Many
studies now treat various QoS factors as limitations rather than aims. Numerous surveys have
examined the combination of energy and delay, thus we have focused on other variables in this table.
The “Others” column in the “Objectives” may include delay, availability, performance, and makespan.

6 Open Issues

This section identifies and analyzes key open issues in resource management for edge computing,
with particular emphasis on mission-critical applications that demand high reliability, low latency,
and real-time responsiveness. Despite growing interest, many aspects of resource management
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Fig. 5. The conflicting objectives.

remain underexplored, especially when considering the unique constraints of edge infrastructure,
such as limited computational capacity, energy availability, unstable connectivity, and geographic
distribution. We highlight specific research gaps where existing solutions fall short of meeting the
requirements of edge-native, mission-critical deployments. These challenges not only pose technical
difficulties but also represent opportunities for impactful innovation across various dimensions of
edge resource management.

This section seeks to enhance the narrative of the study by outlining these concerns and suggest-
ing key areas where future research might make substantial contributions. In doing so, it establishes
a foundation for further exploration beyond the existing state of knowledge.

6.1 Multi-Objective Solutions

The contradiction between energy, latency, availability, cost, and reliability in edge computing
arises from the fact that optimizing one objective often comes at the expense of another, as shown
in Figure 5.

These objectives are interconnected performance measures; thus, improving one may hurt another.
Managing these competing goals in edge computing task offloading and resource allocation is
difficult. From the literature review, it is evident that many studies have concentrated on “energy
consumption and latency”. Meanwhile, the challenges posed by reliability restrictions, which
demand cost-effective solutions, have also been a major focus. Several multi-objective articles do
not meet the varying needs of different applications and user requirements, especially in addressing
inherent conflicts. The strong impact of application types on these factors demands additional
attention in joint task offloading and resource allocation methodologies.

Redundancy and fault-tolerant methods in multi-objective mission-critical systems are important.
Mission-critical systems cannot afford a single point of failure that could be disastrous. Therefore,
multi-objective solutions should be fault-tolerant for high availability and dependability. Redun-
dancy, where vital functions are repeated or distributed over numerous edge nodes, reduces the
chance of hardware or software failure.

Researchers and practitioners must find unique techniques that combine various objectives
with redundancy and fault-tolerant tactics to provide robustness and resilience in mission-critical
edge computing settings. Thus, mission-critical applications can be better protected from failures
and disturbances, ensuring high system availability and flawless performance even in the most
demanding scenarios.

6.2 Fault Tolerance

Edge computing devices may fail, lose power, or lose connectivity, which presents new issues
compared to cloud systems. Most edge computing task offloading and resource provisioning studies
have focused on reliability as a constraint rather than an objective. Although some works are
focusing in MEC on fault tolerance, the majority of works on fault-tolerance techniques have
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focused on cloud systems. Data replication, load balancing, redundancy, and failover solutions have
been vital to edge computing resource management, but edge devices and their dynamic settings
require a more personalized approach. The ability to endure faults and system interruptions is
crucial to edge computing mission-critical operations, requiring both proactive methods to prevent
or mitigate issues before they occur and reactive methods to recover quickly and maintain service
continuity after failures. This makes fault tolerance essential for mission-critical applications. Edge
computing, where devices are resource-constrained, is overlooked in the cloud systems’ focus.

Fault tolerance mechanisms tailored to edge devices and mobile units are needed to ensure
dependable operation, fault recovery, and service continuity in edge environments. Considering
mobile network architectural changes is crucial. Microcells, small cells in mobile networks, are
becoming more widespread [156]. With several towers per region and lower output power, micro-
cells reduce interference and boost subscriber bandwidth. When one microcell fails, an adjacent
microcell can dynamically increase its power to cover its area, improving edge computing fault
tolerance. Thus, future research should focus on edge device fault-tolerant methods and mobile
network infrastructures for reliability and fault tolerance.

6.3 Green Edge Computing

Mission-critical applications in edge computing often come with their own unique set of challenges
beyond just energy consumption. Considering the nature of these applications and the possibility
of resource-constrained mobile units, it becomes crucial to address multiple aspects to ensure the
effectiveness of “Green Edge Computing” for such scenarios.

In the context of mission-critical applications, the issue of energy efficiency should be balanced
with the performance and reliability requirements of the applications. While reducing energy
consumption remains vital, it is equally important to optimize resource utilization to meet the
real-time demands of critical operations. This entails exploring techniques that prioritize critical
tasks, efficiently manage computing resources, and minimize unnecessary data transmissions to
preserve battery life in mobile units. Moreover, in mobile edge computing scenarios, energy con-
servation should extend beyond the devices themselves to include the development of intelligent
algorithms that minimize data processing and communication overhead. Task offloading and work-
load partitioning strategies should be tailored to the specific needs of mission-critical applications,
considering the available battery capacity and network conditions.

6.4 Availability

High availability ensures that edge services and resources are continuously accessible to users,
even in the presence of failures or varying demands. Edge devices typically have limited computing
power, storage capacity, and battery life. Managing these scarce resources efficiently is therefore
a significant challenge. Resource allocation algorithms must consider the available resources,
especially for mission-critical applications on the edge device, and distribute them optimally among
various tasks and applications. This objective emphasizes the need to maintain service levels under
changing conditions. Based on our investigation of many recent articles, this objective is in most
cases, considered indirectly.

6.5 Heterogeneity

Edge computing environments include smartphones, IoT devices, and edge servers. This diverse
landscape makes resource management difficult because devices have different processing power,
memory, and storage capacities. Resource management systems must account for heterogeneity to
maximize resource use. A decade ago, Schwarzkopf et al. [157] stressed the significance of hetero-
geneity in cloud computing. Edge computing still has this gap, which is surprising. Looking ahead,
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society’s ravenous desire for seamless connectivity is clear. Satellite-Air-Ground Integrated
Networks (SAGINs) are gaining popularity as wireless network technologies progress beyond
B5G/6G [158]. Space, aerial, and ground networks are harmoniously integrated with these revolu-
tionary networks. SAGINs’ ability to increase network coverage and throughput is their main draw.
They provide uninterrupted connectivity in the most demanding environments without infrastruc-
ture by combining satellites, high-altitude platform stations, and UAVs. SAGINs can improve network
coverage and speed by using non-terrestrial communication components. Satellites, high-altitude
platform stations, and UAVs ensure device connectivity even in infrastructure-less environments.

6.6 Security and Privacy

Edge devices play a pivotal role in critical sectors such as healthcare, where they collect and
process sensitive data. For instance, a mission-critical application in healthcare might handle
patient health records. Such unauthorized access to this data can lead to grave privacy breaches.
Given the paramount importance of security and privacy [3], it is no surprise that these concerns
are capturing the attention of researchers. The demand for more research is particularly pronounced
in the development of resource management systems. These systems need to incorporate access
control mechanisms, encryption protocols, and data isolation techniques to safeguard data at the
edge, all while being mindful of privacy regulations and compliance requirements. Furthermore, in
the context of MEC, addressing security challenges is crucial. This encompasses concerns related to
edge server security, data security, and network security. Notably, task offloading techniques have
frequently faced hurdles in these areas.

6.7 Mobility

As discussed in Section 5.5, mobility is often considered a constraint in most cloud or edge in-
frastructures due to its impact on latency, connectivity, and service continuity, particularly in
mission-critical applications such as emergency response, autonomous vehicles, and industrial
automation. However, mobility should not merely be tolerated; it is a capability that must be actively
supported and enhanced.

7 Conclusion

This survey sets itself apart from previous research in its scope and objectives. In this article, we pre-
sented a detailed review of the mission-critical application and also the time-sensitive application,
which could be considered a specific type of mission-critical application in the edge-cloud, mobile,
VEC, and even fog with IoT areas. A new age of real-world applications associated with IoT and
vehicular systems has different needs compared with typical applications at the edge. We performed
an SLR of these applications in a variety of concepts, such as computational offloading, resource allo-
cation, service or application placement, and even replicas. We examined the merits and drawbacks
of several systematic and peer-reviewed studies related to resource management or computational
offloading in edge computing. We summarized the current research based on some different perfor-
mance indicators in resource management in different environments, with a focus on the method
and the type of application. Finally, we discussed various unresolved challenges and potential
research directions. Through this study, our aim is to aid researchers in designing edge computing
resource management schemes tailored to highly dynamic applications, such as mission-critical
and time-sensitive applications, and effectively harnessing the full potential of edge computing.
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